2024





1.1 February


1.1.1 Profiling China’s I-SOON Information Leaks - A Real-Time OSINT

Methodology (2024-02-20 00:42)

[1]

Bare my advanced real-time OSINT skills for this one.

I just came across China’s I-SOON leaks and I decided to jump in with research and expertise.

Drop me a line at dancho.danchev@hush.com in case you want or need cyber threat actor research and analysis and attribution services.
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hxxp://t[.]wss[.]ink/f/8iykyg9b6st - Email:

2592858885@qq[.]com;

4826193@qq[.]com -

hxxp://www[.]wenshushu[.]cn/f/8iykyg9b6s t - 111[.]231[.]213[.]199

hxxp://t[.]wss[.]ink/f/8kmzl1edc19

hxxp://t[.]wss[.]ink/f/8abv0if4m5p

hxxp://t[.]wss[.]ink/f/8iykyg9b6st

42[.]177[.]83[.]82

113[.]207[.]69[.]126

113[.]59[.]43[.]73

211[.]93[.]211[.]192

hxxp://wss[.]show

hxxp://wss[.]ink

hxxp://wss[.]zone

hxxp://wss[.]email

hxxp://wss[.]pet

hxxp://i-soon[.]net - 123[.]56[.]229[.]155; 112[.]126[.]82[.]38

Sample users involved in these campaigns include:
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ultra hacking club

Related photos:
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Related domains:

ccstc[.]i-soon[.]net

oa[.]i-soon[.]net

live[.]i-soon[.]net

qiniudce[.]i-soon[.]net

dce[.]i-soon[.]net

edu[.]i-soon[.]net

fzpt[.]i-soon[.]net

i-soon[.]net

ku[.]i-soon[.]net

im[.]i-soon[.]net

www[.]i-soon[.]net

yq[.]i-soon[.]net

Known responding IPs:

47[.]108[.]80[.]161

106[.]187[.]102[.]130

47[.]108[.]80[.]161

220[.]169[.]152[.]41

183[.]61[.]177[.]41

182[.]107[.]80[.]41

47[.]109[.]21[.]45

180[.]97[.]198[.]41

218[.]93[.]204[.]41

47[.]108[.]118[.]238

59[.]188[.]252[.]171

106[.]187[.]102[.]130

123[.]56[.]229[.]155

112[.]126[.]82[.]38
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218[.]2[.]110[.]91

Contact points:

QQ:727697644 Email: ctf@whitecap100[.]rog

Related URL shortening URLs known to have served malware: https://t[.]wss[.]ink/f/8kd4y733mj1

https://t[.]wss[.]ink/f/ajnim7pusck

https://t[.]wss[.]ink/f/bfjq0a7njdv

https://t[.]wss[.]ink/f/bfpqf64mrf3

https://t[.]wss[.]ink/f/bgdvc80lljj

https://t[.]wss[.]ink/f/bhpswv6k9ur

https://t[.]wss[.]ink/f/bhrsefmgk1v

https://t[.]wss[.]ink/f/bm2essrfd6r

https://t[.]wss[.]ink/f/boe4v8tdpsz

https://t[.]wss[.]ink/f/cc278l37m37

https://t[.]wss[.]ink/f/cc29395ne3s

Sample photos:
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Sample photos from the leak:
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452



[496]

453



[497]

454



[498]

455



[499]

456



[500]

457



[501]

458



[502]

459



[503]

460



[504]

461



Related domain names known to have been involved in the campaign: hxxp://88988[.]bid

hxxp://88816[.]bid

hxxp://wzf[.]date

hxxp://zlh[.]date

hxxp://sgw[.]date

hxxp://tzf[.]date

hxxp://zwh[.]date

hxxp://fqd[.]date

hxxp://qhs[.]date

hxxp://gxq[.]date

hxxp://rzf[.]date

hxxp://pns[.]date

hxxp://fpd[.]date

hxxp://gqd[.]date

462

hxxp://zjh[.]date

hxxp://lgw[.]date

hxxp://nxq[.]date

hxxp://hbj[.]date

hxxp://hqj[.]date

hxxp://nws[.]date

hxxp://jbd[.]date

hxxp://jhd[.]date

hxxp://fgd[.]date

hxxp://fzd[.]date

hxxp://bmh[.]date

hxxp://hfd[.]date

hxxp://dkh[.]date

hxxp://jgd[.]date

hxxp://66667777[.]win

hxxp://81288[.]ink

hxxp://08884[.]bid

hxxp://48880[.]bid

hxxp://18884[.]bid

hxxp://68884[.]bid

hxxp://78884[.]bid

hxxp://48889[.]bid

hxxp://48887[.]bid

hxxp://58884[.]bid

hxxp://48885[.]bid

hxxp://48883[.]bid

hxxp://48881[.]bid

hxxp://pfct[.]bid

hxxp://pdzy[.]bid

hxxp://pw8[.]bid

hxxp://fx8[.]bid

hxxp://8jm[.]bid

hxxp://sprx[.]bid

hxxp://qnnc[.]bid

hxxp://qfmy[.]bid

hxxp://gmkq[.]bid

hxxp://xy8[.]bid

hxxp://tfml[.]bid

hxxp://pd8[.]bid

hxxp://yfrx[.]bid

hxxp://nrpx[.]bid

hxxp://yfrt[.]bid

hxxp://yfrp[.]bid

hxxp://yfrn[.]bid

hxxp://nhrp[.]bid

hxxp://lmwk[.]bid

hxxp://lmwh[.]bid

hxxp://yfrk[.]bid

hxxp://lmwg[.]bid

hxxp://yfrh[.]bid

463

hxxp://yfrg[.]bid

hxxp://yfrf[.]bid

hxxp://yfrd[.]bid

hxxp://rl8[.]bid

hxxp://rmsl[.]bid

hxxp://kyqd[.]bid

hxxp://spml[.]bid

hxxp://xlpx[.]bid

hxxp://yfqm[.]bid

hxxp://wmpx[.]bid

hxxp://yfqk[.]bid

hxxp://ntpx[.]bid

hxxp://gjkq[.]bid

hxxp://fnrl[.]bid

hxxp://pqsb[.]bid

hxxp://hpby[.]bid

hxxp://kypr[.]bid

hxxp://mj8[.]bid

hxxp://gmgr[.]bid

hxxp://rcpx[.]bid

hxxp://nhpx[.]bid

hxxp://nrmy[.]bid

hxxp://fypx[.]bid

hxxp://yfpj[.]bid

hxxp://nlsb[.]bid

hxxp://klgn[.]bid

hxxp://rhtn[.]bid

hxxp://ltqd[.]bid

hxxp://ltpx[.]bid

hxxp://fnpx[.]bid

hxxp://yfnl[.]bid

hxxp://nd8[.]bid

hxxp://mdpx[.]bid

hxxp://srxy[.]bid

hxxp://phmy[.]bid

hxxp://bcyl[.]bid

hxxp://nc8[.]bid

hxxp://qyxy[.]bid

hxxp://wd8[.]bid

hxxp://rmpx[.]bid

hxxp://kyml[.]bid

hxxp://nb8[.]bid

hxxp://phml[.]bid

hxxp://qbfb[.]bid

hxxp://qbdy[.]bid

hxxp://rcml[.]bid

hxxp://nppx[.]bid

hxxp://rfmr[.]bid

hxxp://fykq[.]bid

hxxp://rfml[.]bid

464

hxxp://ltmy[.]bid

hxxp://qfgn[.]bid

hxxp://nlpx[.]bid

hxxp://pfmy[.]bid

hxxp://psmy[.]bid

hxxp://xkpx[.]bid

hxxp://jtgn[.]bid

hxxp://dm8[.]bid

hxxp://pfml[.]bid

hxxp://qbct[.]bid

hxxp://cb8[.]bid

hxxp://qt8[.]bid

hxxp://xrct[.]bid

hxxp://tlpx[.]bid

hxxp://pyjc[.]bid

hxxp://qfcm[.]bid

hxxp://knqd[.]bid

hxxp://jmkq[.]bid

hxxp://qysl[.]bid

hxxp://ll8[.]bid

hxxp://nlmy[.]bid

hxxp://pwkq[.]bid

hxxp://kydq[.]bid

hxxp://spdq[.]bid

hxxp://qb8[.]bid

hxxp://qh6[.]bid

hxxp://pqdq[.]bid

hxxp://qyrx[.]bid

hxxp://fg8[.]bid

hxxp://fb9[.]bid

hxxp://thpx[.]bid

hxxp://xjrp[.]bid

hxxp://srrx[.]bid

hxxp://fy9[.]bid

hxxp://fy6[.]bid

hxxp://tnpx[.]bid

hxxp://qm8[.]bid

hxxp://qd9[.]bid

hxxp://qd8[.]bid

hxxp://qd6[.]bid

hxxp://qwsr[.]bid

hxxp://zw8[.]bid

hxxp://fnjf[.]bid

hxxp://spby[.]bid

hxxp://qwsl[.]bid

hxxp://fnjb[.]bid

hxxp://nzsr[.]bid

hxxp://pcmy[.]bid

hxxp://nzsl[.]bid

hxxp://gsqd[.]bid

465

hxxp://nlkq[.]bid

hxxp://qwrx[.]bid

hxxp://srpx[.]bid

hxxp://phgn[.]bid

hxxp://hsrp[.]bid

hxxp://lzwy[.]bid

hxxp://nzsb[.]bid

hxxp://nljz[.]bid

hxxp://lzwx[.]bid

hxxp://gqqd[.]bid

hxxp://rcdq[.]bid

hxxp://gqpx[.]bid

hxxp://rtxy[.]bid

hxxp://slct[.]bid

hxxp://hqmy[.]bid

hxxp://pyct[.]bid

hxxp://rcct[.]bid

hxxp://ktrx[.]bid

hxxp://qwpx[.]bid

hxxp://hqmr[.]bid

hxxp://gntn[.]bid

hxxp://gltn[.]bid

hxxp://phdq[.]bid

hxxp://wk8[.]bid

hxxp://qymy[.]bid

hxxp://rfdq[.]bid

hxxp://hqmf[.]bid

hxxp://qlrp[.]bid

hxxp://qymr[.]bid

hxxp://kxtn[.]bid

hxxp://krpx[.]bid

hxxp://mwmy[.]bid

hxxp://qyml[.]bid

hxxp://lksl[.]bid

hxxp://wjyl[.]bid

hxxp://pwct[.]bid

hxxp://kngn[.]bid

hxxp://rc8[.]bid

hxxp://qwmy[.]bid

hxxp://hqkq[.]bid

hxxp://xqpx[.]bid

hxxp://tnhg[.]bid

hxxp://fkmr[.]bid

hxxp://jrxy[.]bid

hxxp://gnrp[.]bid

hxxp://qwml[.]bid

hxxp://rtpx[.]bid

hxxp://fnby[.]bid

hxxp://krmy[.]bid

hxxp://kxrp[.]bid

466

hxxp://pzrp[.]bid

hxxp://hskq[.]bid

hxxp://dtpx[.]bid

hxxp://krmf[.]bid

hxxp://npct[.]bid

hxxp://xtpx[.]bid

hxxp://lqqd[.]bid

hxxp://sk8[.]bid

hxxp://lqpx[.]bid

hxxp://ydhm[.]bid

hxxp://ydhl[.]bid

hxxp://ydhk[.]bid

hxxp://rk8[.]bid

hxxp://lhkq[.]bid

hxxp://glmf[.]bid

hxxp://qs9[.]bid

hxxp://qs8[.]bid

hxxp://krkq[.]bid

hxxp://pnrn[.]bid

hxxp://mgpx[.]bid

hxxp://pcdq[.]bid

hxxp://ql8[.]bid

hxxp://lzmy[.]bid

hxxp://lxml[.]bid

hxxp://lzmr[.]bid

hxxp://mlpx[.]bid

hxxp://yr8[.]bid

hxxp://pcct[.]bid

hxxp://wjpx[.]bid

hxxp://pnpx[.]bid

hxxp://rh8[.]bid

hxxp://sn8[.]bid

hxxp://ktkq[.]bid

hxxp://qcnh[.]bid

hxxp://qcng[.]bid

hxxp://qcnf[.]bid

hxxp://kxml[.]bid

hxxp://rdtn[.]bid

hxxp://gf8[.]bid

hxxp://gnml[.]bid

hxxp://xcpx[.]bid

hxxp://krgn[.]bid

hxxp://mlmr[.]bid

hxxp://plqb[.]bid

hxxp://wlpx[.]bid

hxxp://fmpx[.]bid

hxxp://plpx[.]bid

hxxp://dtgr[.]bid

hxxp://qgmy[.]bid

hxxp://qk8[.]bid

467

hxxp://hqby[.]bid

hxxp://nqrp[.]bid

hxxp://pxrp[.]bid

hxxp://zp8[.]bid

hxxp://nspx[.]bid

hxxp://mcmy[.]bid

hxxp://gnkq[.]bid

hxxp://wlmy[.]bid

hxxp://bfsr[.]bid

hxxp://pzkq[.]bid

hxxp://gnjn[.]bid

hxxp://wr8[.]bid

hxxp://xq8[.]bid

hxxp://lpyh[.]bid

hxxp://nqpx[.]bid

hxxp://pzjn[.]bid

hxxp://pzjl[.]bid

hxxp://kjgn[.]bid

hxxp://qcjg[.]bid

hxxp://nsmy[.]bid

hxxp://mgct[.]bid

hxxp://qgkq[.]bid

hxxp://nwkq[.]bid

hxxp://nz8[.]bid

hxxp://nkpx[.]bid

hxxp://gngr[.]bid

hxxp://pjmy[.]bid

hxxp://gcpx[.]bid

hxxp://rpkq[.]bid

hxxp://nwjx[.]bid

hxxp://gl8[.]bid

hxxp://rlsl[.]bid

hxxp://nmpx[.]bid

hxxp://pgmy[.]bid

hxxp://nwjb[.]bid

hxxp://rlrn[.]bid

hxxp://rdmy[.]bid

hxxp://qw8[.]bid

hxxp://mcgl[.]bid

hxxp://gktn[.]bid

hxxp://fhpx[.]bid

hxxp://lzdq[.]bid

hxxp://rgmy[.]bid

hxxp://rgmr[.]bid

hxxp://wnpx[.]bid

hxxp://smpx[.]bid

hxxp://gkrp[.]bid

hxxp://lgkq[.]bid

hxxp://lzct[.]bid

hxxp://rlpx[.]bid

468

hxxp://yhxf[.]bid

hxxp://yhqy[.]bid

hxxp://gc8[.]bid

hxxp://yhqk[.]bid

hxxp://yhqh[.]bid

hxxp://yhqf[.]bid

hxxp://lpkg[.]bid

hxxp://kprx[.]bid

hxxp://lpkc[.]bid

hxxp://qxrx[.]bid

hxxp://tmpx[.]bid

hxxp://tkpx[.]bid

hxxp://qr9[.]bid

hxxp://qr8[.]bid

hxxp://wqrp[.]bid

hxxp://8zz[.]bid

hxxp://pdmy[.]bid

hxxp://8yw[.]bid

hxxp://8xx[.]bid

hxxp://8xw[.]bid

hxxp://rgjx[.]bid

hxxp://8ww[.]bid

hxxp://mcbl[.]bid

hxxp://lsct[.]bid

hxxp://8tw[.]bid

hxxp://pdml[.]bid

hxxp://8tt[.]bid

hxxp://8sw[.]bid

hxxp://8rw[.]bid

hxxp://8rr[.]bid

hxxp://8qw[.]bid

hxxp://gkml[.]bid

hxxp://8pp[.]bid

hxxp://8nw[.]bid

hxxp://8mw[.]bid

hxxp://8kk[.]bid

hxxp://8jw[.]bid

hxxp://fhjn[.]bid

hxxp://mfqd[.]bid

hxxp://qxpx[.]bid

hxxp://pn8[.]bid

hxxp://pdly[.]bid

hxxp://dspx[.]bid

hxxp://hpqd[.]bid

hxxp://pz8[.]bid

hxxp://qc6[.]bid

hxxp://wqpx[.]bid

hxxp://8hw[.]bid

hxxp://dy8[.]bid

hxxp://qprx[.]bid

469

hxxp://sf8[.]bid

hxxp://mkpx[.]bid

hxxp://tkmy[.]bid

hxxp://ygnq[.]bid

hxxp://ksqd[.]bid

hxxp://hrkq[.]bid

hxxp://8cw[.]bid

hxxp://nymr[.]bid

hxxp://sd8[.]bid

hxxp://kwtn[.]bid

hxxp://ygnm[.]bid

hxxp://qtsl[.]bid

hxxp://ygnl[.]bid

hxxp://8bw[.]bid

hxxp://ygnj[.]bid

hxxp://wg8[.]bid

hxxp://8bb[.]bid

hxxp://qg9[.]bid

hxxp://ygng[.]bid

hxxp://khrx[.]bid

hxxp://ygnf[.]bid

hxxp://ygnd[.]bid

hxxp://pjdq[.]bid

hxxp://qtrx[.]bid

hxxp://pxct[.]bid

hxxp://sb8[.]bid

hxxp://gpqd[.]bid

hxxp://nkcm[.]bid

hxxp://kpmf[.]bid

hxxp://lp8[.]bid

hxxp://ygkn[.]bid

hxxp://hpmf[.]bid

hxxp://wl8[.]bid

hxxp://fq8[.]bid

hxxp://fq6[.]bid

hxxp://pgct[.]bid

hxxp://rddq[.]bid

hxxp://flpx[.]bid

hxxp://jpgn[.]bid

hxxp://fh8[.]bid

hxxp://gmrp[.]bid

hxxp://nqct[.]bid

hxxp://nk8[.]bid

hxxp://rdct[.]bid

hxxp://ygfn[.]bid

hxxp://klqd[.]bid

hxxp://bfct[.]bid

hxxp://qtpx[.]bid

hxxp://gtqd[.]bid

hxxp://gtpx[.]bid

470

hxxp://pg8[.]bid

hxxp://bfcd[.]bid

hxxp://pdgn[.]bid

hxxp://kskq[.]bid

hxxp://gjrp[.]bid

hxxp://bfbr[.]bid

hxxp://jhrn[.]bid

hxxp://tg8[.]bid

hxxp://gmqd[.]bid

hxxp://ygbn[.]bid

hxxp://spxy[.]bid

hxxp://rngb[.]bid

hxxp://ygbl[.]bid

hxxp://nq8[.]bid

hxxp://rsmy[.]bid

hxxp://lwdq[.]bid

hxxp://tpmy[.]bid

hxxp://nm8[.]bid

hxxp://wn8[.]bid

hxxp://yfzq[.]bid

hxxp://dxmr[.]bid

hxxp://qbqg[.]bid

hxxp://qbqf[.]bid

hxxp://pt8[.]bid

hxxp://qnty[.]bid

hxxp://qbqd[.]bid

hxxp://lwct[.]bid

hxxp://qnts[.]bid

hxxp://sm8[.]bid

hxxp://qntn[.]bid

hxxp://gypx[.]bid

hxxp://fntm[.]bid

hxxp://qntk[.]bid

hxxp://qntj[.]bid

hxxp://pmpx[.]bid

hxxp://ny8[.]bid

hxxp://pyrp[.]bid

hxxp://lmyf[.]bid

hxxp://pyrn[.]bid

hxxp://hrby[.]bid

hxxp://npxy[.]bid

hxxp://fljc[.]bid

hxxp://yftr[.]bid

hxxp://yftq[.]bid

hxxp://fljb[.]bid

hxxp://qhmy[.]bid

hxxp://qntb[.]bid

hxxp://lmyb[.]bid

hxxp://yftn[.]bid

hxxp://ksgn[.]bid

471

hxxp://pdct[.]bid

hxxp://rn8[.]bid

hxxp://lrpx[.]bid

hxxp://pqtn[.]bid

hxxp://pkpx[.]bid

hxxp://dxjl[.]bid

hxxp://yfry[.]bid

hxxp://76486[.]win

hxxp://76485[.]win

hxxp://62489[.]win

hxxp://36485[.]win

hxxp://64785[.]win

hxxp://94385[.]win

hxxp://24785[.]win

hxxp://27489[.]win

hxxp://63489[.]win

hxxp://93486[.]win

hxxp://96486[.]win

hxxp://96485[.]win

hxxp://78489[.]win

hxxp://38486[.]win

hxxp://38485[.]win

hxxp://74985[.]win

hxxp://94185[.]win

hxxp://95485[.]win

hxxp://31485[.]win

hxxp://32485[.]win

hxxp://14785[.]win

hxxp://34985[.]win

hxxp://24585[.]win

hxxp://74785[.]win

hxxp://64285[.]win

hxxp://79486[.]win

hxxp://79485[.]win

hxxp://14685[.]win

hxxp://72489[.]win

hxxp://72486[.]win

hxxp://71489[.]win

hxxp://71486[.]win

hxxp://71485[.]win

hxxp://14585[.]win

hxxp://34785[.]win

hxxp://64185[.]win

hxxp://73485[.]win

hxxp://13485[.]win

hxxp://24385[.]win

hxxp://74585[.]win

hxxp://12485[.]win

hxxp://24285[.]win

hxxp://34685[.]win

472

hxxp://14385[.]win

hxxp://29485[.]win

hxxp://24185[.]win

hxxp://39489[.]win

hxxp://39486[.]win

hxxp://39485[.]win

hxxp://59489[.]win

hxxp://59486[.]win

hxxp://34585[.]win

hxxp://58486[.]win

hxxp://17485[.]win

hxxp://16485[.]win

hxxp://25489[.]win

hxxp://74285[.]win

hxxp://14185[.]win

hxxp://34385[.]win

hxxp://74185[.]win

hxxp://34285[.]win

hxxp://69489[.]win

hxxp://21485[.]win

hxxp://34185[.]win

hxxp://75485[.]win

hxxp://68489[.]win

hxxp://64985[.]win

hxxp://35485[.]win

hxxp://26485[.]win

hxxp://94585[.]win

hxxp://61489[.]win

hxxp://61485[.]win

hxxp://24985[.]win

hxxp://97486[.]win

hxxp://97485[.]win

hxxp://19485[.]win

hxxp://sqkj[.]bid

hxxp://nbcm[.]bid

hxxp://nkjt[.]bid

hxxp://rbjt[.]bid

hxxp://pq8[.]bid

hxxp://xcjt[.]bid

hxxp://lscf[.]bid

hxxp://nkcf[.]bid

hxxp://fpdd[.]bid

hxxp://jkjt[.]bid

hxxp://dxkj[.]bid

hxxp://mnjt[.]bid

hxxp://rmzn[.]bid

hxxp://rmzm[.]bid

hxxp://rmzl[.]bid

hxxp://spkj[.]bid

hxxp://rmyd[.]bid

473

hxxp://rmyb[.]bid

hxxp://rmxz[.]bid

hxxp://fdcf[.]bid

hxxp://rytz[.]bid

hxxp://pfcf[.]bid

hxxp://lmjt[.]bid

hxxp://ypkj[.]bid

hxxp://lmjr[.]bid

hxxp://lgjt[.]bid

hxxp://dqkj[.]bid

hxxp://kqjt[.]bid

hxxp://zpkj[.]bid

hxxp://rmjt[.]bid

hxxp://rrpr[.]bid

hxxp://qcjt[.]bid

hxxp://xhzb[.]bid

hxxp://bftz[.]bid

hxxp://kkjt[.]bid

hxxp://rm8[.]bid

hxxp://bwcm[.]bid

hxxp://lcjt[.]bid

hxxp://dq8[.]bid

hxxp://yxkj[.]bid

hxxp://bfkj[.]bid

hxxp://bfjr[.]bid

hxxp://qc8[.]bid

hxxp://sj8[.]bid

hxxp://trkj[.]bid

hxxp://qn8[.]bid

hxxp://fs9[.]bid

hxxp://kbjt[.]bid

hxxp://fnkj[.]bid

hxxp://yp8[.]bid

hxxp://rrkr[.]bid

hxxp://rrkj[.]bid

hxxp://tzkj[.]bid

hxxp://zljt[.]bid

hxxp://ygqc[.]bid

hxxp://tf8[.]bid

hxxp://twpp[.]bid

hxxp://pccf[.]bid

hxxp://yc8[.]bid

hxxp://ndkj[.]bid

hxxp://qzjt[.]bid

hxxp://nqjt[.]bid

hxxp://qbjt[.]bid

hxxp://ppkj[.]bid

hxxp://pbrw[.]bid

hxxp://pbnw[.]bid

hxxp://snjt[.]bid

474

hxxp://dgfc[.]bid

hxxp://tqkj[.]bid

hxxp://xljt[.]bid

hxxp://qjkj[.]bid

hxxp://xbkj[.]bid

hxxp://rrcr[.]bid

hxxp://qjjt[.]bid

hxxp://dgcm[.]bid

hxxp://rxtz[.]bid

hxxp://fhcf[.]bid

hxxp://dbfc[.]bid

hxxp://lyjt[.]bid

hxxp://kjjt[.]bid

hxxp://np8[.]bid

hxxp://zwjt[.]bid

hxxp://zrjt[.]bid

hxxp://jfjt[.]bid

hxxp://mmjt[.]bid

hxxp://crkj[.]bid

hxxp://qj8[.]bid

hxxp://dw8[.]bid

hxxp://wrjt[.]bid

hxxp://qyjt[.]bid

hxxp://qmkj[.]bid

hxxp://fbjt[.]bid

hxxp://bdjt[.]bid

hxxp://rx8[.]bid

hxxp://tdkj[.]bid

hxxp://bdjr[.]bid

hxxp://qmjt[.]bid

hxxp://dnzb[.]bid

hxxp://nj8[.]bid

hxxp://llkj[.]bid

hxxp://xkzb[.]bid

hxxp://sgjt[.]bid

hxxp://lljt[.]bid

hxxp://lljr[.]bid

hxxp://rjcf[.]bid

hxxp://py8[.]bid

hxxp://qqjt[.]bid

hxxp://lxjt[.]bid

hxxp://zgzf[.]bid

hxxp://xqkj[.]bid

hxxp://xqjt[.]bid

hxxp://rqkj[.]bid

hxxp://yzjj[.]bid

hxxp://rwtz[.]bid

hxxp://fb8[.]bid

hxxp://wcjt[.]bid

hxxp://qxjt[.]bid

475

hxxp://jzjt[.]bid

hxxp://lfjt[.]bid

hxxp://pxjt[.]bid

hxxp://wqkj[.]bid

hxxp://pmqc[.]bid

hxxp://qgkj[.]bid

hxxp://qqdq[.]bid

hxxp://knjt[.]bid

hxxp://fw8[.]bid

hxxp://fw6[.]bid

hxxp://bctz[.]bid

hxxp://sg8[.]bid

hxxp://px8[.]bid

hxxp://df8[.]bid

hxxp://lbjt[.]bid

hxxp://cbcm[.]bid

hxxp://kncf[.]bid

hxxp://qg8[.]bid

hxxp://bcqc[.]bid

hxxp://ncjt[.]bid

hxxp://sljt[.]bid

hxxp://nnkn[.]bid

hxxp://mqkj[.]bid

hxxp://zgqq[.]bid

hxxp://plqc[.]bid

hxxp://tyjt[.]bid

hxxp://nnjt[.]bid

hxxp://lpcf[.]bid

hxxp://ztqc[.]bid

hxxp://dt8[.]bid

hxxp://hdjt[.]bid

hxxp://tc8[.]bid

hxxp://gncf[.]bid

hxxp://lf8[.]bid

hxxp://mljt[.]bid

hxxp://lkjt[.]bid

hxxp://zgmm[.]bid

hxxp://xwjt[.]bid

hxxp://xfjt[.]bid

hxxp://bcjt[.]bid

hxxp://qtkj[.]bid

hxxp://qljt[.]bid

hxxp://ghch[.]bid

hxxp://ngjr[.]bid

hxxp://plcf[.]bid

hxxp://zgkh[.]bid

hxxp://zgkg[.]bid

hxxp://wpkj[.]bid

hxxp://zgkf[.]bid

hxxp://ttjt[.]bid

476

hxxp://zgkb[.]bid

hxxp://zgjy[.]bid

hxxp://zgjt[.]bid

hxxp://rg8[.]bid

hxxp://qf8[.]bid

hxxp://zgjk[.]bid

hxxp://ptqc[.]bid

hxxp://ggzg[.]bid

hxxp://ptkj[.]bid

hxxp://czcm[.]bid

hxxp://zghk[.]bid

hxxp://zghh[.]bid

hxxp://wwjt[.]bid

hxxp://zycf[.]bid

hxxp://pkqc[.]bid

hxxp://fkcf[.]bid

hxxp://rp8[.]bid

hxxp://psqc[.]bid

hxxp://zgff[.]bid

hxxp://tljt[.]bid

hxxp://bxcm[.]bid

hxxp://fk8[.]bid

hxxp://zgdd[.]bid

hxxp://8zw[.]bid

hxxp://zgdc[.]bid

hxxp://djfc[.]bid

hxxp://8yy[.]bid

hxxp://8lw[.]bid

hxxp://8ll[.]bid

hxxp://8kw[.]bid

hxxp://8jt[.]bid

hxxp://pkcf[.]bid

hxxp://zt8[.]bid

hxxp://pjzw[.]bid

hxxp://ps8[.]bid

hxxp://kmjt[.]bid

hxxp://nxkj[.]bid

hxxp://wnjt[.]bid

hxxp://ddjt[.]bid

hxxp://rf8[.]bid

hxxp://prqc[.]bid

hxxp://ldjt[.]bid

hxxp://gljt[.]bid

hxxp://cfcm[.]bid

hxxp://yykj[.]bid

hxxp://skjr[.]bid

hxxp://xtjt[.]bid

hxxp://skjj[.]bid

hxxp://pjcf[.]bid

hxxp://dykj[.]bid
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hxxp://qsjt[.]bid

hxxp://jtcf[.]bid

hxxp://sbjr[.]bid

hxxp://ltjt[.]bid

hxxp://ddfc[.]bid

hxxp://mpjt[.]bid

hxxp://qp8[.]bid

hxxp://zq8[.]bid

hxxp://nlqc[.]bid

hxxp://zc8[.]bid

hxxp://dhjj[.]bid

hxxp://dmkj[.]bid

hxxp://ggjt[.]bid

hxxp://lt8[.]bid

hxxp://rt8[.]bid

hxxp://lhjt[.]bid

hxxp://nwjt[.]bid

hxxp://rstz[.]bid

hxxp://phnw[.]bid

hxxp://jycm[.]bid

hxxp://nbkj[.]bid

hxxp://ylkj[.]bid

hxxp://nl8[.]bid

hxxp://drjt[.]bid

hxxp://wmjt[.]bid

hxxp://rnkj[.]bid

hxxp://qkjt[.]bid

hxxp://phcf[.]bid

hxxp://pqqc[.]bid

hxxp://ntkj[.]bid

hxxp://zptz[.]bid

hxxp://yq8[.]bid

hxxp://pgtw[.]bid

hxxp://bbkj[.]bid

hxxp://blfc[.]bid

hxxp://xyjt[.]bid

hxxp://hrjt[.]bid

hxxp://dr8[.]bid

hxxp://th8[.]bid

hxxp://cpkj[.]bid

hxxp://84879[.]win

hxxp://64385[.]win

hxxp://86849[.]win

hxxp://81849[.]win

hxxp://81844[.]win

hxxp://62485[.]win

hxxp://85849[.]win

hxxp://85844[.]win

hxxp://28485[.]win

hxxp://56489[.]win
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hxxp://27485[.]win

hxxp://51489[.]win

hxxp://74184[.]win

hxxp://80849[.]win

hxxp://05468[.]win

hxxp://57489[.]win

hxxp://57486[.]win

hxxp://54816[.]win

hxxp://83849[.]win

hxxp://83844[.]win

hxxp://78485[.]win

hxxp://54596[.]win

hxxp://72485[.]win

hxxp://87849[.]win

hxxp://64685[.]win

hxxp://25485[.]win

hxxp://87844[.]win

hxxp://84887[.]win

hxxp://84869[.]win

hxxp://84849[.]win

hxxp://84844[.]win

hxxp://58489[.]win

hxxp://84839[.]win

hxxp://84833[.]win

hxxp://84829[.]win

hxxp://84819[.]win

hxxp://84811[.]win

hxxp://89844[.]win

hxxp://64585[.]win

hxxp://65485[.]win

hxxp://63485[.]win

hxxp://73489[.]win

hxxp://73486[.]win

hxxp://92501[.]win

hxxp://82849[.]win

hxxp://82844[.]win

hxxp://54296[.]win

hxxp://qdqq[.]bid

hxxp://yyjt[.]bid

hxxp://cljr[.]pro

hxxp://bnjr[.]pro

hxxp://ctjr[.]pro

hxxp://dmjr[.]pro

hxxp://brtz[.]pro

hxxp://drtz[.]pro

hxxp://mkjr[.]pro

hxxp://hltz[.]pro

hxxp://jbjr[.]pro

hxxp://nkjr[.]pro

hxxp://dwjr[.]pro
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hxxp://gljr[.]pro

hxxp://pltz[.]pro

hxxp://pljr[.]pro

hxxp://lfjr[.]pro

hxxp://qsjr[.]pro

hxxp://kljr[.]pro

hxxp://nrjr[.]pro

hxxp://krjr[.]pro

hxxp://sqjr[.]pro

hxxp://jqjr[.]pro

hxxp://hqtz[.]pro

hxxp://ldjr[.]pro

hxxp://rgjr[.]pro

hxxp://mcjr[.]pro

hxxp://lrjr[.]pro

hxxp://kqjr[.]pro

hxxp://qmjr[.]pro

hxxp://lxjr[.]pro

hxxp://kpjr[.]pro

hxxp://gbjr[.]pro

hxxp://fpjr[.]pro

hxxp://kcjr[.]pro

hxxp://26696[.]pro

hxxp://59669[.]pro

hxxp://53386[.]pro

hxxp://35589[.]pro

hxxp://35586[.]pro

hxxp://93396[.]pro

hxxp://93386[.]pro

hxxp://29986[.]pro

hxxp://56696[.]pro

hxxp://52286[.]pro

hxxp://56686[.]pro

hxxp://92296[.]pro

hxxp://92289[.]pro

hxxp://92286[.]pro

hxxp://91196[.]pro

hxxp://91189[.]pro

hxxp://56996[.]pro

hxxp://32286[.]pro

hxxp://36696[.]pro

hxxp://36686[.]pro

hxxp://98659[.]pro

hxxp://59986[.]pro

hxxp://63389[.]pro

hxxp://36593[.]pro

hxxp://98596[.]pro

hxxp://98556[.]pro

hxxp://69586[.]pro

hxxp://69569[.]pro
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hxxp://69559[.]pro

hxxp://61568[.]pro

hxxp://23138[.]pro

hxxp://31878[.]pro

hxxp://57938[.]pro

hxxp://53138[.]pro

hxxp://53128[.]pro

hxxp://31718[.]pro

hxxp://59328[.]pro

hxxp://26158[.]pro

hxxp://72328[.]pro

hxxp://51528[.]pro

hxxp://76718[.]pro

hxxp://28938[.]pro

hxxp://27358[.]pro

hxxp://97538[.]pro

hxxp://33198[.]pro

hxxp://38398[.]pro

hxxp://93258[.]pro

hxxp://39758[.]pro

hxxp://17628[.]pro

hxxp://63628[.]pro

hxxp://51378[.]pro

hxxp://63578[.]pro

hxxp://35258[.]pro

hxxp://17528[.]pro

hxxp://28718[.]pro

hxxp://73578[.]pro

hxxp://78758[.]pro

hxxp://67698[.]pro

hxxp://97298[.]pro

hxxp://57538[.]pro

hxxp://91598[.]pro

hxxp://73518[.]pro

hxxp://55398[.]pro

hxxp://36528[.]pro

hxxp://31268[.]pro

hxxp://56158[.]pro

hxxp://15958[.]pro

hxxp://29798[.]pro

hxxp://15938[.]pro

hxxp://32868[.]pro

hxxp://26978[.]pro

hxxp://29758[.]pro

hxxp://17268[.]pro

hxxp://79878[.]pro

hxxp://23938[.]pro

hxxp://29698[.]pro

hxxp://25568[.]pro

hxxp://39378[.]pro
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hxxp://78378[.]pro

hxxp://57318[.]pro

hxxp://98598[.]pro

hxxp://63168[.]pro

hxxp://15718[.]pro

hxxp://61768[.]pro

hxxp://61758[.]pro

hxxp://18728[.]pro

hxxp://68698[.]pro

hxxp://71768[.]pro

hxxp://61718[.]pro

hxxp://79728[.]pro

hxxp://12758[.]pro

hxxp://79718[.]pro

hxxp://32638[.]pro

hxxp://91238[.]pro

hxxp://76128[.]pro

hxxp://32628[.]pro

hxxp://28258[.]pro

hxxp://12728[.]pro

hxxp://32578[.]pro

hxxp://53718[.]pro

hxxp://93968[.]pro

hxxp://32538[.]pro

hxxp://39178[.]pro

hxxp://12638[.]pro

hxxp://93898[.]pro

hxxp://21638[.]pro

hxxp://53598[.]pro

hxxp://11628[.]pro

hxxp://72978[.]pro

hxxp://53568[.]pro

hxxp://71528[.]pro

hxxp://13898[.]pro

hxxp://68398[.]pro

hxxp://13828[.]pro

hxxp://65698[.]pro

hxxp://93738[.]pro

hxxp://56928[.]pro

hxxp://27818[.]pro

hxxp://68328[.]pro

hxxp://37358[.]pro

hxxp://59838[.]pro

hxxp://69838[.]pro

hxxp://55738[.]pro

hxxp://51958[.]pro

hxxp://71338[.]pro

hxxp://93638[.]pro

hxxp://68238[.]pro

hxxp://21368[.]pro
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hxxp://35758[.]pro

hxxp://97898[.]pro

hxxp://75638[.]pro

hxxp://63978[.]pro

hxxp://17968[.]pro

hxxp://51798[.]pro

hxxp://97878[.]pro

hxxp://72618[.]pro

hxxp://38718[.]pro

hxxp://62528[.]pro

hxxp://93538[.]pro

hxxp://53258[.]pro

hxxp://97838[.]pro

hxxp://17918[.]pro

hxxp://63868[.]pro

hxxp://97818[.]pro

hxxp://72568[.]pro

hxxp://73958[.]pro

hxxp://27538[.]pro

hxxp://29[.]vin

hxxp://256666[.]bid

hxxp://986666[.]bid

hxxp://259999[.]bid

hxxp://219999[.]bid

hxxp://786666[.]bid

hxxp://759999[.]bid

hxxp://619999[.]bid

hxxp://679999[.]bid

hxxp://729999[.]bid

hxxp://876666[.]bid

hxxp://329999[.]bid

hxxp://965555[.]bid

hxxp://976666[.]bid

hxxp://867777[.]bid

hxxp://396666[.]bid

hxxp://639999[.]bid

hxxp://319999[.]bid

hxxp://736666[.]bid

hxxp://596666[.]bid

hxxp://586666[.]bid

hxxp://216666[.]bid

hxxp://963333[.]bid

hxxp://386666[.]bid

hxxp://896666[.]bid

hxxp://576666[.]bid

hxxp://316666[.]bid

hxxp://569999[.]bid

hxxp://326666[.]bid

hxxp://865555[.]bid

hxxp://863333[.]bid
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hxxp://862222[.]bid

hxxp://276666[.]bid

hxxp://861111[.]bid

hxxp://516666[.]bid

hxxp://236666[.]bid

hxxp://856666[.]bid

hxxp://962222[.]bid

hxxp://356666[.]bid

hxxp://296666[.]bid

hxxp://719999[.]bid

hxxp://961111[.]bid

hxxp://629999[.]bid

hxxp://739999[.]bid

hxxp://956666[.]bid

hxxp://526666[.]bid

hxxp://529999[.]bid

hxxp://796666[.]bid

hxxp://836666[.]bid

hxxp://536666[.]bid

hxxp://279999[.]bid

hxxp://953333[.]bid

hxxp://926666[.]bid

hxxp://952222[.]bid

hxxp://196666[.]bid

hxxp://726666[.]bid

hxxp://376666[.]bid

hxxp://239999[.]bid

hxxp://756666[.]bid

hxxp://826666[.]bid

hxxp://176666[.]bid

hxxp://379999[.]bid

hxxp://269999[.]bid

hxxp://916666[.]bid

hxxp://659999[.]bid

hxxp://286666[.]bid

hxxp://716666[.]bid

hxxp://126666[.]bid

hxxp://769999[.]bid

hxxp://936666[.]bid

hxxp://816666[.]bid

hxxp://aauy[.]ren

hxxp://aaay[.]ren

hxxp://511119[.]win

hxxp://388891[.]win

hxxp://618882[.]win

hxxp://158886[.]win

hxxp://158885[.]win

hxxp://618881[.]win

hxxp://158883[.]win

hxxp://611198[.]win
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hxxp://388831[.]win

hxxp://777813[.]win

hxxp://611178[.]win

hxxp://777812[.]win

hxxp://388829[.]win

hxxp://611158[.]win

hxxp://388827[.]win

hxxp://777293[.]win

hxxp://299968[.]win

hxxp://777292[.]win

hxxp://568886[.]win

hxxp://611138[.]win

hxxp://388826[.]win

hxxp://299958[.]win

hxxp://333255[.]win

hxxp://568882[.]win

hxxp://777699[.]win

hxxp://777291[.]win

hxxp://238889[.]win

hxxp://777696[.]win

hxxp://568881[.]win

hxxp://388825[.]win

hxxp://333252[.]win

hxxp://777566[.]win

hxxp://333251[.]win

hxxp://299938[.]win

hxxp://777565[.]win

hxxp://777563[.]win

hxxp://238887[.]win

hxxp://358886[.]win

hxxp://388821[.]win

hxxp://333239[.]win

hxxp://777562[.]win

hxxp://238886[.]win

hxxp://611128[.]win

hxxp://299928[.]win

hxxp://333237[.]win

hxxp://777289[.]win

hxxp://388819[.]win

hxxp://611117[.]win

hxxp://238885[.]win

hxxp://777286[.]win

hxxp://333236[.]win

hxxp://777695[.]win

hxxp://611115[.]win

hxxp://777561[.]win

hxxp://588823[.]win

hxxp://988821[.]win

hxxp://788871[.]win

hxxp://388817[.]win
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hxxp://566698[.]win

hxxp://333235[.]win

hxxp://238883[.]win

hxxp://777285[.]win

hxxp://611113[.]win

hxxp://288865[.]win

hxxp://155598[.]win

hxxp://566678[.]win

hxxp://788865[.]win

hxxp://238881[.]win

hxxp://988817[.]win

hxxp://299918[.]win

hxxp://777283[.]win

hxxp://777536[.]win

hxxp://358885[.]win

hxxp://388816[.]win

hxxp://588819[.]win

hxxp://288863[.]win

hxxp://566658[.]win

hxxp://777282[.]win

hxxp://333232[.]win

hxxp://777535[.]win

hxxp://155568[.]win

hxxp://988816[.]win

hxxp://588817[.]win

hxxp://988815[.]win

hxxp://288861[.]win

hxxp://777533[.]win

hxxp://288859[.]win

hxxp://333231[.]win

hxxp://788863[.]win

hxxp://566638[.]win

hxxp://388815[.]win

hxxp://777693[.]win

hxxp://777281[.]win

hxxp://588816[.]win

hxxp://388812[.]win

hxxp://288857[.]win

hxxp://298889[.]win

hxxp://588813[.]win

hxxp://155557[.]win

hxxp://788862[.]win

hxxp://777532[.]win

hxxp://333219[.]win

hxxp://777279[.]win

hxxp://777692[.]win

hxxp://799978[.]win

hxxp://788861[.]win

hxxp://155553[.]win

hxxp://358882[.]win
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hxxp://358881[.]win

hxxp://333217[.]win

hxxp://288856[.]win

hxxp://655578[.]win

hxxp://199978[.]win

hxxp://298887[.]win

hxxp://588812[.]win

hxxp://155552[.]win

hxxp://655568[.]win

hxxp://788859[.]win

hxxp://188837[.]win

hxxp://918887[.]win

hxxp://298886[.]win

hxxp://288853[.]win

hxxp://788856[.]win

hxxp://288851[.]win

hxxp://519777[.]win

hxxp://128889[.]win

hxxp://777276[.]win

hxxp://655538[.]win

hxxp://918886[.]win

hxxp://988813[.]win

hxxp://188836[.]win

hxxp://799968[.]win

hxxp://155528[.]win

hxxp://288839[.]win

hxxp://918885[.]win

hxxp://788853[.]win

hxxp://988812[.]win

hxxp://128887[.]win

hxxp://655528[.]win

hxxp://777275[.]win

hxxp://155518[.]win

hxxp://918883[.]win

hxxp://298885[.]win

hxxp://788852[.]win

hxxp://722229[.]win

hxxp://668889[.]win

hxxp://958887[.]win

hxxp://333216[.]win

hxxp://128886[.]win

hxxp://188835[.]win

hxxp://288837[.]win

hxxp://777531[.]win

hxxp://298883[.]win

hxxp://958886[.]win

hxxp://655518[.]win

hxxp://199968[.]win

hxxp://566628[.]win

hxxp://722226[.]win
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hxxp://788851[.]win

hxxp://918882[.]win

hxxp://722225[.]win

hxxp://918881[.]win

hxxp://188832[.]win

hxxp://777691[.]win

hxxp://777529[.]win

hxxp://958883[.]win

hxxp://298881[.]win

hxxp://799958[.]win

hxxp://788839[.]win

hxxp://188829[.]win

hxxp://668882[.]win

hxxp://199958[.]win

hxxp://788836[.]win

hxxp://777689[.]win

hxxp://799938[.]win

hxxp://722223[.]win

hxxp://722221[.]win

hxxp://777526[.]win

hxxp://788835[.]win

hxxp://799928[.]win

hxxp://566618[.]win

hxxp://188827[.]win

hxxp://518889[.]win

hxxp://799918[.]win

hxxp://128885[.]win

hxxp://758889[.]win

hxxp://777273[.]win

hxxp://288836[.]win

hxxp://777272[.]win

hxxp://188826[.]win

hxxp://128883[.]win

hxxp://529777[.]win

hxxp://118889[.]win

hxxp://788832[.]win

hxxp://199938[.]win

hxxp://777525[.]win

hxxp://688897[.]win

hxxp://518887[.]win

hxxp://798889[.]win

hxxp://128882[.]win

hxxp://518886[.]win

hxxp://188825[.]win

hxxp://288835[.]win

hxxp://777271[.]win

hxxp://788831[.]win

hxxp://798886[.]win

hxxp://958882[.]win

hxxp://777523[.]win
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hxxp://565777[.]win

hxxp://118887[.]win

hxxp://188823[.]win

hxxp://688895[.]win

hxxp://518883[.]win

hxxp://777269[.]win

hxxp://579333[.]win

hxxp://288831[.]win

hxxp://958881[.]win

hxxp://565333[.]win

hxxp://688893[.]win

hxxp://777686[.]win

hxxp://579222[.]win

hxxp://798885[.]win

hxxp://529111[.]win

hxxp://777266[.]win

hxxp://518882[.]win

hxxp://288829[.]win

hxxp://788829[.]win

hxxp://777522[.]win

hxxp://188819[.]win

hxxp://118885[.]win

hxxp://688892[.]win

hxxp://777265[.]win

hxxp://188817[.]win

hxxp://777521[.]win

hxxp://788826[.]win

hxxp://199928[.]win

hxxp://518881[.]win

hxxp://579111[.]win

hxxp://565222[.]win

hxxp://688891[.]win

hxxp://188815[.]win

hxxp://777519[.]win

hxxp://798883[.]win

hxxp://777263[.]win

hxxp://788825[.]win

hxxp://688879[.]win

hxxp://777685[.]win

hxxp://211198[.]win

hxxp://188813[.]win

hxxp://955598[.]win

hxxp://288827[.]win

hxxp://777262[.]win

hxxp://788823[.]win

hxxp://118882[.]win

hxxp://777516[.]win

hxxp://798882[.]win

hxxp://777683[.]win

hxxp://563777[.]win
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hxxp://211178[.]win

hxxp://777261[.]win

hxxp://955578[.]win

hxxp://211168[.]win

hxxp://788821[.]win

hxxp://199918[.]win

hxxp://188812[.]win

hxxp://777513[.]win

hxxp://777259[.]win

hxxp://288826[.]win

hxxp://592777[.]win

hxxp://563222[.]win

hxxp://788819[.]win

hxxp://955568[.]win

hxxp://578889[.]win

hxxp://688875[.]win

hxxp://516777[.]win

hxxp://211158[.]win

hxxp://233398[.]win

hxxp://777512[.]win

hxxp://999796[.]win

hxxp://288825[.]win

hxxp://592333[.]win

hxxp://911198[.]win

hxxp://578887[.]win

hxxp://211138[.]win

hxxp://233378[.]win

hxxp://355598[.]win

hxxp://688873[.]win

hxxp://516333[.]win

hxxp://198889[.]win

hxxp://788816[.]win

hxxp://911178[.]win

hxxp://211128[.]win

hxxp://777682[.]win

hxxp://368889[.]win

hxxp://978887[.]win

hxxp://788815[.]win

hxxp://688872[.]win

hxxp://355578[.]win

hxxp://233368[.]win

hxxp://592111[.]win

hxxp://528889[.]win

hxxp://978886[.]win

hxxp://777681[.]win

hxxp://638889[.]win

hxxp://911168[.]win

hxxp://798881[.]win

hxxp://368887[.]win

hxxp://211119[.]win
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hxxp://355568[.]win

hxxp://233358[.]win

hxxp://578886[.]win

hxxp://688871[.]win

hxxp://368886[.]win

hxxp://777679[.]win

hxxp://528887[.]win

hxxp://978885[.]win

hxxp://288823[.]win

hxxp://591777[.]win

hxxp://578883[.]win

hxxp://688869[.]win

hxxp://733339[.]win

hxxp://777676[.]win

hxxp://198887[.]win

hxxp://777511[.]win

hxxp://288821[.]win
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hxxp://368882[.]win
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hxxp://288817[.]win
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hxxp://198883[.]win
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hxxp://322226[.]win
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hxxp://988862[.]win

hxxp://928885[.]win

hxxp://333281[.]win

hxxp://728883[.]win

hxxp://338887[.]win

hxxp://522238[.]win

498

hxxp://188892[.]win
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hxxp://928883[.]win

hxxp://968882[.]win

hxxp://133318[.]win

hxxp://333279[.]win

hxxp://536111[.]win

hxxp://728882[.]win

hxxp://588861[.]win

hxxp://777352[.]win

hxxp://988861[.]win
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hxxp://622278[.]win

hxxp://188875[.]win

499

hxxp://333276[.]win
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hxxp://599918[.]win

hxxp://188873[.]win

hxxp://622268[.]win

hxxp://318887[.]win

hxxp://399968[.]win

hxxp://266628[.]win
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hxxp://tzdt[.]win

hxxp://mqby[.]win

hxxp://nryw[.]win

hxxp://zgjh[.]win

hxxp://rnzf[.]win

hxxp://mnv[.]bid

hxxp://tzgm[.]win

hxxp://zgll[.]win

hxxp://prv[.]win

hxxp://rgtw[.]win

hxxp://tzpd[.]win

hxxp://vqk[.]win

hxxp://nhpw[.]win

hxxp://vzq[.]win

hxxp://yzzp[.]win

hxxp://kplw[.]win

hxxp://zno[.]win

hxxp://mqnf[.]win

hxxp://ouy[.]win

hxxp://xlhg[.]win

hxxp://pfqw[.]win

hxxp://tblm[.]win

hxxp://trmw[.]win

hxxp://zhv[.]win

hxxp://tlqw[.]win

hxxp://pqjr[.]win

hxxp://tkyy[.]win

hxxp://xtcm[.]win

hxxp://xlhn[.]win

hxxp://mqml[.]win

hxxp://ygpw[.]win

hxxp://zglm[.]win

hxxp://fklw[.]win

hxxp://mldn[.]win

hxxp://yiw[.]win
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hxxp://mqlj[.]win

hxxp://mhdm[.]win

hxxp://dbyy[.]win

hxxp://tlmw[.]win

hxxp://ufy[.]win

hxxp://vxy[.]bid

hxxp://qnbw[.]win

hxxp://pzjw[.]win

hxxp://zgdp[.]win

hxxp://tzfm[.]win

hxxp://zfbj[.]win

hxxp://rlfw[.]win

hxxp://oxu[.]win

hxxp://udy[.]win

hxxp://wjyy[.]win

hxxp://tzpb[.]win

hxxp://vzb[.]win

hxxp://ujd[.]win

hxxp://zgmm[.]win

hxxp://zwv[.]bid

hxxp://tznk[.]win

hxxp://mqfp[.]win

hxxp://tznh[.]win

hxxp://xljp[.]win

hxxp://tzpt[.]win

hxxp://ygu[.]win

hxxp://zbcc[.]win

hxxp://prbw[.]win

hxxp://mgmq[.]win

hxxp://xlhz[.]win

hxxp://zggc[.]win

hxxp://nqcm[.]win

hxxp://vlh[.]win

hxxp://mqmh[.]win

hxxp://mqpf[.]win

hxxp://zgdl[.]win

hxxp://966889[.]win

hxxp://bxwg[.]win

hxxp://xlgx[.]win

hxxp://lypw[.]win

hxxp://zghg[.]win

hxxp://tdqw[.]win

hxxp://zeu[.]win

hxxp://vfz[.]win

hxxp://uyb[.]win

hxxp://xcrz[.]win

hxxp://tngs[.]win

hxxp://mqbn[.]win

hxxp://uqt[.]win

hxxp://svy[.]win
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hxxp://zggk[.]win

hxxp://zgqd[.]win

hxxp://glkw[.]win

hxxp://mqlk[.]win

hxxp://zgqz[.]win

hxxp://dnhw[.]win

hxxp://mqdp[.]win

hxxp://uyl[.]win

hxxp://ygrz[.]win

hxxp://prhw[.]win

hxxp://umy[.]win

hxxp://skkj[.]bid

hxxp://rgmw[.]win

hxxp://opf[.]win

hxxp://tpqw[.]win

hxxp://unz[.]win

hxxp://xncm[.]win

hxxp://yqrz[.]win

hxxp://pqfw[.]win

hxxp://uqp[.]win

hxxp://zgjn[.]win

hxxp://vfk[.]win

hxxp://vzd[.]win

hxxp://zmzp[.]win

hxxp://xrrz[.]win

hxxp://bcgs[.]win

hxxp://xprz[.]win

hxxp://uln[.]win

hxxp://zghf[.]win

hxxp://lrqw[.]win

hxxp://nhxw[.]win

hxxp://rgsw[.]win

hxxp://xvd[.]win

hxxp://uoh[.]win

hxxp://twrc[.]win

hxxp://uhg[.]win

hxxp://mlbg[.]win

hxxp://zggm[.]win

hxxp://vnf[.]win

hxxp://mllr[.]win

hxxp://yhzp[.]win

hxxp://zgdz[.]win

hxxp://mhxg[.]win

hxxp://ywzp[.]win

hxxp://ykcm[.]win

hxxp://zgyj[.]win

hxxp://stgs[.]win

hxxp://tzv[.]win

hxxp://8659[.]bid

hxxp://mhql[.]win
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hxxp://xuz[.]win

hxxp://unn[.]win

hxxp://gbrc[.]win

hxxp://oqb[.]win

hxxp://uxd[.]win

hxxp://mlqx[.]win

hxxp://yjrz[.]win

hxxp://usy[.]win

hxxp://rlnw[.]win

hxxp://zgzf[.]win

hxxp://ywrz[.]win

hxxp://vtj[.]win

hxxp://gpcm[.]win

hxxp://uqb[.]win

hxxp://ugt[.]win

hxxp://jbrz[.]win

hxxp://xqcm[.]win

hxxp://xwrz[.]win

hxxp://yfqw[.]win

hxxp://zggx[.]win

hxxp://ucz[.]win

hxxp://xgrz[.]win

hxxp://zgdh[.]win

hxxp://xuf[.]win

hxxp://zszp[.]win

hxxp://zdv[.]win

hxxp://mgqd[.]win

hxxp://glhw[.]win

hxxp://yxrz[.]win

hxxp://zggl[.]win

hxxp://tlnw[.]win

hxxp://xjcm[.]win

hxxp://mlph[.]win

hxxp://yfzp[.]win

hxxp://trnw[.]win

hxxp://hkrc[.]win

hxxp://ygnw[.]win

hxxp://zghj[.]win

hxxp://zghx[.]win

hxxp://zgln[.]win

hxxp://tzfl[.]win

hxxp://tgrw[.]win

hxxp://nlv[.]win

hxxp://tltw[.]win

hxxp://mqdq[.]win

hxxp://yqcm[.]win

hxxp://zglb[.]win

hxxp://tzpy[.]win

hxxp://xccm[.]win

hxxp://qag[.]win
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hxxp://pvj[.]win

hxxp://xsrz[.]win

hxxp://qbjt[.]win

hxxp://uos[.]win

hxxp://mltn[.]win

hxxp://uzr[.]win

hxxp://zvx[.]win

hxxp://ksqw[.]win

hxxp://zlu[.]win

hxxp://xxu[.]win

hxxp://wdcm[.]win

hxxp://xhcm[.]win

hxxp://ukg[.]win

hxxp://nqdk[.]win

hxxp://tprw[.]win

hxxp://ttmx[.]win

hxxp://mlpz[.]win

hxxp://ypzp[.]win

hxxp://gmrw[.]win

hxxp://htrz[.]win

hxxp://xlgm[.]win

hxxp://qjcj[.]win

hxxp://yfv[.]win

hxxp://zglz[.]win

hxxp://obz[.]win

hxxp://mhrm[.]win

hxxp://zggy[.]win

hxxp://zgdn[.]win

hxxp://mkxl[.]win

hxxp://zglp[.]win

hxxp://zgsm[.]win

hxxp://zgdf[.]win

hxxp://ohq[.]win

hxxp://rgdw[.]win

hxxp://rjdk[.]win

hxxp://ppgs[.]win

hxxp://mhkh[.]win

hxxp://vnz[.]win

hxxp://zgcx[.]win

hxxp://vxd[.]win

hxxp://uxm[.]win

hxxp://mqkt[.]win

hxxp://zghd[.]win

hxxp://vez[.]win

hxxp://tblw[.]win

hxxp://yfrz[.]win

hxxp://zgbd[.]win

hxxp://oln[.]win

hxxp://lymw[.]win

hxxp://zgjt[.]win
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hxxp://zczp[.]win

hxxp://oyg[.]win

hxxp://mltp[.]win

hxxp://ukn[.]win

hxxp://vfo[.]win

hxxp://zgch[.]win

hxxp://ykrz[.]win

hxxp://zgby[.]win

hxxp://zgfz[.]win

hxxp://pqkw[.]win

hxxp://przp[.]win

hxxp://zgxc[.]win

hxxp://xfcm[.]win

hxxp://lkqw[.]win

hxxp://uxy[.]win

hxxp://zggr[.]win

hxxp://tmcm[.]win

hxxp://zgqn[.]win

hxxp://rlpw[.]win

hxxp://ujl[.]win

hxxp://uwk[.]win

hxxp://zggq[.]win

hxxp://lxzw[.]win

hxxp://66667777[.]win

hxxp://tqcm[.]win

hxxp://uqs[.]win

hxxp://yfgw[.]win

hxxp://yrrz[.]win

hxxp://vyr[.]win

hxxp://rru[.]bid

hxxp://ijr[.]bid

hxxp://htq[.]bid

hxxp://ueh[.]bid

hxxp://96669[.]bid

hxxp://rjh[.]bid

hxxp://njo[.]bid

hxxp://qey[.]bid

hxxp://vjx[.]bid

hxxp://usq[.]bid

hxxp://enh[.]bid

hxxp://ejn[.]bid

hxxp://qaf[.]bid

hxxp://vkj[.]bid

hxxp://mqa[.]bid

hxxp://uqo[.]bid

hxxp://lja[.]bid

hxxp://qon[.]bid

hxxp://mvv[.]bid

hxxp://uqz[.]bid

hxxp://vxz[.]bid
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hxxp://ory[.]bid

hxxp://qnv[.]bid

hxxp://88895[.]bid

hxxp://udy[.]bid

hxxp://pf8[.]bid

hxxp://zal[.]bid

hxxp://zba[.]bid

hxxp://qle[.]bid

hxxp://xsa[.]bid

hxxp://ezk[.]bid

hxxp://ixd[.]bid

hxxp://ijd[.]bid

hxxp://ttqq[.]bid

hxxp://ncv[.]bid

hxxp://kna[.]bid

hxxp://ijp[.]bid

hxxp://ozm[.]bid

hxxp://jec[.]bid

hxxp://6698[.]bid

hxxp://fkv[.]bid

hxxp://owz[.]bid

hxxp://ojt[.]bid

hxxp://xqa[.]bid

hxxp://vqt[.]bid

hxxp://usx[.]bid

hxxp://iyj[.]bid

hxxp://qew[.]bid

hxxp://qbf[.]bid

hxxp://naq[.]bid

hxxp://iqn[.]bid

hxxp://9358[.]bid

hxxp://spdk[.]bid

hxxp://upq[.]bid

hxxp://apk[.]bid

hxxp://vgc[.]bid

hxxp://rrjj[.]bid

hxxp://xut[.]bid

hxxp://uoj[.]bid

hxxp://ttww[.]bid

hxxp://rrgg[.]bid

hxxp://ggss[.]bid

hxxp://vbk[.]bid

hxxp://ggrr[.]bid

hxxp://hhpp[.]bid

hxxp://qqkk[.]bid

hxxp://rrbb[.]bid

hxxp://qqgg[.]bid

hxxp://qay[.]bid

hxxp://hhnn[.]bid

hxxp://waw[.]bid
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hxxp://uqa[.]bid

hxxp://ehj[.]bid

hxxp://hhmm[.]bid

hxxp://rnv[.]bid

hxxp://ozq[.]bid

hxxp://28118[.]bid

hxxp://hhrr[.]bid

hxxp://9858[.]bid

hxxp://95882[.]bid

hxxp://95881[.]bid

hxxp://95887[.]bid

hxxp://irz[.]bid

hxxp://yha[.]bid

hxxp://lnv[.]bid

hxxp://vfp[.]bid

hxxp://6398[.]bid

hxxp://uqf[.]bid

hxxp://ryi[.]bid

hxxp://pza[.]bid

hxxp://qel[.]bid

hxxp://98988[.]bid

hxxp://shhh[.]bid

hxxp://jpv[.]bid

hxxp://upv[.]bid

hxxp://9538[.]bid

hxxp://lzi[.]bid

hxxp://oqh[.]bid

hxxp://fof[.]bid

hxxp://vbd[.]bid

hxxp://pfu[.]bid

hxxp://uzk[.]bid

hxxp://13888[.]bid

hxxp://kap[.]bid

hxxp://8778[.]bid

hxxp://qsh[.]bid

hxxp://vyg[.]bid

hxxp://iyb[.]bid

hxxp://ugq[.]bid

hxxp://upy[.]bid

hxxp://prq[.]bid

hxxp://ify[.]bid

hxxp://elz[.]bid

hxxp://qwu[.]bid

hxxp://jqd[.]bid

hxxp://oxu[.]bid

hxxp://uqn[.]bid

hxxp://qfr[.]bid

hxxp://9797[.]bid

hxxp://ezc[.]bid

hxxp://zaq[.]bid
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hxxp://uos[.]bid

hxxp://rzv[.]bid

hxxp://9899[.]bid

hxxp://vyf[.]bid

hxxp://xfu[.]bid

hxxp://exj[.]bid

hxxp://vxj[.]bid

hxxp://vxi[.]bid

hxxp://qae[.]bid

hxxp://nmv[.]bid

hxxp://vbn[.]bid

hxxp://lni[.]bid

hxxp://raq[.]bid

hxxp://ifz[.]bid

hxxp://zfu[.]bid

hxxp://9559[.]bid

hxxp://ixb[.]bid

hxxp://yaq[.]bid

hxxp://53688[.]bid

hxxp://26288[.]bid

hxxp://qah[.]bid

hxxp://upx[.]bid

hxxp://izn[.]bid

hxxp://ilb[.]bid

hxxp://vxu[.]bid

hxxp://euz[.]bid

hxxp://opt[.]bid

hxxp://wja[.]bid

hxxp://lxa[.]bid

hxxp://zli[.]bid

hxxp://uqp[.]bid

hxxp://qex[.]bid

hxxp://vxg[.]bid

hxxp://uot[.]bid

hxxp://qag[.]bid

hxxp://upk[.]bid

hxxp://upr[.]bid

hxxp://tze[.]bid

hxxp://ifk[.]bid

hxxp://ypi[.]bid

hxxp://ppv[.]bid

hxxp://vxe[.]bid

hxxp://wvz[.]bid

hxxp://ulg[.]bid

hxxp://eyg[.]bid

hxxp://ocy[.]bid

hxxp://xom[.]bid

hxxp://yaj[.]bid

hxxp://iwl[.]bid

hxxp://qeq[.]bid
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hxxp://qsj[.]bid

hxxp://mnu[.]bid

hxxp://uou[.]bid

hxxp://wuo[.]bid

hxxp://ybo[.]bid

hxxp://evv[.]bid

hxxp://uhw[.]bid

hxxp://6399[.]bid

hxxp://uov[.]bid

hxxp://oju[.]bid

hxxp://8228[.]bid

hxxp://vhk[.]bid

hxxp://8399[.]bid

hxxp://mze[.]bid

hxxp://xax[.]bid

hxxp://vwf[.]bid

hxxp://53788[.]bid

hxxp://lzo[.]bid

hxxp://ixr[.]bid

hxxp://nle[.]bid

hxxp://qax[.]bid

hxxp://73988[.]bid

hxxp://vyq[.]bid

hxxp://qaq[.]bid

hxxp://obj[.]bid

hxxp://75688[.]bid

hxxp://bvh[.]bid

hxxp://92888[.]bid

hxxp://2567[.]bid

hxxp://88826[.]bid

hxxp://8587[.]bid

hxxp://bhu[.]bid

hxxp://9090[.]bid

hxxp://9838[.]bid

hxxp://azj[.]bid

hxxp://5959[.]bid

hxxp://7789[.]bid

hxxp://6785[.]bid

hxxp://8585[.]bid

hxxp://8895[.]bid

hxxp://35888[.]bid

hxxp://1868[.]bid

hxxp://8966[.]bid

hxxp://6262[.]bid

hxxp://8181[.]bid

hxxp://2866[.]bid

hxxp://5368[.]bid

hxxp://6565[.]bid

hxxp://5338[.]bid

hxxp://eyt[.]bid
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hxxp://88119[.]bid

hxxp://9596[.]bid

hxxp://18758[.]bid

hxxp://76388[.]bid

hxxp://8235[.]bid

hxxp://77377[.]bid

hxxp://3663[.]bid

hxxp://9338[.]bid

hxxp://5677[.]bid

hxxp://2838[.]bid

hxxp://5818[.]bid

hxxp://idh[.]bid

hxxp://31388[.]bid

hxxp://9699[.]bid

hxxp://eny[.]bid

hxxp://8566[.]bid

hxxp://6599[.]bid

hxxp://9878[.]bid

hxxp://111222[.]bid

hxxp://atj[.]bid

hxxp://2328[.]bid

hxxp://3636[.]bid

hxxp://1598[.]bid

hxxp://8528[.]bid

hxxp://6969[.]bid

hxxp://9528[.]bid

hxxp://9119[.]bid

hxxp://eyj[.]bid

hxxp://88988[.]bid

hxxp://baq[.]bid

hxxp://2366[.]bid

hxxp://egb[.]bid

hxxp://19288[.]bid

hxxp://9969[.]bid

hxxp://72688[.]bid

hxxp://2966[.]bid

hxxp://bfdk[.]bid

hxxp://5618[.]bid

hxxp://8299[.]bid

hxxp://9866[.]bid

hxxp://19388[.]bid

hxxp://78288[.]bid

hxxp://58598[.]bid

hxxp://3898[.]bid

hxxp://75788[.]bid

hxxp://6659[.]bid

hxxp://25888[.]bid

hxxp://bzu[.]bid

hxxp://2998[.]bid

hxxp://ijb[.]bid

556

hxxp://3998[.]bid

hxxp://8781[.]bid

hxxp://8986[.]bid

hxxp://1668[.]bid

hxxp://71688[.]bid

hxxp://6198[.]bid

hxxp://96999[.]bid

hxxp://6838[.]bid

hxxp://6266[.]bid

hxxp://ejl[.]bid

hxxp://elh[.]bid

hxxp://6363[.]bid

hxxp://fxv[.]bid

hxxp://8859[.]bid

hxxp://555666[.]bid

hxxp://99998[.]bid

hxxp://ehq[.]bid

hxxp://7838[.]bid

hxxp://66688[.]bid

hxxp://6998[.]bid

hxxp://8199[.]bid

hxxp://2662[.]bid

hxxp://ajl[.]bid

hxxp://cza[.]bid

hxxp://38988[.]bid

hxxp://2118[.]bid

hxxp://ezy[.]bid

hxxp://9368[.]bid

hxxp://77988[.]bid

hxxp://77977[.]bid

hxxp://18788[.]bid

hxxp://2552[.]bid

hxxp://21388[.]bid

hxxp://afj[.]bid

hxxp://36988[.]bid

hxxp://0875[.]bid

hxxp://91228[.]bid

hxxp://8198[.]bid

hxxp://7575[.]bid

hxxp://afq[.]bid

hxxp://12588[.]bid

hxxp://9678[.]bid

hxxp://168888[.]bid

hxxp://5757[.]bid

hxxp://95291[.]bid

hxxp://8383[.]bid

hxxp://88838[.]bid

hxxp://5828[.]bid

hxxp://ijz[.]bid

hxxp://dwv[.]bid
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hxxp://hvj[.]bid

hxxp://5358[.]bid

hxxp://86668[.]bid

hxxp://6518[.]bid

hxxp://71788[.]bid

hxxp://bnv[.]bid

hxxp://eyh[.]bid

hxxp://0837[.]bid

hxxp://gqa[.]bid

hxxp://9258[.]bid

hxxp://5638[.]bid

hxxp://2898[.]bid

hxxp://eyf[.]bid

hxxp://8338[.]bid

hxxp://hle[.]bid

hxxp://5353[.]bid

hxxp://ikn[.]bid

hxxp://6226[.]bid

hxxp://7828[.]bid

hxxp://88859[.]bid

hxxp://69588[.]bid

hxxp://6368[.]bid

hxxp://86868[.]bid

hxxp://6338[.]bid

hxxp://98889[.]bid

hxxp://agj[.]bid

hxxp://88896[.]bid

hxxp://8398[.]bid

hxxp://6918[.]bid

hxxp://9228[.]bid

hxxp://ejt[.]bid

hxxp://8568[.]bid

hxxp://fve[.]bid

hxxp://36888[.]bid

hxxp://ejq[.]bid

hxxp://9229[.]bid

hxxp://7858[.]bid

hxxp://51888[.]bid

hxxp://7272[.]bid

hxxp://9568[.]bid

hxxp://88816[.]bid

hxxp://8985[.]bid

hxxp://ijh[.]bid

hxxp://8599[.]bid

hxxp://78388[.]bid

hxxp://71988[.]bid

hxxp://37588[.]bid

hxxp://3828[.]bid

hxxp://72388[.]bid

hxxp://8266[.]bid
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hxxp://9828[.]bid

hxxp://8638[.]bid

hxxp://eyr[.]bid

hxxp://7818[.]bid

hxxp://ekh[.]bid

hxxp://9399[.]bid

hxxp://18388[.]bid

hxxp://8286[.]bid

hxxp://37188[.]bid

hxxp://88828[.]bid

hxxp://3737[.]bid

hxxp://21688[.]bid

hxxp://3858[.]bid

hxxp://1658[.]bid

hxxp://21788[.]bid

hxxp://9896[.]bid

hxxp://9393[.]bid

hxxp://8689[.]bid

hxxp://3598[.]bid

hxxp://6318[.]bid

hxxp://8787[.]bid

hxxp://3558[.]bid

hxxp://agq[.]bid

hxxp://83888[.]bid

hxxp://81788[.]bid

hxxp://adq[.]bid

hxxp://7ww[.]bid

hxxp://8186[.]bid

hxxp://gaw[.]bid

hxxp://5938[.]bid

hxxp://8139[.]bid

hxxp://8786[.]bid

hxxp://8559[.]bid

hxxp://6158[.]bid

hxxp://26188[.]bid

hxxp://8166[.]bid

hxxp://38188[.]bid

hxxp://82888[.]bid

hxxp://91318[.]bid

hxxp://2566[.]bid

hxxp://afh[.]bid

hxxp://53988[.]bid

hxxp://86388[.]bid

hxxp://37688[.]bid

hxxp://61688[.]bid

hxxp://6538[.]bid

hxxp://93688[.]bid

hxxp://8938[.]bid

hxxp://hhtt[.]bid

hxxp://12888[.]bid
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hxxp://12688[.]bid

hxxp://88688[.]bid

hxxp://13588[.]bid

hxxp://8389[.]bid

hxxp://16288[.]bid

hxxp://1566[.]bid

hxxp://0836[.]bid

hxxp://6898[.]bid

hxxp://97978[.]bid

hxxp://ady[.]bid

hxxp://95263[.]bid

hxxp://8183[.]bid

hxxp://gni[.]bid

hxxp://8968[.]bid

hxxp://75988[.]bid

hxxp://8982[.]bid

hxxp://9698[.]bid

hxxp://95559[.]bid

hxxp://elj[.]bid

hxxp://1318[.]bid

hxxp://gja[.]bid

hxxp://8589[.]bid

hxxp://7979[.]bid

hxxp://8285[.]bid

hxxp://9318[.]bid

hxxp://9668[.]bid

hxxp://ikm[.]bid

hxxp://hak[.]bid

hxxp://gka[.]bid

hxxp://5318[.]bid

hxxp://96888[.]bid

hxxp://61858[.]bid

hxxp://69996[.]bid

hxxp://1538[.]bid

hxxp://apj[.]bid

hxxp://6878[.]bid

hxxp://eyq[.]bid

hxxp://8185[.]bid

hxxp://1698[.]bid

hxxp://8283[.]bid

hxxp://exz[.]bid

hxxp://95987[.]bid

hxxp://2166[.]bid

hxxp://59888[.]bid

hxxp://9628[.]bid

hxxp://1678[.]bid

hxxp://1358[.]bid

hxxp://65888[.]bid

hxxp://76188[.]bid

hxxp://8281[.]bid
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hxxp://1398[.]bid

hxxp://9956[.]bid

hxxp://75188[.]bid

hxxp://bvy[.]bid

hxxp://2668[.]bid

hxxp://8983[.]bid

hxxp://3868[.]bid

hxxp://ejz[.]bid

hxxp://76288[.]bid

hxxp://ffv[.]bid

hxxp://6938[.]bid

hxxp://fha[.]bid

hxxp://86886[.]bid

hxxp://gqe[.]bid

hxxp://azx[.]bid

hxxp://5298[.]bid

hxxp://968888[.]bid

hxxp://5968[.]bid

hxxp://8289[.]bid

hxxp://88588[.]bid

hxxp://5898[.]bid

hxxp://9266[.]bid

hxxp://9289[.]bid

hxxp://fqa[.]bid

hxxp://ahz[.]bid

hxxp://8366[.]bid

hxxp://6366[.]bid

hxxp://ahj[.]bid

hxxp://agn[.]bid

hxxp://8358[.]bid

hxxp://85888[.]bid

hxxp://95888[.]bid

hxxp://2868[.]bid

hxxp://3899[.]bid

hxxp://5878[.]bid

hxxp://1828[.]bid

hxxp://8386[.]bid

hxxp://jjff[.]bid

hxxp://222333[.]bid

hxxp://1858[.]bid

hxxp://72988[.]bid

hxxp://86788[.]bid

hxxp://jza[.]bid

hxxp://9868[.]bid

hxxp://88868[.]bid

hxxp://88858[.]bid

hxxp://5868[.]bid

hxxp://8385[.]bid

hxxp://8598[.]bid

hxxp://56888[.]bid
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hxxp://9598[.]bid

hxxp://kra[.]bid

hxxp://73688[.]bid

hxxp://76788[.]bid

hxxp://72788[.]bid

hxxp://kha[.]bid

hxxp://88898[.]bid

hxxp://58889[.]bid

hxxp://25788[.]bid

hxxp://37388[.]bid

hxxp://17388[.]bid

hxxp://ccrr[.]bid

hxxp://37988[.]bid

hxxp://35988[.]bid

hxxp://nnjj[.]bid

hxxp://ccgg[.]bid

hxxp://63838[.]bid

hxxp://99158[.]bid

hxxp://1838[.]bid

hxxp://15388[.]bid

hxxp://8698[.]bid

hxxp://57388[.]bid

hxxp://69888[.]bid

hxxp://kqa[.]bid

hxxp://75288[.]bid

hxxp://73188[.]bid

hxxp://6658[.]bid

hxxp://kza[.]bid

hxxp://33933[.]bid

hxxp://888999[.]bid

hxxp://666777[.]bid

hxxp://71288[.]bid

hxxp://72188[.]bid

hxxp://73288[.]bid

hxxp://79288[.]bid

hxxp://73788[.]bid

hxxp://9292[.]bid

hxxp://1898[.]bid

hxxp://81988[.]bid

hxxp://73588[.]bid

hxxp://ffhh[.]bid

hxxp://75388[.]bid

hxxp://hhqq[.]bid

hxxp://59388[.]bid

hxxp://9638[.]bid

hxxp://isj[.]bid

hxxp://izx[.]bid

hxxp://ihj[.]bid

hxxp://ilj[.]bid

hxxp://lza[.]bid
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hxxp://irk[.]bid

hxxp://jvg[.]bid

hxxp://icz[.]bid

hxxp://izf[.]bid

hxxp://eyz[.]bid

hxxp://iwk[.]bid

hxxp://3696[.]bid

hxxp://itd[.]bid

hxxp://iyp[.]bid

hxxp://2899[.]bid

hxxp://jre[.]bid

hxxp://ijg[.]bid

hxxp://gra[.]bid

hxxp://91888[.]bid

hxxp://exf[.]bid

hxxp://iyw[.]bid

hxxp://3166[.]bid

hxxp://5299[.]bid

hxxp://izl[.]bid

hxxp://ijy[.]bid

hxxp://izk[.]bid

hxxp://3232[.]bid

hxxp://6568[.]bid

hxxp://lka[.]bid

hxxp://ikw[.]bid

hxxp://6138[.]bid

hxxp://eln[.]bid

hxxp://9658[.]bid

hxxp://gqv[.]bid

hxxp://iyk[.]bid

hxxp://ilz[.]bid

hxxp://icj[.]bid

hxxp://ifu[.]bid

hxxp://jqa[.]bid

hxxp://mvz[.]bid

hxxp://izq[.]bid

hxxp://ihr[.]bid

hxxp://emy[.]bid

hxxp://bza[.]bid

hxxp://3566[.]bid

hxxp://izw[.]bid

hxxp://kak[.]bid

hxxp://8567[.]bid

hxxp://iky[.]bid

hxxp://ijw[.]bid

hxxp://ikh[.]bid

hxxp://iwx[.]bid

hxxp://9198[.]bid

hxxp://ijf[.]bid

hxxp://iyh[.]bid
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hxxp://ixt[.]bid

hxxp://aqn[.]bid

hxxp://53888[.]bid

hxxp://6889[.]bid

hxxp://iwr[.]bid

hxxp://ikx[.]bid

hxxp://iyl[.]bid

hxxp://nlv[.]bid

hxxp://ixq[.]bid

hxxp://3668[.]bid

hxxp://imy[.]bid

hxxp://jke[.]bid

hxxp://kqi[.]bid

hxxp://93888[.]bid

hxxp://iwq[.]bid

hxxp://eyp[.]bid

hxxp://fvn[.]bid

hxxp://gvq[.]bid

hxxp://ifj[.]bid

hxxp://iys[.]bid

hxxp://5398[.]bid

hxxp://elq[.]bid

hxxp://exh[.]bid

hxxp://6199[.]bid

hxxp://mza[.]bid

hxxp://ixk[.]bid

hxxp://fya[.]bid

hxxp://iyz[.]bid

hxxp://fka[.]bid

hxxp://iyt[.]bid

hxxp://jef[.]bid

hxxp://88818[.]bid

hxxp://ixh[.]bid

hxxp://fvh[.]bid

hxxp://6968[.]bid

hxxp://iwy[.]bid

hxxp://56388[.]bid

hxxp://3939[.]bid

hxxp://ewh[.]bid

hxxp://jta[.]bid

hxxp://jiv[.]bid

hxxp://ejg[.]bid

hxxp://8896[.]bid

hxxp://jdo[.]bid

hxxp://ijt[.]bid

hxxp://izb[.]bid

hxxp://oud[.]bid

hxxp://enb[.]bid

hxxp://iyx[.]bid

hxxp://6336[.]bid
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hxxp://laj[.]bid

hxxp://igj[.]bid

hxxp://9669[.]bid

hxxp://iyg[.]bid

hxxp://qqqc[.]pw

hxxp://98288[.]pw

hxxp://rrjj[.]pw

hxxp://pgmw[.]win

hxxp://mhrl[.]win

hxxp://lrgw[.]win

hxxp://usk[.]win

hxxp://tznf[.]win

hxxp://pcrc[.]win

hxxp://nxjt[.]win

hxxp://rndk[.]win

hxxp://qdtt[.]win

hxxp://mlrt[.]win

hxxp://tgpw[.]win

hxxp://tzpx[.]win

hxxp://kjkc[.]win

hxxp://qvd[.]win

hxxp://rrjt[.]win

hxxp://rlxw[.]win

hxxp://njv[.]win

hxxp://lybw[.]win

hxxp://ruitou[.]win

hxxp://mhgb[.]win

hxxp://mlnz[.]win

hxxp://pxjt[.]win

hxxp://msjt[.]win

hxxp://slrl[.]win

hxxp://mhfb[.]win

hxxp://kdqq[.]win

hxxp://lmqw[.]win

hxxp://tzdp[.]win

hxxp://pqjt[.]win

hxxp://tdlw[.]win

hxxp://mgqj[.]win

hxxp://tzmf[.]win

hxxp://qcnm[.]win

hxxp://mptj[.]win

hxxp://qzjt[.]win

hxxp://tdyy[.]win

hxxp://plsj[.]win

hxxp://sshl[.]win

hxxp://rlu[.]win

hxxp://tztl[.]win

hxxp://mgxl[.]win

hxxp://plrw[.]win

hxxp://pdfc[.]win
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hxxp://tzyp[.]win

hxxp://qfjt[.]win

hxxp://tzpc[.]win

hxxp://uik[.]win

hxxp://lkhw[.]win

hxxp://nmjt[.]win

hxxp://mbxp[.]win

hxxp://rldw[.]win

hxxp://tzsf[.]win

hxxp://qwjt[.]win

hxxp://qev[.]win

hxxp://pdrw[.]win

hxxp://mgqt[.]win

hxxp://qkjt[.]win

hxxp://uwm[.]win

hxxp://qdrq[.]win

hxxp://sjgs[.]win

hxxp://plmw[.]win

hxxp://tzrx[.]win

hxxp://mqbr[.]win

hxxp://tncm[.]win

hxxp://qgjt[.]win

hxxp://stjc[.]win

hxxp://rlmw[.]win

hxxp://tzmx[.]win

hxxp://rqu[.]win

hxxp://mlfm[.]win

hxxp://qcnr[.]win

hxxp://rljw[.]win

hxxp://tzzl[.]win

hxxp://nrdw[.]win

hxxp://psjt[.]win

hxxp://pkjt[.]win

hxxp://uzs[.]win

hxxp://pnjt[.]win

hxxp://pdjt[.]win

hxxp://ndcm[.]win

hxxp://rfqw[.]win

hxxp://kpbb[.]win

hxxp://qtfm[.]win

hxxp://scyy[.]win

hxxp://rgdk[.]win

hxxp://tfcm[.]win

hxxp://mqlh[.]win

hxxp://rflw[.]win

hxxp://tzfy[.]win

hxxp://rcjt[.]win

hxxp://jcnw[.]win

hxxp://pxqw[.]win

hxxp://tzxc[.]win
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hxxp://mqlq[.]win

hxxp://rgnw[.]win

hxxp://tznt[.]win

hxxp://oyq[.]win

hxxp://ncjt[.]win

hxxp://ldu[.]win

hxxp://mgdx[.]win

hxxp://lxpw[.]win

hxxp://pjjt[.]win

hxxp://oqe[.]win

hxxp://mlxr[.]win

hxxp://mqkz[.]win

hxxp://tzng[.]win

hxxp://nwxw[.]win

hxxp://nvv[.]win

hxxp://rrv[.]win

hxxp://rltw[.]win

hxxp://tzfz[.]win

hxxp://mlkb[.]win

hxxp://tzgl[.]win

hxxp://tpjw[.]win

hxxp://ruh[.]win

hxxp://tcnw[.]win

hxxp://rlrw[.]win

hxxp://rlkw[.]win

hxxp://piaocai[.]win

hxxp://lcxf[.]win

hxxp://tglw[.]win

hxxp://qwv[.]win

hxxp://vbf[.]win

hxxp://pxdk[.]win

hxxp://mlcr[.]win

hxxp://qpzd[.]win

hxxp://mqfr[.]win

hxxp://qbdk[.]win

hxxp://lnzp[.]win

hxxp://nrjw[.]win

hxxp://tpgw[.]win

hxxp://rxzp[.]win

hxxp://rhv[.]win

hxxp://mqlz[.]win

hxxp://lmtw[.]win

hxxp://rlsw[.]win

hxxp://qprw[.]win

hxxp://pfyx[.]win

hxxp://trkw[.]win

hxxp://mhcz[.]win

hxxp://pglw[.]win

hxxp://plyx[.]win

hxxp://rza[.]win
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hxxp://rkgz[.]win

hxxp://mhsr[.]win

hxxp://mqgt[.]win

hxxp://lqmw[.]win

hxxp://mlrg[.]win

hxxp://qsu[.]win

hxxp://mqo[.]win

hxxp://lvd[.]win

hxxp://qncf[.]win

hxxp://mlfk[.]win

hxxp://ltsw[.]win

hxxp://ngdk[.]win

hxxp://mlrp[.]win

hxxp://ppjr[.]win

hxxp://mhrb[.]win

hxxp://rgbw[.]win

hxxp://qlyx[.]win

hxxp://qko[.]win

hxxp://rgpw[.]win

hxxp://mqtg[.]win

hxxp://plsw[.]win

hxxp://slrc[.]win

hxxp://qya[.]win

hxxp://jcqw[.]win

hxxp://qpzw[.]win

hxxp://qqhl[.]win

hxxp://mqmb[.]win

hxxp://mnzl[.]win

hxxp://lmjw[.]win

hxxp://sggs[.]win

hxxp://rbv[.]win

hxxp://mlkd[.]win

hxxp://rfzp[.]win

hxxp://mlck[.]win

hxxp://lklw[.]win

hxxp://mlgr[.]win

hxxp://rpgs[.]win

hxxp://mqpl[.]win

hxxp://tlkw[.]win

hxxp://pfrw[.]win

hxxp://vjm[.]win

hxxp://lqxw[.]win

hxxp://mgwq[.]win

hxxp://pzt[.]win

hxxp://nzlw[.]win

hxxp://rtdk[.]win

hxxp://qpyw[.]win

hxxp://kjx[.]win

hxxp://qxdk[.]win

hxxp://rwgs[.]win
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hxxp://lmyw[.]win

hxxp://scrc[.]win

hxxp://nmyw[.]win

hxxp://mhbz[.]win

hxxp://nrnw[.]win

hxxp://pgcm[.]win

hxxp://pzu[.]win

hxxp://llct[.]win

hxxp://pqmw[.]win

hxxp://onm[.]win

hxxp://qvx[.]win

hxxp://qjsn[.]win

hxxp://rlzw[.]win

hxxp://pbdk[.]win

hxxp://lho[.]win

hxxp://vzr[.]win

hxxp://vyg[.]win

hxxp://mhxl[.]win

hxxp://pja[.]win

hxxp://pncm[.]win

hxxp://pflw[.]win

hxxp://oyd[.]win

hxxp://mqtd[.]win

hxxp://mqgr[.]win

hxxp://mlkt[.]win

hxxp://mqpq[.]win

hxxp://mqns[.]win

hxxp://mqtr[.]win

hxxp://vyf[.]win

hxxp://okq[.]win

hxxp://qndk[.]win

hxxp://onz[.]win

hxxp://rfrc[.]win

hxxp://mhrq[.]win

hxxp://glmw[.]win

hxxp://mqbm[.]win

hxxp://plqw[.]win

hxxp://mqtn[.]win

hxxp://mqpn[.]win

hxxp://mqfq[.]win

hxxp://vaj[.]win

hxxp://mhdh[.]win

hxxp://mgqx[.]win

hxxp://mqtp[.]win

hxxp://qae[.]win

hxxp://pzcm[.]win

hxxp://mqpr[.]win

hxxp://mljp[.]win

hxxp://nhcm[.]win

hxxp://mqfg[.]win
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hxxp://mldh[.]win

hxxp://pzdk[.]win

hxxp://qwa[.]win

hxxp://pxlw[.]win

hxxp://lphw[.]win

hxxp://mqdm[.]win

hxxp://mqfn[.]win

hxxp://nzrc[.]win

hxxp://oqf[.]win

hxxp://mhfl[.]win

hxxp://ssmx[.]win

hxxp://ngcm[.]win

hxxp://lrxw[.]win

hxxp://mjgl[.]win

hxxp://mqnh[.]win

hxxp://mlxn[.]win

hxxp://kpqw[.]win

hxxp://mqkl[.]win

hxxp://lrkw[.]win

hxxp://nhdk[.]win

hxxp://mlch[.]win

hxxp://phcm[.]win

hxxp://tsgw[.]win

hxxp://mqfk[.]win

hxxp://mqmp[.]win

hxxp://sbjw[.]win

hxxp://plpw[.]win

hxxp://nhbw[.]win

hxxp://mldg[.]win

hxxp://mqfm[.]win

hxxp://ojm[.]win

hxxp://rlgw[.]win

hxxp://mqnk[.]win

hxxp://jcpw[.]win

hxxp://nle[.]win

hxxp://phdk[.]win

hxxp://sdtt[.]win

hxxp://pfcm[.]win

hxxp://rvj[.]win

hxxp://rek[.]win

hxxp://gllw[.]win

hxxp://pghw[.]win

hxxp://mhrt[.]win

hxxp://nfdk[.]win

hxxp://rbgz[.]win

hxxp://mgjn[.]win

hxxp://rllw[.]win

hxxp://pqdw[.]win

hxxp://oqk[.]win

hxxp://kza[.]win

570

hxxp://mlrn[.]win

hxxp://lgrc[.]win

hxxp://mqpk[.]win

hxxp://mkyf[.]win

hxxp://mqbg[.]win

hxxp://rggw[.]win

hxxp://mvj[.]win

hxxp://mqth[.]win

hxxp://mqpm[.]win

hxxp://mgyr[.]win

hxxp://pxcm[.]win

hxxp://pnqw[.]win

hxxp://mlkc[.]win

hxxp://mqmd[.]win

hxxp://lyzw[.]win

hxxp://rlqw[.]win

hxxp://nvj[.]win

hxxp://mjfr[.]win

hxxp://mqbs[.]win

hxxp://pkcm[.]win

hxxp://mljn[.]win

hxxp://qvy[.]win

hxxp://mqnp[.]win

hxxp://plcm[.]win

hxxp://rfgw[.]win

hxxp://qow[.]win

hxxp://lscm[.]win

hxxp://qdfg[.]win

hxxp://lcxb[.]win

hxxp://sczp[.]win

hxxp://pbjt[.]win

hxxp://pzkm[.]win

hxxp://nbsw[.]win

hxxp://gzff[.]win

hxxp://qcjt[.]win

hxxp://mlwm[.]win

hxxp://jgjz[.]win

hxxp://pxlg[.]win

hxxp://nzjt[.]win

hxxp://sbfc[.]win

hxxp://qcnn[.]win

hxxp://khx[.]win

hxxp://przf[.]win

hxxp://jvz[.]win

hxxp://pgjt[.]win

hxxp://pdjw[.]win

hxxp://nmyy[.]win

hxxp://mkss[.]win

hxxp://psjf[.]win

hxxp://ryll[.]win
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hxxp://kgx[.]win

hxxp://mqtl[.]win

hxxp://mgdc[.]win

hxxp://pljt[.]win

hxxp://tdgs[.]win

hxxp://pwjw[.]win

hxxp://phjt[.]win

hxxp://qey[.]win

hxxp://pcjc[.]win

hxxp://ojz[.]win

hxxp://pwjt[.]win

hxxp://ooq[.]win

hxxp://pxzf[.]win

hxxp://mqln[.]win

hxxp://pbfc[.]win

hxxp://lnjr[.]win

hxxp://rfkw[.]win

hxxp://sfgs[.]win

hxxp://jdsh[.]win

hxxp://lqjc[.]win

hxxp://jyqq[.]win

hxxp://uwi[.]win

hxxp://qmjt[.]win

hxxp://qhyx[.]win

hxxp://sbyc[.]win

hxxp://mqph[.]win

hxxp://pprc[.]win

hxxp://qxjt[.]win

hxxp://kqi[.]win

hxxp://mqds[.]win

hxxp://iiy[.]win

hxxp://nsdk[.]win

hxxp://kze[.]win

hxxp://mhnh[.]win

hxxp://mhbp[.]win

hxxp://mqdx[.]win

hxxp://nzdk[.]win

hxxp://lmo[.]win

hxxp://jbnw[.]win

hxxp://cfct[.]win

hxxp://kppm[.]win

hxxp://mgyg[.]win

hxxp://mjlr[.]win

hxxp://hxzp[.]win

hxxp://lysw[.]win

hxxp://hhzz[.]win

hxxp://hhrc[.]win

hxxp://lrcw[.]win

hxxp://nvh[.]win

hxxp://mqnq[.]win
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hxxp://cqyy[.]win

hxxp://jhv[.]win

hxxp://mlkr[.]win

hxxp://jvb[.]win

hxxp://mqkc[.]win

hxxp://glqw[.]win

hxxp://mqdn[.]win

hxxp://npdk[.]win

hxxp://lqo[.]win

hxxp://mhlx[.]win

hxxp://inz[.]win

hxxp://dlyx[.]win

hxxp://dfyx[.]win

hxxp://lhyx[.]win

hxxp://dhyx[.]win

hxxp://cqgs[.]win

hxxp://lfyx[.]win

hxxp://mqdr[.]win

hxxp://lltz[.]win

hxxp://hdzp[.]win

hxxp://lyv[.]win

hxxp://nrmw[.]win

hxxp://nrsw[.]win

hxxp://lkrw[.]win

hxxp://fdrz[.]win

hxxp://mqnj[.]win

hxxp://lzv[.]win

hxxp://dpcm[.]win

hxxp://nhmw[.]win

hxxp://mlwg[.]win

hxxp://mlfb[.]win

hxxp://mqbf[.]win

hxxp://dtgs[.]win

hxxp://hyrz[.]win

hxxp://glsc[.]win

hxxp://llmx[.]win

hxxp://gmgs[.]win

hxxp://gzss[.]win

hxxp://jfzp[.]win

hxxp://mmjr[.]win

hxxp://mhcl[.]win

hxxp://mhdp[.]win

hxxp://fvb[.]win

hxxp://kkjr[.]win

hxxp://mof[.]win

hxxp://mhck[.]win

hxxp://dvn[.]win

hxxp://mlhg[.]win

hxxp://gzxx[.]win

hxxp://mqtb[.]win
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hxxp://hzgs[.]win

hxxp://mqmj[.]win

hxxp://gdgg[.]win

hxxp://mhcx[.]win

hxxp://mlrm[.]win

hxxp://mlxk[.]win

hxxp://gzww[.]win

hxxp://lkzw[.]win

hxxp://kiy[.]win

hxxp://mlmf[.]win

hxxp://gzrr[.]win

hxxp://osq[.]win

hxxp://gzgs[.]win

hxxp://hyjj[.]win

hxxp://kgv[.]win

hxxp://mlzm[.]win

hxxp://gtpw[.]win

hxxp://mhbq[.]win

hxxp://gzkk[.]win

hxxp://mqdh[.]win

hxxp://nru[.]win

hxxp://nrdk[.]win

hxxp://nrhw[.]win

hxxp://hklm[.]win
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hxxp://bxcm[.]bid

hxxp://fk8[.]bid

hxxp://zgdd[.]bid

hxxp://8zw[.]bid

hxxp://zgdc[.]bid

hxxp://djfc[.]bid

hxxp://8yy[.]bid

hxxp://8lw[.]bid

hxxp://8ll[.]bid

hxxp://8kw[.]bid

hxxp://8jt[.]bid
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hxxp://zt8[.]bid

hxxp://pjzw[.]bid

hxxp://ps8[.]bid

hxxp://kmjt[.]bid

hxxp://nxkj[.]bid

hxxp://wnjt[.]bid

hxxp://rf8[.]bid

hxxp://prqc[.]bid

hxxp://ldjt[.]bid

hxxp://pjjt[.]bid

hxxp://gljt[.]bid

hxxp://cfcm[.]bid

hxxp://yykj[.]bid

hxxp://xtjt[.]bid

hxxp://skjj[.]bid

hxxp://dykj[.]bid

hxxp://qsjt[.]bid

hxxp://jtcf[.]bid

hxxp://sbjr[.]bid

hxxp://ltjt[.]bid

hxxp://ddfc[.]bid

hxxp://qp8[.]bid

hxxp://zq8[.]bid

hxxp://zc8[.]bid

hxxp://dhjj[.]bid

hxxp://dmkj[.]bid

hxxp://lt8[.]bid

hxxp://rt8[.]bid

hxxp://lhjt[.]bid

hxxp://nwjt[.]bid

hxxp://rstz[.]bid

hxxp://phnw[.]bid

hxxp://jycm[.]bid

hxxp://nbkj[.]bid

hxxp://ylkj[.]bid

hxxp://nl8[.]bid

hxxp://drjt[.]bid

hxxp://rnkj[.]bid

hxxp://qkjt[.]bid

hxxp://phcf[.]bid

hxxp://ntkj[.]bid

hxxp://zptz[.]bid

hxxp://yq8[.]bid

hxxp://pgtw[.]bid

hxxp://bbkj[.]bid

hxxp://xyjt[.]bid

hxxp://bbjt[.]bid

hxxp://dr8[.]bid

hxxp://th8[.]bid

hxxp://cpkj[.]bid
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hxxp://qdqq[.]bid

hxxp://yyjt[.]bid

hxxp://whhj[.]win

hxxp://glmb[.]win

hxxp://tkfb[.]win

hxxp://whpd[.]win

hxxp://bxcq[.]win

hxxp://lcqf[.]win

hxxp://knzr[.]win

hxxp://ddjt[.]win

hxxp://whrn[.]win

hxxp://gzhl[.]win

hxxp://wyzq[.]win

hxxp://kqzx[.]win

hxxp://sxdq[.]win

hxxp://whph[.]win

hxxp://wfrm[.]win

hxxp://whhf[.]win

hxxp://lwnl[.]win

hxxp://mjrq[.]win

hxxp://zxwp[.]win

hxxp://whgl[.]win

hxxp://zsrc[.]win

hxxp://hxrq[.]win

hxxp://zxqm[.]win

hxxp://ywrh[.]win

hxxp://whrp[.]win

hxxp://cbhj[.]win

hxxp://whts[.]win

hxxp://wpsf[.]win

hxxp://gzjt[.]win

hxxp://dqxq[.]win

hxxp://whdn[.]win

hxxp://whfn[.]win

hxxp://ctdc[.]win

hxxp://ttjh[.]win

hxxp://wxll[.]win

hxxp://ppmx[.]win

hxxp://whhm[.]win

hxxp://tplf[.]win

hxxp://prdc[.]win

hxxp://gzsh[.]win

hxxp://pwnw[.]win

hxxp://dcgq[.]win

hxxp://qhlh[.]win

hxxp://gllf[.]win

hxxp://qdjt[.]win

hxxp://bybf[.]win

hxxp://gsqj[.]win

hxxp://pydc[.]win
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hxxp://wggx[.]win

hxxp://whdt[.]win

hxxp://kjhc[.]win

hxxp://lhxc[.]win

hxxp://kjng[.]win

hxxp://qmhp[.]win

hxxp://bcfq[.]win

hxxp://cbhg[.]win

hxxp://jlcx[.]win

hxxp://bynf[.]win

hxxp://whpc[.]win

hxxp://mdpx[.]win

hxxp://kjbq[.]win

hxxp://scjr[.]win

hxxp://yitie[.]win

hxxp://lcpb[.]win

hxxp://whtp[.]win

hxxp://ypzx[.]win

hxxp://lcpy[.]win

hxxp://whfx[.]win

hxxp://whhz[.]win

hxxp://whgh[.]win

hxxp://bynz[.]win

hxxp://wrjb[.]win

hxxp://tjbb[.]win

hxxp://wnlq[.]win

hxxp://hwtp[.]win

hxxp://rgqh[.]win

hxxp://qfgf[.]win

hxxp://gllr[.]win

hxxp://sqdc[.]win

hxxp://tlgw[.]win

hxxp://lwps[.]win

hxxp://crjq[.]win

hxxp://htqt[.]win

hxxp://whrd[.]win

hxxp://mdqz[.]win

hxxp://hkrk[.]win

hxxp://qmkq[.]win

hxxp://rydc[.]win

hxxp://wwmx[.]win

hxxp://cfrc[.]win

hxxp://bykm[.]win

hxxp://whtq[.]win

hxxp://glcs[.]win

hxxp://whhd[.]win

hxxp://whns[.]win

hxxp://zywn[.]win

hxxp://rzhl[.]win

hxxp://lljb[.]win
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hxxp://mdqy[.]win

hxxp://skdc[.]win

hxxp://dzwj[.]win

hxxp://zmqy[.]win

hxxp://jlns[.]win

hxxp://gzgd[.]win

hxxp://whfp[.]win

hxxp://zxqj[.]win

hxxp://mccj[.]win

hxxp://wrhk[.]win

hxxp://whfq[.]win

hxxp://ylpz[.]win

hxxp://zxqd[.]win

hxxp://wfrq[.]win

hxxp://71486[.]win

hxxp://25489[.]win

hxxp://83844[.]win

hxxp://83849[.]win

hxxp://05468[.]win

hxxp://34285[.]win

hxxp://24285[.]win

hxxp://12485[.]win

hxxp://27485[.]win

hxxp://69489[.]win

hxxp://25485[.]win

hxxp://27489[.]win

hxxp://34685[.]win

hxxp://24785[.]win

hxxp://28485[.]win

hxxp://56489[.]win

hxxp://96485[.]win

hxxp://34985[.]win

hxxp://16485[.]win

hxxp://21485[.]win

hxxp://29485[.]win

hxxp://13485[.]win

hxxp://14385[.]win

hxxp://34185[.]win

hxxp://67485[.]win

hxxp://34785[.]win

hxxp://38486[.]win

hxxp://14585[.]win

hxxp://24185[.]win

hxxp://36485[.]win

hxxp://64785[.]win

hxxp://35485[.]win

hxxp://26485[.]win

hxxp://38485[.]win

hxxp://64385[.]win

hxxp://62485[.]win
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hxxp://94585[.]win

hxxp://72486[.]win

hxxp://87844[.]win

hxxp://19485[.]win

hxxp://31485[.]win

hxxp://14685[.]win

hxxp://14785[.]win

hxxp://32485[.]win

hxxp://79485[.]win

hxxp://24985[.]win

hxxp://24385[.]win

hxxp://24585[.]win

hxxp://85844[.]win

hxxp://64285[.]win

hxxp://61485[.]win

hxxp://65485[.]win

hxxp://39486[.]win

hxxp://17485[.]win

hxxp://39489[.]win

hxxp://73489[.]win

hxxp://73486[.]win

hxxp://34585[.]win

hxxp://14185[.]win

hxxp://34385[.]win

hxxp://39485[.]win

hxxp://58486[.]win

hxxp://coww[.]top

hxxp://gdzp[.]top

hxxp://eqsp[.]top

hxxp://eqkl[.]top

hxxp://ctjr[.]pro

hxxp://jqjr[.]pro

hxxp://rgjr[.]pro

hxxp://lrjr[.]pro

hxxp://9379[.]ink

hxxp://36593[.]pro

hxxp://69586[.]pro

hxxp://59328[.]pro

hxxp://51528[.]pro

hxxp://27358[.]pro

hxxp://63628[.]pro

hxxp://28718[.]pro

hxxp://57538[.]pro

hxxp://31268[.]pro

hxxp://29698[.]pro

hxxp://25568[.]pro

hxxp://57318[.]pro

hxxp://15718[.]pro

hxxp://61768[.]pro

hxxp://68698[.]pro
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hxxp://32638[.]pro

hxxp://91238[.]pro

hxxp://32628[.]pro

hxxp://28258[.]pro

hxxp://53718[.]pro

hxxp://62978[.]pro

hxxp://32538[.]pro

hxxp://39178[.]pro

hxxp://11628[.]pro

hxxp://72978[.]pro
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hxxp://69838[.]pro
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hxxp://52859[.]bid
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hxxp://29759[.]bid

hxxp://69269[.]bid
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hxxp://759999[.]bid

hxxp://65769[.]bid
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hxxp://97696[.]bid

hxxp://28939[.]bid

hxxp://56579[.]bid

hxxp://29729[.]bid

hxxp://25979[.]bid

hxxp://619999[.]bid

hxxp://57219[.]bid

hxxp://967777[.]bid
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hxxp://28929[.]bid

hxxp://56539[.]bid

hxxp://52839[.]bid
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hxxp://679999[.]bid
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hxxp://59129[.]bid

hxxp://56396[.]bid

hxxp://69759[.]bid

hxxp://39239[.]bid

hxxp://876666[.]bid

hxxp://329999[.]bid

hxxp://23269[.]bid

hxxp://965555[.]bid

hxxp://976666[.]bid

hxxp://53236[.]bid

hxxp://15289[.]bid

hxxp://53829[.]bid

hxxp://58269[.]bid

hxxp://69169[.]bid

hxxp://39679[.]bid

hxxp://867777[.]bid

hxxp://25939[.]bid

hxxp://57169[.]bid

hxxp://19529[.]bid

hxxp://396666[.]bid

hxxp://639999[.]bid
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hxxp://59679[.]bid
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hxxp://596666[.]bid

hxxp://26859[.]bid

hxxp://38259[.]bid
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hxxp://586666[.]bid

hxxp://216666[.]bid

hxxp://39639[.]bid

hxxp://963333[.]bid

hxxp://386666[.]bid

hxxp://896666[.]bid

hxxp://576666[.]bid

hxxp://27679[.]bid

hxxp://39636[.]bid

hxxp://26839[.]bid

hxxp://29679[.]bid

hxxp://316666[.]bid

hxxp://569999[.]bid

hxxp://326666[.]bid

hxxp://57639[.]bid

hxxp://865555[.]bid

hxxp://863333[.]bid

hxxp://38239[.]bid

hxxp://56979[.]bid

hxxp://39139[.]bid

hxxp://36979[.]bid

hxxp://25289[.]bid

hxxp://862222[.]bid

hxxp://57629[.]bid

hxxp://26829[.]bid

hxxp://861111[.]bid

hxxp://276666[.]bid

hxxp://39626[.]bid

hxxp://516666[.]bid

hxxp://97576[.]bid

hxxp://236666[.]bid

hxxp://962222[.]bid

hxxp://856666[.]bid

hxxp://29329[.]bid

hxxp://356666[.]bid

hxxp://26819[.]bid

hxxp://52696[.]bid

hxxp://23619[.]bid

hxxp://61729[.]bid

hxxp://39579[.]bid

hxxp://58629[.]bid

hxxp://56936[.]bid

hxxp://67579[.]bid

hxxp://296666[.]bid

hxxp://79179[.]bid

hxxp://38629[.]bid

hxxp://719999[.]bid

hxxp://629999[.]bid

hxxp://961111[.]bid

hxxp://39569[.]bid
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hxxp://58929[.]bid

hxxp://29639[.]bid

hxxp://19689[.]bid

hxxp://39539[.]bid

hxxp://739999[.]bid

hxxp://57569[.]bid

hxxp://956666[.]bid

hxxp://69579[.]bid

hxxp://79169[.]bid

hxxp://56926[.]bid

hxxp://67569[.]bid

hxxp://526666[.]bid

hxxp://93753[.]bid

hxxp://529999[.]bid

hxxp://796666[.]bid

hxxp://93752[.]bid

hxxp://93751[.]bid

hxxp://25869[.]bid

hxxp://29629[.]bid

hxxp://836666[.]bid

hxxp://536666[.]bid

hxxp://79159[.]bid

hxxp://279999[.]bid

hxxp://93735[.]bid

hxxp://37679[.]bid

hxxp://953333[.]bid

hxxp://93732[.]bid

hxxp://56919[.]bid

hxxp://926666[.]bid

hxxp://53656[.]bid

hxxp://59839[.]bid

hxxp://952222[.]bid

hxxp://29869[.]bid

hxxp://17689[.]bid

hxxp://196666[.]bid

hxxp://27579[.]bid

hxxp://726666[.]bid

hxxp://15689[.]bid

hxxp://38929[.]bid

hxxp://25839[.]bid

hxxp://19319[.]bid

hxxp://376666[.]bid

hxxp://52979[.]bid

hxxp://93717[.]bid

hxxp://239999[.]bid

hxxp://31869[.]bid

hxxp://13289[.]bid

hxxp://59829[.]bid

hxxp://57969[.]bid

hxxp://52969[.]bid
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hxxp://38129[.]bid

hxxp://27969[.]bid

hxxp://93716[.]bid

hxxp://756666[.]bid

hxxp://53626[.]bid

hxxp://17679[.]bid

hxxp://93713[.]bid

hxxp://52961[.]bid

hxxp://27959[.]bid

hxxp://16325[.]bid

hxxp://52959[.]bid

hxxp://29859[.]bid

hxxp://32869[.]bid

hxxp://826666[.]bid

hxxp://57959[.]bid

hxxp://27569[.]bid

hxxp://53596[.]bid

hxxp://25819[.]bid

hxxp://39356[.]bid

hxxp://31859[.]bid

hxxp://59819[.]bid

hxxp://176666[.]bid

hxxp://39326[.]bid

hxxp://39819[.]bid

hxxp://379999[.]bid

hxxp://29839[.]bid

hxxp://32859[.]bid

hxxp://269999[.]bid

hxxp://916666[.]bid

hxxp://35969[.]bid

hxxp://52936[.]bid

hxxp://26979[.]bid

hxxp://31839[.]bid

hxxp://659999[.]bid

hxxp://23519[.]bid

hxxp://53956[.]bid

hxxp://29159[.]bid

hxxp://23929[.]bid

hxxp://286666[.]bid

hxxp://58329[.]bid

hxxp://39296[.]bid

hxxp://52926[.]bid

hxxp://57919[.]bid

hxxp://32839[.]bid

hxxp://29579[.]bid

hxxp://716666[.]bid

hxxp://126666[.]bid

hxxp://61539[.]bid

hxxp://13935[.]bid

hxxp://59259[.]bid
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hxxp://769999[.]bid

hxxp://53936[.]bid

hxxp://59769[.]bid

hxxp://936666[.]bid

hxxp://31829[.]bid

hxxp://26579[.]bid

hxxp://56829[.]bid

hxxp://62769[.]bid

hxxp://93657[.]bid

hxxp://32819[.]bid

hxxp://37969[.]bid

hxxp://38529[.]bid

hxxp://39769[.]bid

hxxp://23915[.]bid

hxxp://52869[.]bid

hxxp://56819[.]bid

hxxp://93651[.]bid

hxxp://53916[.]bid

hxxp://816666[.]bid

hxxp://59236[.]bid

hxxp://37959[.]bid

hxxp://13829[.]bid

hxxp://29819[.]bid

hxxp://62739[.]bid

hxxp://59759[.]bid

hxxp://39759[.]bid

hxxp://23869[.]bid

hxxp://yftq[.]bid

hxxp://yhqh[.]bid

hxxp://qtpx[.]bid

hxxp://qxpx[.]bid

hxxp://yfrd[.]bid

hxxp://qyml[.]bid

hxxp://wqpx[.]bid

hxxp://zljt[.]bid

hxxp://pgct[.]bid

hxxp://pdgn[.]bid

hxxp://mdpx[.]bid

hxxp://kxtn[.]bid

hxxp://xrct[.]bid

hxxp://dspx[.]bid

hxxp://nlpx[.]bid

hxxp://plcf[.]bid

hxxp://gltn[.]bid

hxxp://fdcf[.]bid

hxxp://jtgn[.]bid

hxxp://qcnf[.]bid

hxxp://xcpx[.]bid

hxxp://pmpx[.]bid

hxxp://fkmr[.]bid
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hxxp://hqmf[.]bid

hxxp://qfgn[.]bid

hxxp://qntn[.]bid

hxxp://wmpx[.]bid

hxxp://rmpx[.]bid

hxxp://yfqk[.]bid

hxxp://lzmr[.]bid

hxxp://pwct[.]bid

hxxp://qwpx[.]bid

hxxp://krpx[.]bid

hxxp://dtpx[.]bid

hxxp://yftn[.]bid

hxxp://mlmr[.]bid

hxxp://pkqc[.]bid

hxxp://pnpx[.]bid

hxxp://nkpx[.]bid

hxxp://dxmr[.]bid

hxxp://wjyl[.]bid

hxxp://qcjg[.]bid

hxxp://kypr[.]bid

hxxp://nkcf[.]bid

hxxp://pfml[.]bid

hxxp://yfrx[.]bid

hxxp://rcpx[.]bid

hxxp://gqpx[.]bid

hxxp://nspx[.]bid

hxxp://tfml[.]bid

hxxp://gktn[.]bid

hxxp://qcnh[.]bid

hxxp://kpmf[.]bid

hxxp://blfc[.]bid

hxxp://xlpx[.]bid

hxxp://glmf[.]bid

hxxp://mgct[.]bid

hxxp://wmjt[.]bid

hxxp://yfnl[.]bid

hxxp://bcqc[.]bid

hxxp://dtgr[.]bid

hxxp://phml[.]bid

hxxp://jpgn[.]bid

hxxp://kjgn[.]bid

hxxp://wlpx[.]bid

hxxp://rjcf[.]bid

hxxp://pdzy[.]bid

hxxp://nlqc[.]bid

hxxp://smpx[.]bid

hxxp://pmqc[.]bid

hxxp://ydhm[.]bid

hxxp://yftr[.]bid

hxxp://plqb[.]bid
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hxxp://hpmf[.]bid

hxxp://rlpx[.]bid

hxxp://nqpx[.]bid

hxxp://pjcf[.]bid

hxxp://yfrp[.]bid

hxxp://nbcm[.]bid

hxxp://lwct[.]bid

hxxp://pyct[.]bid

hxxp://bfbr[.]bid

hxxp://qbqg[.]bid

hxxp://mgpx[.]bid

hxxp://pkcf[.]bid

hxxp://yhqy[.]bid

hxxp://yfry[.]bid

hxxp://fnpx[.]bid

hxxp://ltpx[.]bid

hxxp://rtpx[.]bid

hxxp://kwtn[.]bid

hxxp://pfct[.]bid

hxxp://qcng[.]bid

hxxp://qwml[.]bid

hxxp://hqmr[.]bid

hxxp://ntpx[.]bid

hxxp://gtpx[.]bid

hxxp://nkcm[.]bid

hxxp://ygqc[.]bid

hxxp://pqqc[.]bid

hxxp://nymr[.]bid

hxxp://psqc[.]bid

hxxp://qbdy[.]bid

hxxp://qwsr[.]bid

hxxp://rdmy[.]bid

hxxp://pdmy[.]bid

hxxp://ygnm[.]bid

hxxp://ggjt[.]bid

hxxp://rgmy[.]bid

hxxp://hqkq[.]bid

hxxp://krkq[.]bid

hxxp://nljz[.]bid

hxxp://qwrx[.]bid

hxxp://lgkq[.]bid

hxxp://ktkq[.]bid

hxxp://psmy[.]bid

hxxp://rlsl[.]bid

hxxp://ygnf[.]bid

hxxp://qtsl[.]bid

hxxp://wqrp[.]bid

hxxp://pzjl[.]bid

hxxp://mfqd[.]bid

hxxp://xjrp[.]bid
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hxxp://khrx[.]bid

hxxp://rddq[.]bid

hxxp://rfdq[.]bid

hxxp://qprx[.]bid

hxxp://knqd[.]bid

hxxp://hqby[.]bid

hxxp://dxjl[.]bid

hxxp://phdq[.]bid

hxxp://mcmy[.]bid

hxxp://gmqd[.]bid

hxxp://rpkq[.]bid

hxxp://rcdq[.]bid

hxxp://hrkq[.]bid

hxxp://qymy[.]bid

hxxp://nlmy[.]bid

hxxp://fljb[.]bid

hxxp://fykq[.]bid

hxxp://spby[.]bid

hxxp://gjkq[.]bid

hxxp://ddjt[.]bid

hxxp://pyjc[.]bid

hxxp://mwmy[.]bid

hxxp://86576[.]bid

hxxp://86575[.]bid

hxxp://86573[.]bid

hxxp://86572[.]bid

hxxp://bctz[.]bid

hxxp://lpkg[.]bid

hxxp://pqsb[.]bid

hxxp://gqqd[.]bid

hxxp://gmkq[.]bid

hxxp://phmy[.]bid

hxxp://qysl[.]bid

hxxp://gsqd[.]bid

hxxp://npxy[.]bid

hxxp://pxrp[.]bid

hxxp://qgmy[.]bid

hxxp://klqd[.]bid

hxxp://pjmy[.]bid

hxxp://hpby[.]bid

hxxp://pnrn[.]bid

hxxp://jhrn[.]bid

hxxp://lmyb[.]bid

hxxp://pwkq[.]bid

hxxp://pjdq[.]bid

hxxp://ygnj[.]bid

hxxp://pyrp[.]bid

hxxp://nlsb[.]bid

hxxp://qfmy[.]bid

hxxp://ksqd[.]bid
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hxxp://qntk[.]bid

hxxp://lqqd[.]bid

hxxp://qtrx[.]bid

hxxp://twpp[.]bid

hxxp://rtxy[.]bid

hxxp://rmsl[.]bid

hxxp://lhkq[.]bid

hxxp://gmrp[.]bid

hxxp://lzwx[.]bid

hxxp://gnkq[.]bid

hxxp://nzsl[.]bid

hxxp://hpqd[.]bid

hxxp://pzrp[.]bid

hxxp://krmy[.]bid

hxxp://sprx[.]bid

hxxp://lpyh[.]bid

hxxp://fnrl[.]bid

hxxp://rmzm[.]bid

hxxp://hskq[.]bid

hxxp://lmwg[.]bid

hxxp://kyqd[.]bid

hxxp://hqmy[.]bid

hxxp://pgmy[.]bid

hxxp://nwjx[.]bid

hxxp://rmyb[.]bid

hxxp://ltmy[.]bid

hxxp://hsrp[.]bid

hxxp://fnby[.]bid

hxxp://zrjt[.]bid

hxxp://xkzb[.]bid

hxxp://qnnc[.]bid

hxxp://lzmy[.]bid

hxxp://qyrx[.]bid

hxxp://ygng[.]bid

hxxp://wlmy[.]bid

hxxp://qhmy[.]bid

hxxp://gjrp[.]bid

hxxp://tpmy[.]bid

hxxp://fnjb[.]bid

hxxp://fhjn[.]bid

hxxp://skjr[.]bid

hxxp://qxrx[.]bid

hxxp://kxrp[.]bid

hxxp://qgkq[.]bid

hxxp://nlkq[.]bid

hxxp://mcbl[.]bid

hxxp://lpkc[.]bid

hxxp://srxy[.]bid

hxxp://fljc[.]bid

hxxp://mljt[.]bid
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hxxp://qwsl[.]bid

hxxp://nrmy[.]bid

hxxp://rlrn[.]bid

hxxp://qntj[.]bid

hxxp://ygnq[.]bid

hxxp://rgjx[.]bid

hxxp://lmyf[.]bid

hxxp://lmwk[.]bid

hxxp://qnty[.]bid

hxxp://pcdq[.]bid

hxxp://kprx[.]bid

hxxp://jmkq[.]bid

hxxp://mcgl[.]bid

hxxp://fpdd[.]bid

hxxp://gnjn[.]bid

hxxp://tnhg[.]bid

hxxp://pyrn[.]bid

hxxp://spdq[.]bid

hxxp://gtqd[.]bid

hxxp://pzkq[.]bid

hxxp://gkrp[.]bid

hxxp://nzsb[.]bid

hxxp://rmxz[.]bid

hxxp://rmzl[.]bid

hxxp://pfmy[.]bid

hxxp://pqdq[.]bid

hxxp://kskq[.]bid

hxxp://kydq[.]bid

hxxp://yfpj[.]bid

hxxp://nsmy[.]bid

hxxp://hrby[.]bid

hxxp://lzdq[.]bid

hxxp://ghch[.]bid

hxxp://nwjb[.]bid

hxxp://rsmy[.]bid

hxxp://lksl[.]bid

hxxp://tkmy[.]bid

hxxp://dnzb[.]bid

hxxp://qlrp[.]bid

hxxp://gnrp[.]bid

hxxp://ygnl[.]bid

hxxp://pcmy[.]bid

hxxp://mpjt[.]bid

hxxp://nhrp[.]bid

hxxp://lwdq[.]bid

hxxp://hrjt[.]bid

hxxp://spxy[.]bid

hxxp://rmzn[.]bid

hxxp://nzsr[.]bid

hxxp://qnts[.]bid

618

hxxp://lmwh[.]bid

hxxp://qyxy[.]bid

hxxp://lzwy[.]bid

hxxp://qntb[.]bid

hxxp://nwkq[.]bid

hxxp://jrxy[.]bid

hxxp://gpqd[.]bid

hxxp://bfsr[.]bid

hxxp://nqrp[.]bid

hxxp://ltqd[.]bid

hxxp://ygnd[.]bid

hxxp://rmyd[.]bid

hxxp://srrx[.]bid

hxxp://fntm[.]bid

hxxp://pzjn[.]bid

hxxp://xhzb[.]bid

hxxp://qwmy[.]bid

hxxp://ktrx[.]bid

hxxp://fnjf[.]bid

hxxp://86386[.]bid

hxxp://86286[.]bid

hxxp://79668[.]bid

hxxp://22328[.]bid

hxxp://22318[.]bid

hxxp://39198[.]bid

hxxp://22198[.]bid

hxxp://22178[.]bid

hxxp://22168[.]bid

hxxp://22138[.]bid

hxxp://39968[.]bid

hxxp://36168[.]bid

hxxp://39918[.]bid

hxxp://31918[.]bid

hxxp://39558[.]bid

hxxp://63638[.]bid

hxxp://63368[.]bid

hxxp://29[.]vin

hxxp://sdgs[.]pw

hxxp://881999[.]pw

hxxp://886999[.]pw

hxxp://159888[.]pw

hxxp://2286[.]pub

hxxp://9386[.]pub

hxxp://6586[.]pub

hxxp://2755[.]pub

hxxp://9586[.]pub

hxxp://5986[.]pub

hxxp://1386[.]pub

hxxp://3755[.]pub

hxxp://5977[.]pub
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hxxp://5286[.]pub

hxxp://9728[.]pub

hxxp://7986[.]pub

hxxp://2686[.]pub

hxxp://6755[.]pub

hxxp://3986[.]pub

hxxp://3386[.]pub

hxxp://7955[.]pub

hxxp://whrq[.]win

hxxp://brtz[.]pro

hxxp://glln[.]win

hxxp://stbn[.]win

hxxp://qzkg[.]win

hxxp://988852[.]win

hxxp://766658[.]win

hxxp://sbgx[.]win

hxxp://glyk[.]win

hxxp://byfh[.]win

hxxp://bygf[.]win

hxxp://xxrc[.]win

hxxp://wljb[.]win

hxxp://54816[.]win

hxxp://64185[.]win

hxxp://fxjj[.]win

hxxp://668889[.]win

hxxp://ppzb[.]win

hxxp://bybl[.]win

hxxp://lcqm[.]win

hxxp://qwqz[.]win

hxxp://ksdc[.]win

hxxp://lcpt[.]win

hxxp://jllt[.]win

hxxp://zynh[.]win

hxxp://bxzm[.]win

hxxp://mcjr[.]pro

hxxp://sdjr[.]win

hxxp://84819[.]win

hxxp://xpzx[.]win

hxxp://81849[.]win

hxxp://jlyc[.]win

hxxp://qhct[.]win

hxxp://bxtg[.]win

hxxp://522298[.]win

hxxp://hxps[.]win

hxxp://655557[.]win

hxxp://whdr[.]win

hxxp://777576[.]win

hxxp://zyqk[.]win

hxxp://byry[.]win

hxxp://whgq[.]win
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hxxp://whnh[.]win

hxxp://whhn[.]win

hxxp://bybq[.]win

hxxp://whgf[.]win

hxxp://qwqy[.]win

hxxp://hpzx[.]win

hxxp://jqsm[.]win

hxxp://jlhg[.]win

hxxp://bycl[.]win

hxxp://chzd[.]win

hxxp://dnjr[.]pro

hxxp://byct[.]win

hxxp://mtjr[.]pro

hxxp://wpnt[.]win

hxxp://kjcj[.]win

hxxp://ghyt[.]win

hxxp://54296[.]win

hxxp://spkr[.]win

hxxp://84887[.]win

hxxp://bzfq[.]win

hxxp://94385[.]win

hxxp://zktq[.]win

hxxp://79486[.]win

hxxp://byqp[.]win

hxxp://byrc[.]win

hxxp://sdll[.]win

hxxp://pcfh[.]win

hxxp://jmqn[.]win

hxxp://777391[.]win

hxxp://dqcs[.]win

hxxp://599968[.]win

hxxp://whnx[.]win

hxxp://777369[.]win

hxxp://sxty[.]win

hxxp://622268[.]win

hxxp://bynt[.]win

hxxp://588861[.]win

hxxp://bkfj[.]win

hxxp://hbmq[.]win

hxxp://gfnh[.]win

hxxp://whnj[.]win

hxxp://whhg[.]win

hxxp://byfs[.]win

hxxp://rrmn[.]win

hxxp://mdmq[.]win

hxxp://jlsq[.]win

hxxp://qpdc[.]win

hxxp://kmpb[.]win

hxxp://lwny[.]win

hxxp://dqzh[.]win
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hxxp://xkqk[.]win

hxxp://ccgb[.]win

hxxp://bxzk[.]win

hxxp://gbsc[.]win

hxxp://trfw[.]win

hxxp://whnl[.]win

hxxp://whrh[.]win

hxxp://bxtm[.]win

hxxp://ggcj[.]win

hxxp://rmny[.]win

hxxp://csbg[.]win

hxxp://dqsb[.]win

hxxp://fbsc[.]win

hxxp://tzmg[.]win

hxxp://35586[.]pro

hxxp://kcrm[.]win

hxxp://hltz[.]pro

hxxp://bkqm[.]win

hxxp://pltz[.]pro

hxxp://zfqy[.]win

hxxp://pljr[.]pro

hxxp://rkbp[.]win

hxxp://drtz[.]pro

hxxp://qmhf[.]win

hxxp://qkjc[.]win

hxxp://whgk[.]win

hxxp://qwqk[.]win

hxxp://thpz[.]win

hxxp://63485[.]win

hxxp://byqz[.]win

hxxp://58489[.]win

hxxp://qxlf[.]win

hxxp://54596[.]win

hxxp://whgx[.]win

hxxp://80849[.]win

hxxp://fpdc[.]win

hxxp://85849[.]win

hxxp://zgsc[.]win

hxxp://95485[.]win

hxxp://mpbq[.]win

hxxp://71485[.]win

hxxp://whgc[.]win

hxxp://65489[.]win

hxxp://bygh[.]win

hxxp://dqht[.]win

hxxp://zyhp[.]win

hxxp://whrt[.]win

hxxp://lhpl[.]win

hxxp://798881[.]win

hxxp://mjcq[.]win

622

hxxp://788825[.]win

hxxp://whtr[.]win

hxxp://777329[.]win

hxxp://bykc[.]win

hxxp://688852[.]win

hxxp://wgjd[.]win

hxxp://777571[.]win

hxxp://cbrq[.]win

hxxp://566663[.]win

hxxp://cbrt[.]win

hxxp://688865[.]win

hxxp://prqq[.]win

hxxp://777536[.]win

hxxp://whpg[.]win

hxxp://922227[.]win

hxxp://whnz[.]win

hxxp://988825[.]win

hxxp://tzpf[.]win

hxxp://pzqy[.]win

hxxp://dqbz[.]win

hxxp://rpjh[.]win

hxxp://qwqb[.]win

hxxp://gllh[.]win

hxxp://ykqy[.]win

hxxp://lcqd[.]win

hxxp://zysl[.]win

hxxp://bhtp[.]win

hxxp://xltf[.]win

hxxp://glrm[.]win

hxxp://lwpm[.]win

hxxp://qwqm[.]win

hxxp://xdtn[.]win

hxxp://byjn[.]win

hxxp://whgz[.]win

hxxp://cbrx[.]win

hxxp://gzhz[.]win

hxxp://jqbt[.]win

hxxp://qwtq[.]win

hxxp://whhx[.]win

hxxp://zdqy[.]win

hxxp://rrfn[.]win

hxxp://mxqy[.]win

hxxp://mjnh[.]win

hxxp://jkqx[.]win

hxxp://dkfs[.]win

hxxp://gljq[.]win

hxxp://wfbg[.]win

hxxp://jlbz[.]win

hxxp://yyrc[.]win

hxxp://sgqh[.]win
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hxxp://cbrp[.]win

hxxp://hszq[.]win

hxxp://qwqd[.]win

hxxp://dqyt[.]win

hxxp://mtdb[.]win

hxxp://kjsq[.]win

hxxp://whfd[.]win

hxxp://hprc[.]win

hxxp://xlhb[.]win

hxxp://jjyr[.]win

hxxp://lngl[.]win

hxxp://tznq[.]win

hxxp://nnct[.]win

hxxp://628889[.]win

hxxp://tzmz[.]win

hxxp://lwpk[.]win

hxxp://wsqt[.]win

hxxp://ftqp[.]win

hxxp://wgxh[.]win

hxxp://drqj[.]win

hxxp://cjpb[.]win

hxxp://hxpq[.]win

hxxp://bykn[.]win

hxxp://rgzw[.]win

hxxp://93396[.]pro

hxxp://jlbd[.]win

hxxp://kpjr[.]pro

hxxp://bygx[.]win

hxxp://kcjr[.]pro

hxxp://nnjt[.]win

hxxp://dwjr[.]pro

hxxp://fsls[.]win

hxxp://qmjr[.]pro

hxxp://fxzn[.]win

hxxp://mkjr[.]pro

hxxp://whrf[.]win

hxxp://hljr[.]pro

hxxp://bysm[.]win

hxxp://ldjr[.]pro

hxxp://whhb[.]win

hxxp://dmjr[.]pro

hxxp://nszz[.]win

hxxp://byfr[.]win

hxxp://ngkq[.]win

hxxp://jlgf[.]win

hxxp://cwcl[.]win

hxxp://thpk[.]win

hxxp://whfh[.]win

hxxp://pqdj[.]win

hxxp://bycb[.]win

624

hxxp://82849[.]win

hxxp://tzlz[.]win

hxxp://89844[.]win

hxxp://tsqf[.]win

hxxp://84833[.]win

hxxp://qzbl[.]win

hxxp://84849[.]win

hxxp://ddrc[.]win

hxxp://87849[.]win

hxxp://zpym[.]win

hxxp://76486[.]win

hxxp://tzmc[.]win

hxxp://57489[.]win

hxxp://zkqy[.]win

hxxp://51486[.]win

hxxp://whgt[.]win

hxxp://93486[.]win

hxxp://hfzq[.]win

hxxp://94185[.]win

hxxp://hddg[.]win

hxxp://74985[.]win

hxxp://zyqy[.]win

hxxp://97486[.]win

hxxp://jpbh[.]win

hxxp://72489[.]win

hxxp://cbhn[.]win

hxxp://68489[.]win

hxxp://yfdc[.]win

hxxp://73485[.]win

hxxp://lcrl[.]win

hxxp://74285[.]win

hxxp://bswt[.]win

hxxp://qndc[.]win

hxxp://dsmg[.]win

hxxp://rxdc[.]win

hxxp://shjt[.]win

hxxp://bxyj[.]win

hxxp://dqyj[.]win

hxxp://dyfg[.]win

hxxp://whrs[.]win

hxxp://988857[.]win

hxxp://zgdc[.]win

hxxp://518882[.]win

hxxp://whrb[.]win

hxxp://538886[.]win

hxxp://66186[.]win

hxxp://777639[.]win

hxxp://bymb[.]win

hxxp://968882[.]win

hxxp://kjfb[.]win
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hxxp://533398[.]win

hxxp://gqpz[.]win

hxxp://599997[.]win

hxxp://ptzx[.]win

hxxp://728883[.]win

hxxp://zxcz[.]win

hxxp://633335[.]win

hxxp://tzmp[.]win

hxxp://iuu[.]win

hxxp://qwqt[.]win

hxxp://788832[.]win

hxxp://26696[.]pro

hxxp://688873[.]win

hxxp://59669[.]pro

hxxp://562777[.]win

hxxp://53386[.]pro

hxxp://598882[.]win

hxxp://628887[.]win

hxxp://978882[.]win

hxxp://988863[.]win

hxxp://766698[.]win

hxxp://628883[.]win

hxxp://777519[.]win

hxxp://579222[.]win

hxxp://622218[.]win

hxxp://799968[.]win

hxxp://988821[.]win

hxxp://56696[.]pro

hxxp://777531[.]win

hxxp://52286[.]pro

hxxp://688891[.]win

hxxp://56686[.]pro

hxxp://628885[.]win

hxxp://92296[.]pro

hxxp://bxyf[.]win

hxxp://92289[.]pro

hxxp://mppb[.]win

hxxp://92286[.]pro

hxxp://tphf[.]win

hxxp://91196[.]pro

hxxp://yfps[.]win

hxxp://91189[.]pro

hxxp://djgj[.]win

hxxp://39986[.]pro

hxxp://lwpl[.]win

hxxp://91186[.]pro

hxxp://wjwc[.]win

hxxp://65589[.]pro

hxxp://tznm[.]win

hxxp://56996[.]pro

626

hxxp://bsmp[.]win

hxxp://32286[.]pro

hxxp://whhk[.]win

hxxp://36696[.]pro

hxxp://whgd[.]win

hxxp://36686[.]pro

hxxp://nzdt[.]win

hxxp://98659[.]pro

hxxp://whfg[.]win

hxxp://59986[.]pro

hxxp://yhjk[.]win

hxxp://63389[.]pro

hxxp://whrl[.]win

hxxp://wfdn[.]win

hxxp://whdq[.]win

hxxp://98596[.]pro

hxxp://bzxq[.]win

hxxp://98556[.]pro

hxxp://glgj[.]win

hxxp://zyqx[.]win

hxxp://byfk[.]win

hxxp://69569[.]pro

hxxp://whfb[.]win

hxxp://69559[.]pro

hxxp://gxqq[.]win

hxxp://61568[.]pro

hxxp://cfng[.]win

hxxp://23138[.]pro

hxxp://pjhr[.]win

hxxp://69538[.]pro

hxxp://wlkc[.]win

hxxp://31878[.]pro

hxxp://whpj[.]win

hxxp://57938[.]pro

hxxp://whrr[.]win

hxxp://53138[.]pro

hxxp://lcrt[.]win

hxxp://53128[.]pro

hxxp://wbyd[.]win

hxxp://31718[.]pro

hxxp://jyjl[.]win

hxxp://72368[.]pro

hxxp://zynk[.]win

hxxp://26158[.]pro

hxxp://lhsb[.]win

hxxp://wrzq[.]win

hxxp://bygm[.]win

hxxp://72328[.]pro

hxxp://whng[.]win

hxxp://pmdc[.]win
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hxxp://glgx[.]win

hxxp://76718[.]pro

hxxp://sdqq[.]win

hxxp://28938[.]pro

hxxp://bybd[.]win

hxxp://ltyx[.]win

hxxp://xqzx[.]win

hxxp://97538[.]pro

hxxp://bypx[.]win

hxxp://33198[.]pro

hxxp://whrm[.]win

hxxp://38398[.]pro

hxxp://cpqg[.]win

hxxp://93258[.]pro

hxxp://tzll[.]win

hxxp://57698[.]pro

hxxp://bynh[.]win

hxxp://39758[.]pro

hxxp://nwyp[.]win

hxxp://17628[.]pro

hxxp://whgn[.]win

hxxp://whpb[.]win

hxxp://yjqy[.]win

hxxp://51378[.]pro

hxxp://lytq[.]win

hxxp://35258[.]pro

hxxp://ftqx[.]win

hxxp://63578[.]pro

hxxp://zggs[.]win

hxxp://17528[.]pro

hxxp://pkdc[.]win

hxxp://dqcx[.]win

hxxp://whgr[.]win

hxxp://73578[.]pro

hxxp://dqkq[.]win

hxxp://78758[.]pro

hxxp://hhjr[.]win

hxxp://67698[.]pro

hxxp://czsj[.]win

hxxp://97298[.]pro

hxxp://777315[.]win

hxxp://dhpq[.]win

hxxp://phgc[.]win

hxxp://91598[.]pro

hxxp://93386[.]pro

hxxp://73518[.]pro

hxxp://777316[.]win

hxxp://55398[.]pro

hxxp://gljr[.]pro

hxxp://36528[.]pro
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hxxp://gbjr[.]pro

hxxp://qsfh[.]win

hxxp://lfjr[.]pro

hxxp://56158[.]pro

hxxp://kqjr[.]pro

hxxp://15958[.]pro

hxxp://lxjr[.]pro

hxxp://29798[.]pro

hxxp://kljr[.]pro

hxxp://15938[.]pro

hxxp://jbjr[.]pro

hxxp://32868[.]pro

hxxp://krjr[.]pro

hxxp://26978[.]pro

hxxp://bnjr[.]pro

hxxp://29758[.]pro

hxxp://nkjr[.]pro

hxxp://17268[.]pro

hxxp://sqjr[.]pro

hxxp://79878[.]pro

hxxp://hqtz[.]pro

hxxp://23938[.]pro

hxxp://nrjr[.]pro

hxxp://tznp[.]win

hxxp://qsjr[.]pro

hxxp://cbsc[.]win

hxxp://lwnm[.]win

hxxp://gljs[.]win

hxxp://jxrt[.]win

hxxp://knqj[.]win

hxxp://sbdc[.]win

hxxp://ccjl[.]win

hxxp://xybk[.]win

hxxp://psff[.]win

hxxp://gzsd[.]win

hxxp://tzml[.]win

hxxp://byjp[.]win

hxxp://whtb[.]win

hxxp://xqmn[.]win

hxxp://nzrg[.]win

hxxp://39378[.]pro

hxxp://zxqk[.]win

hxxp://bycs[.]win

hxxp://78378[.]pro

hxxp://kjqs[.]win

hxxp://dsmy[.]win

hxxp://ssbn[.]win

hxxp://98598[.]pro

hxxp://bgrb[.]win

hxxp://63168[.]pro
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hxxp://ssrc[.]win

hxxp://whfj[.]win

hxxp://wpct[.]win

hxxp://gztj[.]win

hxxp://lcpc[.]win

hxxp://18728[.]pro

hxxp://dykp[.]win

hxxp://61758[.]pro

hxxp://tzmq[.]win

hxxp://wtqx[.]win

hxxp://82844[.]win

hxxp://71768[.]pro

hxxp://92501[.]win

hxxp://79728[.]pro

hxxp://64585[.]win

hxxp://61718[.]pro

hxxp://84811[.]win

hxxp://79718[.]pro

hxxp://84829[.]win

hxxp://12758[.]pro

hxxp://84839[.]win

hxxp://rgdf[.]win

hxxp://84844[.]win

hxxp://76128[.]pro

hxxp://84869[.]win

hxxp://dkrk[.]win

hxxp://64685[.]win

hxxp://byjm[.]win

hxxp://72485[.]win

hxxp://kwty[.]win

hxxp://78485[.]win

hxxp://12728[.]pro

hxxp://76485[.]win

hxxp://73158[.]pro

hxxp://57486[.]win

hxxp://32578[.]pro

hxxp://62489[.]win

hxxp://whhp[.]win

hxxp://74184[.]win

hxxp://cjlm[.]win

hxxp://51489[.]win

hxxp://93968[.]pro

hxxp://63489[.]win

hxxp://71658[.]pro

hxxp://96486[.]win

hxxp://rgsz[.]win

hxxp://78489[.]win

hxxp://wgbm[.]win

hxxp://81844[.]win

hxxp://12638[.]pro

630

hxxp://86849[.]win

hxxp://93898[.]pro

hxxp://84879[.]win

hxxp://21638[.]pro

hxxp://97485[.]win

hxxp://53598[.]pro

hxxp://74785[.]win

hxxp://bysq[.]win

hxxp://61489[.]win

hxxp://xcwg[.]win

hxxp://71489[.]win

hxxp://53568[.]pro

hxxp://64985[.]win

hxxp://71528[.]pro

hxxp://75485[.]win

hxxp://whgp[.]win

hxxp://69485[.]win

hxxp://68398[.]pro

hxxp://74585[.]win

hxxp://27958[.]pro

hxxp://74185[.]win

hxxp://cmdc[.]win

hxxp://59489[.]win

hxxp://13828[.]pro

hxxp://qldc[.]win

hxxp://bljl[.]win

hxxp://pqzx[.]win

hxxp://whhl[.]win

hxxp://kjcf[.]win

hxxp://mdjp[.]win

hxxp://zxpz[.]win

hxxp://27818[.]pro

hxxp://rhdc[.]win

hxxp://68328[.]pro

hxxp://whdp[.]win

hxxp://lcqs[.]win

hxxp://nnrc[.]win

hxxp://whhs[.]win

hxxp://tnzd[.]win

hxxp://kkrc[.]win

hxxp://37358[.]pro

hxxp://dznr[.]win

hxxp://59838[.]pro

hxxp://bcyg[.]win

hxxp://777673[.]win

hxxp://55738[.]pro

hxxp://968883[.]win

hxxp://51958[.]pro

hxxp://777619[.]win

hxxp://lhrj[.]win
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hxxp://778882[.]win

hxxp://nkkc[.]win

hxxp://777283[.]win

hxxp://68238[.]pro

hxxp://988816[.]win

hxxp://21368[.]pro

hxxp://968887[.]win

hxxp://35758[.]pro

hxxp://999135[.]win

hxxp://97898[.]pro

hxxp://733339[.]win

hxxp://dqzq[.]win

hxxp://622298[.]win

hxxp://bxyd[.]win

hxxp://588851[.]win

hxxp://17968[.]pro

hxxp://977738[.]win

hxxp://51798[.]pro

hxxp://777279[.]win

hxxp://97878[.]pro

hxxp://966618[.]win

hxxp://72618[.]pro

hxxp://518883[.]win

hxxp://62528[.]pro

hxxp://988897[.]win

hxxp://whfm[.]win

hxxp://538881[.]win

hxxp://gdxx[.]win

hxxp://577772[.]win

hxxp://53258[.]pro

hxxp://777831[.]win

hxxp://97838[.]pro

hxxp://777263[.]win

hxxp://17918[.]pro

hxxp://688871[.]win

hxxp://63868[.]pro

hxxp://766638[.]win

hxxp://97818[.]pro

hxxp://568887[.]win

hxxp://755553[.]win

hxxp://777632[.]win

hxxp://633318[.]win

hxxp://777816[.]win

hxxp://777581[.]win

hxxp://777273[.]win

hxxp://788872[.]win

hxxp://558889[.]win

hxxp://768881[.]win

hxxp://988836[.]win

hxxp://788823[.]win

632

hxxp://777285[.]win

hxxp://588853[.]win

hxxp://633398[.]win

hxxp://798883[.]win

hxxp://777259[.]win

hxxp://566628[.]win

hxxp://588871[.]win

hxxp://611198[.]win

hxxp://777636[.]win

hxxp://688837[.]win

hxxp://633331[.]win

hxxp://922221[.]win

hxxp://522218[.]win

hxxp://988861[.]win

hxxp://638885[.]win

hxxp://528886[.]win

hxxp://618885[.]win

hxxp://778885[.]win

hxxp://525777[.]win

hxxp://777321[.]win

hxxp://955578[.]win

hxxp://525111[.]win

hxxp://777516[.]win

hxxp://777563[.]win

hxxp://777585[.]win

hxxp://588897[.]win

hxxp://798882[.]win

hxxp://sldc[.]win

hxxp://655551[.]win

hxxp://lcqg[.]win

hxxp://633358[.]win

hxxp://27538[.]pro

hxxp://777286[.]win

hxxp://73958[.]pro

hxxp://537222[.]win

hxxp://wfqk[.]win

hxxp://768883[.]win

hxxp://zxqt[.]win

hxxp://958887[.]win

hxxp://zwqy[.]win

hxxp://558883[.]win

hxxp://xdjp[.]win

hxxp://733331[.]win

hxxp://zydq[.]win

hxxp://529777[.]win

hxxp://cbrs[.]win

hxxp://738882[.]win

hxxp://lgrg[.]win

hxxp://677775[.]win

hxxp://glht[.]win

633

hxxp://777692[.]win

hxxp://ywjp[.]win

hxxp://588852[.]win

hxxp://whgb[.]win

hxxp://958882[.]win

hxxp://dqkf[.]win

hxxp://777275[.]win

hxxp://bctn[.]win

hxxp://699938[.]win

hxxp://pzqm[.]win

hxxp://777631[.]win

hxxp://xcxy[.]win

hxxp://777812[.]win

hxxp://zmnk[.]win

hxxp://522223[.]win

hxxp://wgbk[.]win

hxxp://ppoo[.]ren

hxxp://whgm[.]win

hxxp://35589[.]pro

hxxp://qbmp[.]win

hxxp://788861[.]win

hxxp://cyrc[.]win

hxxp://777623[.]win

hxxp://576111[.]win

hxxp://fpjr[.]pro

hxxp://pmzx[.]win

hxxp://cljr[.]pro

hxxp://ylpm[.]win

hxxp://29986[.]pro

hxxp://777299[.]win

hxxp://588832[.]win

hxxp://966698[.]win

hxxp://569333[.]win

hxxp://558887[.]win

hxxp://677771[.]win

hxxp://658881[.]win

hxxp://768882[.]win

hxxp://777592[.]win

hxxp://988835[.]win

hxxp://658885[.]win

hxxp://918886[.]win

hxxp://561222[.]win

hxxp://988873[.]win

hxxp://638882[.]win

hxxp://533338[.]win

hxxp://677718[.]win

hxxp://777526[.]win

hxxp://539777[.]win

hxxp://968881[.]win

hxxp://688859[.]win

634

hxxp://718886[.]win

hxxp://999125[.]win

hxxp://572333[.]win

hxxp://777291[.]win

hxxp://699968[.]win

hxxp://678882[.]win

hxxp://333529[.]win

hxxp://722223[.]win

hxxp://918882[.]win

hxxp://377776[.]win

hxxp://777569[.]win

hxxp://799918[.]win

hxxp://777276[.]win

hxxp://522268[.]win

hxxp://688827[.]win

hxxp://575333[.]win

hxxp://778889[.]win

hxxp://777675[.]win

hxxp://777589[.]win

hxxp://ddzf[.]win

hxxp://688819[.]win

hxxp://955538[.]win

hxxp://955568[.]win

hxxp://577771[.]win

hxxp://599938[.]win

hxxp://611138[.]win

hxxp://788829[.]win

hxxp://728881[.]win

hxxp://699918[.]win

hxxp://768886[.]win

hxxp://561777[.]win

hxxp://588826[.]win

hxxp://569111[.]win

hxxp://655553[.]win

hxxp://638883[.]win

hxxp://599978[.]win

hxxp://588823[.]win

hxxp://766661[.]win

hxxp://522229[.]win

hxxp://518887[.]win

hxxp://655518[.]win

hxxp://688863[.]win

hxxp://988837[.]win

hxxp://588812[.]win

hxxp://688893[.]win

hxxp://777361[.]win

hxxp://777525[.]win

hxxp://598886[.]win

hxxp://573222[.]win

hxxp://558882[.]win
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hxxp://599992[.]win

hxxp://966638[.]win

hxxp://977798[.]win

hxxp://918887[.]win

hxxp://777572[.]win

hxxp://562333[.]win

hxxp://528889[.]win

hxxp://588872[.]win

hxxp://ggmx[.]win

hxxp://588816[.]win

hxxp://758889[.]win

hxxp://928885[.]win

hxxp://368886[.]win

hxxp://988827[.]win

hxxp://988876[.]win

hxxp://611158[.]win

hxxp://588862[.]win

hxxp://536222[.]win

hxxp://788835[.]win

hxxp://566638[.]win

hxxp://565333[.]win

hxxp://777395[.]win

hxxp://777511[.]win

hxxp://522221[.]win

hxxp://533332[.]win

hxxp://777683[.]win

hxxp://788826[.]win

hxxp://777671[.]win

hxxp://766669[.]win

hxxp://922223[.]win

hxxp://333287[.]win

hxxp://578887[.]win

hxxp://532111[.]win

hxxp://611113[.]win

hxxp://777823[.]win

hxxp://988832[.]win

hxxp://728889[.]win

hxxp://766662[.]win

hxxp://777682[.]win

hxxp://777616[.]win

hxxp://977768[.]win

hxxp://933335[.]win

hxxp://978881[.]win

hxxp://622221[.]win

hxxp://592333[.]win

hxxp://588856[.]win

hxxp://777351[.]win

hxxp://755552[.]win

hxxp://999126[.]win

hxxp://777566[.]win

636

hxxp://588857[.]win

hxxp://718882[.]win

hxxp://565777[.]win

hxxp://588829[.]win

hxxp://788893[.]win

hxxp://599991[.]win

hxxp://655538[.]win

hxxp://777356[.]win

hxxp://777272[.]win

hxxp://778883[.]win

hxxp://918881[.]win

hxxp://688892[.]win

hxxp://733336[.]win

hxxp://777393[.]win

hxxp://755551[.]win

hxxp://522238[.]win

hxxp://988893[.]win

hxxp://777826[.]win

hxxp://777512[.]win

hxxp://777565[.]win

hxxp://516333[.]win

hxxp://688839[.]win

hxxp://618887[.]win

hxxp://799978[.]win

hxxp://933331[.]win

hxxp://611115[.]win

hxxp://568889[.]win

hxxp://638887[.]win

hxxp://588837[.]win

hxxp://658889[.]win

hxxp://977771[.]win

hxxp://515333[.]win

hxxp://788895[.]win

hxxp://777635[.]win

hxxp://528881[.]win

hxxp://958881[.]win

hxxp://688861[.]win

hxxp://688897[.]win

hxxp://788812[.]win

hxxp://777621[.]win

hxxp://777325[.]win

hxxp://633337[.]win

hxxp://999512[.]win

hxxp://777362[.]win

hxxp://688832[.]win

hxxp://788851[.]win

hxxp://528882[.]win

hxxp://ddjg[.]win

hxxp://588876[.]win

hxxp://688872[.]win

637

hxxp://328887[.]win

hxxp://777522[.]win

hxxp://528883[.]win

hxxp://718885[.]win

hxxp://777265[.]win

hxxp://598887[.]win

hxxp://999796[.]win

hxxp://999132[.]win

hxxp://611117[.]win

hxxp://788859[.]win

hxxp://622225[.]win

hxxp://599918[.]win

hxxp://799938[.]win

hxxp://622227[.]win

hxxp://523777[.]win

hxxp://569222[.]win

hxxp://633328[.]win

hxxp://777679[.]win

hxxp://522278[.]win

hxxp://777355[.]win

hxxp://766628[.]win

hxxp://538887[.]win

hxxp://777366[.]win

hxxp://928882[.]win

hxxp://565222[.]win

hxxp://535111[.]win

hxxp://561333[.]win

hxxp://527111[.]win

hxxp://558886[.]win

hxxp://658883[.]win

hxxp://588893[.]win

hxxp://777622[.]win

hxxp://777532[.]win

hxxp://588879[.]win

hxxp://566618[.]win

hxxp://977758[.]win

hxxp://777825[.]win

hxxp://788891[.]win

hxxp://988875[.]win

hxxp://777399[.]win

hxxp://768885[.]win

hxxp://538889[.]win

hxxp://599993[.]win

hxxp://722221[.]win

hxxp://522226[.]win

hxxp://766678[.]win

hxxp://777521[.]win

hxxp://738885[.]win

hxxp://618882[.]win

hxxp://688825[.]win
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hxxp://688829[.]win

hxxp://788853[.]win

hxxp://519777[.]win

hxxp://988851[.]win

hxxp://711115[.]win

hxxp://688895[.]win

hxxp://777829[.]win

hxxp://592111[.]win

hxxp://578889[.]win

hxxp://611178[.]win

hxxp://777582[.]win

hxxp://777691[.]win

hxxp://528887[.]win

hxxp://533336[.]win

hxxp://738883[.]win

hxxp://516777[.]win

hxxp://777562[.]win

hxxp://955598[.]win

hxxp://788871[.]win

hxxp://328886[.]win

hxxp://655568[.]win

hxxp://571222[.]win

hxxp://788873[.]win

hxxp://777626[.]win

hxxp://722225[.]win

hxxp://777296[.]win

hxxp://522227[.]win

hxxp://592777[.]win

hxxp://618889[.]win

hxxp://578881[.]win

hxxp://588859[.]win

hxxp://588839[.]win

hxxp://978887[.]win

hxxp://911112[.]win

hxxp://768889[.]win

hxxp://788813[.]win

hxxp://777533[.]win

hxxp://788863[.]win

hxxp://777591[.]win

hxxp://777561[.]win

hxxp://728882[.]win

hxxp://563777[.]win

hxxp://799928[.]win

hxxp://622258[.]win

hxxp://777386[.]win

hxxp://988862[.]win

hxxp://988872[.]win

hxxp://577776[.]win

hxxp://688817[.]win

hxxp://577728[.]win

639

hxxp://928883[.]win

hxxp://955528[.]win

hxxp://777529[.]win

hxxp://578882[.]win

hxxp://777523[.]win

hxxp://577718[.]win

hxxp://918883[.]win

hxxp://788852[.]win

hxxp://999131[.]win

hxxp://688853[.]win

hxxp://958886[.]win

hxxp://377728[.]win

hxxp://572111[.]win

hxxp://333525[.]win

hxxp://398889[.]win

hxxp://577758[.]win

hxxp://958883[.]win

hxxp://688813[.]win

hxxp://777392[.]win

hxxp://529111[.]win

hxxp://577798[.]win

hxxp://526777[.]win

hxxp://531777[.]win

hxxp://999133[.]win

hxxp://579333[.]win

hxxp://575222[.]win

hxxp://566678[.]win

hxxp://533337[.]win

hxxp://568882[.]win

hxxp://777396[.]win

hxxp://777579[.]win

hxxp://688851[.]win

hxxp://688823[.]win

hxxp://966658[.]win

hxxp://688867[.]win

hxxp://568881[.]win

hxxp://999516[.]win

hxxp://591777[.]win

hxxp://777359[.]win

hxxp://579111[.]win

hxxp://777699[.]win

hxxp://733335[.]win

hxxp://788876[.]win

hxxp://536777[.]win

hxxp://777633[.]win

hxxp://526111[.]win

hxxp://778881[.]win

hxxp://678885[.]win

hxxp://788819[.]win

hxxp://688812[.]win

640

hxxp://688875[.]win

hxxp://588819[.]win

hxxp://988823[.]win

hxxp://777821[.]win

hxxp://588817[.]win

hxxp://688815[.]win

hxxp://618883[.]win

hxxp://777281[.]win

hxxp://538882[.]win

hxxp://573111[.]win

hxxp://59486[.]win

hxxp://978886[.]win

hxxp://677768[.]win

hxxp://788875[.]win

hxxp://966678[.]win

hxxp://577768[.]win

hxxp://988813[.]win

hxxp://563222[.]win

hxxp://777815[.]win

hxxp://668882[.]win

hxxp://611128[.]win

hxxp://766618[.]win

hxxp://777262[.]win

hxxp://988892[.]win

hxxp://688869[.]win

hxxp://777282[.]win

hxxp://577738[.]win

hxxp://699958[.]win

hxxp://788896[.]win

hxxp://777271[.]win

hxxp://333251[.]win

hxxp://688821[.]win

hxxp://536111[.]win

hxxp://978883[.]win

hxxp://523111[.]win

hxxp://728885[.]win

hxxp://711116[.]win

hxxp://518886[.]win

hxxp://678887[.]win

hxxp://788879[.]win

hxxp://588836[.]win

hxxp://577779[.]win

hxxp://622238[.]win

hxxp://777322[.]win

hxxp://628882[.]win

hxxp://aauy[.]ren

hxxp://aaay[.]ren

hxxp://511119[.]win

hxxp://388891[.]win

hxxp://158886[.]win

641

hxxp://158885[.]win

hxxp://618881[.]win

hxxp://158883[.]win

hxxp://777813[.]win

hxxp://388831[.]win

hxxp://158882[.]win

hxxp://388829[.]win

hxxp://777293[.]win

hxxp://388827[.]win

hxxp://299968[.]win

hxxp://777292[.]win

hxxp://568886[.]win

hxxp://388826[.]win

hxxp://333255[.]win

hxxp://299958[.]win

hxxp://238889[.]win

hxxp://777696[.]win

hxxp://388825[.]win

hxxp://333252[.]win

hxxp://299938[.]win

hxxp://333239[.]win

hxxp://358886[.]win

hxxp://238887[.]win

hxxp://388821[.]win

hxxp://238886[.]win

hxxp://777289[.]win

hxxp://388819[.]win

hxxp://299928[.]win

hxxp://333237[.]win

hxxp://777695[.]win

hxxp://333236[.]win

hxxp://238885[.]win

hxxp://566698[.]win

hxxp://388817[.]win

hxxp://238883[.]win

hxxp://333235[.]win

hxxp://288865[.]win

hxxp://155598[.]win

hxxp://238881[.]win

hxxp://788865[.]win

hxxp://988817[.]win

hxxp://299918[.]win

hxxp://358885[.]win

hxxp://388816[.]win

hxxp://288863[.]win

hxxp://333232[.]win

hxxp://777535[.]win

hxxp://155568[.]win

hxxp://566658[.]win

hxxp://988815[.]win

642

hxxp://288861[.]win

hxxp://388815[.]win

hxxp://288859[.]win

hxxp://333231[.]win

hxxp://777693[.]win

hxxp://388812[.]win

hxxp://788862[.]win

hxxp://288857[.]win

hxxp://298889[.]win

hxxp://155557[.]win

hxxp://333219[.]win

hxxp://588813[.]win

hxxp://155553[.]win

hxxp://358882[.]win

hxxp://655578[.]win

hxxp://358881[.]win

hxxp://288856[.]win

hxxp://333217[.]win

hxxp://298887[.]win

hxxp://155552[.]win

hxxp://199978[.]win

hxxp://298886[.]win

hxxp://288853[.]win

hxxp://188837[.]win

hxxp://788856[.]win

hxxp://288851[.]win

hxxp://128889[.]win

hxxp://155528[.]win

hxxp://188836[.]win

hxxp://918885[.]win

hxxp://288839[.]win

hxxp://128887[.]win

hxxp://155518[.]win

hxxp://655528[.]win

hxxp://988812[.]win

hxxp://722229[.]win

hxxp://298885[.]win

hxxp://333216[.]win

hxxp://128886[.]win

hxxp://288837[.]win

hxxp://188835[.]win

hxxp://199968[.]win

hxxp://298883[.]win

hxxp://722226[.]win

hxxp://188832[.]win

hxxp://788839[.]win

hxxp://298881[.]win

hxxp://799958[.]win

hxxp://199958[.]win

hxxp://188829[.]win

643

hxxp://777689[.]win

hxxp://788836[.]win

hxxp://188827[.]win

hxxp://518889[.]win

hxxp://128885[.]win

hxxp://288836[.]win

hxxp://128883[.]win
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hxxp://wkcb[.]pro

hxxp://wysg[.]pro

hxxp://zsgf[.]pro

hxxp://wtfj[.]pro

hxxp://wkry[.]pro

hxxp://xfcy[.]pro

hxxp://yrgx[.]pro

hxxp://wkbn[.]pro

hxxp://ydty[.]pro

hxxp://ymty[.]pro

hxxp://yfmd[.]pro

hxxp://zylp[.]pro

hxxp://zsfb[.]pro

hxxp://ymsg[.]pro

hxxp://wkrb[.]pro

hxxp://kjhh[.]pro

hxxp://ntfn[.]pro

hxxp://mfty[.]pro

hxxp://nzcp[.]pro

hxxp://tckj[.]pro

hxxp://pgdd[.]pro

hxxp://kwsg[.]pro

hxxp://hffj[.]pro

hxxp://fwxy[.]pro

hxxp://ghxb[.]pro

hxxp://khty[.]pro

hxxp://fddq[.]pro

hxxp://fwxb[.]pro

hxxp://bldd[.]pro

hxxp://fzxz[.]pro

hxxp://pmkk[.]pro

hxxp://hhzp[.]pro

hxxp://sbxy[.]pro

hxxp://dbgf[.]pro

hxxp://nbbx[.]pro

hxxp://pmff[.]pro

hxxp://fwqx[.]pro

hxxp://mfkt[.]pro

hxxp://jjwg[.]pro

hxxp://pmdd[.]pro

hxxp://hhxy[.]pro

hxxp://hhxs[.]pro
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hxxp://fzrx[.]pro

hxxp://nsql[.]pro

hxxp://fzrs[.]pro

hxxp://sbwd[.]pro

hxxp://nsqg[.]pro

hxxp://jjtb[.]pro

hxxp://jdzt[.]pro

hxxp://jjsq[.]pro

hxxp://pmbb[.]pro

hxxp://mzyj[.]pro

hxxp://ddzk[.]pro

hxxp://bbyc[.]pro

hxxp://tfty[.]pro

hxxp://sfwb[.]pro

hxxp://ktxh[.]pro

hxxp://kbjf[.]pro

hxxp://tqcc[.]pro

hxxp://hhtj[.]pro

hxxp://jjqk[.]pro

hxxp://bfsq[.]pro

hxxp://sftb[.]pro

hxxp://hhsp[.]pro

hxxp://sfsq[.]pro

hxxp://qghh[.]pro

hxxp://fwll[.]pro

hxxp://gphh[.]pro

hxxp://fcsf[.]pro

hxxp://ddwf[.]pro

hxxp://mzsg[.]pro

hxxp://pxdd[.]pro

hxxp://bbtf[.]pro

hxxp://sbpd[.]pro

hxxp://hhqj[.]pro

hxxp://jdtg[.]pro

hxxp://nykc[.]pro

hxxp://bwhb[.]pro

hxxp://hhqd[.]pro

hxxp://bbqz[.]pro

hxxp://bbqy[.]pro

hxxp://bbqx[.]pro

hxxp://kgty[.]pro

hxxp://sfqm[.]pro

hxxp://sfqj[.]pro

hxxp://sfqf[.]pro

hxxp://bbqf[.]pro

hxxp://qzcy[.]pro

hxxp://qpbb[.]pro

hxxp://bbpz[.]pro

hxxp://bbpy[.]pro

hxxp://bbps[.]pro
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hxxp://qzcc[.]pro

hxxp://ccys[.]pro

hxxp://ddqs[.]pro

hxxp://bbpf[.]pro

hxxp://bbpc[.]pro

hxxp://pdkk[.]pro

hxxp://mjty[.]pro

hxxp://mtsj[.]pro

hxxp://qyyx[.]pro

hxxp://dysj[.]pro

hxxp://jjhd[.]pro

hxxp://ccxb[.]pro

hxxp://hhmc[.]pro

hxxp://jwsg[.]pro

hxxp://hdms[.]pro

hxxp://dkyq[.]pro

hxxp://pdhh[.]pro

hxxp://lzkc[.]pro

hxxp://pdgg[.]pro

hxxp://fkgf[.]pro

hxxp://dhhz[.]pro

hxxp://gwxh[.]pro

hxxp://dhhq[.]pro

hxxp://jjfz[.]pro

hxxp://kghh[.]pro

hxxp://sbgz[.]pro

hxxp://sbgx[.]pro

hxxp://bbjd[.]pro

hxxp://dkwy[.]pro

hxxp://bbjc[.]pro

hxxp://cctk[.]pro

hxxp://tpdd[.]pro

hxxp://bbht[.]pro

hxxp://cctb[.]pro

hxxp://brdd[.]pro

hxxp://bbhp[.]pro

hxxp://sfkq[.]pro

hxxp://ggzk[.]pro

hxxp://gkxk[.]pro

hxxp://nrxm[.]pro

hxxp://lzgp[.]pro

hxxp://fwcf[.]pro

hxxp://mtkd[.]pro

hxxp://mtkc[.]pro

hxxp://mtkb[.]pro

hxxp://mtjx[.]pro

hxxp://hhjb[.]pro

hxxp://mtjq[.]pro

hxxp://gntg[.]pro

hxxp://mtjh[.]pro
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hxxp://dktd[.]pro

hxxp://mtjg[.]pro

hxxp://sfjq[.]pro

hxxp://bbfq[.]pro

hxxp://gntc[.]pro

hxxp://mthz[.]pro

hxxp://kgdc[.]pro

hxxp://mthx[.]pro

hxxp://jjbk[.]pro

hxxp://jjbg[.]pro

hxxp://tswj[.]pro

hxxp://gnst[.]pro

hxxp://hhgf[.]pro

hxxp://mthq[.]pro

hxxp://mthm[.]pro

hxxp://lzcy[.]pro

hxxp://mthj[.]pro

hxxp://mthg[.]pro

hxxp://mtft[.]pro

hxxp://sfgq[.]pro

hxxp://pqff[.]pro

hxxp://mtfs[.]pro

hxxp://mtfm[.]pro

hxxp://txsy[.]pro

hxxp://jzsg[.]pro

hxxp://mtfk[.]pro

hxxp://mtfj[.]pro

hxxp://mtfh[.]pro

hxxp://mtfg[.]pro

hxxp://dkqz[.]pro

hxxp://dkqy[.]pro

hxxp://mtfd[.]pro

hxxp://dkqx[.]pro

hxxp://hhdk[.]pro

hxxp://sffp[.]pro

hxxp://txsg[.]pro

hxxp://dkqj[.]pro

hxxp://ggtj[.]pro

hxxp://ksrx[.]pro

hxxp://jzrh[.]pro

hxxp://gcws[.]pro

hxxp://ftxw[.]pro

hxxp://kfty[.]pro

hxxp://gcwq[.]pro

hxxp://ftxm[.]pro

hxxp://pwhh[.]pro

hxxp://ffyg[.]pro

hxxp://mywj[.]pro

hxxp://ffxk[.]pro

hxxp://jznz[.]pro

801

hxxp://fjsy[.]pro

hxxp://hdcy[.]pro

hxxp://ffwy[.]pro

hxxp://fqss[.]pro

hxxp://cckt[.]pro

hxxp://gkmz[.]pro

hxxp://ffwj[.]pro

hxxp://lywr[.]pro

hxxp://sfbq[.]pro

hxxp://kskc[.]pro

hxxp://ptzz[.]pro

hxxp://ffwc[.]pro

hxxp://ffwb[.]pro

hxxp://nxhs[.]pro

hxxp://fytb[.]pro

hxxp://lsms[.]pro

hxxp://fftj[.]pro

hxxp://nxdx[.]pro

hxxp://cchk[.]pro

hxxp://dkmj[.]pro

hxxp://qkdd[.]pro

hxxp://ndbc[.]pro

hxxp://kywd[.]pro

hxxp://kywc[.]pro

hxxp://kyts[.]pro

hxxp://kytq[.]pro

hxxp://jzjq[.]pro

hxxp://gnkr[.]pro

hxxp://kytk[.]pro

hxxp://kytg[.]pro

hxxp://kytf[.]pro

hxxp://klfr[.]pro

hxxp://kytd[.]pro

hxxp://lskc[.]pro

hxxp://kytb[.]pro

hxxp://jmgk[.]pro

hxxp://kyst[.]pro

hxxp://fyqx[.]pro

hxxp://hgty[.]pro

hxxp://nwzp[.]pro

hxxp://qbcc[.]pro

hxxp://rmzz[.]pro

hxxp://ccdy[.]pro

hxxp://dtjx[.]pro

hxxp://dkjx[.]pro

hxxp://ccdq[.]pro

hxxp://ggkh[.]pro

hxxp://ggjx[.]pro

hxxp://dkhy[.]pro

hxxp://bygf[.]pro

802

hxxp://mhsj[.]pro

hxxp://gkgf[.]pro

hxxp://dybb[.]pro

hxxp://byff[.]pro

hxxp://cwff[.]pro

hxxp://lscy[.]pro

hxxp://gghd[.]pro

hxxp://stwg[.]pro

hxxp://dkgc[.]pro

hxxp://jzbr[.]pro

hxxp://tmwz[.]pro

hxxp://dkfy[.]pro

hxxp://kkyt[.]pro

hxxp://bydg[.]pro

hxxp://fjjh[.]pro

hxxp://kkyf[.]pro

hxxp://kkxy[.]pro

hxxp://dmwf[.]pro

hxxp://dmwb[.]pro

hxxp://dkdj[.]pro

hxxp://nqyc[.]pro

hxxp://fqhh[.]pro

hxxp://dkdf[.]pro

hxxp://dkcx[.]pro

hxxp://dkct[.]pro

hxxp://nmwr[.]pro

hxxp://ptkc[.]pro

hxxp://dkcg[.]pro

hxxp://ggcj[.]pro

hxxp://ggcf[.]pro

hxxp://ggcd[.]pro

hxxp://pjff[.]pro

hxxp://ggcb[.]pro

hxxp://dkcb[.]pro

hxxp://dkbz[.]pro

hxxp://gysj[.]pro

hxxp://jqpj[.]pro

hxxp://jqnx[.]pro

hxxp://jqnp[.]pro

hxxp://kkth[.]pro

hxxp://jqnm[.]pro

hxxp://jqnl[.]pro

hxxp://jqnk[.]pro

hxxp://pjdd[.]pro

hxxp://jqng[.]pro

hxxp://jqnb[.]pro

hxxp://ffgt[.]pro

hxxp://crff[.]pro

hxxp://kksm[.]pro

hxxp://djzh[.]pro

803

hxxp://nhnr[.]pro

hxxp://gqwg[.]pro

hxxp://jysg[.]pro

hxxp://fjbz[.]pro

hxxp://hywj[.]pro

hxxp://nckc[.]pro

hxxp://jqjm[.]pro

hxxp://bxty[.]pro

hxxp://jgty[.]pro

hxxp://ncjk[.]pro

hxxp://ldjk[.]pro

hxxp://qjdd[.]pro

hxxp://gmty[.]pro

hxxp://jgsj[.]pro

hxxp://hkff[.]pro

hxxp://ffbk[.]pro

hxxp://qjcc[.]pro

hxxp://kkpc[.]pro

hxxp://cmfk[.]pro

hxxp://jqfp[.]pro

hxxp://cmfg[.]pro

hxxp://jqfn[.]pro

hxxp://dsty[.]pro

hxxp://jqfk[.]pro

hxxp://pbhh[.]pro

hxxp://jqfj[.]pro

hxxp://dsts[.]pro

hxxp://jqfg[.]pro

hxxp://jqff[.]pro

hxxp://jqfb[.]pro

hxxp://nqmh[.]pro

hxxp://pbff[.]pro

hxxp://sqbb[.]pro

hxxp://bddy[.]pro

hxxp://fbgq[.]pro

hxxp://jyln[.]pro

hxxp://bddq[.]pro

hxxp://pbdd[.]pro

hxxp://jylk[.]pro

hxxp://jylg[.]pro

hxxp://jylf[.]pro

hxxp://nccy[.]pro

hxxp://dmkh[.]pro

hxxp://cjjq[.]pro

hxxp://dmkf[.]pro

hxxp://fbft[.]pro

hxxp://cmbt[.]pro

hxxp://fswc[.]pro

hxxp://fbfs[.]pro

hxxp://gbty[.]pro
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hxxp://jtgf[.]pro

hxxp://nmgt[.]pro

hxxp://dmhj[.]pro

hxxp://stcy[.]pro

hxxp://jyhr[.]pro

hxxp://jyhn[.]pro

hxxp://hykc[.]pro

hxxp://pskk[.]pro

hxxp://mgtq[.]pro

hxxp://dmgm[.]pro

hxxp://ntzy[.]pro

hxxp://dmfx[.]pro

hxxp://gbqx[.]pro

hxxp://dmft[.]pro

hxxp://dmfq[.]pro

hxxp://dmfk[.]pro

hxxp://gbqh[.]pro

hxxp://jptg[.]pro

hxxp://hccb[.]pro

hxxp://pzdd[.]pro

hxxp://hjty[.]pro

hxxp://qwpj[.]pro

hxxp://jyck[.]pro

hxxp://jybm[.]pro

hxxp://jybh[.]pro

hxxp://jybd[.]pro

hxxp://kkbt[.]pro

hxxp://psbb[.]pro

hxxp://tcty[.]pro

hxxp://dbsq[.]pro

hxxp://qdff[.]pro

hxxp://ngmb[.]pro

hxxp://dsjg[.]pro

hxxp://gtbm[.]pro

hxxp://ntrx[.]pro

hxxp://hfrx[.]pro

hxxp://qwhh[.]pro

hxxp://qdcy[.]pro

hxxp://djhy[.]pro

hxxp://djhq[.]pro

hxxp://llsy[.]pro

hxxp://qhhf[.]pro

hxxp://hqfb[.]pro

hxxp://jphh[.]pro

hxxp://kjty[.]pro

hxxp://llrx[.]pro

hxxp://qhfm[.]pro

hxxp://twcz[.]pro

hxxp://fsgp[.]pro

hxxp://twcx[.]pro

805

hxxp://bsgf[.]pro

hxxp://ntms[.]pro

hxxp://dsfk[.]pro

hxxp://chwt[.]pro

hxxp://gqbg[.]pro

hxxp://dsfb[.]pro

hxxp://qwby[.]pro

hxxp://qwbd[.]pro

hxxp://dscz[.]pro

hxxp://fscy[.]pro

hxxp://tcmt[.]pro

hxxp://llpq[.]pro

hxxp://mqsj[.]pro

hxxp://qcwd[.]pro

hxxp://nthx[.]pro

hxxp://qzxx[.]pro

hxxp://nlfp[.]pro

hxxp://ghzt[.]pro

hxxp://llnm[.]pro

hxxp://hfkg[.]pro

hxxp://bbdj[.]pro

hxxp://bbdg[.]pro

hxxp://bbcz[.]pro

hxxp://bbcx[.]pro

hxxp://bbcm[.]pro

hxxp://bbck[.]pro

hxxp://bbch[.]pro

hxxp://bbcg[.]pro

hxxp://yybc[.]pro

hxxp://zgkd[.]pro

hxxp://bbjs[.]pro

hxxp://zgmf[.]pro

hxxp://cnnic[.]red

hxxp://yyww[.]party

hxxp://yymm[.]party

hxxp://ggbb[.]party

hxxp://yytt[.]party

hxxp://yyss[.]party

hxxp://ffzz[.]party

hxxp://wwpp[.]party

hxxp://ffhh[.]party

hxxp://ggkk[.]party

hxxp://ddww[.]party

hxxp://ffgg[.]party

hxxp://bbff[.]party

hxxp://wwnn[.]party

hxxp://bbrr[.]party

hxxp://ggjj[.]party

hxxp://wwzz[.]party

hxxp://yykk[.]party
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hxxp://xxnn[.]party

hxxp://ddtt[.]party

hxxp://cctt[.]party

hxxp://nnmm[.]party

hxxp://ddss[.]party

hxxp://bbqq[.]party

hxxp://hhqq[.]party

hxxp://ffdd[.]party

hxxp://ccrr[.]party

hxxp://wwyy[.]party

hxxp://ffbb[.]party

hxxp://wwkk[.]party

hxxp://xxjj[.]party

hxxp://hhpp[.]party

hxxp://kkxx[.]party

hxxp://kknn[.]party

hxxp://xxgg[.]party

hxxp://ddqq[.]party

hxxp://nnkk[.]party

hxxp://ssqq[.]party

hxxp://ffyy[.]party

hxxp://ppyy[.]party

hxxp://ccqq[.]party

hxxp://jjnn[.]party

hxxp://kkmm[.]party

hxxp://ppcc[.]party

hxxp://mmss[.]party

hxxp://hhnn[.]party

hxxp://wwdd[.]party

hxxp://kkjj[.]party

hxxp://hhdd[.]party

hxxp://ccpp[.]party

hxxp://mmrr[.]party

hxxp://ssnn[.]party

hxxp://kkww[.]party

hxxp://jjzz[.]party

hxxp://jjmm[.]party

hxxp://mmff[.]party

hxxp://jjcc[.]party

hxxp://ffxx[.]party

hxxp://yyjj[.]party

hxxp://gghh[.]party

hxxp://nnxx[.]party

hxxp://ppbb[.]party

hxxp://zzkk[.]party

hxxp://ppqq[.]party

hxxp://ssmm[.]party

hxxp://ttff[.]party

hxxp://rrdd[.]party

hxxp://zzjj[.]party
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hxxp://qqss[.]party

hxxp://mmdd[.]party

hxxp://xxzz[.]party

hxxp://qqmm[.]party

hxxp://bbcc[.]party

hxxp://hhzz[.]party

hxxp://yyhh[.]party

hxxp://ppmm[.]party

hxxp://ggtt[.]party

hxxp://kktt[.]party

hxxp://zzyy[.]party

hxxp://ccjj[.]party

hxxp://kkhh[.]party

hxxp://yyrr[.]party

hxxp://ffss[.]party

hxxp://ppxx[.]party

hxxp://jjxx[.]party

hxxp://rrcc[.]party

hxxp://wwcc[.]party

hxxp://zzff[.]party

hxxp://rrss[.]party

hxxp://ddjj[.]party

hxxp://hhyy[.]party

hxxp://qqjj[.]party

hxxp://ggff[.]party

hxxp://ddpp[.]party

hxxp://xxyy[.]party

hxxp://nnjj[.]party

hxxp://kkss[.]party

hxxp://ssjj[.]party

hxxp://rrbb[.]party

hxxp://ttdd[.]party

hxxp://wwxx[.]party

hxxp://ppjj[.]party

hxxp://ttqq[.]party

hxxp://qqrr[.]party

hxxp://ggrr[.]party

hxxp://rrqq[.]party

hxxp://ppww[.]party

hxxp://cchh[.]party

hxxp://mmpp[.]party

hxxp://jjtt[.]party

hxxp://yyqq[.]party

hxxp://qqhh[.]party

hxxp://hhxx[.]party

hxxp://ddgg[.]party

hxxp://ffrr[.]party

hxxp://xxss[.]party

hxxp://ffww[.]party

hxxp://bbzz[.]party
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hxxp://nnww[.]party

hxxp://kkgg[.]party

hxxp://ttcc[.]party

hxxp://ccnn[.]party

hxxp://wwbb[.]party

hxxp://zzxx[.]party

hxxp://ddmm[.]party

hxxp://zzdd[.]party

hxxp://mmbb[.]party

hxxp://wwjj[.]party

hxxp://qqgg[.]party

hxxp://mmnn[.]party

hxxp://zztt[.]party

hxxp://nnhh[.]party

hxxp://pphh[.]party

hxxp://ddff[.]party

hxxp://wwtt[.]party

hxxp://ggqq[.]party

hxxp://rrkk[.]party

hxxp://ccgg[.]party

hxxp://hhww[.]party

hxxp://ddcc[.]party

hxxp://rrzz[.]party

hxxp://jjss[.]party

hxxp://qqzz[.]party

hxxp://sshh[.]party

hxxp://ffqq[.]party

hxxp://bbmm[.]party

hxxp://jjhh[.]party

hxxp://bbyy[.]party

hxxp://cczz[.]party

hxxp://kkff[.]party

hxxp://nntt[.]party

hxxp://ggzz[.]party

hxxp://hhtt[.]party

hxxp://ggyy[.]party

hxxp://ccff[.]party

hxxp://yygg[.]party

hxxp://nnss[.]party

hxxp://wwss[.]party

hxxp://mmzz[.]party

hxxp://ttpp[.]party

hxxp://ttbb[.]party

hxxp://zzss[.]party

hxxp://mmkk[.]party

hxxp://ffpp[.]party

hxxp://sstt[.]party

hxxp://ttzz[.]party

hxxp://rrjj[.]party

hxxp://ggdd[.]party
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hxxp://jjrr[.]party

hxxp://xxrr[.]party

hxxp://wwhh[.]party

hxxp://nngg[.]party

hxxp://jjgg[.]party

hxxp://bbkk[.]party

hxxp://ggpp[.]party

hxxp://qqyy[.]party

hxxp://pptt[.]party

hxxp://ffnn[.]party

hxxp://xxff[.]party

hxxp://ttnn[.]party

hxxp://ppgg[.]party

hxxp://bbxx[.]party

hxxp://ccdd[.]party

hxxp://ddbb[.]party

hxxp://rryy[.]party

hxxp://hhjj[.]party

hxxp://zzrr[.]party

hxxp://nnrr[.]party

hxxp://qqff[.]party

hxxp://kkrr[.]party

hxxp://rrhh[.]party

hxxp://jjqq[.]party

hxxp://hhss[.]party

hxxp://bbww[.]party

hxxp://yyff[.]party

hxxp://mmww[.]party

hxxp://ppss[.]party

hxxp://kkzz[.]party

hxxp://rrgg[.]party

hxxp://mmjj[.]party

hxxp://xxdd[.]party

hxxp://wwrr[.]party

hxxp://ccxx[.]party

hxxp://ttyy[.]party

hxxp://rrww[.]party

hxxp://nnqq[.]party

hxxp://ccbb[.]party

hxxp://ttkk[.]party

hxxp://hhgg[.]party

hxxp://zzqq[.]party

hxxp://qqdd[.]party

hxxp://bbjj[.]party

hxxp://yyzz[.]party

hxxp://jjff[.]party

hxxp://ffmm[.]party

hxxp://kkqq[.]party

hxxp://yypp[.]party

hxxp://nnff[.]party
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hxxp://ssgg[.]party

hxxp://ppff[.]party

hxxp://qqpp[.]party

hxxp://ddzz[.]party

hxxp://nnzz[.]party

hxxp://ttxx[.]party

hxxp://xxcc[.]party

hxxp://qqbb[.]party

hxxp://jjpp[.]party

hxxp://nndd[.]party

hxxp://qqnn[.]party

hxxp://ggcc[.]party

hxxp://ppdd[.]party

hxxp://wwqq[.]party

hxxp://bbtt[.]party

hxxp://ddkk[.]party

hxxp://kkdd[.]party

hxxp://kkpp[.]party

hxxp://wwff[.]party

hxxp://xxpp[.]party

hxxp://fftt[.]party

hxxp://pprr[.]party

hxxp://meirenyu[.]party

hxxp://yyxx[.]party

hxxp://ggww[.]party

hxxp://yydd[.]party

hxxp://ssrr[.]party

hxxp://ssbb[.]party

hxxp://zzpp[.]party

hxxp://jjdd[.]party

hxxp://kkyy[.]party

hxxp://hhrr[.]party

hxxp://ggnn[.]party

hxxp://ffjj[.]party

hxxp://nnyy[.]party

hxxp://ttgg[.]party

hxxp://ddyy[.]party

hxxp://ccmm[.]party

hxxp://rrff[.]party

hxxp://hhff[.]party

hxxp://bbgg[.]party

hxxp://qqxx[.]party

hxxp://rrtt[.]party

hxxp://ccww[.]party

hxxp://mmgg[.]party

hxxp://yynn[.]party

hxxp://mmtt[.]party

hxxp://meirenyu[.]bid

hxxp://pu[.]vin

hxxp://xzy[.]fyi
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hxxp://bbs[.]haus

hxxp://gbiz[.]win

hxxp://tatar[.]win

hxxp://dengxiaoping[.]win
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224.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj-20hUY1AtSPnU4HHKC2EWFhUgu8zl3JksqAMGT_kBR

ZPtLIV9Hm_62qmAZo0GNUgtFABxgSylU_fqcWcMUq_RzgivO-rj5kZVQe8

225.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgcrPwFYChFKFUKsIqRE_O3naZuKqzT-es__yvOWGsNR

nH-2CoIaUaTKSgNdU5mOMnEGMjWYAZJuS3aJ2xoTqIPdylJnlibynjv-Tu

226.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXuusA9m74h2qWVUn0GNbTKY4rI7YEfDc4HcQ9GU3St

AnHnAr82f6BQYRGSTElVvp7zweDWtF006cJSMrmjg1UhROu2v8EijCdxLU

227.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuKAxm6zzbR66SBC9uL-EPrFrxRroCGO9buhqoiFK6l

7ZREjaU8oQs-mdIC9Ng2U1Yu3w4-Q0jPqxSSWImv0XGGS4XroajQDDSJ52

228.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7g4yD5cM242aDPUT6A4J8VWdx-BMhVOUKGu4lNmwIF

WfHTqUCgzs3PVSJ_iNiJmoS7VznIEcP3FLBcbogRVAOoG08_OYGDzTse8U
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231.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgr2H-HA3FZEgBwi0Y47QoBrMFdR6LnqydPXukNwS4lf

ctgeth_vwOI3DTxMlVouqqjzLXGpsEwM-qstZehqvcLgJa-Y4b7puuY727
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj6Da_A1UJgdGGmAo6gYLNql_SQVVUjNYVR8QJkv6SYV

ISoVmhzmIZv7QKq5-RvpxgbGeaWVttKdXJnFJKHZUArAoyl1JiSk2fOq9d

321.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlb9whKc6B5xAPjFXISt5dcj-EGHd9slFg6dlBWOhix
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N3uBUMwvCkKeB3VUrYGVoLgxQcjXJ7Kc5LK0IToCeXQE8vdJWP_f1qMEAT

322.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj4JsKg-WI6t9tXHNVtl9vKthqEsotFFR9HQyVwqOLfb

3G8MxDIAN2zBfBjLNE9Ywdvs2vTIjxHskQHw-BmBd3wP-7l_5VUHIc6xm5

323.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjXkqWlwX8VIU6jPZ9-iIFeqFWCJ5HFcWCFWNuYr0kEF

MkiITUyH5Pp861MHfJ7MFJed4EhMDtw7sc7Nc0EjZMAUUy-d5a6Gr9Ceu9

324. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgV8mM35Bmg4V7Eqld3om8JktOBYUYrY38ijgf1cZPt1PV

naM8-m43AF0Y9YbuvDSska_4IjGNFcOB_E2i37ukPiXf4Rh-QvyTfczb

325.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiQNgz2JcQ8PlkZqFwHK-K7s1OwiYP6M-GppuBwcrFns

vmmrpZMtM6M11QR0AAZPNTk38jWEdyndZu0ZbZTXI344Hoo2HeqdxRpgh5

326.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqtZ_aMvnPodtlgwW_5mJefU09la9ciQ07o7BgSIcf9

fe5u5AOtFgFNKC0kKWx0MdFCvPfiScp6eBG4e_H3_Qt299V5nHM0et1ula

327.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjgv2uebpPMwmiMEh9nhdbNqMnKBOf6r_9RM2QA3nAvL

_RhW12s3UT51xEHJ7_XTRqdjGDSWKhS35i-wpuSXRCb4lx4tjsH-sOSFT7

328.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlcZfyaqNVI6bHRroSF41gi9Zlt2ooPAaMi9g1-ROZ6

aPmmXEaqCE4s0yMQZXyUeM6QYi71wj1wF6gNsDn3cfX_0mAMzOBhuSkbPv

329.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi84-8luZeOX1B8WU4g_t1R3V4IJdpq_BqiWQaoO7I7e

9O9e6s-0DmiXuMd4hMDI-V8QORl2ToqKD0ktnJ5RUiiaxZshloDbFud_Dd

330.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiMUZ96gQZLKI8q1OyLB2FzmDE2OTUBKXQ1p_YMiOjVG

UnTK1XIkHbiBzYCreWkILOgzB4wPodIa3MTTAJYdduBagkIc1Y9LheOBlG

331.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiVhVQmp0Ansgnl6zpk-efKwYP0KOWTMr23tryYVWfdv

iUD79f4KK6UAHM1phxhqIEZ2JXp8gzY_dGrIlXYNJMkVdFSxyxJs_BpID2

332.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEidWp-Z9WMr2XqO3Nj8ffIpVTxk2d1aO99Zj2NPmK0eh

yphenhyphen3RPOLbfJuOYQcLWpxTLHk_jGkqib2GgkDvAC8cUNuEk8R3M

333.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyhaeteuFk9gVMVyeSPV-YbXAX1UJ4pXsRkPQN0bPr_

uWB9hdfrLaZCqGqeIGcEACDOo1M9IUx16L5_kJ1Cd_wq-pVlPnqWeORNbo

334.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixl_CHVn_0BUGRYxZo6t3mfXmcquD_rpF9OSJJVMTT0

us5uNW4eem39SaHnjTUQiprmgL3s0edUGbyB0ljG52Gg3V5KVd2N4HWYXV

335.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWnHcI991aFQkIGtEZF8dptzUEPkuPyr6BfjL6DvamA

O6dLc5vz9e5sHrkqMuRsnlC5LsOIrkUZGYQIvyHvqaz5IZt1yj5Ba3g8I5

336.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgwM-lvmxYWdI7NTsR3WEbSpHbxpetHVmEESWgxgKDE2

doCt9UV_gh0ti8KiUeTFnwx3Kl7wqgEl5cGqNqZaWFu48q-hBAO3wD6QXu

337.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgo35wga64tTWDk1IY11qHgcgF8gHlxgSy0jGgMQgMp9

YJehlloUmBMwvP3qjvl6_bgHny-f6WOWIUAist_TC2QoP4LVoPtQ2kwi9O

338.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEidXrhH-gm2-FoxhdVGaB8tccWP9xbe3zN-5vT4TkA8N

mxoGAuxgafwF42RKUcU6KehB97kkfEfbjaLb3ZdwRnUcczKS0EDrWjQ7ns

339.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkaunjnMwffwAJwUn0DHpaIYj9nXgNSAzeby1MjEiZu

f3mXD-PujGuXHJA3YTDn8XAESlmMiyuT2oUtYQe1bOFD-YlV8c4xVkqC4A

340. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgTVE0gzVLqTAuIaSpBL8nJb-U77B8jwgcknBhMhXyVAg-

btn9ghv1aCA4dYWmBroZs1xkZ6nT-MIo4Dq71eMjRRmJCMoF-dA2a1I5

341.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiHdDUTtGqRduPtZMxylbM0kd5V1D3rK9Gu_Ygj3uwTD

KcUauGzknqHm0rhLOBwa-ywFenjqJ6VbL_sxevn2tjsr5AieLULbRQQc3d

342. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsFkWGh3YeM_rIbh7KGt6ZxaqHmBwxaXdV2QonJNcKkKA

nNPn0eaPuVUhcmr705AkOYSuDLSXeR_g5BZLQ04E40H36OWbS06CJRFS

343.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbSevkuHzJWbg7slVr-i3tXdtX7rGqlyCRhMSV536u6

dKcrEQvMEgo7yNugE7o0-AwxEMPCO7cB1RHFjgkKbn9OhG5Z-GvzJ1JZol

344. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVfA4PA6gMp5lFYGOjwU37ZoZQH8XtSyd3CydYp4MrXo_

CCCYhD8r-MuUPS0O85i5RbV0mA5qDCDP2NQFp_0re6RwkixfvX-aQfeV

345.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEimj2fRN2AMEDAGruB0h0t3Qc2DmBZL-rA6iVV2MAHR2

3OlmYeHlfwbjvzFiql9pQkoyilxQRLpDiBIdUgFiqVHdUDB-ztpZv3WxqM

346.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgYP7pQcZbj7LuA6ilvIYpPSmAejckO4PJA00jmfcUYH
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fO3jQy6VoqNidJTyinh9Zho6Mv5b2b_NUwyW2qpT5jFwTUQJwEiw5bB8uv

347.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiebeUlxdGzAHxRnDE_zlS-SEMQNDpoasBnzfm3NPoI6

P_jV7mkQG_09JpJ4kQ5Bnym6oscY11h7u6OZoGIqL5zDN40WEcT70dKZat

348.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgh-3Ylqgu6AOn0Wl4RYkzTc0wpWP27MkUjQmZ7jpGy2

5_fJfD0N2KHFa1uGU2CYRI51pRQumsiVYVhXhPJ1dSjgC_B1uZMrFC9Zkx

349.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJygjrdEizTwzDo7huFA9t_hXOGJw6JuJeFxp6Jlsjx

l9kR6MNKR_X0fd6deRQ262IOUs4zIctg-mJkhYFiJg8fkQiZ1Ddns_Ilkz

350.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjamPhPqqdNhBJ0_m7jm_Psv-_ekFQ0mNL-q4GbgFS5k

xFjZqL9CgPm7X19JU8AasI4Elcmw96vWtRxNJCIaGJkuHnNlzP83SKTJo4

351.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbUtcgnXnbfDU7fnbAscUCT0__i_udbb19W5pGGXGIx

yESNDCWw8q0t984Tnabrc63yppT977IQY70gwPVCN6ZqyHw1gx5CBCaweQ

352.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiWIxizWHxTboliBtzJdAxYugcD_vbouK3MeAmr7_5k5

w2hU62aqPEltbQq5VEfJS8_6rUe7GcW2rOy4i3fU1bKPI8NAZkgOcCzbQL

353.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiP8onXNIOSLCk-EsyzIOA43Q9EMy8PudIK62qNhMPJ4

jLhcnCMe124-EvueSGpYoyZ1TkXd_y3nFzRawSM-ZrN34P7S5917LDhW8b

354. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-fJPqJYHuweMVA8-sVaCwjmO2Yksutv1AT8HBCzsOmP-

wTAdsWqBxF5EQuxRPP7Hpfajudk3mQ2Nsvi9Y08OidDtrZhSdwl6dnwI

355. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjF4y0YbYtLlEjQ_3B6WLq_tlxijoHuMAh5Z1IIHtfg2CY

AF9Ow5DwzjePynHoOCkKmz4I86UQsKlsoova3sRe9HubIp6U0JATpSGC

356.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjgh-hPpB1pU9U_35LDM2JtmDgbzRQ_gCd_oszgCCu_I

BlRxLk4_TJ7tw9GYKI_E19c1bWuLqzt58F7105c1I9TJo2rX6BBFHbRFVF

357. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjG4UfHZ_WqkZHz0ltmWF4i38eFvuU3ojLYsj4hzoNQncr

0BPcKYMVXrVbZ-JfkOtzBMjEKmWxT3-VSI9uq1zE_wgiMqr4QDj2d6Je

358.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-g4F4Sf7Tb5uKDU3Nfw3V9Nf14A3mAnfFcnz93lXsc

W60EO1qwIxhWctVzz6SpO-AUNoUp2Sfc2LelAW1fz19R44dOxR19NeqwlL

359.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhyLh3ios8oqosD0ldP3ayDFc2QKMqEVOzqNx_HLmfLz

2RlCEuaBZxl4S9p9nrVCFSRrx66Z7Cr2_GsB9C1s5ovf3rLW6ec7xQM5U5

360.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjZxeLi3xgnirycpnFUUrH5dthvgNTCudfqrZ7aUoey

sZM3qSHhfmDmk0-3jEVRoHyjL4c31tEEFE-SK8pgCpLfYVZG6V_O6Q-Am3

361.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiFw7wOpC7_DIldctNLaA032yBTZKLKlg7-3xGxn5fV6

RGcY1VnwigY0ILPuiqixalaR4K1VQbOsu-YjqLSIbO6vdTTqRciKKyXrxr

362. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg_r_9XgBte6RcKpnXg3OaUJlr4CqHpGGXEIh4AsFnU4vF

TO_1cmo7X8ss6dQyMJHNW6F0Z8otSA9UQ4cJxtrBTcRzvlbcjfb3i77D

363.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgLSSPhUMfIkagWZJF46pMuBUM0e5ribbG85q8C4Siqr

_eo3VoiX-XVI3HnAv3JUfLGeM7b-aTUe2pW0lid5ZgtKs5iVLbE8gRZUTH

364.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkuVCLH5I7UcgWxV8OCWlpwSahUrK4OY-j5kLLcFEn0

L5fw8eCsLuRqtI78dgP4PkIk7mi2_Jc_n7i7nVeS6oxODj6PiLjqRY-62N

365.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi7QKAfK5Kb79HDAV9WoWZYyxtlQwDc3cySDH-BPGaUN

b5jeRvfiO-jDKpI3K9sDi4jhX8ciDRsMpWcKhZk71gY4yR7AUGxvtSuco3

366.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5a1Q09H4kQbgSdlh8Y1zP4d2Tqw7vPbRr170wPwex_

JtETtUxr1k7bzxgcVNfmP3PcPWOhwoqZ5pp2zNmvLFq7OqNEUwDlQY0EMM

367.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDhvmMNipQ0qM1HclW6g7xgldGw6Y9j_RpgfG24hZJo

lu3J0cJd3nDSD3uykpLfdFwQ7EcYt4UR-Y_ahZPe2PAW6GrBodLG3SGeje

368.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiLGNxI7HyKzOPqzKuSlX2xWCMvE1UHWRg8xvuzpgdVw

ibOhVnvrJmvHG7RVdhc0ebNAEqhjLL4c5LWYtTk038sfaRZNSKftf6FdrY

369.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhpdarlceyBoFHKtCJNOJA2F8Y0vTqw4iB8cvctAeX1w

jJO5r-S1lqqi2JnSj-KcRlGsF0N7ti5AM8cah01nYc530AIttCm6Abl2Pe

370.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsSgzNP32ad5BZfXrvsydyOSSsgmlW-j63sE7JRZ9U1

aCT7qhiLV6jcV3xBEuXJam3zZoTuFVia1xOdsyMRldzQBgUaJNZHuxWA2H

371.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7f4X8VMUlMjuwhcJdYnMJe69ZHd4VYg5zc7xRvY84Y
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2COknJVVA7ptVh-VZIGvmwZnvMEsOFTi6BtMHkMLZ8zV7b9f7IVLBIKA14

372.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzV7uF6WTc84XOUEDEI7cLLggLC5VpapTk7je8HRL1a

LOyxgL_rzCqgU62meAKeVAVAZPrWDHHDYx5Db3rjgJ_bzAf6rk8JlkPE-S

373.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg4qoxlUSLZmy_rmSltN1vx5KzFct81jylFCvtaVIAS-

thCdOKpyr1Xdlg4_ml2de9lGJh5Q1CueyVTFc-szx4Ki0aWeo07el5mGqp

374.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj66qZLP-aLs1BH1TlC_o5CDlyu83giHlsUtje0sPjBx

5Ewvv4f3z7tbjNAVBHK_O_rGWeaLIqqyPVpzMvjIMvJDMGr9EvK53Gpnee

375.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjI-Vffyd_jmfKYbGZZx_rZKEZvTODy9RG8MMlCZ_7QE

HcX4iX_-mJUnEcZZYmFWd4DbOC_zw5l59ErmGi3iA2hhxpamERvMTFrpQd

376.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqFuQG0nhBZ8nELuvl3zkrZhDjjmDgFsHuUsHN0t2-L

8uYseIwRxfgmOciixg-w-4LdHNmPBEA9j_qo66CtBJY30iuDNKaK_Eyy5S

377.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh82HLSFC0MX7lYOWYruZEnd0fpVg1b0D41w4s9s7tkV

EukFBUffvoFJG8RwZda2SQKOftMCV9wY_B7XTrwpPnQ8EDoUOo4BRFoYsX

378.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhQDWzqaRRUFOclUE8h8_6CB5_EDqjKSVcJWl2lbO1nh

XUnXhpkz-HAD1oJQF5N-4hqtO-5qGRwupToD7eAlIYz6UptDqGSNEnRDJf

379.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiF3XWwTMH1LRmaVzGoz_5rwGd6NB6ioxfi1KyJPSEuw

RojJuMfXVC5UszaUEG0WN7NNFmFlDy9xkV_d9yaDTdbRV0h-iDbTI2vfO8

380.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhTQIQIaeg78G_epE3WmmM-LxXSvsrRCVf8ExYnpuEAu

vqAXMt3cNF_XNRw0Rk7gLbaEdDs9Z7zmXcdRKEjNPMGIAIfSsnqhHb548h

381.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgTnkM6eJ4MCGYnO_QI_J4y_wprfTnyG_N7ogRLXhhNs

r61fPtIdbQkhyphenhyphen_VHkC4SPeXHo6JQ6FXnFEJoudOMSCpOqL2w

382.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgUXjAPLcKNUd9CSrhS1awIRuP3s8-6XTcNXmzAnZQEI

wq63FK0ZRUa8yRCyBTmDJd3rqoYNqi4kFqGjjiJYH3bXli69cOqU6gD6ll

383.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPT1eMgFwDDGL2kjSA7txwqecINBp3ld7hZ0k6paXSd

eQeheeenOGC9RgLB74zya1wWRCgIW9YwLwNrKQdnQCgAOgtAaZIjKwmB36

384.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgoF9VZJPMMQfTR1SCCBc15-wp5UZnnpxf6H-Zkj6h_2

Y9qFXLt_OOpasW8IjYXH8byabD9X6uQSraAB9WLaVK4YkrJ1sdH55GPc-o

385.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgspvc1Yr4iAD5_3tF0NS3d8lIuOgpxO39LZgElAgWeL

naT3jmT7t2AQnGrgB_r6n-4RKRQ-ndHyWdmsF3Et3H5y8YDcGVxSSexCCY

386.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj9VzPQOQRWiYruApPUAh2HjhGGLYKfVM8UVwnmGOVer

kZRJfVDRCfmgwz4zymuZtNyB3WF50y7nvtqPDE9fq1NdfMt-D56zqurQ5u

387.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjKR_1lmYzV1WTfUQRk1d48s1_k_KrG9wFk2jzHE7eRS

JJTHU-e-QSLpSrWAhjHOZAKeZA0jbasZGwpBZSeEbH5GhVRqwRo1bBws6j

388.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdsNwOBYWA-DmE0Oa8vX2XU3azEvPlkTFY6rqed6OCx

en3YsoA7eXUFzF0LKUlyDyeP1ff18FY4JBZqHRLWfkMsWfssiEjgWQPqJP

389.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiBCBWX7HNrLxGjMW4EcaRj-dORSL8TVA6x3aufOnzYm

4Eveg5OaSyo2y_xLDALCmrY0maupfC6cJJ4Zt0EpCvZKeYpgAsXqgMg1Go

390.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7iDcJNffNGCNsmB1yyaWReXavXlup_ukKWyTUUVTKO

roiOcBhBipFlLhl2LuqbWu8jQz1V12apjwFLB2-GfEMWcBSeLYzTu7gSRQ

391.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjttrtznVtvxm3NQ_xVAbzQPCgsvRCHtrOihIGqeLW9b

RbxqrxERVa8wzgZQ5XZgHEWKmbbUJSE14ZaWJKTZ9yKP4TV_DCh5FcGXa3

392.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiMuniFw7dZdaux0KUl0ZapG8NWyNrC_1-yw3k-oZezS

he-6HaSPcpLrMnVZLz0Ocn-p0-fe6SYfGmd0QMEqUOiZDBYvmR7eKIf-VC

393. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiqqkFKQcnfSo45uYuGK0Nptc2WDf9ucfNwKxAiU8gx8pw

iOhiUv693vddkF4UHi0XTl6SUDGVw7_iu_cazTMO79kYJkAB58G1hosL

394.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEheDYWBEPpqsILRV1rlwCX0lyp6n7nnVdu8mCuHIx8ep

i5WesjlI0_LEY5YBKRUxJE8xmCDDPjPpC8jGJMm7EPaKqDxZwlQD7TN0p1

395.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNg-VcwvOf5MCDuAccqeSpDwXGPpKZ38jznNuIEmzfq

0kGP_C9LTiGtnTBKLjZYAH5cpjQ-QrhOkL4YMEButh3y7WOvdn30d2Fjg9

396.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjx7wUphDdvJ63o8VCnqdR4TFYrhJ90F9nCdIJxZ6e2E
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dtMXIXeek6t3z2LLTQjQv6sAQWDU16kPJXtveAyyElyVf9CJuUEpHOx7DO

397.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgRWnVjP3ThbBCEyN3wQIZz2SS9NcKwUTjgbNe5a5Jn6

-bDMt9DO_4T-Dob0xjfyPIZ8mVyaz-yUcqFtixmfjOrc2tJRVgnSGzOCQ_

398.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgpwRMQeXTiwFxnTmdWW8VqnXiZ8ABxJ-ykLS1LdTPYP

YqTeNEVX9XhlucuEPnD-V6-1DjiMuizmZ0Mu3QzvP7fdFneaCG_kXKbKQe

399.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEitkWsPCVfVNSdPWxWNZhWERUSXBgvR-PoweormjRCzW

2aKT5q8Ze41MYxVyAQzbIxNjCF8YQKmJv9N4Hn_0Pwk38c0wqsb5fXvwQZ

400. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgu9_tc4QC7lCEvOTxx4QYj6je2feZXqDwDAh577Omefkj

tA5WqB4ajLucMoVvpdimdqV1klxnwQgEJFSRb96P3jg_-Y8fgqI7xemw

401.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggX2wpizpEH9S9mkDBZ1bg5UWc16w3hF2oOXN-G_1x2

F6Dg8pvdZxCn7iKxJZGWsQYrZEC7JNOguUveSaSU0uXSy40xKlLAP9gt4a

402.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXnQXtQG-nPJYzY5vIV9bbmhSwn9MrCa19XNv87gLMD

uEwce2l-emcCA9JfUUfjwzqq8rVMfzLl_cyEzsOLJUSxtYE0GfCtucVlQ9

403. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj3PsfiXBzVw8hznstEEy5BD1cYRFsZbc7UNzTU2dFCv61

3muWeyvrHvhuXluM_mYWe01rvctwaieIqerqUn_hA5sds6vOjT_6oSsH

404.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjtUboq_4VDH3s3-MjKt5wWTaafElsbkYQLdmC2UkkRF

ebmwtvHfwcYvcQVbje-g9C4uoxagAH6VaxzMlGJBsMx39Cc2vM29De25o2

405. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPjnrS4HVLYmTCvf5g5BKpnftwaLyPJTQtHuyMNW6qL_t

cOaWfB14cBtTaiPkaPsxU5X7ovX5V-7-NHMNUP6bBGB5K5z_cUcse0gF

406. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizIjCkEQQtYe8l3ClQPNiXPfbWP_3CWiphsFwJIT0EJNW

fnoHUWBj4zjQBNLS2ClZ_LyCEivE1jwzlRoP2ob8vcdOVWVYWaeBu1E7

407. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhek6H5XKvXglr5TDxaNsSWsgfycBNcThyo11zXY_SsUcE

KY7mt96y2Sn6VPYxeKIGTpb1c1YI125IlaAVHoXQxNBPDDV0m8mHBWT3

408. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgcJQTe8nScQzHqZIe9LYQH1vxO7LDgfUCioqX0xVVIDtZ

qeqoHqT_5r0ThlwxhUIPdYII_1NVefAklRETXb2cVkTN5e8P0HSObIcx

409.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjhyZeCBFjHY1Sr8uTn_gD1Fj_7X7HsAibQkcs78R-v8

IoOp2_yskwPtMdvZ0Z6zKpny14ISyo3rkFRFUm8wMse57luo7X4ugnv_ai

410. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjtX3LytR3YhuSL9gmjWJ1igqv20uufXgMsDycslDPM9sK

hNQJ6Wu24KzWUJ-R6Gpez6bZU8Ku9htaQlTsgcm0TjySDqYgiTyWx-8d

411. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUsxokeiqhZwKsqOQFCvaC2aZC3c378yTArU0BtEVtKkM

FSecju3CFHQmbx4AAHptHbAyVsKUqfOHtegqp0waNtj0njPnohZT7Gep

412. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgrc7mlaQXGZddJE2e51fQpZImVP8uYcScS1okW8dYyRA6

f-yQfLtUx5IEXu-JLAJTUg8kOujdc7MXe8ln1ed6cD5wSUQ8EnVs-TEO

413. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjAA6o7bSGuL0y_xkF2cnI8IWoo1hjdIXMjE1STN24JzK6

xlIqQ-3vw_kg_pjlaEhyyJzWroxafB8oIGidoVyJ33SlWGGX-_IjXzc0

414. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjALk5b_ynEkUlDMfJfxNeMEJZToII9ctlhOExYs1aIkhq

pNMCF18aDrYq1JdptgjsbC1RTg9c5GNsAcJmKXmHSlPmiOgi837mCfDn

415. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggqCdegt0zc4f5iDvZ8weeVS5fSBQWvA1UTt1gzIUfeMS

JOq716HnSKWRn9pNK278i3iicA_bNbahnx5yxZO9IS8GZluhaZNqG9eM

416. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCzDckVGdHfW4qP1uPoM3fLa8vLj02mRzcmm7cY2ZEL30

T9_QDGv0Tvk2-k_VdP17H_AvkqPQtFvkEMLnL_1BtdXbEtGiU4qB10yl

417.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgl3tzffz6OQcETqApmC-977659h5nzprkaSnawtXBj3

CQKIOQAJ_y_HdZ3hTIcpy-_MTXJeiPRFd69t9LmD4b3MqwkRSFUxszyWkK

418.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjL-roV1f2Okz868zxj_X59apJDnx8OC4JVHUhpNtwdB

QhDv9bJYj8cfCSBStWN6682WzFDrvyVmwwhVXSSWOGaq_5s5alsLkrBoE5

419.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjBX07joJn2HN-L0prDwzQd5pzgZwWQp2HO_3qzzXUSy

PbJMjNjJA0jV9iBuQ3uA9RbMljxH2Efanf9mYUDj_TXDIk2Y_bUQFDbmgg

420.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg_SW5ntq0oyI-DMG6oCIqnOlkX11Y9zUbADGzBSWWlN

0sEpXpKZyF6sjZ4L1aFnAhhTTM1oF5rISpcvM3glTS0AxpgL3nKCjYJnR6

421. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEghA8KpxHP5EdrDuAqISxEtiK5KbQa3h8BNbrKvqI2z6ZR
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2KNwBzhr1bE1H4nJkv5iyn0R7fEmsNJkz_Bcx7lke6IubjQ-dGkB-nQz

422.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgWzKfQom_P1xGSPmsL_SX_ePvkWy9ObzUS1370f-hKf

SHQ97ddTH6IAT0Q36C726WMjktI7gRgo0MRi2NE993H0-mY59oIIwXmAqE

423.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMtSR4EUyV1IvRq6a53-4O8joNnJPBJJve5P0OHKj1G

FNyt292kQr30gOMeuiOgaQXCDn5f3F2GvPKdIRXp4YOhpHrG6BqpbE2cS8

424. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkDTbIZP1Qy7AViq_kJRVu37kbIMdLfdjI03dV8KGT6Yy

U4BmzrHQ6Q6LciBQ7lz6J5Rzh-q9HocrEH0LZRnaWbPmgWSdZ5Hfjt4b

425. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhTbpHFuOE1E61zzpRC-sCceNvCRtoJjpk1s3AwDLJUCnK

UXTVlDvVQSsTlX4ifghr-i9LMKeDZuBZMT8Atm60uNoQHeU0iFlv6Utq

426. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6eGGjkCHzx9BorvzxFpasoKcyNDqaEt4LturqEsYe4uY

5pP400TlTh53pE1JsGsDepj6lwtMVEweB3rEEkebB-kE8T4pf-VuYutM

427.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhb7gJMJIsKmp2NbKk5zgQUzu4Vw1eum3w-h3YlcrR6n

LCvLnQE18bvmWFjEmfMSO-Zt3gWRRTokc3vxWO1xErVymzDwLXZQEPavXM

428. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjC-DSQFQVPs_K0BRgRozYF3qMVBZ4XxO0jTS5taEl9wkA

RgFJfOUtXyotjBqwe7y9Ajgw380dcO9as5bAfnSoy1UfSf3-Wgk4VYM3

429. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgV15yuUMBfEZ50oiIpqZ3cUejteA2VUWHJ_YEfr23_khs

7I70z3NzONpkpBaEpd3RhusFQxTjfABC5yP7pGrQlRO3tM4ybNMdCrK0

430.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOPlGH0XEiDEYaYIwowuDr7sV_iCIQHhGS2-vYh6WXq

gOjzlHs6ft-V8SD5AgyT98dPSrpbwbXlxVJkv8WQgIAImO46UBJvKUS2sa

431. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiS_ZnnQI7h4xYBBheHlDFPWG5qYq6SEJIpwhP7w7Jehfj

NMQQ6eq_pCMKIaevTgs_KOuk7gDhshYXt3EzaTpKaKgXBrUKJmjR7Kk7

432. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiuRl6F2J1Gxx2JhOtpLsu6TrMS5IenyzjCBsA9wCvjt6H

J0vIm6wAGkgzLaw6F-NtyVxJY-djjPoJE8JqowruSWSukUojO1z3-C5Z

433.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjp4xWPcUk2CPeJPIwA-IxftwCww-TtYYaqQuIbE69vh

ymWUGtiC33uYLN0hwnOaTeLGM_dVPVNoff-hT3EWb3aCB8HidWALCH3nVi

434. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv3aAKJWSrjSTseJwbg0XzjI7C-kjmGHRpl5GtPGfcU8w

SWzszE27JcsDxepl6C5wBKdnPa560QbaJmxkYcyoQ-D9xQfmcLVHfUOB

435. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhI9iU37CjrJzT20KVLJ9oqrciXJTpSHbI2N4K3emaG4eQ

HY_DKD141AX3-M-dUcXJ7j3ekKsmFmY5g9lRAdIBW1J5EKaZlQroD2Zy

436. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi91gVG2b89qRgTx7P0zvBEPk3XM4A-izHaKHRYRqVK8R7

Ek53xbfnr5eAHH3NQF9N6yeyyWWqbJLHHbVhbsHQmOlBikepdHPAO8mU

437. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjRAHx612Og47nHIahPJuLIdww1l4kJCld9xMxW1ztPi7u

p5ghnNIZxIPZN5y7Qb-JRGty6blDKWmFrQ3w9dhqgMpjwsvbBy6aRDa3

438.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiiF_TA1ZKR4YoxZy7gecZ6EYvNmu-9qA3bLkgp4MqGf

3CBJxwj-C0xNOIWKSLuCLbQIpVA7yOYT4Ie8ihBYTDhugvUZrhXTyeV1rX

439. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUwljwcczcdtrv_KKnpdIAUMfBAfzQVP9HN3f7KpjJsJZ

6fC6IjJ-UMActTs6Ndgcw-2bbG5aPDOlLjbag9is-e1FSxIysegfcm0o

440. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjOtsRqnusA7xBWxVnXd8E5Byor2teQjJU1_KuUc81qAjz

vcNMhLtmU99Un8UkGMP4SFBLNs-I4MGsXX5KKqKXPvR_Dq8JiadoR84k

441.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFH3mAjrvyukJwm_pH-tQn8Mtipdqk5e9KJ3W59vvJq

P9IRyRLXOzUStFG51ifcwA8GUHxFClODjdkTuGeWc4lXloXhsGXivgHrTx

442.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEghKQKm4Cqx7y0cj-qdl6xSoQ6AMtW4CrXYRslWBYdQ6

Lg56D7djffjYVG4tMdjbNq09aIP3SDklnRM4-GPMRZiwXiJ1XsgPId0m72

443. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjScU8FYbyhVFHGwMBts25QHVNJfO2qtpVDNKTEyZArtV3

wmKH00LZMfuQPmuCP0xexSRthrV2hvqucXxfH6Aq4425QawKugh9rwHb

444.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizk7rMeJd1GpmhzVX1CJrJbGOFUvMmlpBJ7lm-qjH_9

LIWqDCX8lzIdbZmjK_EUX3vCXMbCpnU4a9EN4NUIPyVFcTcG2Up7UaIhPS

445. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgWOKamSat6uhgX4jc25sfSgUNSbnu5MrC3V2BEdkCkS8q

adAKkojskOA6yiTE257HjJIbUHw4UljsAdrDDtfBXvcxGXOSfqTd5KF7

446. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgZYrvqKlAkWuse45RmzMhKdgbkO6IHNQSiDYWLCjFKVKU
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FXRi7n-E57_SW0R43xjTNO_-tMjP2_mk0rrqFp6uNFyuferB5PYNuosn

447. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgrLh7myTpNStCixfIGg4pdyWlzdSLBrHkMg8bAkl30HID

yRvV7_5DWAfCV6kM2tl2Gjjeo0Fw_jsSwz8Lc_Ry9hQ8ftrzumEe5dCh

448. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjkkvbli1K4Wf0oemNDxBroEMAi50kuLY9iy2pcgjJ2prG

xa16UQilgQTKwBLnUf9r48nypk1Pfa8T9jvrtm60WOqkIqIHKQ7IiCtg

449. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEw3NI_4SoTw2S1yv8hoqdH92uZSbF01K0cAbOAERRh3Z

W5MUFOeCrb5g17NoVF6NzYgYfZ__muzwkPorxyF5spRqsh5OyMUId0Se

450.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg4wPMCoSshkLixKEV7c4-m4KKpfIcoSkS8BrtiXULt3

t5fht42CRomC5wW6g9rZ_PtrnaPUq2cAR3sUgc0WXBBVepVXIqVdvbFqG-

451. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_BzCwiWMzibUVNZsFjpz0ItyH8Iwc4DzwCcQCNMVafsl

CKxQeDtCuWbbil3Dhlhpa6zM9PJAVXWB_XpnvJOMxCAJh6qOQrNEvXu4

452. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjNG_Z5xwBCgX4Bum2XYQOqlFfVK24ZHconD5cqFLQBN79

P1hAVC0KoeYZiRzkgHQ4wbSepwQaFynBxJ4Qtn-7DYjToZ23Q3jywlO-

453.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifchDCkZsVVynmZa8Lc-ab_1qhEn7fB9uDzXilmFJSL

P0-nDNWrpj_ZpYp2Y3Ls1MIOG3vlvAHXCi8rO5_yIf8PXL3wV3-Zkv5Agx

454.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiVo7d0qIKx_4UOnM3wqt1cIOvaVrN7k5ThRr8SSWCc-

gGNbWNf0su9A0UgsiqQuUIWRzW9XRX9NsmH8wdA3ziWvUn6_u5XrBSE1Rz

455. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgODKf7e5ptNXiY2i5ThfAIH1bdpVVi_3osYAH5mnGCDrm

qbtZwXaRJwYPga01h6_bOBO2UOIqZhEoKHLqJzFbgy71oHZrRosvxXwd

456. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-fJvrLRhiLYKFmw8hNCzUItiSatqBrQPPg201fTbW82y

pP9X2lB_RDrjdKsnzqgB8QUSGrBwmEOGsMqg2_WS5WVa2HoLS-pYzMuW

457.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgDIeK76hfQm5Y5cV_M3GWTTknhMtZcobj4cN2ok-guB

-kU600cKHIaf7xDJB079YCVNzMLMlWCrkeifz-mfQnBaiIHXMp-IrEdNDx

458.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiYvaTzh8TNRJDyiOAVJqmHH2E4DK-tzzaSRB7LfFBwX

7h-dECrksgNi1Z74u-KVXIoEpvAKVaN-ZQc5JsE4vjldg-FukGmejE-3mb

459. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBaGaSFPqvbQi_4nJOb0bWPIMsSFJe2aWyJJYytYXYmBO

6XErPiy1C3NvfuSoSHZtLVYM_nMVEZzPSRHyJ5mxX3FS5iVBFqksZrQ4

460. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgaZeaArepDbv27N7jOe7FjJOgVuVeUlze75fhIfVD3GGN

X5fnABCw8ENy9F26drUwzDcaf90ChHah9acJ0HePS6JTIu-DIw73MD5D

461.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhgLZy7gHXm0A7puA6x-rHdtRgDkJgc4_FjOxQbcuKSe

onluoxN_BlEziij_I__te8DcVmOF1EFlBkKoAEA_dJqODQuUmdghJFAqcD

462.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-RmC9omTNySHDJ9KNFU69YpJRC3hhbmJ4yi9sL168g

CH_Ba5xEug0yxKYM9HABMjNbz8D_bLPkH-Rnw2zRjHHvDxGEBSfx5Fdjll

463. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiVU_M_IZ96FUQDe2qaclOQdbHf2p7S35_hvW5yxV87dOo

DzRgGUuAPFdWgcoNJhpiZmVSOwtzwvzfLBSAviKvSWAZdzHsMktcFFCX

464.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjLut-Z8BQwwIJUsz2s1YyWqF16r6Lgc0CCuDemCmkd_

4qOO35Ac90T7ziFbfc4UpAASMAFApNIGUt6lceGvAL3E1tbJvkBQdMEVZg

465.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-4yNuEJFZLEB4uxGJadx3IviH2BaVkh7P24gow30Oe

BSo872zuRe2lKmWz0gWoBKNlwZVEoZGue6liTUJx3Yyv8NP_WqXO37WRa_

466.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH4zfC5zlXEB-ul81lAVmmKETm0LM9phdr2nqNQg0lR

3PDI5nSUJYTm4Z01c6KN3CqAzfo8o9SrIhEuSPr62CvaHyqF1Ya2fRnya6

467. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgx47l5fTTRbMY9v9xOk89xJr9QQSR0YJyHUHsZnGc7llJ

n2I9WfkT6c8i7mAVtrQn7f1Kc4fY6BxebTpgAsDxuDTqpni62duay3Uu

468. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsbPqpJzrNQvbMK3NtwNrqBpX_hpI8KexyujYfm9LQAam

cUF2VAXryMZH0U7DwJ2snECwLEF2_dr434kFrxsiyhkzf7q6X1qYyZsj

469. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi5seO5VbKjbncwvH314fSAoTNSmSYQtZAE6MWXl55coZo

t3fQw0xjvtc68RacmfItCARiAvV31nl4XI2SWwfeaCF5d3mcIZoo_COo

470. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjduyeMar8uwqo5kfqvspieWoxu16zLfW1inqbdLsIqQYJ

ctuWuAeyfgTqsIduo89SICwmdFsdz6AVangnwCMS28kYpV79cJF3e6MJ

471.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhYqWoR6lGmZN9KwRHX6Pxo9QpeGd0fOvSHm-EWYut1w
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gMC6UzYuhV-E8kB46LQmj__SZdoGsRCacjEqEfg1oVCPQSghlmlJ0jnrLH

472.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-joOBMtageocyzjLf6HhdZDq5LaE9J6SvLwx8MfgnM

WZlFcDqbWiSxv3OTsU8wrhvAK-My8Hd8sPi7X94ycyzu6poNlyA0Wnjkzr

473. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiE8hgB82y_jzqnajs89I67wdIxKSGQtpmUMiU4gt_S0Iu

xaYDaMl6lR0_ptRpuFF2KeCtveyyH8S0FIp997iUE1ISBljszlVupwyz

474. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjaXTb1mP2o0CBBUbepDjv7rNFGRUyMSiovhucnTRJrbzm

durIC53U0YHa_SVi9UAn1zJRDHJEyC-8yHzt-pF8f0dbBy-8EhdYWE1G

475.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEibw3ZsQ7bpg6TnUaGVtSj-z6gKAnPXtxKoL52sqUXjv

7lwgCcPQ8bE3Fqnib6U4gRw8COQTt_JDldI8x_2LWGPyd7ekfPqA-FP3wh

476.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi7lr8Yxw46UVsPUXH-Ip0AnEyZXBBo_HA5bx3dwdWta

73RySEN5Yg0uosQT422W-bJWm8zM2exlzKN7SEw-qJrHx547FXdDyyYWwN

477.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhjGShRN41xdrl81eGaWWcD8o_XPNpcMmNDHusi-7Quo

qfyuCuuIFxqIP8_3tnUY9DWAErH01VYrOqbE39kAcT1LHtVtqRfI5w1nEv

478.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjOCY0dKAPj8qgY7pcW7XMmv5RyfkvJn-KYTSwaY3kN-

EL9b7lJ_KZo8wh6bA6ney39UDKlNxzP7LMW9VyKKwi8Ysb1dMn3EJQ66Rx

479.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgF1NTEqVZNAEWuj9lzMy3cW775XKJSp-v6ijqx0Atnq

faJVZ6A3XBQillmS0Fb9BYSfEPigv9fh-PIc4oKS4XMECAYsU6vvCXz_42

480. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5jBZD_o48LcBLpxDPIqjgeRQtlXs_aWp9vB2Nx26rS8E

aw9LahC3mK18j4cJ8GlzQvPJZNByvr0d-O2EKb9vLydh-iaYLQ0itY3g

481. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiQ9HxRQ4NTdYJ71brwedgIasp7fir0cHIGSsnLKV2mRsj

KR14y-ONHt4XiqHa6oWRKVkzTdljv7a_86j29vMWt8ow6MiaeoE1j_gU

482. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixy2RmL6lQtMSQb61NKds84r3Wk4ecJzsCCxw2o1KXQQD

IlGRmfvQqYVgwjzAP83GkBcA0wNUncwt_Fbr5klfs13UuNHowDUNXev0

483. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEii_Czpez2FBnrsCoSA-nVUTvYtbH1E9_4XIuXDwhbH_V_

nUka1n8GEw0Zitlu5TA11Xl6ukah3SlE1Iqi3xe2q1DIfIXQvs7ffrAX

484. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFv2whakIkFH74YvBOldIqgnSmRIFNZYmUSuTSVKpfl98

7nUwczQ1XBA0DhXiQAft8kERws_uCWco0fSgivvivUbySCfvJs985iZ_

485. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhAWmt0rJlGTLR7I5FyuHj_oTmdRttxwOkKk3nxUZVfXI2

mY_sR4jZ__glXAS-sMoz2d9lTisl8swF5bczGoCBVH1CahCJ8m27jvBB

486.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjPM7UcP6DXw3kemeT0J8C5p0oVOO0ysXhd_hlM-h04_

jQgWBfzRQL7-sKSU1_Ii3ARpQSD7G-_iw5IK5EYr-aqOVhzvjrhJ4jr_jf

487. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjThIL0VEGkHKsvfBYGfC4bjTlEpR0TrJ4x_Fxsf2hxcTY

DznWncR8lgoTXrAsBfUwDamjX6zjHcFY3r8U4a2TlkcrhiF2EE30SPq4

488. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhnIyMZjN8CJih4QfTVq2c2G8PgnQJRA9lHEsls_jSAeP8

UMWmObo1RkIYvRUw7TNn38bdyfIpfCWZSR10f1LXU4se54HYroQBSa49

489. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiD7ntWYb8OC4MGFWx9huGkNTXhgm8ZNMaUjX5XYUTV2H4

sBNpHLtf1c23vN7xtnLhxJ52aj4UbnPtixE-IzRK0wEhn47y-DjvV6L-

490. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj_4YPy5DoAhHOyw8AhnmMwsU7GSB9FFJJSZ1tYwVgXrAo

T2kgX6rjzzETCP2n4CraIl6AgphSq8-hVoDQct9kkllsTivzurN92Aip

491. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiFXJ1Z0KZstfZ5n1H3Y_tSBcnGp2qI1tsr4Ie5VpiLNKL

Pe3m7kJAyLSiGfeFaF1nPHBspqKpPnpu4OmxC38DyF7dk4vTgxkHqb8f

492. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhCflljFwOiPze9KmCar7gUhRyOejS6W9TXjskgFYkLprY

hVQXltxuuMynYNAh_9W_PCRtgj_X3deS1HDApBBrZGgQRyUw4tVnCCFR

493. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhkhOdimYecbg1nA9Qk86cqMSBt3dIKuUZoAs3QjZrGGKf

P-smeS5J9S6xb87gjhG22xCnJJGb6ZqKqTyj-LWXGiCViiXZM0rf7KdO

494. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjvazQxgYbsmUAOq1ipV46_Nw_LKGjCWtpwAFUpUqQZHWg

xQtstP1eN-paTMb1DyfQXDVHRNLV-wEw0cNkgSeiQO1XUjlaM6z9kF-U

495. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEimh8xc8t7TZ9616SijTPGhBNQ97btN24UZs6gyVStVSJV

aqISlD5DM2Asbx1_3qQNouFqsQGcxK-w-Af5vMadbnDmV2bzG0pi6vyN

496. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0ekcnLKeeFCKrRfe4ZRaPnEXk3L5w1aczp1ONYSX3nib
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cjG5At9VJgvskvnqypo1SP_Dv7B7YAu-5HKgD9n3r7qFm7gXWl1XQsmw

497. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjqczyriTbcrWK8XRVUynYLijwkvAeDCjOcCxev7L0aPIj

izpWcX1tHKe942oOPjgshUTk3vHAx7sAS4BBDbe0UBhXFTPy6g1wrLq3

498. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhKvsOT6R_lqjpQpXwlevX4uEZaGJWMrXkLa0Q88kETI6W

U_pLG-qm9-Xlv7b25H3xmYzgyIlOss-mFAM08X5YafkoXLkA9G439YoB

499. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhgYNVSrIb7NgtgAydolMe7QvH5BuAr3igVJqTmCV0Rzkz

2TzBtkz1r-00PHAh0_BfENLw72KHdpZgi3JyXC3xuXRh93jeUZ0jHpkF

500.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEinByi179-DGBxNKdrgthTMF44HVoc_S9C-C0f9TyqQq

0W0P263Ztz2s3ObeQWkAhaDvpf-SHcoNkVL1-ODx5Jy3NdXyHnRw-_8U2t

501.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgw9vb_JN3371WrTj_PQbVJkmkDVaJ1a5Ogbl4r73YdS

Jqm2k6cepAV9PaDVBAfJ9XrWLwqrOICZUrlS4tWSGDQghhMb-QBoskBxP-

502.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjiRCV__SKEJf482kc3MItu_OvjN3ov7JqBUmXZ0hurX

aq_RVgUvTou8yCW1Zb0JhPAGZAchvG4EUsA7F4Zf5xFS82kabqDjs_RdsK

503. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvFSv9lHA5eqCfAw3udJpFEhFX5roAiKWiTiUqe2pHDEV

lVhgNWfzomA4Sx5q66wjNWNOOgfBePY1CHL65vlerZUxcJ5HynEKP5yZ

504.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhk7MuY4nxpflZGuGy9nBErLxiNCqNXluFjK8vhVk_xN

JCAIZ3drVDyHl3JQhrJgfP7jr7sdNqNdoqCciE2uhWM7p9T273iLxhNvyx

1.1.2 From the Deepest and Ugliest and Most Irrelevant and Cheap Corners of the Universe - Yavor Kolev (2024-02-20 21:26)

[1]

Dipshit.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgRaFnzR3O8WbRJpJFL4FOjYr-Ije4GC7DzbDUPHrR4oG-m9

gzAVt1g14Owc0L-bFHRusoDC8ND-tvjEwX7dzCbA2zgDy5omrVVwhq

1.1.3 Conti Ransomware Gang’s Web Properties Domain Reconnaissance -

An OSINT Analysis (2024-02-21 14:06)

[1]
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The following is a set of domain name reconnaissance for Conti Ransomware Gang’s related web properties.

Sample domains:

hxxp://aes[.]one - Kirill Borzov - Email: borzoff _k[.]grr[.]la; 89531976767@mail[.]ru Sample URL: hxxp:/aes[.]one/files/d/e0t/1u4lg8iu6dea l10c4k13lei1q7/94290198d07d9e0e/

Related domains:hxxp:/ запчасти71[.]рус - Email: 89531976767[.]mail[.]ru hxxp:/continews[.]click - 89[.]45[.]4[.]98; 86[.]106[.]20[.]166; 146[.]70[.]71[.]184

[2]
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Related Conti domains known to have been parked on the same IP (89[.]45[.]4[.]98): hxxp:/continews[.]club

hxxp:/continews[.]xyz

hxxp:/contirecovery[.]click

hxxp:/contirecovery[.]best - 185[.]14[.]30[.]76

Related

Conti

domains

known

to

have

been

parked

on

the

same





IP


(185[.]14[.]30[.]76):

hxxp:/contirecovery[.]top

hxxp:/contirecovery[.]icu

[3]
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Related

Conti

domains

known

to

have

been

parked

on

the

same





IP


(185[.]14[.]30[.]76):

hxxp://bet4rate[.]com - Anton Petrov - Email: a[.]lexboesky@gmail[.]com Related domains known to have been registered using a[.]lexboesky@gmail[.]com include:

hxxp:/bet4rate[.]fr

hxxp:/bet4forum[.]com

hxxp:/nbaforecast[.]com

hxxp:/mlbforecasts[.]com

hxxp:/forecastpackage[.]com

hxxp:/betforrate[.]com

hxxp:/betspackage[.]com

hxxp:/analytics4sport[.]net

hxxp:/analytics4sport[.]org

hxxp:/sport4[.]us

hxxp:/4sport[.]us

hxxp:/bet4rate[.]com

hxxp:/center4sportanalytics[.]com

hxxp:/sport4analysis[.]com

[4]
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Working spreadsheet:

hxxp:/docs[.]google[.]com/spreadsheets/d/1pI71arcyNDmcCZPfGFDFc0o9GJl

-

rcJOycBWZEyrfjlA/edit

Working Google Drive account:

https://drive[.]usercontent[.]google[.]com/download

?id=1TzaiXSmdZpSUvm

_quI4DjiedpxAQ05mo

[5]
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Related domains:

hxxp:/dropfiles[.]me - hxxp:/xchange[.]cash

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEibmYO57cLq6Dzo0SqfPuMVeHYvbhkD51agnCM3LvNLq39BV

c4VHIGVGUKCUCZ4T254gFj0qfzB1O2Rf8pi09W4dJR5c19wnMhtUc9

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOLH_0CEG_1xOKPJ-KaSQvInVITrP0F-ccKbDQ1UQbva0hX

ZbAP3VQNhYYW6RenXkoKHwepQqy5hb6SzxF6zsIH2ly608dwAtWdwf

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFejFj58fHBDqbiKGxG0nrgTNvnaBy8yw0DxAwfOHdWpmAo

srgMhf10PNsD9iaaeKgh7L8j7M7a1bISCDK794ofnUkPILvXx2CsU7

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiHpfQzEdIPqCi26dEyw_GJGfXAce6afY0AbAYSR1tun6lxY

V3DnUyeG0IEE0MD5cprZKnFTTrfkrNtxYHdvYgW7e9H2neK3T1Cthe

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-M2crqxQ3UqUaaRVpzkulw53fVsYM5T6zTJlWEAimHTEdo

BGVc5eK1nzOxTVthDLRRKPpFvV-arsfIFU71nfcqwgqdQLFsDvEEcq

1.1.4 Assessing the Current State of Cyber and Cyber Military Deception Concepts Online - Part Two (2024-02-22 02:13)

[1]
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So here it goes.

This is the second part. Check out [2]part one here. If it’s going to be a cyber warfare doctrine make sure that China and Russian didn’t copy it acting as copycats basically positioning themselves over a decade ago in military and cyberspace operations thinking. If that’s the case then I’ll do my best to elaborate more on my understanding and the actual practice of cyber deception and cyber military deception in cyberspace.

Some of the key principles that I’ll outline in the second part of this series of blog posts include:

As I’ve already mentioned the process and the practice of misperception it should be also clearly noted and emphasized on that the basic concept of misperception of individuals and organizations in cyberspace launched and operated by an information operation can be basically on purposely proposed by an information operation or the individual or an organization that’s managing it.

Yet another highly relevant concept in terms of cyber deception and cyber military deception 1073

has to do with in a context of hiding the real and actual information or a fact for the purpose of building an information operation around this idea and actual process which also has to do with.

- Hiding the Real

This is a fairly interesting concept where the primary concept would have to do with with a bit a sensitive topic the concealment of an individual an item or an organization’s own characteristics or a pattern be a pattern of behavior or a pattern of activity which could also mean and include the introduction of new characteristics or pattern of behavior or its on purpose or operation-based exclusion of certain characteristics where the ultimate goal would be to raise uncertainty or work in a classified or sensitive fashion.

- Showing the False

This is a very important concept where the primary purpose would be to disinform on the true state of an adversary’s or an individual or an organization’s true understanding of a specific concept where the ultimate goal would be to disinform a specific individual or an organization including possibly to introduce a new concept or practice also known as showing the false which could also reach a pattern based behavior both in the context of an individual or an organization’s behavior.

- Pre-defined target response reaction

The primary goal here would be to create a mechanism where a specific party could expect a specific party’s response in a specific way or a manner where the ultimate response could be both classified or sensitive and whether the actual response could be both surprising or hiding the real or showing the false.

- Pre-defined perception determination

Believe it or not this doesn’t necessary require an expert or a specialist in the field as believe it or not it would undermine the very concept behind this practice which has to do with on purposely positioning yourself as knowledge based party in a specific situation where the ultimate response would be by something that you know or perceive to know as an expert or a specialist or as a position in the field.

- Hide or Show assets decionary model

A bit of an interesting practice that greatly reminds me a moment in time when you could really "IM me a Strike Order" where the ones who would ultimately know and understand the adversary could have a could to properly respond and strike back in a professional and specific manner.

Stay tuned!

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiao2TFZGrAL4GhkcJJlu7kqQWxb4Kv8bWfxq2eUtCh3VsaL

mphL3CjNBgtBCeiOngBYbaxy6gEn6L4AEEoZ7u53uoz58H_znVs5Cl

2. https://ddanchev.blogspot.com/2023/06/assessing-current-state-of-cyber-and.html

1.1.5 Dancho Danchev’s Law Enforcement and OSINT Operation "Uncle George" - A 2024 Update (2024-02-22 02:17)

[1]
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What leads us to conclude while and when data mining publicly accessible forum communities used by cybercriminals?

It’s their digital footprint which often comes invaluable when doing research such as for instance the following user IDs.

Sample personally identifiable XMPP/Jabber and email address accounts obtained by data mining a publicly accessible cybercrime-friendly forum community: 112233[.]exploit.im

1ntersect[.]mail.ru

365pills[.]richim.org

492962059[.]xmpp.ru

6262217[.]qip.ru

6262217[.]xmpp.jp

a10ne[.]exploit.im

activemoney[.]jabba.biz

adm[.]likeboss.biz

admin[.]multi-vpn.biz

administrator[.]d-2018.com

adv _supp[.]creep.im

advertisement[.]cryptomus.com

affiliate[.]Pharmaexpressrx.com

affiliate _support[.]clicklead.ru

1075

affiliates[.]affmy.com

affiliates[.]faphouse.com

affsupp[.]jabber.ru

ager[.]paytechnique.com

aleksa[.]azinomoney.com

alex _popup[.]mail.ru

alexander.margulis[.]fxclub.org

alphacrew[.]protonmail.com

amusing[.]jabber.me

andls[.]rambler.ru

andy.g[.]pharmcash.net

andy[.]tjabb.com

angel4you21[.]qip.ru

annie[.]7bitpartners.com

arbitrage[.]webmoney.ru

arrish[.]jabber.ru

av[.]profitpixels.com

avd[.]247camsupport.com

big.t[.]exploit.im

big.t[.]thesecure.biz

bigtomas[.]sj.ms

brightmean[.]xmpp.jp

brightmean008[.]gmail.com

business[.]prime4pay.com

case[.]tacolo.co

commercialsites[.]react.org

consult[.]1jabber.com

contact[.]mondiad.com

contacts[.]byoffers.com

corsair[.]onlinesup.com

crewprime[.]protonmail.com

cryptoscanone[.]gmail.com

D007D007[.]gmail.com

dasjfkhsd[.]yandex.ru

Den.evilin[.]gmail.com

drbucks.support.2[.]jabber.no

educashion[.]jabber.ru

edu-money[.]jabber.ru

edu-profit[.]jabber.ru

edward[.]bourgaffiliateprogram.com

edward[.]im.solname.com

elchip[.]lryq.com

elen[.]imonetizeit.com

eugenia[.]adtrafico.com

evasupport[.]jabber.org

exfan.org[.]gmail.com

FinanceCPA[.]yandex.ru

forfind[.]xmpp.ru

hello[.]ipgate.io

help[.]coinshop24.org
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hiddmark[.]gmail.com

hola[.]lospollos.com

hola[.]tacolo.co

info[.]edu-money.com

info[.]ezmob.com

info[.]hidmark.com

info[.]hidmark.ru

info[.]proxy-solutions.net

info[.]smmpanelus.com

info[.]softservice.org

info[.]tapgerine.com

ipillcash[.]jabber.ru

ipillcash[.]protonmail.com

john[.]tjabb.com

kate[.]bizprofits.com

kekc[.]im.solname.com

kristy[.]bongacash.com

krok[.]jabber.ru

lapochkalena13[.]gmail.com

leha78job[.]gmail.com

liza[.]bestseospace.com

liza[.]bourgaffiliateprogram.com

liza[.]im.solname.com

lucky-max[.]xmpp.jp

luna[.]traffcore.com

mailienteam[.]yahoo.com

markexchanger[.]xmpp.ru

melanie[.]bourgaffiliateprogram.com

melanie[.]im.solname.com

mikle[.]ipca-security.com

mmp[.]jabber.at

moneypartner[.]protonmail.com

mraffbiz[.]jabber.ru

mudilo[.]xmpp.ru

mxdor12[.]mail.ru

n1oise[.]mail.ru

nicegram[.]appvillis.com

npharma-security[.]opsecsecurity.com

optimizations[.]i.ua

order[.]shahan.pro

palumbo.eu11[.]gmail.com

partners[.]edu-revenue.com

partners[.]newretropartners.com

partners[.]runetki.com

paysover[.]proton.me

paywayrx[.]protonmail.com

pc _techsupport[.]jabber.ru

pharma-security[.]opsecsecurity.com

pharmempire[.]jabbim.com

plugins[.]wordpress.org
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poleveter707[.]gmail.com

psi[.]brandshield.com

psi-2022[.]brandshield.com

robystudio[.]gmail.com

romochka.volkov.91[.]inbox.ru

ru.traf.suda[.]gmail.com

rxsupport[.]jabbim.com

s1[.]hotsecure.biz

s2[.]hotsecure.biz

segaldseo[.]gmail.com

senderproject[.]ya.ru

seodmitriyc[.]gmail.com

seolink.orders[.]gmail.com

seomen[.]jabber.at

sergey.gnadm[.]gmail.com

sharon[.]now.cn

shevjul[.]gmail.com

smm20401[.]yandex.ru

stas.b[.]affstream.com

storebucks[.]yandex.ru

support[.]7offers.ru

support[.]adnitro.pro

support[.]adspower.net

support[.]adtrafico.com

support[.]advanced.name

support[.]advertise.ru

support[.]affiliate.top

support[.]alientarget.su

support[.]azinomoney.com

support[.]bestchange.com

support[.]clicklq.com

support[.]cryptoexchanger.org

support[.]cryptomus.com

support[.]educashion.net

support[.]edu-money.com

support[.]edu-profit.com

support[.]enot.io

support[.]essaypartner.com

support[.]evadav.com

support[.]freechange.cc

support[.]gamblingcraft.com

support[.]help24x7.me

support[.]jabber-a.com

support[.]jabbis.com

support[.]justproxy.biz

support[.]kadam.net

support[.]keitaro.io

support[.]medconvert.com

support[.]media-kings.com

support[.]mirexpay.com
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support[.]multi-vpn.biz

support[.]oxyproxy.pro

support[.]partnersdbbet.com

support[.]paysale.net

support[.]payv.com

support[.]pelicanprogram.com

support[.]proxy5.ru

support[.]ProxyWins.com

support[.]smmchat.com

support[.]srv24.net

support[.]tacolo.co

support[.]the-smartlink.com

support[.]traffcore.com

support[.]trafficstore.pro

support[.]yochange.com

t3leads[.]jabber.org

tacoloco _team[.]outlook.com

tanya[.]adtrafico.com

tes[.]react.org

titanseo[.]gmail.com

trollsgrot[.]gmail.com

tv7892[.]gmail.com

usec[.]jabber.vg

vad42833[.]gmail.com

vanessa[.]bestseospace.com

vanessa[.]bourgaffiliateprogram.com

vanessa[.]im.solname.com

vasilshop[.]xmpp.jp

vasyashop1[.]gmail.com

vera-simfoniya[.]mail.ru

vittelor86[.]gmail.com

voyeur.traffic[.]gmail.com

webkazna[.]jabb3r.org

webkazna[.]xmpm.pw

webkazna _1[.]xmpp.jp

webkazna2[.]exploit.im

welcomepartnershelp[.]gmail.com

write8004[.]gmail.com

xwab[.]bk.ru

ZakazatBanner[.]yandex.ru

zombi[.]jaberrx.com

Related:

DetectiveAgencyOfficial[.]proton.me

dumpstv[.]exploit.im

elliotsnitzer[.]hotmail.com

fasol[.]isgeek.info

fl3008830[.]gmail.com

hackcore[.]thesecure.biz

ideal _docs[.]exploit.im
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info[.]betelnut.ie

jabber[.]jabber.com

jeosenco[.]gmail.com

joshuakrudy[.]gmail.com

Kerlim[.]jabb3r.de

Liamdaves[.]protonmail.com

lucifer6[.]exploit.im

Mrgenji[.]jabber.calyxinstitute.org

mulamoose[.]xmpp.jp

n7269[.]xmpp.jp

neizvestnost74[.]exploit.im

nelliotsnitzer[.]hotmail.com

ninfo[.]betelnut.ie

njoshuakrudy[.]gmail.com

nmulamoose[.]xmpp.jp

noneflone[.]jabb.im

nPauldugan[.]proton.me

ntsar[.]thesecure.biz

ntylerlewis40[.]yahoo.com

oliviam[.]5222.de

oneflone[.]jabb.im

Pauldugan[.]proton.me

peachesncreme _77[.]yahoo.com

peterwt50[.]yahoo.com

procrd[.]exploit.im

procrd[.]gajim.org

REDLINEVIP[.]protonmail.com

sclassadmin[.]exploit.im

siebermr[.]gmail.com

support[.]abcproxy.com

support[.]anonrdp.com

t.cases750[.]gmail.com

tsar[.]thesecure.biz

tylerlewis40[.]yahoo.com

vasilshop[.]xmpp.jp

vasyashop1[.]gmail.com

zedpoint[.]tutanota.com

zedpoint[.]vipole.com

Related:

CConscience[.]xmpp.jp

evil _angel[.]xmpp.jp

lafontain3[.]xmpp.jp

zipshop[.]xmpp.jp

crave[.]jabber.cz

dedmakarr[.]jabber.ru

jabberadrastos[.]sj.ms

johnsnowisalive4[.]jabber.hot-chilli.net

lawton _supp _en[.]public-jabber.me

lawton _supp _ru[.]public-jabber.me
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banality[.]creep.im

banalitybiz[.]exploit.im

cardvilla[.]exploit.im

Ego[.]creep.im

reallibrarian[.]exploit.im

zipshop[.]exploit.im

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZxKLwIoICz8QfOC1C8eg_AMUnBxjr4r7qgtGsEShkeA7iB

QZ5pfpLHqA1X4RR6ZoMsFh7PW1sDT3TD52XwTQLd9PfQ5teUPm3R9k

1.1.6 Conti Ransomware Gang’s Russia-Based Music Album Labels and Plastika Recording Studio - An OSINT Analysis (2024-02-24 11:39)

[1]

I recently came across to another image courtesy of [2]Conti ransomware gang’s internal and publicly accessible leaked communication which I data mined with the idea to come up with a proper analysis and connect the dots which in this case appear that a member of the Conti ransomware gang who’s responsible for their advertising and marketing creative is also busy doing advertising and marketing creative for other clients companies and organizations in this specific case Russia-based rap and hip artists and their album covers.
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Is this the case? Let’s find out.

[3]

Original Russia-based Artist album cover screenshot found by data mining Conti ransomware gang’s publicly accessible leaked internal communication 1082



[4]

Original Russian Music Artist SAYTEE SAI - Nikita Zharinov – Born on10 January 2002 -

hxxp://vk.com/kidsocial Album Cover Part of the PLASTIKA Russia-Based Recording Studio Sample personal photos of Nikita Zharinov:

[5]
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[6]
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[7]
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[8]
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[9]
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Artwork


courtesy of: W8D8DIGITAL - hxxp://www.instagram.com/w8d8w8d8/

hxxp://vk.com/w8d8w8d8

-> hxxp://vk.com/lungo999

-> Alexey Plyushkin - Born - 11 April 1994

[10]

1088





[11]
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Related images:

[12]

[13]
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Sample personal photos of the owner and the advertising and marketing creative developer for the album cover – W8D8DIGITAL:

[14]
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[15]
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[16]
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[17]
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[18]
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[19]
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Sample photo of Flowers a Capella recording studio also based on the same address:

[20]
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Sample personal photo of Oleg


Dyachenko:


[21]





Sample personal photo of Oleg


Khruschev:


[22]
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Flowers a Capella

-> Oleg Dyachenko - Born 10 February ->

hxxp://vk.com/where.oreo; hxxp://vk.com/id234109753

Олег Хрущев

- Born 14 February -> hxxp://vk.com/lezhatpluslezhat; hxxp://vk.com/id166833144

(Oleg Khruschev)

+7 (912) 629-76-36

улица Кирова,

9, Екатеринбург
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hxxp://t.me/flowersacapellastudio

-> hxxp://t.me/kreasttik

hxxp://vk.com/whoisplutok9

hxxp://vk.com/id654906170

-> hxxp://vk.com/flowers.since2023

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8_FBo9S9w3BYnFFcceDZefutym357cZKh1N7s2mZgUS976

MD9q1424DOhkalu1DT-bl0OaqAGPJht3GUwoptF_gLfW0hn_sWKz3B

2. https://ddanchev.blogspot.com/2024/01/whos-behind-conti-ransomware-gang-part.html

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhtYOCZC80x_2OySkhsgVVDVSyWqW8Af8gsYLcoqIyDS-nYJ

1LIBh3ai3MAKcsghqPs94CP7GOyE-wD7JGqFTfoG_DTxq_8-EmEKLl

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYKBcRVr0kd1GN3p-7fVspwcZEPXZkh-oNWODgWirRWawew

bor-nx0zOfLRY6_g-jcDcL7pTGHhw7-xInxE_TB_2Kc1ANcB5IspDj

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-tScC7lTx9_JGb3XIzmUnGT2xOeKEGfrha7mCIUGdhrZhg

Wa2xV-zxysO-E0UeH0SlJia9TWF53oeXqZp2fQvAM2iMvbOueuiFRi

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiEgi1XpMIY2xTAAL0yPyt4hp3IJs2Fqp2iC4peILnqt4Tn8

eHc3LGZI3tXAP8V3WSUzr0q9woejJMjXZm12gbB93dTZ_uQ997VtTR

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgix8Iti43KCpxdnz7eKuexGubi6oZ5jgysaIO44qdeNBIHh

aFvgq42WdCO7Bm6Qur7B6ihu_PYCvurEzPHy_CUqsUPrqF6ez8oZet

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVjnN7xYFlW3TLWX4kTm3jGuqDfxqdWzzP_LQV-4rwWDe0c

7a97Go5dViwB1iyQf32bolwLTVXzdGVhHh5fOYuM18aNcuwBKtjTRw

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiVjDj_zrOOYXhFFfxDrrtPSNXJW2VTUDjBbgvQMUbLSzt9W

ct67icHga-Vtz_0lQRyRygPJbCwychDLFJnc95Y6QA8lCmPLXHAp3J

10. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgG-B_8ZwNvK8LPe-p1aCMj8w8H4hc0Lz_szNhI6vbUlsd

Vz0yPHGX9Qsd2jMWEzPoYOON-WIB1LuAIHpocyP7aUh4AJzIsiRTxlbv

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgybjVuCb_1aNYk0hvCJJ4pmfo16vZMLmDpHRs_uwlP_La

kGZivV42PnBChU_Swkp9ZfHIkundSkd3W3EeobVUWD9y56oBA4ygdTDo

12.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgK7Q5jDgKPfcnv0oLAeBX8_WhjOqddI2lr5uDaj_aaLXa

Rkme7eydD2wCPpWvemBTmSK6l46lNulIy8Bpq_wpSOa5zQXnOrcuJllj

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9brk0K1uD_g1LW4qpQfZLpV2msAfIoWEd8QctnbXvFh0

6UHyDmchbgK88Sf-pKfdKF_VRsYTbcOgoKcHDVcpga7KqKElgl0EUsJn

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiv1UQjP_Io_NXT3zwNxh2VxkNoeIucxD1VMLARQMGeDTL

JS_EYcM5cu9It_Xmw_vx6_rQp1AwlbawOZXQnABaEpYkDTuvuaWr3jTw

15.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-sKQMkRxal3iCb6VvSsWWQLlyny7UWnV1c31uk5Cr9UY

44mxya6kC2D0FwpJhOzqZn0kJk_uC2Rl9dTeTT8fT7nDbspEIwbXGzW8

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEii6Po2jXu1s9RWTe0wmbMz7KWtfhiXifVEi3Il07HHWMO

H3MEwg3KLeBidK2XvuK1D-rgBak_HLtwhRox9Cm1YXNC7mDBvw-28Ra7

17.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhISS8jL05NFvriZ4QcPookwgEC5lXAr8azC__9OkCdPMG

4hm7-YDXTboYNGII4h5LZ7gRyXuBi2i9_IRQGokxXcT3LWMkbw34CmuL

18.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhV9jThi15hlCaS5UvNKCsSFEgefb46rnsSklBX0TesaxF

Eb49ndTpgcy5aLLQMjptG5uBBj4TvphVQMtYOigvZxYWy5oy7rfnjyTa

19. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEif-CBUHLCOo1uD7SsvlcK2VhmvTFtEmB-57cD2g9mhHqU
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1yEQPsjPYskWLYH8gfV56UAcznVfXgf29ODuuRGmBnBqg7U5VKimNsmQ

20. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjvH89jU8U9x6j-FcNeGp1MgvyaPdwMwKS7hQWczZurmur

jVAoGGrvPdw9XQhe1r5Z_Ur8rVVg7x3ztqovkZP_uLeAGzdmeFbav1lr

21.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEivfbSI8bZP_xSb4Qu2SWSYkz3HkmM71bMYiVID6n1CJm_

P6FF_ZPKNgp4CG_JMR77eiHOtWSLztX46BiLGu4OSYaherEozoHkdPCV

22. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj76U3jVP7J9U4vwMlZ8tGt20so9vvgNf-m5N-Za_K6L0Q

LsIMtWSyiVe3Qc1A4y6ChIlDHk7ZlFGdMag1GXLmILXad6UXjyEjhja2

1.1.7 Profiling the xDedic Cybercrime Service Enterprise (2024-02-26 17:17)

[1]

My latest white paper for [2]WhoisXML API.

The popular cybercrime-friendly xDedic service was recently shut down and in this analysis we’ll take an in-depth look inside the Internet-connected infrastructure of the xDedic cybercrime-friendly enterprise and will offer practical and relevant technical insights making it easier for fellow researchers vendors and law enforcement to keep track of their current and historical including upcoming online activities.

Sample domains:

hxxp://xdedic.biz

hxxp://xdedic.ac

hxxp://xdedic.tk
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[3]

Known responding IPs:

194.12.255.28

81.25.59.80

125.209.101.190

41.74.66.229

186.2.163.126

91.220.101.43

41.164.71.116

104.21.31.62

172.67.175.56

104.31.84.191

104.31.85.191

185.214.10.111

93.158.215.185

87.236.215.18

5.135.26.102

176.123.6.191

[4]
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Personally identifiable information:

Email: support@xdedic.biz, abuse@xdedic.ac

Jabber Supports: support@xdedic.tk, support2@xdedic.tk

ICQ 591-20-47

[5]

Related personally identifiable information:

support@e-investhost.com

Name Server: NS1.E-INVESTHOST.COM

Name Server: NS10.E-INVESTHOST.COM

Name Server: NS2.E-INVESTHOST.COM

Name Server: NS20.E-INVESTHOST.COM

Name Server: NS21.E-INVESTHOST.COM

Name Server: NS3.E-INVESTHOST.COM

Name Server: NS4.E-INVESTHOST.COM

Name Server: NS5.E-INVESTHOST.COM

Name Server: NS6.E-INVESTHOST.COM

Name Server: NS7.E-INVESTHOST.COM

Name Server: NS8.E-INVESTHOST.COM

Name Server: NS9.E-INVESTHOST.COM

[6]
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Current related domain registrations:

infox.sg

getmobiledevices.com

trustpharms.com

start55555.com

elevrus24.com

Known responding IPs:

141.105.69.219

80.93.188.78

158.255.1.56

88.208.35.36

88.208.57.120

188.126.76.59

46.229.164.15

185.26.230.134

62.152.53.50

209.99.40.222

103.18.40.182

[7]
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Historic related domain registrations:

mstroy.pro

viagraovernightdelivery.biz

kuechenmarkt.moscow

baf.moscow

xdedic.biz

kurgan-45.info

rrwiki.biz

legioneer.biz

Known responding IPs:

209.99.40.219

104.21.31.62

172.67.175.56

74.220.207.139

5.135.26.102

91.220.101.43

104.31.84.191

104.31.85.191

41.164.71.116

194.12.255.28

81.25.59.80

125.209.101.190

41.74.66.229

186.2.163.126
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185.84.110.74

185.84.110.75

185.84.110.72

185.84.110.73

185.84.110.70

185.84.110.71

185.84.110.65

185.84.110.66

185.84.110.84

185.84.110.85

185.84.110.82

185.84.110.83

[8]

Related domain registrations:

xdedic.biz

wertor.info

adminin.mobi

swap-money.biz

fedumps.pro

gossipgel.com

viagra-purchase.org

goodfinance-blog.com

q-seo.biz
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ed-generics-online.com

hotnpapers.com

buycytotecnow.com

pharmaplus.biz

buyingamoxicillin.com

buyingclomid.com

amtrustpills.com

site-in-top.biz

omerta.cc

xdedic.biz

wertor.info

adminin.mobi

ed-generics-online.com

buycytotecnow.com

swap-money.biz

fedumps.pro

gossipgel.com

viagra-purchase.org

goodfinance-blog.com

q-seo.biz

pharmaplus.biz

[9]

Known responding IPs:
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91.195.240.117

193.187.128.22

18.215.128.143

193.187.128.60

52.4.209.250

149.202.225.167

18.213.250.117

91.227.18.166

172.67.164.204

194.190.153.138

104.31.70.227

212.47.196.170

195.140.147.9

104.31.71.227

51.161.1.45

89.111.178.107

45.156.119.4

209.99.40.220

40.117.174.224

89.111.176.101

178.154.240.197

89.111.176.224

194.85.61.76

38.11.201.106

38.165.108.130

204.12.207.178

192.151.154.52

104.21.31.62

156.253.118.74

186.2.163.126

5.135.26.102

91.220.101.43

172.67.175.56

119.28.6.251

104.31.84.191

72.52.178.23

104.31.85.191

150.95.54.165

41.164.71.116

150.95.255.38

194.12.255.28

185.28.193.195

81.25.59.80

159.253.25.197

125.209.101.190

159.253.28.197

41.74.66.229

187.134.45.172

89.35.39.50

190.133.29.139
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209.99.40.223

189.245.138.156

141.8.224.169

187.204.88.251

91.237.88.232

201.119.124.139

186.50.114.86

201.119.9.63

186.48.59.8

170.178.183.18

103.224.182.242

75.2.18.233

165.3.150.34

154.221.230.198

169.148.17.239

154.201.195.229

179.25.249.159

155.159.237.68

2.88.87.18

160.124.92.248

186.50.124.35

15.197.210.240

178.73.236.178

210.230.244.170

141.8.224.93

91.209.77.20

188.120.239.86

184.168.221.55

208.91.197.206

185.53.179.8

141.8.224.183

85.114.137.19

52.200.243.123

52.20.104.240

52.71.117.99

107.23.160.218

162.214.81.12

103.50.163.86

52.71.185.125

52.6.86.86

54.210.33.190

54.236.123.224

107.23.198.240

52.4.72.137

23.20.239.12

54.174.212.152

54.208.174.161

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjzCEioPWi6XKWZdvaPI50UEysg27D9fhoGkJFNydE6na9mX
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FbAV36rDksz5huH3seFKSkLDE4PQ5eExk0vCXHXL1IIBuAg1zazK9I

2. https://whoisxmlapi.com/

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjSLDspj_Azx6s4veiiS2LEFCwNVwO6HOqP0Zx4-8tS2ZDDJ
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9SvWRte0rQv-KsrqM0rcR3oL9sTn9t2cvNcDmMGX7aN5FCuq58n_ZM

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgq1iOfFI6OMyZhlPDAFpj2GbnJIp7lwu5t9Z-Z72NFTMP8h

Vdkx10beu4w6G_0HsClOic8wWU0J6JBBTqUWCo8-B6oI5HamGcBnc0

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEip7FY0oRpyHGX3YQdyzF2pMITXqDwtORcAxDS0f0VSyu69j

PN0yzC4A4xv8EiIMT6LVv281KKR9pw6WQKhFEhPekdFpMMZQ_-uUpF

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgR4qzLxaBkXY3FooXcVyIBpy9sTzzmLKQuQupr_h8cqs6IZ

VCSrQKauGoZjD6I7w3ThAHKahjmPlmNh-phv2NhuZm6C2lA4NOZMgi

1.1.8 From the "Dipshitness is Cool But Is It Relevant" Department?

(2024-02-26 23:21)

[1]

From the "we’ hate you. "We" don’t want to see you. You don’t exist and we don’t want to see or hear anything about you department.

Cheers!

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDVCTE2UJ8HCMWv3C_8wo7920mbDNcN2tTaPJbBJeV9Xg2w

exjEAhZfIEwABJqQSukmdQuOka1zT3isgo6nZkd6umTzFEWdr1EhV-

1.1.9 The Troyan, Bulgaria Local Dipshit Leader Gipsy King That "Killed"

Them All (2024-02-26 23:21)

[1]
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Writing dipshit "poetry" and singing it "all" constitutes illegal and dipshit activity. Guess what?

You’re somehow supposed to be master of it.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhHQcCepN5Wr-p4ESesHY7PUL3Nz1vZRF8_aLuhBD6DjTaAP

gkTyHSpeTBmlDptfleyG3gF9bPX-0tbdWn2riLwiebWYG04Mq6eJLl

1.1.10 Exposing the Warzone RAT (Remote Access Tool) Enterprise - An OSINT Analysis (2024-02-28 04:10)

[1]

1111



[2]This just in.

Here’s the analysis.

[3]
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hxxp://www.warzone.ws/

Personal emails: solmyr@warzone.ws; ebase03@hotmail.com XMPP/Jabber ID: solmyr@xmpp.jp

Telegram: solwz; sammysamwarzone

Skype: vuln.hf

Facebook account: https://www.facebook.com/il.meli.5

Sample photos of Warzone RAT (Remote Access Tool):

[4]
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[5]

[6]
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[7]

[8]

[9]

[10]
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[11]

Sample photos of Daniel Meli:

[12]
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[13]
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[14]

1118



[15]

1119



[16]
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[17]
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[18]
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[19]

1123



[20]
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1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEheVo9MCSXkq4jTQVny8KBB7NbKGf2PqcWG-E7Dzz5kMfXb1

vTlqNrFSJpyEoqQJJ9xoNoYqzXYzqlJZ_JdXRprPutshBCDBtsQxR4

2.

https://www.justice.gov/opa/pr/international-cybercrime-malware-service-dismantled-federal-authorities-k

ey-malware-sales

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgaBbiBZtqDTzLezCp28K_DJs4Xq9zfPhaMm98s-4eJir8zu

0ItV_JMPFYUZMUu44WppPUuktsyjkcFaSrL3TNcljZlu1bUCczC59l

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMWjbCuubODekg8KaMyl-bnSfURzZlej9ET2b6l1Drp3UP2

MZCqQnHGEJTau1KfjXQfWEYpu_GMXSyEZoAQ04s64RjNr15tc0nZxu

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgu0LHsIFzyNpq0C-ZfnrfiMPQZJPLQPmNgjmSi2bSFsaUrm

PlD5qOUMS7r0RqXTqX0MCgDf410ZhsJp7MTGY3kckLlU5IwMm6OOy6

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj38XP3ET7k7Jgz-WqoGcB9AkOXZpQQrzxFAoIM3tZrn1sur

V7yGYp1rx9Sw3dyYM9COY1hb5YpIKaNOP6cIdSn-N-c8q8D8znZB3h

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNLLOBCjXkHdGuLIEhP5lKk6OU4PzT1-PHkQtBWHvimgCWX

c_yDOqHpZupVysXYDAW2hy28OmMFOv09fGu0R-zj6LOl2x6y96r345

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiWPfDh2ueP56niNb0judi7BRKPkMu81THb0S6se8iF9Gmp6
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FYtm942rw1r_7piif3MQOmbJmD8jtBYHt1_JY7xTHKbnzoRfkcbktR

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjC5bubZRs2yT8d4IjT8rb60B1uHs_8Melo0kIXL9RUxim2u

hOPjhYAuRKwQH0PZT48w_cnUI2XJIOF5IaBMXkCUrASM8viq65Vh9m

10.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj2tiQa9RDpFkIF5gyJpUhB4MDW8ljZaZPp21agQ2hG2q9

MTT2l4Uz02ixvHkRHk6hi-OxItOigAY4qwDzbqfAnNnoORhwUvhnLbCB

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg08xUqvVHCBJbDsdIGt7MRDuXogoSw_GO8As4MfTvJHcJ

1-a4pje2bOVO5AzQclibeds0auSiqP6FdI4x1wSgg4xMhyLM1IN4CZVV

12.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgxyiaQ3pS7HE1tTs5pdp02SlhTdrYcAdDmUR_7rkLJS2O

odlzGOauJvUAyV90yLCj7SSdn4leo67t1UHZS4m8isWulrFQJjdziwdr

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVyG0MVP61gWa9VyN9-jVLb8HOuCe7DAHUg_0ZmwOSdYD

n-s2DxVQJqmUD915z6PBZfbzMCuva6QDt4S0xFHxIatct9zYA0ZTf7uB

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdDpnbEQCJiJUq5g0HojbFsre5_W7pD3CCIjA2u3MaHga

lPY56rpAKpBuVAZAeB82Bd8-dvRDwBXeMCLpYUkjBXpI4gKWp9k-SvNF

15.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-Vk1KkhLIHAKg5ctpLz9YG1xmLMgLwjdkirXi84fAUe8

3aqNIOnT-lITj6eoDmzg_kTK_Fuly7X1z82ogve9jZHRXhmx1LGMjnWo

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZpslet9M5GDokH4jpHFhOIylGZ8xkBhhy2uWK4ySSZx6

J_xa9pc8WoAIrfaceb_0mEoi4ib4o7Ffj3hzSqIncQUaAdfU5Ck_6Ukj

17.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgfAKwecQqYakfNlKLkejYQEgynlJK_WZ3wS9vla501Hk3

GEw437ivIMvUQllePdDJdloFogShZvt2ymtqufv4APawPPTa5PTTn68W

18.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj9h7kzXAVpF8kRD9LhIspts8iD3v_HHnsfBlRCvzpGQdl

F-SXSO9Eyqk66V1AXlkWOND8P3UF35JaNPo6K6KZ6Hlo2M1EjD6nw4MV

19.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgYTk8eUuvvdHwhfzWfUOAEKI-Ua11Fw8KUjkjuNMedBWb

zYCWeTW_pfjMn9gi6PvXc_HoSmmEsnE0y_4-5QfCOhW2b3ZP0VuXR6dC

20.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgh_JkoHzKnnCLRxwweqdCyrnVQ6WJ8YNxZlH4U0P6S9ao

kidZ6gjPzE2TOdT2kPAw6Ob5a0DpKJKog7C2H2Ko_FiYZUQEC_ELnmck

1.1.11 Exposing an IRC Botnet - An OSINT Analysis (2024-02-29 19:43)

[1]
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Since 2021 as a part of an in-house research and capability building project we’ve been collecting tons of publicly accessible only cybercrime forum information data where we aimed at building the actual volume for this project which currently amounts to 1.5TB of actionable intelligence on current and historical cybercrime and cybercriminal activity where we aim to provide an in-depth analysis in an upcoming set of white papers on the topic of the current and global and current and emerging state of cybercrime globally including to provide as much qualitative and quantitative including in-depth and relevant technical details on their malicious and fraudulent activity online where our primary goal would be to assist fellow researchers vendors and organizations including Law Enforcement on its way to improve their situational awareness in the field and to build their analysis capabilities by providing them with an in-depth overview including the big picture and all the relevant connect the dots research and analysis in our upcoming set of white papers.

In this analysis I’ll discuss in-depth a IRC botnet that I came across using the original 1.5TB of actionable intelligence data set that I’ve been working on since 2021.

Sample personally identifiable email address account known to have been involved in the campaign includes:

breng _me _do[.]live.nl

[2]

1127





Sample domains:

hxxp://mboost.su

hxxp://verify-security-settings.su

hxxp://kei.su

hxxp://paypalobjects-com-nl-secure-verify-cmdflowsession.net hxxp://x1x2.su

[3]

Related domains:

hxxp://e2b3.org

hxxp://c1d2.org

hxxp://x1ua.org

hxxp://r00n.org - Email: trainerlouise[.]yahoo.com

hxxp://n0ur.org

hxxp://m4r4.org

Related MD5s known to have phoned back to these domains include: 978f87f1cdbd13b571a8b0fec4cfd1a1

cfb69f9061e28c74f2d617a67d3e19ad

69be9bb725115c880d500c02046e2f42

74a62a2e9de0952559e5609c6a126661

1128

f980d6c065cd50d0e0e835141d080770

150498a047c1b6af4e347a0a9919d580

581f13653c95d8868c38e88cc5edec3f

Relate domains known to have been registered using trainerlouise[.]yahoo.com: hxxp://jossven.com

hxxp://0dayx.com

hxxp://alm7.net

hxxp://marcandpatrick.net

hxxp://retk03.com

hxxp://xixbh.net

hxxp://0n3mmm.com

hxxp://drwhox.com

hxxp://myserversconfig.com

hxxp://yamimo.com

hxxp://caninebaby.com

hxxp://002mom.com

hxxp://rania-style.com

hxxp://001mom.com

hxxp://8rb.su

hxxp://lebanonbt.info - Email: sullt4n[.]hotmail.com

hxxp://honeycat.org

hxxp://thismynew1.info

hxxp://artiho.com

hxxp://003mom.com

hxxp://idolmovies.com

hxxp://sandbland.com - Email: jackycohen202[.]yahoo.com

hxxp://googleure.com

hxxp://retk01.com

hxxp://sult4n.net

hxxp://mom002.net - Email: perezoza1[.]gmail.com

hxxp://photobeat.su - Email: mingtian8132[.]qq.com

hxxp://elnytydma.com

hxxp://wipmania.net

hxxp://yongyuan2.com

hxxp://smellypussy.info

hxxp://xludakx.com

hxxp://tassweq.com

hxxp://rimpac0.com

hxxp://t7v4d.com

hxxp://haztuwebsite.com

hxxp://ksaxchat.net

hxxp://elperro23.net

hxxp://rwt234.com

[4]
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Related domains known to have been registered using sullt4n[.]hotmail.com: hxxp://l33t-milf.info

hxxp://x1x4x0.net

hxxp://alm7.net

hxxp://saudi.su

hxxp://l33t-ppl.info

Related MD5s known to have phoned back to these domains:

340acbbd837832cc42466a81357021dc

d8ef3cdc01c913766936fb030c82e0ea

866b03e6b586e9a021aafed06fa6d917

d42b2512ce22ee8ef61049821d14e83a

be347d137978487c3063c1801794ba46

13addecefb590192d4f537506af563b5

686a6b93bf39d770c750582aba9600a3

a8e4ac094b856e4fa4db55735c64736f

ad4f1412fc78ada25c9757ffa7a29ab3

1130

bbfab98efe673911164de671542cb2ef

Related MD5s known to have phoned back to these domains include: c74db600c2158d921bfd44eb3b5a1b35

a2fe5e31cb05073dadfe2d8c91f14bbc

1d05fba397bce9ebbb4684235e6b75b2

4150cc172ac27014796972a713717dcc

9ca0a2f6dffef2730a94ed79ef97aea9

942bc3399887085a7b6f771e5e5918e1

b617bb6abbe1995a97688e4cc74f7875

31175b6d020ff6cd98a870cee472172b

fe429f28fbdbd863a4b70a1a97bc11db

cba3813f2f3e1bd8ebe81b8d816639e1

f75909083afc394e3a30580ed6bbd538

55e676a6cb4e1a8b647a112c30ae3d0b

ceb6d8764e43cae795de32bd56c38489

15f2e12d309d143c2fb25d7040cd184a

e43bf58277a31894052b637ac70b658a

8cf9f96ff33a81bcd39d173356fc1adf

419a9ab98c26646d365aec564f1c3c51

a9d421a233108de81dbefc19623043a6

b6098ec3625f30bae42869b5d34b0273

ace5df390f8dcfd0defd286aba25a66e

1a24570afc2a0cd8f422fbf17352af6f

61cf47b9e315441ce20bb92665891103

5f3befb6f6749f58ba3b54041bde28d7

7bb27134f61163400306e2ac45b6e92b

76eeed5e103f690c555b0e88a536163f

388b23a3ae3f64837df0b0c95f20e731

cc13d2e7da89391428d078ef486978b2

2f086d52737f8f6b0d4333089aae5d49

934ff0dccf44a9dc662604050d1496a3

832d5a45883cf8e24f24113dfd5cce30

69795f0e15ce52303ef134cb527146d2

8ad16e64d26ae7eb976ab4137fd82b47

5e3ab30b83f661e3c9a9e03367505dff

b9d86885cec94ffdefe9a271d363e051

989c562db7edf397d512e28c5df41489

bbfab98efe673911164de671542cb2ef

be347d137978487c3063c1801794ba46

68636da56c83715de2290164bcf756b0

e8f92cafa9789d3579ceb11e5c01dab1

a8e4ac094b856e4fa4db55735c64736f

ad4f1412fc78ada25c9757ffa7a29ab3

bcea574ab3b77340f9547064b382f4e5

6e6a849a6d50223435b0bf8520616cc7

1ac0f0ed620167316005eed04188df52

d65a94fb3af688779a1341825e25eed1

6b32910a30125c548c502470b2735011
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c5fcd41c4b226f09d3ae2964c62efb3a

347ab96164badd2a304ee1cb7acb86ce

d1b1ed1b4225834211d7a0511a572771

3fa93942d2e4bbbbea31940cbe689934

524b0ef1e7e4dfe2ad8c9fcb39760e02

fe4ba5c4b12f8d65417132dccca96614

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgq6xTGev5uXs_2IzGTTf854rXbPpnVJiFeUILbUOc1xxcwx

tE2nnRHeNORzxppVuteX5pNQzlPXTaeKxirqHAJZgcy_Igfy53doAu

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgU16sqYfQyxZqPajuR2b51lnis65iNJDJ72rxGXd70blEUy

Ft6GFSYarCfdDE3DCsSOImlZnpa08t4Lo6_7zprE_KazXXtsL_xMe7

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkA3HmipUpuHwjFexMQmH1zKunmUrjS0FHYEUPYiaNbSs8b

CfNstkYLj4pcBvY8j4nEeN3_S4aKqpP_KRUXio-16RNgTsCaoL_lYE

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjRLKgHF9YmH7z-UL9k94woTh-MaxnYLV52VhMBGl4DuXRWL

95v_Nbo5N-BNiEu5xKbitF3jowUh6svpoe6MGvZs9XgBLaqs9Av5g5

1.1.12 Ex-Cybercrime Forum Community Member Runs a Profitable Penetration Testing Business - An Analysis (2024-02-29 19:43)

[1]

Since 2021 as a part of an in-house research and capability building project I’ve been collecting tons of publicly accessible only cybercrime forum information data where I aimed at building the actual volume for this project which currently amounts to 1.5TB of actionable intelligence on current and historical cybercrime and cybercriminal activity where I aim to provide an in-depth analysis in an upcoming set of white papers on the topic of the current and global and current and emerging state of cybercrime globally including to provide as much qualitative and quantitative including in-depth and relevant technical details on their malicious and fraudulent activity online where our primary goal would be to assist fellow researchers vendors and organizations including Law Enforcement on its way to improve their situational awareness in the field and to build their analysis capabilities by providing them with an in-depth overview including the big picture and all the relevant connect the dots research and analysis in our upcoming set of white papers.
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Sample personally identifiable email address account known to have been involved in the campaign includes:

dovolniipirogok[.]hotmail.com

[2]

In this analysis I’ve spotted and decided to elaborate more on a well known and confirmed as a cybercriminal in my own 1.5TB cybercrime and cybercriminal activity data set that appears to be running a currently active low-profile Penetration Testing business with several employees and a LinkedIn Company Page.

[3]

My initial analysis states that as the email account he used to register his domain is a well known email address account that belongs to a well known cybercriminal users organizations and companies should probably stay away and keep in mind when doing business with the low profile Penetration Testing company operated by the cybercriminal which we’ll profile in this post.

[4]
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hxxp://secure-partners.com - 67.222.38.88

Secure Partners

3578 Hartsel Dr,

E230 Colorado Springs,

CO 80920

P: (719) 219-9489

[5]

We

also

have

the

same

IP

(67.222.38.88)

acting

as

a

C

&C

for

the

follow-

ing

MD5:

C74971B8BBE623CE9CA42DAEA37B89C5

in

specific

it

phones

back

to

hxxp://www.revivemyappliance.com/a7/?qRNhrDdX=RwazjtCjCkDOJFWkqyvig/WpDe8bVej Y7lRk4rW26z7wj0389UWJMya8nIjb6sumHpd9Rw== &TV=bl1d7BMXcny4 &sql=1

[6]

1134



Related MD5s known to have phoned back to revivemyappliance.com: a1391b9873a51ab38b3e160fb157bbee

dfc2e426f67bb90a2ece8ec6e9d627c8

98a1ca5c120649dce089c077854027f3

b999cd98ab68cd8c0384da456b73d516

41005e714de8c9f71c013b97c35e5eb3

b98d55a66bc6f3577a6e6fe3d0ea15f2

[7]

What we’ve got here is a decent example of a fraudulent infrastructure where we have a confirmed and well known cybercriminal operating a low profile Penetration Testing company which also has a LinkedIn page where several people are known to work there including an additional domain parked on the same IP as the original IP of the domain operated by the cybercriminal where we also have a malicious software variant that’s phoning back to another domain parked on the same IP where we also have an additional set of malicious MD5s also phoning back to the same domain where both of these domains including the one registered by the confirmed cybercriminal are using the same IP which means that this is a very good example of a cybercriminal infrastructure gone rogue in the context of staying beneath the radar where the most important part of the situation is to keep in mind that the cybercriminal behind this low profile Penetration Testing company could easily turn it into a profitable business including to possibly scam an unknown number of users into doing business with 1135



him where the most important part would be to keep an eye on this Web property where the most important part would be to monitor for additional spam and advertising and additional advertising and promotion campaigns by the cybercriminal in order to drive sales and new clients to his low profile company on the Web.

[8]

We also have the following malicious URLs known to have phoned back to the same malicious MD5s which we profiled and earlier exposed such as for instance: hxxp://www.revivemyappliance.com/a7/?DxO=RwazjtDTADTAKiPW2Cvig/WpDe8bVej

-

Y7lRk56ut5DbiiEGz4

xzTKQ3pk93g2qTv &SNl=sPxt4JrPCz6TDH

hxxp://www.casineuros.com/a7/

hxxp://www.luxuryconversion.com/a7/

hxxp://www.carminesforlife.com/a7/

hxxp://benthanh-toyota.com/a7/

hxxp://www.hugedomains.com/domain _profile.cfm?d=brandsinfinity &e=com 1136

hxxp://www.revivemyappliance.com/a7/?P2uLzd=RwazjtDTADTAKiPW2Cvig/WpDe8bVejY

-

7lRk56ut5DbiiEGz4xz

TKQ3pk93g2qTv &DDIDU=MjLPbJ5HQZclu8m0

hxxp://short-it.com/a7/?P2uLzd=gTy+o5HC3Jf2kvAJCACoCIH3YpRJsHlS6mNQC/VkGp63Jv DNxPxGGVsb3uu3q

Dyy &DDIDU=MjLPbJ5HQZclu8m0

hxxp://www.theadvancedcoach.com/a7/

hxxp://www.revivemyappliance.com/a7/

hxxp://www.revivemyappliance.com/a7/?A2MDSDG=RwazjtDQDE/FJFbXrSvig/WpD

-

e8bVejY7lJ0koK3+T7xjFb66

EHFa2iwkOiw6++xEqQl &mN9tO=h0DX3z

hxxp://www.xctljc.com/a7/?mN9tO=h0DX3z &A2MDSDG=Q+xSXVSgPsX+ui8RWtkE0LMceuxsebFT-KQeh

0+SSCeFZZ9AoDc0s
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1.2.1 Exposing FBI’s Most Wanted Iran’s Ahmad Khatibi’s Afkar System (2024-03-02 01:33)
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Everything that has to be found has already been found somewhere online.

In this analysis I’ll profile FBI’s Most Wanted [2]Ahmad Khatibi and offer an in-depth peek inside his [3]Afkar System company.

URL: hxxp://www.afkarsystem.com; hxxp//afkarsystem.ir Mobile +983537254322 Email: khat-ibi2007[.]yahoo.com Facebook account - hxxp://www.facebook.com/ahmad.khatibi.35

URL: hxxp://afkarsystem.com - Email: khatibi2006[.]yahoo.com; am _taghavi[.]yahoo.com hxxp://nsrmeeting.org; hxxp://rmtomeeting.com - Email: khatibi2006[.]http://yahoo.com

[4]

hxxp://ircrafts.com - Email: farsigraph[.]yahoo.com

hxxp://taxirani.org - Email: irtuorg[.]gmail.com

hxxp://mohsenrahmani.com - Email: mat.ericsson[.]gmail.com
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Sample personal photos of FBI’s Most Wanted Iran’s Ahmad Khatibi’s:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVnLqhgY2mII4ViEU59sq_Rf4qMu54btPg4nvrPCJY0UT

DJ4_kb2P7bq8wDn3DzgKbV463RAba7_bsoLTJbtuM2DIl13YdfIlfDyp

47.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgYvxQGtgkt4KsvxrRWP4IC4foy-NbaU3lmO38rSHI5V00

qFLyPyiMzdTi0mffPRq_nYZoEAKTur8a86vg5T_D1GnJ8e8uqZ9PS9NJ

48.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjI3pXxLf3NDA3wphWSkxSVNHtciXuDCZKl3DjRCWPLiEL

_CQV7Cq5PAAKdF4CFQOB_Cg-hEkEKqvW16pYGzTpYFrPMdgvDjLlDjID

49.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPXtukbI51hXTSbKYid35ZvAvpdHVDfQRyz8nYSlqbvTS

NBktP3AdahxNLjtU5hnwtiycnk5j3BnulQaCdYpH42q621um1QQopCpl

50.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjpPTZjwcGzMm06mxbohQi0I3q3hz_YqtUAGjYD_pwq1n0

1vhzMqeMJHbaX50sw3blqWlObmbXZIKceYt1e8XmF2-XgZnwe8eabM9z

51.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgTzXA0N2d6Y93osF9Fjidn9e0TEAUU1YZ9UCI75dDZtLN

hUB3IgzZDbQytvx-X8VpFS5d2k16biNXEwjquRV6zohaI_MWeDjaYaP8

52.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOlNPLAsYeaUuiSsGSEycgcwVt7aaEGai4Qi9LsKAbehI

5kQqxsCM1zImuiBwEJlmFbps0aOGtLaqa2OPyT-Hk-Zjxglgp3AOcDd_

53.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjm1X5aEIisg4FZ9f5R3Qx9q24HFbX0Ie8Se3nYdn9pmWn

yHm5Nq-9JmVhDT1ncvLvgTXzRyEmQJNRNzteJ4S7QB2RccGiJSbagqIJ

54.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj0wGDAe_BpZT0pBVyu5mvjUCMrmMkdaGa34SAgV9Ob0Hk

azcgXzFdERnNtttFnTGxNrNdju5PCwmpQMQiMJN3tzmUx9G6GGjpmJZ8

55. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMvEQTSxOSXPo16-VuV5Dp9LeHWCx-uDthEx0L_0OG63J

H-fv8-yJ7l3INlUhWQBvq9ga12RRbULQCyDREZle3oTavs2bUNZHBLbj

56. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9FhdcBX4v7oSV5Mas1TB_mwovLPfXibLPW4N6dHPUF-2

T8i4QNKMWHebDmns7oewKZL7xjEQzb8Cy98DLkgrIcwNVsPZG8HDn7u3

57. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiyp0kH82Ek3XMFJK9LUt_7cnkQuhUeesawP9-UgWz1ORl

G4rxSvC1Mgut33t9kdx8wdoIZXuL2eO04E3_2S5RWI11vRkj0_NEGWQB

58. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3f1gr99SBYMr3d8v65OpjrW-JZb5lPudkLma5mDGmXNl

wkdLZ6BvwRlOUn-BmPR9mj324O5CZldGDnoeR68YmQz5MNaYQbU3jtTu

59. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUGuToHt3Lk50qDQxi-hrkOkFgLbfbghdF1qfv9Fpkrau

WqQGodXG0lf4cjkAQkot3d7vqR8ZQZ5ErqRVb-n2iLEiFD9oGtppkbv_

60.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjJyGQOKdeQ2Vq9FCkbHa6y1XlKQPOAFm7xMn95ufAUUDb

Jjj3kLxtsCuuAip4Dzm8JFBfOEZRDABWxIshkAf4xRP0IC_SsnVKk8tK

61. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhvOa_AmETgxs9-S9u_KMOC_90kWq70HiK7R8_5h0LdIR

V6_WVQTQi-v-7txeEm5mTvWsjsDAahFVYjZA2TlJeiDmvsudflx7bU4a

62. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtB0VIya2NXVBXZE_e3X0Q4KmadhjLQkw-aoCxHLGd_Zy

z6FV7iAs_23P9e2p9IWBmgIcyZlWRP0-3xK72eDexOGN3C0J8iGEL3yP

63. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_YpbxHLFQfDPF1hZzo1CXxcbp-9dHTCKyc8eY0ouqTzG

ggsS42IFe8BMXr44n1_focBTU7Wuy05hwXC9hiR2vo4G3r1k8paau84B

64. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5-P5SWWEAxZp0EwwQTwe9h9nmdqOnyKgRgySlaqqoRA2
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0ziKcJHORpqYwNTu7ZxAhgKpI8534c9qp3Wx0pC5unUaBwJ3yHRkeoFQ

65.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiqKkdB99xM2bFNgEfn3FS10ZjWXXhD5X1NMBF6zuGmIi5

3BWrt4Q6QHvWgMUPJsIL88iS-bbvIA2RQJBFcW0V4L_rFdydu5Rfvd9s

66.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOxcIg8dZ_O8XAEklfy3qM3rv_AV8mgwiXzTbKU1c5jUK

43U5VGVsCetpd81jsvG12r2OKc6XUSMfkdpF_12tIWHVCXKbDTeeDMux

67.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjRE_o9SH4vOM37p8CUYm46PcSa6zsaI5ac1e6EXznqnlS

KIu509MvzZ2zARAtGo5RS5a2wZTCEKjwgkkDXcl-b_uU2P4mFb0Avvx0

68. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWP-8QIdFWUKzJRBpbbcG0FuEACinDFVhU6cazdYF7gdO

m39S9YJPL5dQruMWt2BKUOnm-rztIyoRWgIIsTK45xRXGeyB7pXS99ZV

69.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCbJm8UCLey8r4qTLV715MyUkehOdH6O6PZH0q9pBe1ov

p0TQW_EmxuVZvVpxhxVliFuSDAq-_9FHa2B5dJvwYnkBXNnbY1OenYSj

70.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEilH0jZ4_IimqyTc8dZyLnAOy3ySEypg_jqRI4BIEXfLle

qfzwHA2wlspnjoAygYy4Qc-3LQyWXH1Ij-EBbRJztT23paVXzojFM9_X

71.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK3D6K6UIJny4qke6WQ1iliS_R1AnDqLksqKWIbeRy1g8

0WxFmVy8xxGnLbT5zSkurZgYXwWYcOFZJjFVKS1Mo082cjW2brCrAEA6

72.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiBcHa56uiP__qxiWeiXfLnjfVDBGCAzuFccwyTve0bFHr

lbM1cUDeJTM9wdWHjsmBO6L1CnA5ihZpK18DoLrBwg6P1CyJfNevaq1e

73.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjJB3el2gXBqszdcftUJjWfljKy1foD_mttLCeW6yuCzxu

mt-1oHioPWA7kLkBRgJyCZyXFGMVA8tKgVhqWA6ZTXQY9PQq1DatJOsZ

74.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7TDrBoE5dB0PRrzd1UxdvVQQIDXv35megxmcUMdPy4uT

A_yQRaOeGgK2Yj0HvBZaA7xoWes5tUwNOK_9VKORBeCIGo7cZyeuPArL

75.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjLeHdfIB0g5F7FuK3khnXV0gtePPhH89XjVdkVGHXX7d

1kgrlSDGjgp85Furt212MlP2EiF8JtVbyr2qigUrK_T1JbnYUdPJ0fui

76.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiwtWDB7pQ2EvF1kQOLILvivuZwBGJQyX1rhNhhMt72rld

FIhrcsigWKQGlxJzOJ2Jh_7R0Z8upCc6fvtfsBUUMgyK6hurx24mmECm

77.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj_-UzZ9GOzvvz61xCKe0w_P9kCafxQIRrJN3p3RIfUx2O

0gx441hrXJ_4yPwzY_OLajZVeqWWaqEhCVvYQwZUDjHvD1kAROTaJQmd

78.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhKQjGgCleylT1mtdrsm74LbYjffuS9KG3p45Y50WlL0n5

sH4uK6lglV6nRb7y6lU7JJ9YNGYCyWr-KFZ43jDqzy3-4IwRbH1kB3w0

79.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiD1C0tSdh5tOoN5_PyloClL69YUFlSlzAxVF55c0Kwo8g

yWYR_CNk6xmIcZ75OeJT1KGyaSRBqr2LtFlBufZxusK1owLmSZXA8szX

80.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3Z3p_LKlSnMEwPs7ApXh4Z36mDrLKP_bFc3mS0VnHGzc

aK7_9EskaLwTOr4dn9FWKV__q_lSmyN92wXnwghacgchHFGKIuuZyzwb

81.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiqHmdSlSjSxt7lp86RZb7LIgmxl9rf1ke_DFNIqSl7GR8

Jt4-Gefz69_6rE_MWMQuTY-UYdBUFh19oSCOeul_jpZ4Q5zylSky_dgT

82. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhujBib9a0LWF6IVzBksrCBAfrDiZkueble-B3qfuRN6-D

uYbmwJvT6Qj1FOH_86eUu64O_J2OfPnpEzyUGHh_WBEAQp8uIuWP1BN-

83. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0N_NtmLPwgm0Gy5-3VZacPcPpQyH-gpt8Gj57qSghyz2

BWzt2c7XoEgfMPJW5fqHCMEyDdleg2VB_FLcjJ-rUIXEpNDB3-VREZXm

84. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiY282SflSgizkcv-EgGAgge08lXasS91W-jWdb9kHRuRL

HIkyLpcUcqGxcdsDt-frRABr8juDQT7x68ZTvnWAnsCq-TSpPGfDT9ex

85.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEfza5iRkZ7J_IlmmY9PVEUgOcC8P4gYgh4Eai4vKuWbT

v_Ox23PNvK5oyLoxs_25ut0ENAI7C1hTngTgE7WQAih22ZhzHI2Jn_av

86.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiTDiIkikYqZ46U9iBImsentNlRgB7lqBMbQOVs4BUTYoW

vWtOEvRpIVYHG8EnOxmF_PPXbyf7TNorrYmIypFdLQegXZkcjFxDz1jd

87. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBgaYQLgbG1S6nSyCie_LeIE6-DNL8SRdwDlRox9yvaxD

W_YMwtsK4Kemj-lWrUMaB7WYHjKPjqxEN3V0Fr05XRY34XgUouk8yvDI

88. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5t6SJIFBi1e_YKaXiG9FSxVUSvJh_pN_a4Y-eGFNWcdS

XZLos45eb53nc5EUFJb9mNB4CLNKpe7QYYuvqL5nm5d8X5n2RYmQX4lU

89.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5HnFplUERt7AxT7mFx6SM1T6XflYMNgfjlRhlUPxNlPq
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spKHYMA2Iy5VpQ2yXM3WX4CIMK9yw3pwOC6xpZJIE8wvcC7xWc8NBWLY

90. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEitgZ8-ym56xLWzpm3mHfz7dvKrK9rsaRQDp6dqPuqNaqL

3uJKKtDWLijl-OdtpFA4qb7hawMB9BcFxH4rd0DO-JNjtzK-B0dorj68

91.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhdF5TVRXod4BRealQ7KHKT3RWVwWhmxwpxLNGbCxDG8C-

MNpEbpo7wXKJGFpE9ZH1rWcAPRDAnQACgwDAQjGG-s180JDBmjq_I8YD

92.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiQKQK1BuwIS4jE01xauqFIThhjBon9xaGTKR0yLGYtzqP

lQF1fm-4rosoSKpx1sVM8pLAG8e7w0r9ppUTcBrooxwySDw06OwypfWd

93.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjMHoB6EdNegNHz_X5TJLAFmEUp2nYXzyMoicO9vItcL0P

SrXv7Vn6kMQ2j2AZRwoJepybX6aWpsjDiO39wi3mUjpq72vGHlDfB46M

94.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhIc6ccxgQR0ZdCjK62LYh_60yhM3ZLW483NuMcyqlFnep

Thd2uclJp7YuPsCFb8zHlhGmX4wdwQbhbcH1GHGkhdFwmjFzdnhea8bE

1.2.2 Germany’s

Crimemarket

Taken





Offline


-


An

OSINT





Analysis


(2024-03-04 13:37)

[1]

Just came across to [2]this and I decided to elaborate.

Primary URL: hxxp://crimemarket.is - 188.114.97.2; 188.114.96.2

Related URLs:

hxxp://cm-status.net

hxxp://crime.cm - Email: crimecf@protonmail.com

hxxp://crime-market.cc

Related domain registrations done by individuals related to Crimemarket include:

[3]
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hxxp://skylabs-heidelberg[.]com

hxxp://hevostat[.]biz

hxxp://inteli-geek[.]com

hxxp://freemobilehacks[.]com

hxxp://webmonetizing[.]com

hxxp://freshteengalleries[.]com

hxxp://freshteentubex[.]com

hxxp://pzfloor[.]com - Email: heikopetzold82@googlemail.com

hxxp://hevostat[.]com

hxxp://skylabs-heidelberg[.]net

hxxp://cm-status[.]cn

hxxp://crimemarket[.]cn

hxxp://topnulled[.]com

-

Email:

tn.warez@gmail.com

-

hxxp://nulledhard[.]com;

hxxp://tunistuff[.]com; hxxp://0dayscripts[.]com - MD5: 2fa9723f4dd806d3313e800e2b107a52

hxxp://xxxchili[.]com

hxxp://upvote-me[.]com

hxxp://adult-bunny[.]com

hxxp://freshxtube[.]com

hxxp://allabouthentai[.]com

hxxp://mylittleasiancutie[.]com

hxxp://nasty-nuts[.]com
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[4]

hxxp://coregamerz[.]net

hxxp://the4s[.]at

hxxp://nastynetwork[.]net

hxxp://nastynut[.]com

hxxp://freshteen18[.]com

hxxp://tattoo-trend[.]com

hxxp://red-fap[.]com

hxxp://topvidx[.]com

Related domain registrations using heikopetzold82@googlemail.com include: hxxp://mylittleasiancutie[.]com

hxxp://nasty-nuts[.]com

hxxp://inteli-geek[.]com

hxxp://freemobilehacks[.]com

hxxp://webmonetizing[.]com

hxxp://freshteengalleries[.]com

hxxp://freshteentubex[.]com

hxxp://red-fap[.]com

hxxp://topvidx[.]com

hxxp://topnulled[.]com
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hxxp://xxxchili[.]com

[5]

hxxp://upvote-me[.]com

hxxp://adult-bunny[.]com

hxxp://freshxtube[.]com

hxxp://allabouthentai[.]com

hxxp://coregamerz[.]net

hxxp://nastynetwork[.]net

hxxp://nastynut[.]com

hxxp://freshteen18[.]com

hxxp://tattoo-trend[.]com

[6]

Related emails known to have been involved in the campaign include: hyipforumbiz[.]gmail.com

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgrJOcoEKGbrbad4fOgtpDVbXbHTsnGIQSwv3OUJPzo3Q-2V

aJQ5TceAY68P_NOwqLrGIiMdZ8xFWJKXDMmDR0GJVyAX24pZskuRcB

2. https://duesseldorf.polizei.nrw/artikel/crimemarket

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjXOuXWPB4iZ3lDmBKoCNgFM3lGg4FK1SYRI7lvaTH3fkBZ-

CP2kE3IEj083PbZc_YZKdJejo_qJbKywk9eEuJrgCa4nVTvjbp98fi

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjfUHL14jCjoMd9MQ8DaSDkUUR3k1tPQF_aSWSViadMGZZMx
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rzje_53UrR2exsPO-XTlrJywZZcYMM9hj7GVXuzkie15tPv_ucBBBt

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9ZtCcUyU_CGytVmw_d_-y8C8sGc3FY1Yf4mZ06vXmxRmJB

A4FpQk-C357ES6rZX-Mex6rAbDC8yY9ZZ2S_OnmbHSHMoynBBbUuER

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiB3_EQrYc6v8wv52Mm6QSRIL1bred3u1h0p0aqUmNnim_-G

rmqhcQEQ95eOFacPvSkS8SbdHgyLs8xxMQvw33N-BGR6jHHzDO1Aa9

1.2.3 An EXIF Analysis on Conti Ransomware Gang’s Publicly Accessible Internally Leaked Marketing and Advertising Creative - An Analysis (2024-03-15 18:14)

[1]

In my most recent analysis on the [2]Conti Ransomware Gang I established a direct connection between a Russia based rap and hip hop recording studio and members of the [3]Conti Ransomware Gang.

The following attribution analysis aims to provide an in-depth including an additional set of related comments and elaboration including never-discussed or published before personally identifiable technical information confirming my original methodology results where I offered practical and relevant OSINT research and analysis on cyber threat actors which are directly related to the Conti Ransomware Gang in the context of having a Conti Ransomware Gang team member that’s involved in producing the gang’s marketing and advertising creative who is also involved in producing related marketing and advertising creative for other clients companies and organizations.

[4]

In this analysis I’ll take an in-depth look inside the primary sources which I used to obtain the leaked internal Conti Ransomware Gang internal communication and the process which based on my methodology that I used for data mining their internal leaked and publicly accessible internal communication produced successful and remarkable and never-discussed and published before personally identifiable information on some of the key activities of the Conti 1214



Ransomware Gang in the spirit of some of their “upcoming” brands and advertising and marketing creative activities.

[5]

I will also go in-depth and further elaborate and verify some of the previous research which I presented in terms of elaborating in-depth on some of the EXIF file analysis based on some of the internal leaked screenshots and related marketing and advertising creative of the gang which I obtained by first obtaining access to their publicly accessible internal leaked communication and their using my methodology to data mine process and enrich their internal leaked communication with a lot of success and a lot of positive results in terms of offering the big picture and an additional set of personally identifiable information on some of their “upcoming”brands including related activities that they’re involved in such as for instance several Russia based rap and hip hop recording studios a children’s online store including several Russia based fashion brands including a charity foundation where I did my best to collect the necessary details behind these individuals using my methodology including based on my research and analysis.
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Key summary points:

• Based on my analysis I obtained all the key screenshots and images courtesy of the Conti Ransomware Gang which I sent from a single Yandex.ru based online file sharing location URL which is - hxxp://disk.yandex.ru/d/7ZiMW2kg3UWYk3

• In this analysis besides elaborating in a more in-depth fashion in terms of my methodology and the personally identifiable information which I provided based on my research in my previous analysis I also did an EXIF analysis on the obtained screenshots and images and I can easily say that with a lot of success that there’s a “connect the dots” moment which I will do my best to elaborate on and offer the in-depth analysis in terms of attributing these screenshots to the same rap and hip hop recording studio which I previously elaborated on in terms of connecting the dots and offering in-depth personally identifiable information on the individuals behind it which I believe are directly involved and connected with the Conti Ransomware Gang in terms of having a Conti Ransomware Gang team member that’s producing the gang’s marketing and advertising creative and I will also confirm and offer the technical details in terms of elaborating more on how we have members of the Russia based rap and hip hop recording studio that are actually producing the Conti Ransomware Gang’s marketing and advertising creative

Key summary points examples using EXIF analysis indicating that we have the exact same individual that’s hosting the entire Conti Ransomware Gang’s marketing and advertising compilation on Yandex Disk is indeed doing so and that we also have members of the Russia based Plastika rap and hip hop recording studio producing the Conti Ransomware Gang’s marketing and advertising creative including members of their own marketing and advertising creative team namely W8D8DIGITAL

who are also busy producing marketing and advertising creative for the Conti Ransomware Gang:

[6]

• 111.avi - ae _project _link _full _path - X:\YandexDisk\DESIGN\баннеры-новые

-234\Untitled Project.aep - here we have an indication that based on the EXIF analysis of this video the user is actually using Yandex Disk for producing it where we also have the original marketing and advertising compilation which I obtained using their internal and publicly accessible internal leaked communication

[7]

• ebases.mp4 - ae _project _link _full _path - X:\W8D8\VIDEOproj\email-bases1.aep

- here we have a second indication that the individual behind the Russia based Plastika rap and hip hop recording studio W8D8DIGITAL is also responsible for producing marketing and advertising creative for members of the Conti Ransomware gang 1216





[8]

• red2.avi - ae _project _link _full _path - C:\Users\plast\DocumentslashAdobe\PremierePro\14.0backslashБез названия.prproj - here we have another indication that based on the EXIF analysis we also have members of the Russian based Plastika rap and hip hop recording studio that are responsible for creating marketing and advertising creative for the Conti Ransomware Gang

[9]

Sample screenshot of sample internal leaked URLs of the Conti Ransomware Gang that represent screenshots and images courtesy of the gang which were automatically obtained for the purpose of data mining their internal leaked communication with success 1217

Sample Conti Ransomware Gang Cyber Threat Actor Attribution Analysis Methodology:

• I picked up that Conti’s communication has leaked online and I considered it a treasure trove

• I quickly used my real-time OSINT methodology to pick up the leak and obtain offline access to it before it goes offline for research purposes

• I then proceeded and began data mining the leaked communication looking for emails/domains/IPs and URLs with quite a lot of success

• My primary purpose here was to obtain this information from the leaked information and then work on it and enrich and find out who’s behind Conti

• I picked up and collected the email addresses

• I picked up and extracted all the IPs

• I picked up and extracted all the domains

• I picked up and extracted all the URLs

• I then enriched the email addresses using my methodology

• I then enriched the IPs using my methodology

• I then enriched the domains and actually grabbed all the malware that was still hosted there and online for research purposes

• I began automatically visiting the extracted URLs looking for clues and I came up with the screenshots collection which I sent you from the leaked information and while data mining and automatically visiting the URLs

• I came up with the following results - it appears that the person that’s doing the gang’s advertising and marketing creative is also doing the advertising and marketing for other organizations and clients

• I then proceeded and began looking for clues and collected all the publicly accessible information on these companies such as for instance several Russia-based fashion brands including a children’s clothes online store including a charity foundation

• I also noticed several screenshots that appeared to be album covers which I also processed and analyzed and came up with some pretty interesting results such as for instance that all the album covers courtesy of the Conti gang member that was producing their advertising and marketing creative were all produced by what appears to be the same individual or someone from Conti that’s responsible for their advertising and creative creation

• There were also screenshots of upcoming ransomware brands and possible phishing tem-plate web sites

Sample images and videos involved in the analysis include: 111.avi - ae _project _link _full _path - X:\YandexDisk\DESIGN\баннеры-новые -234\Untitled Project.aep
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[10]

ebases.mp4 - ae _project _link _full _path - X:\W8D8\VIDEOproj\email-bases1.aep

[11]

red2.avi - ae _project _link _full _path - C:\Users\plast\DocumentslashAdobe\Premiere Pro\14.0\Без названия.prproj

[12]
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www.mp4 - ae _project _link _full _path - X:\W8D8\VIDEOproj\banner-www.aep

[13]

banner-glitchFIN.avi - ae _project _link _full _path - C:\Users\AAA\Desktop\проект баннер

глитч 2.aep

[14]

БАННЕРскруджд.avi - ae _project _link _full _path - C:\Users\AAA\AQ\pro j.video\Без имени

(видео)\баннер планетка.prpro

[15]

Sample EXIF related details for this campaign include:

[16]

[17]
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[18]

[19]

Related image:

[20]

EXIF Metadata on one of the images obtained from the leaked Conti Ransomware Gang’s internal leaked communication using public sources indicating that the author of the image is Reformer Graphics

Reformer Graphics (Belarus)

[21]
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Sovetskaya str., 48/15, Grodno, 230021, Belarus

Phone: +79107337839

E-mail: hello[.]reformermockup.com

Phone: +79107337839

E-mail: hello[.]reformermockup.com

hxxp://graphicriver.net/user/ _reformer _

hxxp://packreate.com/vendor/cct/

hxxp://reformermockup.com/

hxxp://dribbble.com/Reformer _graphics

hxxp://www.facebook.com/ReformerMockup

hxxp://www.behance.net/marlot13a49

hxxp://twitter.com/SiarheiTsitou

hxxp://www.facebook.com/iReformer

hxxp://www.instagram.com/reformer _mockup/

hxxp://www.pinterest.com/cct0594/

Sample photos from the obtained compilation:

[22]
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[24]

[25]

[26]
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[28]

Sample related photos:
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1.3 April


1.3.1 Yavor Kolev - The Dipshit That "Ruled" No One (2024-04-01 01:30)

[1]

Hey you,

The wannabe uneducated irrelevant and relatively cheap based on "my" standards non relevant and non existent Bulgarian wannabe dipshit savage? Are you reading this? Your very futile low life and mark that this is the wrong word Bulgarian dipshit sweat bottom irrelevant peasant to the bottom of your irrelevance dipshit.

Here’s a story for you. If you’re reading this you should know that people have two things a bottom and something in the lines of something that they need to tell them that they exist and that they should see themselves in case they did something so stupid that they’re going to hide for their pathetic existence. The second is called a mirror. Only if you know what this is and can afford "what this is".

Stay tuned and wait to be beaten or call to court you miserable bottom sucking "the rest of the song you know" Bulgarian dipshit bottom for everything low that your country’s very 1277



unexistence can only imagine - your dipshitness.
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fDLep9BQ-bv-Sxw4MQQ3IiAQsbTIz5z4ZgywFaPArTuSW90KA7cN_U

1.3.2 Ще Играем ли Игра nа Кибер Отмъщение? (2024-04-04 11:21)

[1]

Изграждане на офанзивна кибервойна и способности за събиране на разузнавателна

информация?

По-нататъшно позициониране на Китай и Русия като преобладаващи

сили в кибервойната? Департаментизация и продължаваща консолидация на различни

кибергрупи за нападателна война? Продължавай да четеш.

Наскоро получихме достъп до достъпната в момента киберстратегия на Министерството
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на отбраната за 2018 г.

– и решихме да разгледаме по-задълбочено, потенциално

предавайки безценна информация и свързани данни на читателите на Unit-123.org, като допълнително подчертаваме и разработваме повече някои от ключовите точки на

Кибер стратегията на Министерството на отбраната за 2018 г.

Ключовите точки включват:

Натрупване на текуща офанзива на Cyber Warfare в реално време и операции по

събиране на информация за Cyber Threat Intelligence – Искате ли да бъдете Journeyman?

Искате ли да следите най-новите кибер заплахи до дъното на източника, потенциално подкопаващ злонамерена и измамна кампания? Продължавай да четеш.

В момента Министерството на отбраната на САЩ е заето с установяването на основите

за това, което най-добре може да се опише като ежедневни нападателни операции

по кибервойна и операции за събиране на разузнавателна информация в контекста

на това, което успях да архивирам около 2008-2012 г., когато успях успешно да

следя и евентуално стартиране на усилия за премахване срещу ботнета Koobface след две години и половина ежедневно и активно наблюдение на кампанията и

усилия за премахване – докато заемам позицията на Journeyman по пътя си успешно

да следя и подкопавам различни свързани с Koobface злонамерени и обидни Cyber Военни дейности. Това, което си струва да се отбележи, е, че ежедневните операции

могат потенциално да доведат до по-ниско ниво на OPSEC (оперативна сигурност) по

отношение на правилното приписване на различни кибератаки, базирани на национална

държава и злонамерени и измамнически групи. Това, което читателите, включително

Министерството на отбраната на САЩ, трябва да имат предвид, е, че правилно обучен

Cyber Warrior може наистина да окаже влияние по отношение на това да стане Journeyman, в случай че има подходяща практика и опит за OPSEC (Оперативна сигурност), включително възможен опит с дългосрочни и краткосрочното натрупване на кибер

активи наистина може да се осъществи. Нямате необходимия опит в изграждането на

арсенал от кибер активи и информационни хранилища?

Помислете два пъти, преди да се включите в ежедневните позиции на оператор на

Cyber Warfare по отношение на притежаването на необходимия опит в изграждането

на киберактиви и кибер арсенал тип информация и хранилища на акаунти. Как трябва

да процедира един потенциален Cyber Warrior по отношение на изграждането на

подходящо хранилище за Cyber Assets, включително евентуален арсенал за Cyber Warfare? Продължавай да четеш. Трябва да се отбележи, че правилно изградените

и съхранени кибер активи, включително арсенал за кибер война, са от решаващо

значение за поддържането на ежедневни настъпателни операции по кибер война, включително възможни операции за събиране на разузнавателна информация.

Очаквайте предстоящия задълбочен анализ на основните принципи на Cyber Assets и основните принципи за натрупване на арсенал за Cyber Warfare.

По-нататъшно подобряване на възможностите за събиране на разузнавателна

информация

за

киберзаплахи

–

Следващата

точка

в

най-скоро

получената

киберстратегия на Министерството на отбраната за 2018 г. е свързана с подобряването

и подобряването на операциите по събиране и събиране на разузнавателна информация.

Добре дошли в прекрасния свят на индустриално автоматизирания OSINT? Или да

играем игра на кибер отмъщение? Продължавай да четеш. Текущото състояние на

OSINT е свързано с различни независими базирани консултанти и разузнавателни

анализатори,

които разпространяват информация за данни и знания,

успешно

1279

обогатяващи и подобряващи публични набори от данни и социални медии за извличане

на данни за активно профилиране на лица на заплаха, до голяма степен провокирани

от скандалния цитат от Президентът на САЩ Никсън с любезното съдействие на ЦРУ –

„Каква е ползата от тях? Имат над 40 000 души, които четат вестници. ”. Разчитайки

до голяма степен на различни патентовани и публично достъпни OSINT-базирани

тип автоматизирани инструменти, включително собствени и персонализирани OSINT

търговски занаят и методология – текущото състояние на OSINT индустрията изглежда

е в благоприятна позиция благодарение на разузнаването на САЩ Общността успешно

подхранва растежа в различни пазарни сегменти, потенциално давайки възможност

на разузнавателната общност на САЩ с необходимата информация и знания за данни, за да остане на върха на своята игра. OSINT, проведен днес, е доларът, спестен на

данъкоплатеца утре.

Отвръщане на удара там, където боли най-много – при източника – В свят, доминиран

от популярни думи, включително „стъпални камъни“ и базирани в Иран „проксита“, включително използването на цивилен сектор от Русия и Китай за целите на стартиране

на оркестриране и управление на офанзива кампании за кибервойна – не би трябвало

да е изненадващо, че отвръщането на удара на източника остава сред основните

и основни приоритети на разузнавателната общност на САЩ. В свят, доминиран от

публични и собствено достъпни OSINT източници – не би трябвало да е изненадващо, че

разузнавателната общност на САЩ, включително нейните партньори, са в перфектна

позиция да получат необходимата информация за данни и знания, за да останат на

върха на своята игра. Пресичането на CYBERINT с виртуалния HUMINT с цел достигане

до правоприлагащите агенции, включително разузнавателната общност на САЩ и

широката общественост, трябва да се разглежда като проактивна опция по отношение

на достигането до и наказателното преследване на киберпрестъпници с висок и нисък

профил, включително активно профилиране на различни приятелски настроени към

киберпрестъпления общности с цел установяване на отпечатъка на активен форум

и тактики за проникване в общността. Още един сценарий, който си заслужава да

бъде профилиран, е активното използване на спонсорирани от правителството и

дирижирани DDoS (атаки за отказ на услуга), използващи търговска и правителствена

и позиционирана инфраструктура с цел отказ на врага да използва правилно своите

онлайн активи, потенциално подкопавайки неговите и способността на тяхната

приятелска към киберпрестъпността общност да остане онлайн, което потенциално

подкопава общественото доверие в приятелската към киберпрестъпността общност, което води до потенциално нарушена онлайн нелоялна и измамна операция.

Изграждане на способности за нападателна кибер война с пълен спектър – Какво

всъщност означава кибер война с пълен спектър?

Това основно означава да

похарчите прилична сума пари, за да възложите правилно необходимото „ноу-хау“, включително технически решения по отношение на отбранителна и нападателна

кибер война, на различни изпълнители на лизинг на военни комплекси.

Сред

ключовите препоръчителни обобщаващи точки в този конкретен случай би било

правилното изграждане на общността на правоприлагащите органи и частния сектор

с цел установяване на основите за активно споделяне на данни и информация, включително необходимото разпространение на активно разузнаване за заплахи, което допълнително подобрява САЩ Възможностите на разузнавателната общност

по отношение на правилното реагиране и проактивно предотвратяване на големи, включително целенасочени кибератаки.

Създаването на основите за успешно
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хранилище за споделяне на данни и информация, състоящо се от данни за разузнаване

на заплахи, включително данни и информация за настоящи и нововъзникващи големи

и целеви кибератаки, трябва да се разглежда като опция за целите на установяване на

основите за успешна заплаха тип хранилище на разузнавателни данни.

Дългосрочно и краткосрочно изграждане на индустрията за сигурност и търговския

сектор – Сред най-разпространените митове по отношение на текущото сътрудничество

с правоприлагащите органи и частния сектор, включително академичния пазарен

сегмент, би било директното създаване на централен център за данни и хранилище

на информация, включително обмен на данни за разузнаване на заплахи и OSINT

ноу-хау.

Това, което ясно трябва да се направи в тази конкретна област, би било

да се създаде активна програма за популяризиране на общността и индустрията, чиято цел ще бъде правилно набиране на обучение и обучение, включително активен

обмен на разузнавателни данни за заплахи, включително академично вникване в

областта на събирането на разузнавателна информация за заплахите, изследване

на киберпрестъпленията и проекти за изследване и анализ на злонамерен софтуер, включително новопоявили се търговски и частни начинания, включително R &D проекти

в областта на киберсигурността.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwOICLPyXbjIbx4jT7xudkDhEgkdlrxUkUZY45nPaFEO4BF

IDCKYX6FxsWJWTcOljLDGsPbIhTpVs0EdJO8KwwhZ2HJcRgHfNpOWF

1.3.3 Основите на Кибер Активите и Усилията за Изграждане на Кибер

Инвентар – Предложена Готова Методология (2024-04-04 11:21)

[1]
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Трябва ясно да се отбележи, че всеки достоен кибер воин, включително потенциални

кибер воини, трябва ясно да притежава необходимата информация за данни и познания, включително опит и търговски умения в нападателна и отбранителна кибер война, за

целите на установяване на основите за успешни кибер оперативни кибер активи и

кибер инвентар натрупване на усилия.

В тази публикация ще ви преведем през предложена методология за изграждане

на кибер активи и активи в кибер инвентар с идеята необходимото „ноу-хау“ и

информация за успешно прилагане на управление и управлява киберактиви и усилия за

кибер инвентаризация, изграждане на кибероперативна отбранителна и нападателна

програма за кибервойна. Продължавай да четеш!

Сред основните ключови обобщени точки, които ще подчертаем в този анализ, са: Натрупване на инвентаризация на киберактиви – Какво представлява киберактивът?
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По принцип това е виртуална или в някои случаи физическа киберсигурност или

хакерски елемент, който може да бъде допълнително използван или евентуално

въоръжен за целите на постигане на кибер оперативна способност, допълнително

овластяваща Cyber Warrior с необходимите инструменти за инвентаризация по пътя

им за постигане тяхната кибероперативна цел.

Какъв би бил подходящ пример за

виртуален или физически кибер актив?

Продължавай да четеш.

Сред ключовите

виртуални и физически активи, които ще подчертаем в тази публикация за целите

на изграждането на работна станция за информационна война, включително тип

терминал, базиран на информационна война, включват – множество онлайн акаунти, дългогодишна онлайн идентичност и репутация на киберперсона, общо разбиране на

ландшафта на кибернетичните заплахи, онлайн архивиране на важни онлайн данни, офлайн архивиране на важни онлайн данни, исторически OSINT тип хранилище на

данни онлайн и офлайн тип архивиране на данни, установени онлайн уеб свойства, включително база от лоялни потребители, включително база от лоялен онлайн трафик.

Нека предложим подробен преглед на някои от подчертаните офлайн и онлайн активи с

цел да разработим повече върху основите зад установяването на основите за успешна

тренировъчна кариера Cyber Warrior.

Сред ключовите моменти, които всеки Cyber

Warrior, включително wannabe Cyber Warriors, трябва да обмисли, е да получи достъп

до множество онлайн акаунти, включително евентуално LinkedIn Twitter и Facebook, допълнително позициониране на неговия или нейния опит в полето, включително

текущо разбиране за нападателна и отбранителна Cyber Warfare, включително, но

не само към акаунт за IM (незабавни съобщения), като например Skype или XMPP

тип акаунт, където можете да общувате и общувате с колеги, включително колеги

изследователи и Cyber Warriors, включително евентуално wannabe Cyber Warriors.

Изграждане на инвентар в Cyber Arsenal – Сред ключовите концепции зад създаването

на възможно натрупване на инвентар в Cyber Arsenal онлайн и офлайн включват достъп

до комерсиален и несамостоятелен достъп до виртуална частна мрежа (VPN), достъп

до криптиран имейл включително активно използване на Pretty Good Privacy (PGP), достъп до онлайн уеб робот за целите на извършване на анализ на онлайн настроения

и онлайн тенденции, множество и добре установена лична мрежа от лични контакти, включително служители на разузнавателната общност на САЩ, включително контакти

в академичните среди и индустрията за сигурност включително евентуални популярни

и добре известни контакти на хакери и изследователи по сигурността от старата школа.

Практическа мрежова инфраструктура и базиран на хост OPSEC съвет – Сред ключовите

концепции, които трябва да се вземат предвид, е основен одит на хост, използващ

както софтуерни, така и хардуерни концепции за изолация, включително наличието

и съществуването на тип „без зловреден софтуер“ онлайн хост за цел за извършване

на киберпрестъпления и разузнаване на заплахи, включително тип изследвания за

информационна сигурност, включително активен достъп до собствена услуга VPN

(виртуална частна мрежа), включително прилична и ежедневна поддръжка на основна

ситуационна осведоменост по отношение на нови кибер заплахи и киберпрестъпления, включително основни познания по геополитика и разбиране.

Крайната цел?

Да доминира пейзажа на киберзаплахите с информация и знания

за данни и да достигне допълнително до ново поколение кибер воини, потенциално

стартиращи или присъединяващи се към общност от интереси и допринасящи за

по-голяма кауза – Разузнавателната общност на САЩ и общото правителство на САЩ, 1283



включително разбирането на Министерството на отбраната за практиките и доктрините

за нападателна и отбранителна кибервойна.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhmuWgPVLv5F0uS2fl2CeuBdzSYQJ6_PenbEit2O3Yh51IAD

qwXBaCRtNM5bShBAYDl2xUM1LHjBg33Zl68Z1J1igL4Nj7W-Wk9PRv

1.3.4 Топ 10 Готови Кариерни Позиции за Разузнаване на Кибер Заплахи

– И Коя да Изберете? (2024-04-04 11:21)

[1]

От време на време възниква логичен въпрос – кои са едни от най-подходящите позиции

за разузнаване на киберзаплахите и към коя трябва да се стремите да изпъкнете по

отношение на кандидатстването възможно най-скоро и какви са някои от необходимите

умения и квалификации, които се изискват за вас да се присъедините към оживения
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свят на отбранителна и нападателна кибервойна? Продължавай да четеш.

В тази публикация ще ви преведа през десет активни в момента и вероятно

високопоставени кариери в сферата на разузнаването на кибер заплахите, в които бихте

могли да се включите по отношение на кандидатстване, включително действително

предлагане на прагматични и подходящи за пазарния сегмент съвети как да ги

овладеете и отлични в тези кариери.

Сред ключовите кариерни позиции за разузнаване на киберзаплахи, които са на

върха и готови от големите доставчици на доставчици на отбранителна и нападателна

кибервойна, в момента включват:

Threat Hunter – това е една от новите и понастоящем силно търсени позиции, които

започват да се оформят в пазарния сегмент за разузнаване на заплахи, което основно е

свързано с активни Big Data, използващи извличане на данни от публични и патентовани

източници за злонамерен софтуер и злонамерени кампании.

Сред ключовите

предпоставки за тази позиция е основно OSINT разбиране и опит, включително

познаване на различни TTP (тактически техники и процедури) по отношение на това как

точно днешният модерен зловреден софтуер си проправя път в корпоративна мрежа, включително лични и домашни компютри, по-специално общи, вероятно в -задълбочени

познания за различни съществуващи в момента ботнети и фамилии злонамерен

софтуер, включително различни други начини, по които съвременните злонамерени и

измамни кампании си проправят път в корпоративните мрежи, включително домашни

и лични компютри.

Възможните източници на текуща и историческа информация

за IoC (индикатори за компромис) и TTP (тактически техники и процедури), които

можете да наваксате, включват моя личен блог. Сред първите услуги, които трябва

да започнете да използвате по отношение на OSINT тип информация и хранилища

за данни, управлявани от обществена общност, включват – VirusTotal, Hybrid-Analysis, ANY.RUN, AMAaaS, Intezer Analyse, IRIS-H Digital Forensics, CAPE , Valkyrie , JoeSandbox, които трябва да предложат доста приличен набор от злонамерени дейности, с които да

си играете по отношение на обогатяване на вашите лични познания и опит в областта

на лов на заплахи.

Откриване на активи на SIGING – това е сравнително високопоставена позиция във

военния и отбранителния сектор, включително разузнавателната общност на САЩ

в контекста на овластяване на работодателя с необходимата информация за данни

и знания по отношение на проследяване и откриване на нови и подходящи нови

и в момента циркулиращи в дивата природа кибернетични заплахи, включително

възможни мишени на възможност с действителните данни, потенциално използвани

за нападателни операции за персонализиран достъп, включително евентуално за

установяване на „допирни точки“ с целева инфраструктура с цел стартиране на пасивна

и активна защита и офанзивни кампании за кибервойна. Сред ключовите изисквания за

тази позиция е солиден OSINT опит и ноу-хау, включително автоматизирано използване

на популярни инструменти за извличане на данни и анализ на социални мрежи с цел

изграждане на активна мрежа и действителни индивидуални досиета, включително

активно изпълнение на отбранителни и нападателни операции в кибернетична война

срещу мрежова инфраструктура, включително евентуално индивид или набор от

въпросни лица.

Ключовият момент тук е действително да разполагате със силни

аналитични и OSINT-базирани инструменти за анализ за проактивно забелязване и

откриване на текущи и текущи големи или целеви фишинг и спам, включително
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кампании за разпространение на зловреден софтуер с цел правилно профилиране

на дейността на бандата, включително всъщност да бъде в състояние правилно да

извърши пасивно или активно мрежово разузнаване на целева инфраструктура с цел

установяване на основите за успешна операция за персонализиран достъп срещу

определена цел или набор от цели.

Оператор на нападателна кибер война – тази позиция изисква основно разбиране на

основите на мрежата, включително активно OSINT изживяване и действително пасивно

и активно мрежово и базирано на инфраструктура разузнаване с цел стартиране и

реално организиране на отбранителни и нападателни операции по кибер война срещу

мрежата или действителния индивид .

Основната цел зад тази кариерна позиция

би била действително да се организира и оперира платформа за отбранителна и

нападателна кибер война, включително възможно стартиране и организиране на

виртуални SIGINT мисии, включително евентуално персонализирани операции за

достъп, използвайки предварително дефиниран набор от собствени и готови офанзиви

инструменти за кибер война.

OSINT анализатор – Това е сред най-популярните и търсени позиции в областта на

кибернетичните заплахи Разузнаване, където опитни майстори на OSINT (Разузнаване

с отворен код) могат лесно да направят кариера, като започнат и действително

започнат да профилират злонамерени и измамни участници с помощта на инструменти

и методологии за разузнаване с отворен код. Сред ключовите фактори за успех за тази

позиция е действителното използване на публични и патентовани OSINT инструменти

и техники, включително лични и публично обсъждани и предлагани методологии.

Специалист по персонализиран достъп – Обичате ли да правите неетични тестове

за проникване?

Лесно ли подписвате NDA? Това е още една понастоящем гореща

позиция на фронта на разузнаването на киберзаплахите, където можете лесно да

се прицелите и да опитате да компрометирате мрежата на злонамерен противник, като потенциално я компрометирате и всъщност разкривате истинското лице на

злонамерена и измамна кампания, включително действително да оцените щетите и да

включите списък на жертвите.

Виртуален HUMINT анализатор – Имате ли много опит в общностите на форуми за

киберпрестъпления? Добър ли сте в забелязването на ценни предложения за подземен

пазар, които са благоприятни за киберпрестъпността, и действително ли започвате

разговор с действителния собственик на услугата с цел събиране на информация за

услугата, включително истинския обхват на измамното предложение? Продължавай

да четеш.

Това е сред ключовите позиции в сегмента на пазара за разузнаване

на кибернетични заплахи, където действителният анализатор допълнително ще

профилира и ще се опита да проникне в конкретна благоприятна за киберпрестъпления

услуга, включително да проникне в конкретна форумна общност за киберпрестъпления

с цел „обработката“ й с помощта на автоматизирани OSINT инструменти за събиране

включително възможно използване на лични методики. Ключовите фактори за успех тук

често са използването и разчитането на основни принципи за събиране на информация, включително използването на социално инженерство. Подгответе се – и се уверете, че

имате приличен бюджет от ваше име в самото начало.

Cyber Technical Collector – Някога мечтали ли сте да обработвате и да получите

пълен достъп до общност на форум за киберпрестъпления с цел да надникнете по-1286

задълбочено във водещите в пазарния сегмент измамни и измамни предложения?

Основната цел зад тази позиция е действително да бъдете в състояние да

съберете възможно най-много информация за конкретна форумна общност за

киберпрестъпления,

включително да изградите списък с приятелски настроени

към киберпрестъпления общности с цел автоматичното им обработване с помощта

на автоматизирани OSINT инструменти и възможно използване на лични OSINT

методологии и публични и патентовани инструменти.

Експерт по кибервизуализация на големи данни – Основната цел зад тази позиция

е да се създаде основата за успешна визуализация на данни от общността на форума, подходящ за киберпрестъпления, евентуално генериране на графики и диаграми, включително действителна визуализация на анализ на социалната мрежа на всички

участници в рамките на конкретна измамна и измамни киберпрестъпления приятелски

форумна общност.

Изследовател и експерт по киберпрестъпления – Това е сред най-горещите позиции в

пазарния сегмент за разузнаване на кибернетични заплахи, където действителният

изследовател и експерт трябва да притежават прилично разбиране на различни

тенденции в екосистемата на киберпрестъпленията, включително как работи и

как киберпрестъпниците всъщност монетизират измамите кампании, използващи

алтернативни методи на плащане и възможни стратегии за изплащане, включително

действително да бъде в състояние да предотврати и предложи практически и

технически препоръки за смекчаване на този вид дейност.

Анализатор за разузнаване на кибер заплахи Лингвист – Знаете ли няколко

езика?

Имате ли опит в борбата с киберпрестъпността?

Достатъчно технически

усъвършенствани ли сте, за да се борите със зловреден софтуер?

Това е идеална

позиция, от която да се възползвате по отношение на локализиране на съдържанието

на форума за киберпрестъпления и действителни измамнически предложения на

друг език, което евентуално нарушава езиковата бариера и всъщност дава на вашия

работодател необходимата информация, за да остане на върха на играта.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj4t7ZmcIdz_KHdqH25GqqX00rkVAmEW6ILPBtBkvI8EJnhL

iuZGWU_ywuctn0RHUQ-Zj0_4HoRb3Ju27WPSj4BFptoeWvYIk1SM9f

1.3.5 Проактивно Копаене в Сферата на Кибер Войните в САЩ – И Как

Можете Да Се Представите По-Добре? (2024-04-04 11:22)

[1]
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Искате ли да станете основен играч на Cyber Warfare?

Искате ли ефективно да

помогнете на организацията или нацията на вашата единица да се превърне в основна

сила в Cyber Warfare? Продължавай да четеш.

В този урок ще ви преведем през основите на нелегалните и тайните онлайн

операции с цел придобиване на тактическо и стратегическо предимство пред вашите

приятели и врагове, включително конкуренцията на вашата компания и организация, с цел получаване на надмощие при предстоящи преговори за придобиване на „ноу-хау“ чрез управление на таланти и събиране на технически средства, проактивно

позициониране на вашата компания и организация, включително вашата нация, като

видна нападателна сила в кибер войната в днешния модерен свят, управляван от

информация и данни.

Също така ще дам практически примери, в случай че сте на път за евентуално

придобиване или може да се интересувате какво би направила въпросната компания
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или физическо лице?

Продължавай да четеш!

Основният тип настъпателни операции за кибервойна включва:

Наблюдател по придобиване – интересувате се от намирането на нови начини за

закупуване и придобиване на нови компании и услуги за информационна сигурност, като допълнително разширите портфолиото от услуги на вашата организация?

Продължавай да четеш.

Трябва да се отбележи, че активното наблюдение на

конкурентната разузнавателна мрежа на компанията трябва да стане ваш дневен

приоритет.

Как можете да се представите по-добре?

Обичате ли да разглеждате

съобщенията за пресата на компанията, включително документи и презентации от

срещата на инвеститорите, като по този начин допълнително печелите конкурентно

предимство пред компанията, включително вашите конкуренти?

Продължавай да

четеш.

Трябва да се отбележи, че огромна „съкровищница“ от информация за

конкурентно разузнаване винаги може да бъде намерена в секцията за прессъобщения

на компанията, включително възможни материали за връзки с инвеститорите.

Да

отделим ли малко време и да използваме подходящ пример? Продължавай да четеш.

Географски базирани събития, базирани на публично достъпни съобщения за пресата, биха могли лесно да начертаят текущата и дългосрочна стратегия на компанията на

карта, включително партньорства и предстоящи партньорства за интеграция, които

биха могли да се използват за картографиране и проследяване на конкуренцията, включително възможно „разширяване на територията“ Продажби и Обслужване

на клиенти тип дейност и придобиване, включително възможен опит и експертно

разбиране за това какво може да направи въпросното лице или организация по-нататък по отношение на възможни придобивания на компании и придобиване на

талант и „ноу-хау“.

Да използваме ли пример?

Готови ли сме да им отвърнем на

удара? Зависи с кого наистина си имате работа. В този конкретен случай можем да

използваме „отношенията“ за връзки с инвеститорите на Northrop Grumman за целите

на овластяване на Министерството на отбраната на САЩ и разузнавателната общност

на САЩ с необходимото „ноу-хау“ за стартиране и провеждане на нападателна

кибервойна, използвайки „ограничен полезен товар“, подобрявайки допълнително

статут на оператора и спазване на кибер пространството, включително възможни

виртуални „операции на театър“. Какво наистина означава? По същество това означава, че един от основните и водещи изпълнители на военна отбрана изглежда е основно

зает с използването на основни принципи за експлоатация на OSI модел с цел печелене

на допълнителни приходи, като допълнително се позиционира като основен доставчик

на услуги за кибервойна.

На какви тактически техники и методологии наистина

разчитат? Доста лесно е да се предположи, че в повечето случаи големите договори

за военна отбрана определено очакват да „заемат“ техническо и стратегическо

„ноу-хау“ от различни източници, включително изследователи по сигурността и

индустрията за сигурност като цяло.

Примерно „използване“ на този публично

достъпен търговски занаят може да е свързано с използването на OSINT за изграждане

на способности, включително проактивно базирано „злонамерено“ и класифицирано

разработване на полезен товар, базирано на публично достъпни статистики за някои

от най-популярните устройства и потребителски агенти на браузъри в момента се

използва – за по-нататъшно позициониране на отбранителния изпълнител като водещ

доставчик на проактивен класифициран вид полезен товар. Какво всъщност означава

„класифициран полезен товар“?

Най-добре може да се опише като нова употреба
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на остаряла и вече установена методология, предоставена с любезното съдействие

на колеги изследователи по сигурността и индустрията за сигурност – този път

позиционирана да бъде допълнително подобрена и използвана от разузнавателната

общност на САЩ. Възможен пример може да бъде „заемането“ на тактики, използвани

и използвани от някои от водещите на пазара комплекти за злонамерен софтуер в

мрежата – допълнително подобряване на възможно „класифицирано“ решение за

полезен товар с модифициран и подобрен полезен товар в целенасочен капацитет

и капацитет за изграждане на способности.

Продължавай да четеш.

Във втория

пример, който ще използваме в този случай – ще опишем допълнително възможно

изтичане на информация от гледна точка на възможен тип конкурентно разузнаване

– а именно използването на General Dynamics на Microsoft antivirus и McAfee в частни и

класифицирани мрежи, като допълнително разкрива тези мрежи и крайни точки към

добре познатите моноккултурни уязвимости и недостатъци. Уместността? Премислям.

Тъй като Microsoft се бори да се представи в антивирусния пазарен сегмент до

друг доставчик, а именно McAfee – трябва да се отбележи, че този тип изтичане на

информация в лицето на възможни договорни споразумения от правителствен тип на

високо ниво в крайна сметка биха причинили повече вреда, отколкото добър в контекста

на използване на действително базирано на софтуер, включително заобикаляне на

сигнатури за злонамерен софтуер в контекста на QA (Осигуряване на качеството) и

сравнителен анализ, прилаган от името на национални държави и измамни кибер

участници. Какво представлява това? Доста лесно е да се заключи, че въз основа

на текущото състояние на базираната в САЩ Cyber Warfare и продължаващата

департаментизация, която в момента се извършва в рамките на американската

разузнавателна общност, въпросната агенция определено ще бъде позиционирана

да бъде проактивно експлоатирана и ще стане основна цел на вниманието в рамките

на Разузнавателната общност на САЩ с други агенции и отдели, които се стремят да

получат достъп до мрежата на друга агенция, цитирайки потенциални монокултурни

недостатъци и уязвимости.

Придобиване и наблюдение на тенденции – фен ли сте на „Тенденции в сигурността“ и

самоописаните „Прогнози за сигурност“, периодично издавани на останалата част от

индустрията за сигурност? Тъй като отделите за връзки с обществеността продължават

да „работят“ ежедневно в индустрията за сигурност – трябва да се отбележи, че

съобщението за пресата на един отдел за връзки с обществеността може лесно да бъде

преобразувано във възможна тенденция и методология за откриване на придобивания.

Какво наистина означава? Това означава, че преди да преминете през най-новите и най-добри тенденции в сигурността – определено трябва да следите следните фактори –

например дали продавачът използва популярна модна дума, като например ransomware и дали доставчикът или не всъщност предлага ново решение за платформа, което

трябва да бъде наблюдавано и потенциално проучвано от гледна точка на конкурентно

разузнаване, включително възможна перспектива за изграждане на способности.

Нека използваме следните примери, за да демонстрираме случая. В първия пример

имаме няколко статии от типа Тенденции в сигурността, чиято стойност основно се

състои в демонстрация на основни съвременни принципи на индустрията за сигурност

от 21-ви век, известни като „ИИ и машинното обучение ще стимулират повечето

усилия за киберсигурност“, включително възможна автоматизация – „Възприемане на

автоматизация ” в контекста на мащабиране на операциите по киберсигурност чрез

използване на SOC центрове, включително автоматизация на разузнаване на заплахи

и възможна оркестрация. Какво всъщност означава от гледна точка на потенциален

Cyber Warrior? Това означава, че един потенциален кибер воин определено трябва да се
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опита да проучи правилно въпросните платформи, включително основни принципи за

автоматизация и оркестрация на разузнаване на заплахи, и или да се присъедини към

пазара на труда като потенциална конкурентна перспектива, или да стартира собствена

компания за разузнаване на заплахи въз основа на своите изследвания. Трябва също

така да се отбележи, че по отношение на AI и Machine Learning потенциалните кибер

воини трябва да избягват да стават жертва на определен набор от модни думи с

цел подобряване на конкурентоспособността на собствения си пазарен сегмент и

евентуално или да се присъединят към пазара на труда като конкурентен, базиран на

научни изследвания или действително стартират компания сами.

Раздробяване на светлина върху текущите вектори на кибер шпионажни атаки –

Интересувате ли се да научите повече за най-новите технически приложими вектори

на кибер шпионажни атаки, без да е необходимо да правите кариера в областта на

информационната сигурност и изследването на киберпрестъпленията? Продължавай

да четеш. Трябва да се отбележи, че потенциалните кибер воини определено трябва

да са в крак с най-новите събития в света на шпионажа и определено трябва да

продължат да измислят правилни начини за поддържане на техническо ниво на атаки

и вектори на разпространение с цел подобряване на техните конкурентоспособност

на собствен пазарен сегмент.

Нека използваме следния пример – по-нататъшно

демонстриране на обща тенденция, а именно ребрандирането на добрата стара

кампания за кибершпионаж, стартирана от усъвършенстван противник, в сравнение

с днешната „модерна“ APT (усъвършенствана постоянна заплаха), която в основата

си е сценарни деца, използващи извън -шелф и най-известен като патентован RAT

(инструмент за отдалечен достъп), публично достъпен в различни онлайн общности, настроени към киберпрестъпления. Какво означава това? Това означава, че основните

старомодни вектори за размножаване и заразяване,

включително използването

на остарели и вече коригирани базирани на клиента уязвимости, включително

използването на новооткрити недостатъци, продължават да се използват този

път успешно упълномощени от базираните на отворен код злонамерени и измамни

издания, често налични като услуга за целите на овластяването на ново поколение

киберпрестъпници и деца на скриптове с необходимите инструменти за стартиране на

офанзивна атака, благоприятна за киберпрестъпления. Как можете да се представите

по-добре?

Обмислете да се придържате към основните принципи на офанзивната

кибервойна и направете проучването си в различни области – най-важното се опитайте

да се придържате към възможно най-техническата в контекста на овластяване на

вашата организация с необходимото разузнаване за заплахите, за да останете пред

настоящите и нововъзникващите кибер заплахи.

Киберсигурност Изследване на корпоративни нагласи за работа и кариера – Искате ли да

сте като другите? Искате ли да станете кибер воин? Продължавай да четеш. Въз основа

на общото схващане, че всички ние можем да бъдем каквото наистина искаме да бъдем

– би трябвало да е доста лесно да се заключи, че огромното мнозинство от читателите, включително читателите на Unit-123.org, могат бързо да се стремят да изградят

способности въз основа на „изтичане на информация“, което може допълнително

да позиционира индивида като конкурентен тип работна сила на индивид, който

успешно придобива „ноу-хау“?

Какво представлява „изтичане на информация“?

В

този пример ще преминем през различни работни места от водещи компании за

киберсигурност с цел създаване на основите за успешно придобиване на „ноу-хау“ и

придобиване на управление на таланти от гледна точка на конкурентно разузнаване.
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в Cyberint в контекста на този пример – и по-подробно ще разберем как трябва да

тълкувате свободната работа за кариера в контекста на възможно кандидатстване или

възможно изграждане на способности. Какво всъщност означава тази позиция? Нека

отделим малко време и да преминем през същинската длъжностна характеристика

– „управление, наблюдение и анализиране на KPI на американски клиенти с помощта

на уникалната платформа за разузнаване на CyberInt“.

Какво наистина означава?

Това означава, че въпросното лице определено ще очаква с нетърпение да загуби

част от професионалното си предимство с цел да се зарови дълбоко в платформата

за разузнаване на заплахите на доставчика, което потенциално ограничава обхвата

и измерението на неговото изследване до разнообразни изследвания, ориентирани

към доставчика и пазара само базирани на теми. Потенциалните кибер воини, които

се интересуват да станат изследователи, ориентирани към продавача, определено

трябва да обмислят кариера от типа „Самотни стрелци“, като по-нататък се гмуркат

дълбоко в окопите на кибер войната и информационната сигурност като цяло.

Нека по-нататък обсъдим още едно предложение за работа от гледна точка на

изграждането на способности за кибервойна „Използва усъвършенствани умения

за разследване, за да инициира въртящ се анализ на Threat Intelligence, за да

идентифицира текущото въздействие или проактивно да обработва смекчаващи

мерки за защита чрез технологии за сигурност и проактивни смекчаващи мерки, включително идентификация на корекции за нулев ден и аномално поведение.

”

което означава, че въпросният индивид определено трябва да очаква с нетърпение

постигането на прилично разбиране на експлоатацията от нулевия ден, включително

възможно откриване на мрежови аномалии, което допълнително подобрява неговия

набор от умения и евентуално придобива нови възможности за кариера. В последния

пример за този конкретен случай ще опишем доста прилична възможност за кариера

в общността на американското разузнаване и ще предложим практическа представа

за това как можете да се представите по-добре.

Какво всъщност означава тази

позиция? Това означава, че доста прилична част от вашето време ще отиде за общото

благо в този конкретен случай – профилиране и анализиране на групи и кампании за

киберпрестъпления и техните онлайн дейности.

Тенденции в социалните медии и откриване на новини – Трябва да е ясно, че един

силно конкурентен бъдещ офанзивен кибер воин трябва да е начело на най-новите

събития и атаки за киберсигурност, които се случват в момента.

Как можете да

се представите по-добре?

Обмислете използването на основни OSINT концепции,

включително подходящи услуги за наблюдение на новини и социални медии, за да

подобрите още повече своята осведоменост за ситуацията и конкурентоспособността

на пазарния сегмент. Нека използваме следните примери, за да наваксаме по-нататък

някои от текущите събития в сенчестия свят на Cyber Warfare. Подходящите ключови

думи за търсене включват „NSA“ „кибер война“ „APT“ „злонамерен софтуер“ и „кибер

шпионаж“, които биха позволили на потенциален кибер воин лесно да навакса с най-новите развития в света на кибер войната, като допълнително подобрява ситуацията си

осведоменост за настоящи и нововъзникващи заплахи. Как трябва да процедира един

потенциален кибер воин по отношение на по-нататъшната обработка на свързаните

данни? Нека използваме следния пример. Например

Анализатор на SIGINT „откриване на активи“ – Интересувате ли се да научите най-новите данни, включително техническо ноу-хау по отношение на най-новите и най-активни злонамерени и обидни кибер кампании?

Продължавай да четеш.

Трябва

да се отбележи, че добрите старомодни OSINT методологии, включително общата
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наличност на RSS четци, могат да бъдат полезни в процеса на проактивно поддържане

на актуална информация по отношение на най-новите текущи и нововъзникващи кибер

заплахи. Сред ключовите изисквания, за да станете анализатор на SIGINT за „откриване

на активи“ по отношение на офанзивната гледна точка на Cyber Warfare, е да „следите

следите“, а не непременно парите по отношение на това да сте в течение с най-новите

развития по отношение на конкретна офанзива и злонамерена кибер кампания.

Искате ли да научите повече за тайните и нападателни операции на Cyber Warfare, включително възможни OSINT методология и търговски занаят?

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh0DK8GYgZgFD08Je73zJWbFrI3SUYyrTwzdZdNmQDhu3w4V

M_VNIi-6EJS1Y1o8UY-HuufvkLAq84SzVUUt72-qUv-ZcE9UYKyK7b

1.3.6 Основи на Кибер Разузнаването (2024-04-04 12:35)

[1]
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Скъпи читатели, Това е Данчо и за мен е удоволствие и чест да ви представя моята

лична електронна книга, включваща мемоари на хартиен носител и аудио книга която

сигурно вече слушате, която има за цел да разкаже подробно моята история като

хакерски ентусиаст от 90-те години до наши дни, когато съм един от най-популярните

блогъри по сигурността в света разузнавателен анализатор и изследовател на

киберпрестъпленията в международен план, където в момента ръководя едно от

най-популярните издания за сигурност в индустрията за сигурност, което е моето

лично - Блогът на Данчо Данчев - Умствени потоци от знания за информационната

сигурност издание, което е успяло да привлече приблизително 5,6 млн.

прегледа

от първоначалното си стартиране през декември 2005 г., когато учех в Холандия и

бях зает с работата и управлението на небезизвестния портал Astalavista, докато бях

зает като управляващ директор на портала, където бях зает да отговарям за цялото
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съдържание и за привличането на нови 4 рекламодатели. Кибер Разузнаване е процес

на откриване и анализ на информация, която може да се използва в кибернетични цели.

Това става чрез сканиране на мрежи, събиране на данни, анализ на тях и генерирането

нa доклад.Кибернетичното разузнаване е практика за наблюдение и анализ на онлайн

активността с цел установяване на злонамерени намерения. То обхваща широк спектър

от дейности - от идентифициране и проследяване на кибератаки до разкриване на

уязвимости в ИТ инфраструктурата, както и от защитни мерки като тестване за

проникване до проактивни изследвания на нововъзникващи заплахи.

Използването на киберразузнаването може да бъде също толкова важно, колкото и

традиционните практики за събиране на разузнавателна информация. С развитието на

интернет и разширяването на технологичните възможности се увеличават и начините, по които могат да се извършват кибератаки. За организациите, които не са подготвени, последствията могат да бъдат значителни. Киберразузнаването е съществена част

от стратегията за готовност за сигурност на всяка организация. Чрез наблюдение на

онлайн активността за злонамерени намерения то дава възможност на организациите

да идентифицират и предприемат превантивни действия, преди да се стигне до

пробив. Освен това то им позволява да идентифицират потенциални кибератаки и да

предотвратят по-нататъшни атаки, преди да имат възможност да успеят. Това е една от

основните причина да започна и да продуължа да се занимавам с такъв тип разузнаване

на кибер заплахи като използвам публични източници на информация.

След успешна кариера на хакерски ентусиаст през 90-те години и успешно управление

и функциониране на един от водещите световни портали за хакери и експерти по

сигурността, който е Astalavista, за период от три години около 2003-2006 г., когато

първоначално реших да стартирам една от водещите публикации в индустрията за

сигурност, която е моят личен блог след което успях да постигна успешна кариера

като независим консултант в света на блоговете за сигурност, изследванията на

киберпрестъпността и разузнаването на заплахите, което ме накара да посетя няколко

конференции само с покани, включително да представя събитие на неразкрито

място, включително действително да привлека и задържа приблизително 6 милиона

показвания на страници, което не е лошо за човек, който работи по отношение на

управлението и поддържането на личния ми блог за период от 12 години.

Някои

от предишните ми позиций през 90-те като хакер ентусиаст са позиций като член

на WarIndustries модератор на списъка в BlackCode Ravers съдружник Black Sun Research Facility модератор на списъка Съдружник на софтуер на DiamondCS Trojan Defense съдружник в LockDownCorp съдружник в HelpNetSecurity консултант по сигурността

за Frame4 Security Systems сътрудник на WindowSecurity.com на TechGenix управляващ

директор - Astalavista Security Group консултант по сигурността - Wandera Анализатор

на заплахи на GroupSense консултант по сигурността - KCS Group Europe анализатор

на информация с публични източници на Treadstone71 блогър по сигурността - Ar-madillo Phone блогър по сигурността за ZDNet блогър по сигурността на Webroot.

Сред основните причини да напиша този личен мемоар от 600 страници е да дам

възможност на колеги изследователи и експерти по сигурността, включително и на

широката общественост, да се запознаят със задълбочен преглед на личния ми опит

в сферата на сигурността като тийнейджър хакер ентусиаст през 90-те години на

миналия век, днес най-популярният и често цитиран блогър в сферата на сигурността, анализатор на разузнаването на заплахите и изследовател на киберпрестъпността в

международен план, както и да представя разнообразен набор от висококачествени

и никога непубликувани и обсъждани преди това казуси и обогатена техническа
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информация и OSINT данни за настоящи и нови тенденции в кибератаките.

Основната цел на книгата ще бъде да позиционира мемоарите ми като един от най-популярните и често цитирани лични разкази за хакерството и сцената на сигурността

около 90-те години през призмата на бившия ми тийнейджър хакер до наши дни

по отношение на различни високопоставени и напреднали национални актьори и 5

злонамерени и измамнически кампании за кибератаки, като крайната цел е да се обсъди

задълбочено моят опит в областта на събирането на разузнавателна информация за

заплахи в областта на сигурността и изследването на киберпрестъпността през

последното десетилетие. Написах тази книга по две основни причини: Първо, искам

да разпространя информация за опасностите от APT атаки.

Вярвам, че ако хората

са по-наясно със заплахата, те ще бъдат по-добре подготвени да се защитят. Второ, искам да предоставя технически насоки за това как да използват инструментите за

сигурност в ежедневието си. Важно е хората да знаят как да се предпазват от сложни

кибератаки. Има многобройни начини, по които хората могат да станат мишена на APT.

Един от често срещаните методи е да се подмами човек да кликне върху злонамерена

връзка или да се изпрати подозрителен прикачен файл към електронна поща. Тези

атаки могат да бъдат много сложни и изискват напреднали познания в областта на

компютърната сигурност.

Смятам, че е важно всички, включително предприятията,

правителствата и дори обикновените хора, да разберат как да се борят срещу тези

заплахи. Приятно четене!

Добре дошли в прекрасния свят на изследването на киберпрестъпленията, събирането

на информация за интернет и киберзаплахите с отворен код и блоговете за сигурност

във второто издание на личния мемоар на Данчо Данчев "Кибер Разузнаване".

Това е Данчо Данчев и с гордост съобщавам, че най-накрая успях да публикувам

второто издание на личните си мемоари, които в общи линии описват историята

ми като хакерски ентусиаст през 90-те години до днес, когато съм международно

признат изследовател на киберпрестъпността, блогър по сигурността и анализатор

на събирането на информация за заплахите, който ръководи едно от най-популярните

издания в сферата на сигурността, което е мой личен блог от декември 2005 г., когато

учех в Холандия, докато работех по управлението на портала Astalavista, известен още

като The Underground, където бях нает като управляващ директор и където отговарях

основно за управлението на разделите Security Guide и Security News, включително за

изготвянето на бюлетина за сигурност, в който всеки месец публикувах ексклузивно

и непубликувано досега интервю за сигурността с ключова фигура от сцената и

индустрията за сигурност.

За мен е удоволствие и чест да ви представя моята

лична електронна книга, включително мемоарна книга на хартиен носител, която

има за цел подробно да разкаже моята история като хакерски ентусиаст около 90-те

години на миналия век до наши дни, където съм един от най-популярните блогъри

в областта на сигурността, анализатор на разузнавателни заплахи и изследовател

на киберпрестъпления в международен план, където в момента ръководя едно от

най-популярните издания в областта на сигурността в индустрията за сигурност, което е моето лично - Блогът на Данчо Данчев - “Умствени 7 потоци от знания за

информационната сигурност” издание, което успя да привлече около 5.6 млн. прегледа

на страници от първоначалното му стартиране през декември 2005 г., когато учех в

Холандия и бях зает да работя и управлявам небезизвестния портал Astalavista, докато

бях зает да изпълнявам функциите на управляващ директор на портала, където бях

зает да отговарям за цялото съдържание и за привличането на нови рекламодатели.

Основната цел на моя мемоар е да представя моята история в света на изследването
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на кибер атаки и обработка на информация с публични източници за кибер атаки

през последните 10 години и да разкажа моята история като хакер специалист и

като днешния световно известен специалнист в сферата на анализ и разпространение

на информация за кибер атаки в световен мащаб.

В първата глава ще разкажа и

ще направя представяне на книгата и ще споделя различна информация за другите

глави от книгата и ще представя и ще дискутирам част от моята биография с цел да

запозная читателя с моя опит в индустрията и да разкажа част от мойте преживявания

в индустрията.

Изследването на кибератаки е област, която се фокусира върху

анализа на кибератаки. За организациите е важно да разберат какво представлява

кибератаката, как работи и как могат да я предотвратят. Много хора са загрижени

за кибератаките, поради което интересът към тази област нараства. Хората, които

работят в тази област, изучават кибератаките и се опитват да ги разберат по-добре.

Те могат да използват компютри и технологии, за да анализират данни от различни

източници, за да научат повече за кибератаките. Те могат също така да пишат статии

или книги за кибератаките и да споделят знанията си с обществеността. Работата в тази

област има много предимства. Тя може да помогне на организациите да се предпазят

от кибератаки. Тя може също така да привлече нови хора в организацията и да повиши

осведомеността по въпросите на киберсигурността сред широката общественост.

Данчо Данчев е експерт в областта на борбата с киберпрестъпността и събирането

на разузнавателна информация за заплахите,

като активно развива собствена

методология за обработка на разузнавателна информация за заплахите, довела

до успешен набор от стотици висококачествени анализи и изследователски статии, публикувани във водещия блог за разузнаване на заплахите в индустрията - Zero Day на ZDNet, Dancho Danchev’s Mind Streams of Information Security Knowledge и Webroot’s ThreatBlog, като негови изследвания са публикувани в Techmeme, ZDNet, CNN, PCWorld, SCMagazine, The Register, NYTimes, CNET, ComputerWorld, H+Magazine, а в

момента изготвя разузнавателна информация за заплахи във водещия в индустрията

блог за разузнавателна информация за заплахи - Dancho Danchev’s - Mind Streams of Information Security Knowledge, който е получил над 5. 6 млн. прегледа на страници от

декември 2005 г. насам и в момента се счита за една от най-популярните публикации

в индустрията за сигурност.

Основните му постижения включват: - Представен в

GCHQ с проекта Honeynet - SCMagazine Кого да следвате в Twitter за 2011 г. - Участие

в строго секретна програма на GCHQ, наречена "Прекрасен кон" - Идентифицирана е

основна жертва на атаката на SolarWinds - PaloAltoNetworks - Открит зловреден софтуер

в уебсайта на Flashpoint - Проследил, наблюдавал и профилирал ботнета Koobface и

разкрил един от операторите на ботнета - Два пъти попадна в Slashdot - Моят личен

блог има 5,6 милиона прегледа на страници от декември 2005 г. насам - Старият ми

акаунт в Twitter има 11 000 последователи 8 - Средно 7000 RSS читатели на моя блог -

Имам собствен винил "Blue Sabbath Black Cheer / Griefer - We Hate You Dancho Danchev", направен от канадски художник - В момента управлявам Astalavista.box.sk - Дадох

интервю за DW относно ботнета Koobface - Дадох интервю за NYTimes относно ботнета

Koobface - Дадох интервю за руския OSINT - Посочен като основен конкурент от Taia Global на Джефри Кар - Представен в GCHQ - Представен в Интерпол - Представен на

InfoSec - Представен в CyberCamp - Представен на RSA Europe За мен е удоволствие и

чест да ви представя моята лична електронна книга, включително мемоарна книга на

хартиен носител, която има за цел подробно да разкаже моята история като хакерски

ентусиаст около 90-те години на миналия век до наши дни, където съм един от

най-популярните блогъри в областта на сигурността, анализатор на разузнавателни

заплахи и изследовател на киберпрестъпления в международен план, където в момента
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ръководя едно от най-популярните издания в областта на сигурността в индустрията

за сигурност, което е моето лично - Блогът на Данчо Данчев - “Умствени потоци от

знания за информационната сигурност” издание, което успя да привлече около 5.6

млн.

прегледа на страници от първоначалното му стартиране през декември 2005

г., когато учех в Холандия и бях зает да работя и управлявам небезизвестния портал

https://astalavista.com, докато бях зает да изпълнявам функциите на управляващ

директор на портала, където бях зает да отговарям за цялото съдържание и за

привличането на нови рекламодатели.

Основната цел на моя мемоар е да преставя моята история в света на изследването

на кибер атаки и обработка на информация с публични източници за кибер атаки

през последните 10 години и да разкажа моята история като хакер специалист и като

днешния световно известен специалнист в сферата на анализ и разпространение на

информация за кибер атаки в световен мащаб.

В първата глава ще разкажа и ще

направя представяне на книгата и ще споделя различна информация за другите

глави от книгата и ще представя и ще дискутирам част от моята биография с

цел да запозная читателя с моя опит в индустрията и да разкажа част от мойте

преживявания в индустрията. Приятно четене! 9 10 Коментари от Колеги " Работя в

сферата на сигурността от много години и през голяма част от тях следя отличната

изследователска работа на Данчо по идентифициране на киберпрестъпници и

комплексен анализ на съвременни атаки с високотехнологичен зловреден софтуер.

Данчо е изключително добре познат в сектора за сигурност с работата, която е свършил

и продължава да върши. Когато имахме възможност да си сътрудничим с Данчо в

Webroot, не се поколебахме. Данчо е доказал, че непрекъснато постига резултати за

нас, а работата му е просто феноменална. Очаквам с нетърпение да работя с Данчо

още дълги години. " - Жак Еразъм, клиент на Данчо " Данчо е опитен изследовател, с

когото имах удоволствието да работя по няколко хакерски разследвания за клиенти на

Taia Global. Смятам, че Данчо е един от най-добрите и най-проницателни изследователи, работещи в областта на InfoSec днес. " - Джефри Кар, главен изпълнителен директор

на Taia Global, Inc., управлявал Данчо индиректно в Споразумение за неразкриване

на информация 11 " Данчо Данчев има поглед върху киберпрестъпната общност.

Мога да се сетя за няколко души, които имат неговия опит, умения и разбиране, когато става въпрос за киберразузнаване и разбиране на киберзаплахите.

Не мога

да препоръчам Данчо. " - Ланс Шпицнер, президент на The Honeynet Project, работил

с Данчо в Споразумение за неразкриване на информация " Данчо е един от онези

изключително редки професионалисти в областта на сигурността, които имат не само

усет за разкриване на корените на причина за дадена атака и умението да я изследва

от различни ъгли, но и да обясни откритията си по начин, който които имат значимо

и пряко въздействие върху тези, които са натоварени със защитата срещу такива

атаки. Възхищавам се на дълбочината на неговия анализ и упоритата му решимост да

проследи кои са престъпните оператори въпреки опасностите, на които може да бъде

изложен. Данчо получава два палеца нагоре от мен и бих го наел на мига, ако някога

стигне до САЩ. Междувременно ще продължа да следя изследванията му, да чета

блоговете му и да търся с нетърпение да си сътруднича с него в бъдещи разследвания

на киберпрестъпления.

" - Гюнтер Олман, вицепрезидент на отдел "Изследвания", Damballa, Inc. е работил в друга компания, когато работи с Данчо в Споразумение за

неразкриване на информация 12 " Данчо е изключителен професионалист в областта на

информационната сигурност; той непрекъснато прави всичко възможно за клиентите и

общността по сигурността. Неговите познания и анализи в основни области като анализ
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на разузнавателни заплахи, контраразузнаване на киберпрестъпления и изследване на

конкурентното разузнаване са изключителни.

Той се справя с лекота и с най-трудната задача - да предаде това в разбираема и

смислена за общността форма. Работата с Данчо в продължение на няколко години

е изключително продуктивна и ползотворна. " - Джарт Армин, редактор, HostExploit, е бил в друга компания, когато е работил с Данчо в Споразумение за неразкриване

на информация " За първи път се запознах с Данчо, когато беше току-що завършил

колеж, но вече с огромни познания за въпросите на информационната сигурност. Той

стана един от експертите в Клиниката по сигурност на ITsecurity.com, сайт, който

основах и издавах по онова време; и той с готовност даваше безплатна помощ и съвети

за сигурността на посетителите на сайта. Оттогава наблюдавам как кариерата и 13

знанията му се развиват скокообразно, докато той вече е сега, без никакво съмнение, е

един от водещите световни експерти в сенчестия свят на киберпрестъпността. " - Кевин

Таунсенд, основател/редактор на ITsecurity.com, работил директно с Данчо в ITsecurity.com " Докато възстановявахме екипа по сигурността на сайта и измамите във водещ

онлайн уебсайт, заплахите и бързата еволюция в в областта на онлайн сигурността

изискваха от мен да навляза бързо и с повече от малко дълбочина и широта на

разбирането на настоящите тенденции и рискове в сферата на киберсигурността.

След като прекарах доста време в изграждане на информационна мрежа от най-съществените, релевантни и полезни източници, в разговорите за активност и

актуализации се появи една обща нишка - "Данчо Данчев".

Докато прелиствах

публикациите за сигурност, списанията за киберсигурност, блоговете и сайтовете на

доставчиците на услуги за сигурност, продължавах да виждам, че Данчо е цитиран и

признат като изследователя и експерта по сигурността, който е "разкрил историята"

или е "предупредил потребителите за нвуязвимостите", или е "предупредил общността

за векторите на заплаха" за важни събития. Данчо доброволно споделяше критична

информация за това, което са замислили измамниците, и беше безценен и много ценен

източник. Страстта на Данчо към работата му се изразява в искреното му желание

да потуши дейността на "лошите момчета" и да сподели колкото се може повече

полезна информация. Горещо препоръчвам Данчо на всяка организация, която търси

първокласен експерт и страстен популяризатор на практиките в областта на онлайн

сигурността.

" - Крис Дънкан, директор "Операции с клиенти", CareerBuilder.com, е работил в друга компания, когато е работил с Данчо в ZDNet 14 Благодарности

Бих желал да благодаря на следните колеги и приятели от индустрията за тяхното

приятелство и помощ през годините от гледна точка на борбата с престъпността и

споделянето на информация за кибер атаки в глобале мащаб. - Иван Шмид - за това, че е най-якият шеф на света и че ме прие в един от най-популярните уебсайтове

за хакери в мрежата през 2003-2006 г., където имах привилегията да работя като

управляващ директор на портала заедно с бившата ми приятелка от 90-те години -

Йорданка Илиева, докато учех в Холандия. - Паскал Митнер - за това, че беше вторият

най-готин шеф в света, с когото никога не съм имал възможност да се запозная лично, но който вършеше работата ми както трябва и където всъщност ми плащаха за това, че върша работата си - Гари Скот - с когото имах привилегията да обменям данни

и информация през 90-те години по пътя ми към изготвянето на висококачествен

бюлетин и всъщност разузнаване на заплахите за ScanSafe по това време, която по-късно беше придобита от Cisco - Гади Еврон - за това, че запази хладнокръвие и дух и

всъщност ме вдъхнови да правя своите изследвания, докато бях зает да гледам една от

неговите лични презентации на голямо събитие в областта на сигурността през 90-те
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години, на което той имаше възможност да докладва 15 - Пол Фъргюсън - за това, че

запази хладнокръвие и дух и че всъщност ме вдъхнови да правя своите изследвания в

областта на изследванията на киберпрестъпността чрез ежедневните му публикации

в личния му блог - Алекс Екълбъри - за това, че запази спокойствие и корпоративност

и всъщност ме вдъхнови да правя изследвания в областта на киберпрестъпността, както и за това, че управлява и поддържа Sunbelt Software, който силно ме вдъхнови

да правя изследвания в областта на киберпрестъпността - Марк Раш - за това, че

запази спокойствие и ме вдъхнови да се занимавам с изследвания в областта на

киберпрестъпността с рубриката си в SecurityFocus - Джейми Райден - за това, че е

добър професионалист и човек, на когото имам доверие и когото познавам, и за това, че ми помогна в няколко случая да направя изследването си и да продължа да го правя

- Стив Санторели - за това, че лично ме покани да присъствам на събитие само с покани, за това, че поддържа връзка с мен, за това, че запазва спокойствие и за това, че лично

ми написа лична препоръка въз основа на моите изследвания и опит в индустрията -

Джеймс Маккуейд - за това, че беше сред малкото хора, които действително повишиха

осведомеността за съществуването на Руската бизнес мрежа, и за това, че продължи

да предоставя високопоставена и ценна разузнавателна информация за заплахите в

различни списъци за кореспонденция - Джефри Бардин - за това, че ме покани да се

присъединя към Treadstone71 като анализатор на OSINT и ми позволи да работя с него

по няколко проекта, в рамките на които спечелих необходимата сума, за да платя някои

от сметките си и да инвестирам правилно в няколко проекта, включително за пускането

на един от първите търговски електронни магазини за разузнавателни продукти -

Джефри Кар - за това, че запази хладнокръвие и изрази личната си благодарност и

коментира моите изследвания в контекста на "продължавам да го правя". - Кен Дънам

- за това, че запази хладнокръвие и за това, че води високопоставен и популярен

пощенски списък за тенденциите в областта на сигурността и актуална техническа

информация за настоящите и текущите тенденции в областта на кибератаките - Джарт

Армит - за това, че запази хладнокръвие и че се обърна към мен няколко пъти, за

да ми каже "здравей" и "продължавай с добрата работа" - Робърт Макмилън - за

това, че е истински професионалист и добър приятел, с когото имах привилегията да

говоря и общувам многократно - Роб Лемос - за това, че е добър професионалист и

човек, когото познавам, с когото съм работил и чиято работа съм следил в миналото

- Грег Кийзър - за това, че е истински професионалист и че всъщност си направи

труда да ме цитира и да се позове на мен в няколко статии по многобройни поводи -

Гари Уорнър - за това, че е истински професионалист и че винаги е на първа линия в

борбата с лошите момчета и киберпрестъпността в международен план - Хорхе Миерес

- за това, че е истински професионалист в областта на разузнаването на заплахите

и изследванията на киберпрестъпността, че запазва спокойствие по отношение на

новите изследвания и че предлага уникален и задълбочен преглед и перспектива

за нови и нови тенденции и заплахи в областта на кибератаките - Маркус Сакс - за

това, че запазва спокойствие и е истински професионалист, чиято работа съм следил в

миналото 16 - Гюнтер Олман - за това, че е истински професионалист и добър приятел, с когото всъщност имах възможност да се срещна на RSA Europe 2012 Светът е малък и

безкраен и ние определено можем да го направим по-добър, като вършим работата си, следвайки основната методология, че "OSINT, проведен днес, е спестен някъде долар

на данъкоплатеца".

Историята отвътре на живота на бившия български хакер Данчо Данчев Беше

привилегия през декември 2005 г., когато първоначално стартирах личния си блог
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Dancho Danchev’Blog - Mind Streams of Information Security Knowledge, който бързо

се превърна в една от най-популярните публикации в сферата на сигурността до

днес, когато успях да привлека около 5.

6 млн.

прегледа през последното

десетилетие и където успях да привлека и задържа висококачествена аудитория, която основно се състои от изследователи в областта на сигурността, членове на

разузнавателната общност на САЩ, включително и на правоохранителните органи

на САЩ, включително и видни представители на индустрията за сигурност, където

моят личен блог се превърна в ежедневно четиво с цел създаване на основите на

успешна комуникационна платформа за повечето от изследванията, които публикувам

онлайн. След приблизително десет години активна дейност в блоговете за сигурност, OSINT анализи и изследвания, включително изследвания и анализи на разузнавателни

заплахи, успях да събера лоялна аудитория, която значително допринесе за броя на

последователите ми в 11 000 души в Twitter, използвайки стария ми акаунт включително

активното участие на стария ми акаунт в Twitter в строго секретна програма на

GCHQ, известна като "Lovely Horse", в която имах привилегията да допринеса със

знания и ноу-хау за проекта на разузнавателната общност на САЩ за използване

на "Отворен код за сигурност", чиято крайна цел беше да се наблюдават хакери от

висок ранг и сигурност експерти по отношение на достъпа до техните изследвания

и знания.

18 Уважаеми читатели, Това е Данчо и реших да споделя моята лична

история от реалния живот около 90-те години, когато бях виден бивш български

хакер по време на прословутата хакерска вълна през 90-те години, когато Astalavista.box.sk и Progenic. com бяха моите основни и ежедневно посещавани тип букмаркове, което значително ме провокира да продължа основно 20-годишната си кариера като

специалист по информационна сигурност, днес водещ световен експерт в областта

на изследването на киберпрестъпленията и събирането на информация за заплахите, който от декември 2005 г.

поддържа едно от водещите и най-популярни издания

в областта на сигурността, което е моят личен блог, който първоначално стартирах, докато работех като управляващ директор за Astalavista, който по онова време беше

един от най-популярните и посещавани с голям трафик портали за информационна

сигурност в света, където имах привилегията да работя като управляващ директор, докато учех в Нидерландия.

Искате ли да научите за моята истинска история като бивш български хакер през 90-те години? Интересувате ли се да научите повече за това как поставихме основите на

19 пазарния сегмент на техническото събиране на данни, включително и на днешния

модерен пазарен сегмент на разузнаването на заплахи, и как ги изправихме на

крака, използвайки информацията и знанията за данни, които бяха произведени и

разпространени? Продължете да четете. Историята се развива в малък град в България

през 90-те години в постсъветска и посткомунистическа страна, където модерните

технологии започват бавно да навлизат и подтикват един местен хитрец да събере

възможно най-много информация от мрежа от свързани компютри, известна като

интернет, с цел да търси глобално господство чрез активен и постоянен обмен на

информация с колеги от целия свят, включително изключително от САЩ и членове

на U. S Security Industry the Scene and prominent members of the U.S. Intelligence Community including hundreds of independent contractors in a post and pre 9/11 World which is where Dancho Danchev originally started his career as a hacker enthusiast today’s leading expert in the field of cybercrime research and threat intelligence gather-ing.

Примерна лична снимка на родния град на Данчо Данчев в България - Троян.

Когато бях в България по време на тийнейджърските си хакерски години, бях зает с

работа на свободна практика като консултант по информационна сигурност, докато
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работех с международни портали за сигурност, където се занимавах с предлагане на

съвети и практически препоръки за информационна сигурност и практически решения, 20 включително работата ми с CIO.bg, където веднъж допринесох със статия за

кибертероризма и киберджихада, включително поредица от публикации за HiComm.bg, където водех популярен информационен сигурност и участва с няколко статии в

няколко от броевете на списанието.

На по-късен етап някак си реших да се занимавам с корпоративна дейност и по някакъв

начин да намеря начин да навляза в комерсиалната индустрия за информационна

сигурност с моите познания, като потенциално започнах да допринасям със знания и

информация, използвайки личните си контакти в различни портали за информационна

сигурност по пътя си към евентуална работа, за предпочитане като автор на блог за

сигурност или журналист, което очевидно успях да направя, тъй като по това време

активно допринасях със собствените си изследвания и знания в различни портали за

h/c/p/a (хакерство/пробиване/разбиване/анархия). По някое време Данчо решава да се

обърне към основния оператор на един от любимите си уебсайтове за сигурност по

това време - https://net-security.org с цел да допринесе със статия за новостартиралия

им проект forbidden.net-security.org.

Идеята му беше да допринесе със статия за

сигурността за наскоро стартиралия им бюлетин, а въпросната статия беше доброто

старо ръководство "Как да използваме троянски коне".

В крайна сметка статията

беше приета и Данчо се почувства горд от себе си, че е допринесъл за проекта и че

статията му е публикувана, така че евентуално повече хора 21 да я прочетат и да му

изпратят имейл с въпроси за троянските коне и за самата статия. Основният уебмастър

на net-security.org по това време беше Берислав Кучан и проект все още остава един

от любимите и най-популярните ежедневно посещавани уебсайтове за сигурност на

Данчо.

Примерна снимка на София, България.

Снимка с любезното съдействие на

Данчо ДанчевНа по-късен етап реших да установя работни взаимоотношения с Frame4

Security Systems, която е холандска компания, с цел написване на подобрена версия

на оригиналния документ "Как да използваме троянски коне", който по-късно се

превърна в "The Complete Windows Trojans Paper", който бързо се превърна в един от

най-популярните и четени документи на Сцената за съвременните троянски коне и как

да ги използваме и как да се предпазим от тях. Примерна лична снимка на моста Еразъм

в Ротердам.

Снимка с любезното съдействие на Данчо ДанчевС наближаването на края на лятото

Данчо получава предложение да започне работа в местния офис на своя интернет

доставчик (Internet Service Provider), който по това време е Digital Systems, на позицията

офис асистент, където отговаря за запознаването на нови клиенти с предлаганите от

интернет доставчика услуги и за обработката на фактури. Сред основните предимства

на работата в местния офис на доставчика на интернет услуги е действителната

честотна лента, до която има достъп, позволяваща му да влиза в интернет без никакви

ограничения, които той използва, за да посещава някои от любимите си уебсайтове

за сигурност и хакерство Top50 и Top100, откъдето в крайна сметка сваля някои от

най-новите инструменти за хакерство и сигурност, включително троянски коне, които

копира на дискета и в крайна сметка носи вкъщи по време на обедната почивка

с цел да обменя информация с втория си приятел проект все още остава един от

любимите и най-популярните ежедневно посещавани уебсайтове за сигурност на Данчо.

Примерна снимка на София, България.

Снимка с любезното съдействие на Данчо

ДанчевНа по-късен етап реших да установя работни взаимоотношения с Frame4 Security Systems, която е холандска компания, с цел написване на подобрена версия на

оригиналния документ "Как да използваме троянски коне", който по-късно се превърна
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в "The Complete Windows Trojans Paper", който бързо се превърна в един от най-популярните и четени документи на Сцената за съвременните троянски коне и как

да ги използваме и как да се предпазим от тях.

Примерна лична снимка на моста

Еразъм в Ротердам. Снимка с любезното съдействие на Данчо ДанчевС наближаването

на края на лятото Данчо получава предложение да започне работа в местния офис на

своя интернет доставчик (Internet Service Provider), който по това време е Digital Systems, на позицията офис асистент, където отговаря за запознаването на нови клиенти

с предлаганите от интернет доставчика услуги и за 22 обработката на фактури. Сред

основните предимства на работата в местния офис на доставчика на интернет услуги

е действителната честотна лента, до която има достъп, позволяваща му да влиза

в интернет без никакви ограничения, които той използва, за да посещава някои от

любимите си уебсайтове за сигурност и хакерство Top50 и Top100, откъдето в крайна

сметка сваля някои от най-новите инструменти за хакерство и сигурност, включително

троянски коне, които копира на дискета и в крайна сметка носи вкъщи по време на

обедната почивка с цел да обменя информация с втория си приятел LockDownCorp и

да управлява популярен уебсайт за хакерство и сигурност, който след това да включи

в класацията на Progenic.com Top100 Hacking and Security Web sites, включително да

предлага платени консултации по сигурността, за да открие начини да помогне на

хората да защитят домашните си компютри от троянски коне и да ги научи как да

използват защитна стена и как да защитят домашните си компютри. Примерна снимка

на екрана на водещия антитроянски скенер на работодателя на Данчо Данчев LockDownCorp около 90-те години на миналия векНа по-късен етап от ранната си кариера

в областта на информационната сигурност той посещава и се присъединява към

Клиниката за сигурност на https://itsecurity.com, където публикува личната си биография

и отговаря на често задавани въпроси за сигурността, които потребителите на уебсайта

задават, и отговорът му се появява на първа страница, като по този начин потенциално

води до трафик към работодателя му по това време, който е Frame4 Security Systems, и всъщност подобрява знанията и разбирането си за информационната сигурност като

цяло. Данчо е известен и с това, че е участвал в хакерската група Blackcode Ravers, която

е управлявала популярния по това време уебсайт https://blackcode.com, и всъщност е

участвал с два броя на популярен по това време бюлетин за сигурност, които са били

представени на началната страница на портала.

Примерна снимка на екрана на личния модем на Данчо Данчев, с който той разклащаше

дъската по време на 90’s През славните години на IRC (Internet Relay Chat), когато

Данчо е бил зает да виси в няколко IRC мрежи, включително DALNet и IRC мрежата на

местната му страна, той успява да получи файла с паролата /etc/shadow за целия си

ISP (Internet Service Provider), който по това време е Digital Systems, и споделя копие

от него с най-добрия си приятел по това време Георги Кадийски с цел да използва

няколко популярни и високо Списък на думи, включително John the Ripper за разбиване

на пароли, потенциално получаване на достъп и насилване на целия списък с пароли

за стотици активни акаунти в Интернет по това време. В продължение на няколко дни

резултатите по онова време бяха изключителни в контекста на действителния успех в

процеса на грубото налагане, което потенциално позволи на Данчо и неговия приятел

да получат лесен достъп до безплатните интернет акаунти, които по онова време

струваха пари и им позволиха да използват интернет безплатно. Примерна екранна

снимка на личната хакерска страница на Данчо Данчев, наречена "Security is Futile", около 90-те години на миналия векНа по-късен етап Данчо успява да получи достъп и

до конкурентния доставчик на интернет услуги в местния град, известен като BIANet

/etc/shadow, който му е изпратен от негов приятел и той отново го споделя с приятеля си, 1303

който отново започва да използва грубото разбиване на файла с пароли, използвайки

различни Worldlist и печално известния по това време инструмент за разбиване на 24

пароли John the Ripper което потенциално позволява на Данчо и неговия приятел лесен

достъп до неограничена dial-up свързаност в интернет. Примерна снимка на екрана

на личния хакерски сайт на Данчо Данчев около 90-те години на миналия векНастъпи

времето да играем една игра. Данчо бързо включил 16-битовия си компютър Правец

2MB RAM и бързо се появил екран, пълен с възможности за избор на компютърна игра, който го подканил да избере игра.

Докато зареждаше една сравнително известна

игра, известна като Scorch, Данчо реши да играе два часа, а след това да продължи

със срещата с приятелите си и да започне дискусия с баба си. Голям почитател на

стратегическите игри, Данчо решил, че няма време, което да отдели, за да играе

любимата си игра - Sid Meier’s Civilization, и вместо това решил, че евентуално ще играе

играта по-късно през деня. Играта на Scorch беше доста интересно преживяване и

той отдели няколко часа от ценното си учебно време, за да взаимодейства с играта.

След това реши да се обърне към най-добрия си приятел по това време и съмишленик

в света на НЛО Съветския съюз и компютърните игри, включително хакерската Сцена, за два часа продължителна игра, в която щяхме да изготвим стратегия за това как

най-добре да "подходим" към Съветския съюз по отношение на инвазията активно и

внимателно да планираме всеки ход по пътя си към нахлуването в Съветския съюз

и евентуално във всички околни държави. 25 Докато аз бях зает с подготовката за

нашата няколкочасова игра, Джордж трябваше да се занимава с преглеждането на

един диск, който в общи линии беше огледало на Packetstormsecurity и по-специално на

раздела E-Zine, за да можем да се подготвим да проведем разговор по отношение на

разработването на нашата технологична и военна стратегия по пътя към постигане на

глобално господство в оригиналната Civilization на Sid Meier.

Това, което по принцип направихме в началото, беше да изготвим стратегия и всъщност

да получим по-добър поглед върху технологичното дърво на играта, а докато аз бях

зает с придвижването на Империята, Джордж беше зает да води бележки за начина, по който да следим и развиваме военната си стратегия на принципа "пръв дошъл, пръв обслужен". Примерна снимка на екрана от прословутата публикация на Данчо

Данчев "Пълният документ за троянците на Windows" около 90-те години на миналия

векПровокиран от необходимостта да се свърже с огромната мрежа от компютри, известна като интернет - Данчо бързо реши, че е дошло времето да се свърже - така че

реши да потърси подходящ доставчик на връзка в местния си роден град. 26 Навремето

основните доставчици на връзка по онова време бяха българските цифрови системи

БИА Нет и водещият доставчик на мобилна свързаност в страната - предплатените dial-up карти на Мтел. Времената бяха различни по отношение на свързаността и DSL и ADSL

бяха сбъдната мечта в лицето на корпоративните мрежи, които правилно използваха

и използват ISDN тип базирана свързаност.

Данчо решава бързо да се сдобие с

необходимия dial-up модем, в който в крайна сметка се влюбва, за да достигне до

огромната мрежа от компютри, известна като Интернет с помощта на местен доставчик

на телефонни услуги, известен като Digital Systems. По онова време - почасовият dial-up достъп означаваше да помислите два пъти какво правите и как го правите онлайн, което означаваше, че по принцип трябваше да подготвя план за нещата, които ще правя

онлайн, включително уебсайтове, които ще трябва да посетя, включително набор от

имейли, които ще трябва да изпратя на набор от хора, включително приятели и колеги.

Минали са години, откакто се е подготвил да се сдобие с персонален компютър и да

се свърже, което означава, че е успял да подготви списък с уебсайтове и новинарски
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групи на тема хакерство и компютърна сигурност, включително общи уебсайтове, които

евентуално ще посети. Сред първите уебсайтове, които посетил, бил NBA.com, където

бързо се запознавал с последните събития в любимия си отбор, включително ежедневно

разглеждал снимки и евентуално видеоматериали, които да представят любимия му

отбор по това време. Сред най-почитаните опитни, които той открива за първи път, преди да се свърже, е да търси снимки на НЛО и информация за КГБ, включително

активно възпроизвеждане на звук с помощта на външните си високоговорители в

доминирания от MIDI свят по онова време. Най-почтеното и незабравимо преживяване

по онова време е фактът, че е имал достъп до електронна поща, която е използвал, за да поддържа връзка със системния администратор на доставчика на интернет

услуги, така че да може да поддържа връзка с него, включително активно споделяне

на нови връзки към уебсайтове, които той да посещава и да обменя комуникация.

27 Сред следващите най-значими и ключови характеристики на интернет с помощта

на местен доставчик на телефонни услуги, известен като Digital Systems. По онова

време - почасовият dial-up достъп означаваше да помислите два пъти какво правите

и как го правите онлайн, което означаваше, че по принцип трябваше да подготвя

план за нещата, които ще правя онлайн, включително уебсайтове, които ще трябва

да посетя, включително набор от имейли, които ще трябва да изпратя на набор от

хора, включително приятели и колеги.

Минали са години, откакто се е подготвил

да се сдобие с персонален компютър и да се свърже, което означава, че е успял да

подготви списък с уебсайтове и новинарски групи на тема хакерство и компютърна

сигурност, включително общи уебсайтове, които евентуално ще посети. Сред първите

уебсайтове, които посетил, бил NBA.com, където бързо се запознавал с последните

събития в любимия си отбор, включително ежедневно разглеждал снимки и евентуално

видеоматериали, които да представят любимия му отбор по това време.

Сред най-

почитаните опитни, които той открива за първи път, преди да се свърже, е да търси

снимки на НЛО и информация за КГБ, включително активно възпроизвеждане на звук с

помощта на външните си високоговорители в доминирания от MIDI свят по онова време.

Най-почтеното и незабравимо преживяване по онова време е фактът, че е имал

достъп до електронна поща, която е използвал, за да поддържа връзка със системния

администратор на доставчика на интернет услуги, така че да може да поддържа връзка

с него, включително активно споделяне на нови връзки към уебсайтове, които той

да посещава и да обменя комуникация. 28 Сред следващите най-значими и ключови

характеристики на интернет бързо решава, че трябва да започне да навлиза в света

на хакерството, за да трупа знания и да впечатлява приятелите си.

Сред първите

канали, към които се присъединява по това време, са #gay и #lesbian, където той

се представя за друг човек, който основно се стреми да предложи нов и оригинален

скрийнсейвър, базиран на снимки, на различни лица с цел да ги подмами да изпълнят

скрийнсейвъра на домашните си компютри и в крайна сметка да получат достъп до

компютрите си, използвайки популярен по това време клиент за троянски кон, като

например Sub7. Би било доста лесно да се предположи как нещата са се усложнили, като Данчо бързо е получил достъп до основното приложение mIRC на Internet Relay Chat, включващо различни IRC-базирани "военни скриптове", включително дузина мейл-бомби

и различни други ICQ-базирани тип нукери и флудери по пътя си към демонстриране

на подходящо техническо ноу-хау пред своите приятели и колеги в сенчестия свят

на хакерството.

29 Сред първите канали, до които се опита да получи достъп,

бяха #hacker #hackers #hacking и прословутият #hackphreak в EFNet, включително

за да отвори всъщност няколко лични канала в местните IRC мрежи, включително
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#drugs #KGB и #linuxsecurity. На по-късен етап той всъщност успява да попита свой

приятел за евентуален статут на оператор в местната IRC канала на града, където той

основно управляваше бот за онлайн защита 24/7, известен като xploit, включително

активното използване на Socks5 сървър, който по това време се предлагаше от неговия

работодател LockDownCorp, където той беше зает да действа като технически колектор

на троянски коне/червеи/вируси и VBS скриптове с цел подобряване на процента на

откриване на антитроянски софтуер на базата на сигнатури. 30 Примерна снимка на

3G USB модем, който Данчо използвал за работа по време на пътуванеЕдно от първите

неща, които Данчо решава да направи в свободното си време, е да проучи активно

местния уебмастър на официалния уебсайт на родния си град с цел да се опита да

извърши социално-инженерна атака срещу официалния уебсайт на местния град, която

в общи линии успява и води до появата на "поздравително" съобщение публикувано на

официалния уебсайт, без да се извършва реално унищожаване и премахване на данни, което изглежда като професионален подход при компрометирането на легитимен

уебсайт с цел да поздрави личните си приятели и да разпространи съобщение от името

на "Троянската хакерска група", която по това време основно се състои от един от най-близките му приятели и друг колега хакер ентусиаст.

Сред отговорностите му по онова време беше и активното събиране на троянски

коне/червеи/вируси и VBS скриптове с идеята да ги сподели с работодателя си, който по онова време беше LockDownCorp - един от водещите световни доставчици

на антитроянски програми, с цел подобряване на процента на откриване на тези

публично достъпни троянски коне, което по-късно се превръща в успешна операция

за техническо събиране, която основно плаща сметките му и всъщност му предлага

приличен финансов стимул да продължи да се занимава със сигурност като хакер

ентусиаст и всъщност подобрява цялостния процент на откриване на някои от най-разпространените троянски коне по това време от страна на работодателя му.

31

Примерна снимка на Данчо Данчев по време на пътуване. С любезното съдействие

на Данчо ДанчевСъщинското договорно споразумение беше свързано с това, че Данчо

притежаваше частен FTP сървър, на който прекарваше часове в качване на събраните

троянски коне, използвайки домашната си dial-up връзка, и в крайна сметка получаваше

приходи от този процес, използвайки Western Union, където беше щастлив, че е

установил директни работни отношения с един от водещите световни доставчици на

антитроянски програми, който по това време се намираше на адрес - http://proxy2.

stealthedip.com/maniac/incoming/ Всеки път, когато Данчо се опитваше да се свърже с

приятелите си, той се опитваше да разбере дали те са онлайн, използвайки популярен

троянски кон, включително да провери всъщност имейл акаунта си за техните наскоро

сменени пароли и друга свързана информация, включително текущото им IP, за

да може правилно да се свърже с домашния им компютър с образователна цел.

Като най-забележителният в света изследовател на киберпрестъпността, блогър по

сигурността и анализатор на разузнаването на заплахите, изследователят бързо си

спечели слава, като систематично и ефикасно профилира и анализира прилична снимка

на злонамерени национални и измамни онлайн, което го кара да направи успешна

кариера като най-популярния в света изследовател на киберпрестъпността, блогър

по сигурността и анализатор на разузнавателни данни за заплахи.

32 Примерна

лична снимка на Данчо Данчев. Imagery Courtesy of Dancho DanchevВ ранната сутрин

на понеделник изследователят бързо събира набор от материали за изследване на

основния ботнет, който следи - скандалния ботнет Koobface, като използва пасивни

и активни виртуални SIGINT методологии, които основно включват активно вземане

на проби от злонамерените онлайн дейности на ботнета, използвайки ежедневен
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набор от прихванати злонамерени и измамни кампании, стартирани, управлявани

и оперирани от ботнета Koobface, с цел осигуряване на необходимата техническа

оперативна и стратегическа разузнавателна информация от типа OSINT, включително

ежедневната партида от домейни и кампании за набиране на парични мулета, с чието

профилиране се е занимавал с идеята да помогне на U. САЩ по пътя към издирване

и преследване на киберпрестъпниците, които стоят зад тези кампании. 33 Примерна

снимка от програмата на GCHQ "Lovely Horse" за следене на хакери в Twitter, в която

е участвал Данчо ДанчевБотнетът Koobface е бил основният ботнет, разпространяван

през социалните медии по това време, в частност Facebook и вече е успяла да засегне

десетки хиляди потребители в световен мащаб, като потенциално ги е подмамила да

взаимодействат с измамни и визуални кампании, базирани на социално инженерство, под формата на фалшиви Adobe Flash плейъри и фалшиви видеоклипове в YouTube, при които крайната цел е да се опитат да засегнат приятелите си във Facebook, като

изпращат автоматизирани и легитимно изглеждащи съобщения, включващи връзки към

измамно и злонамерено съдържание.

Примерна екранна снимка от бюлетина за сигурност на Данчо Данчев за Blackcode.com Около 90-те години на миналия векИзминали са години, откакто се е подготвял да

се сдобие с персонален компютър и да се свърже, което означава, че е успял да

подготви списък с уебсайтове и новинарски групи на тема хакерство и компютърна

сигурност, включително общи уебсайтове, които евентуално би посетил. Сред първите

уебсайтове, които посети, беше NBA.com, където бързо щеше да се запознае с

последните събития в любимия си отбор, включително ежедневно разглеждане на

снимки и евентуално видеоматериали, които да представят любимия му отбор по това

време. 34 Сред най-почитаните опитни, които той открива за първи път, преди да

се свърже, е да търси снимки на НЛО и информация за КГБ, включително активно

възпроизвеждане на звук с помощта на външните си високоговорители в доминирания

от MIDI свят по онова време. Примерна екранна снимка на базата данни за анализ

на троянски коне на Данчо Данчев, която той е направил за пакета за защита от

троянски коне на своя работодател DiamondCS около 90-те години на миналия векНай-маститият и незабравимо преживяване по онова време беше фактът, че той имаше

достъп до електронна поща, която използваше, за да поддържа връзка със системния

администратор на доставчика на интернет услуги, така че да може да поддържа връзка

с него, включително активно споделяне на нови връзки към уебсайтове, които той

да посети и да обмени комуникация. 35 Минаха години, откакто той се подготви да

придобие персонален компютър и да се свърже, което означава, че успя да подготви

списък с уебсайтове и новинарски групи на тема хакерство и компютърна сигурност, включително общи уебсайтове, които евентуално ще посети. Сред първите уебсайтове, които е посетил, е бил NBA.com, където бързо е щял да се запознае с последните

събития в любимия си отбор, включително ежедневно разглеждане на снимки и

евентуално видеоматериали, които да представят любимия му отбор по това време.

Сред най-почитаните опитни, които той открива за първи път, преди да се свърже, е

да търси снимки на НЛО и информация за КГБ, включително активно възпроизвеждане

на звук с помощта на външните си високоговорители в доминирания от MIDI свят

по онова време.

36 Най-почтеното и незабравимо преживяване по онова време е

фактът, че е имал достъп до електронна поща, която е използвал, за да поддържа

връзка със системния администратор на доставчика на интернет услуги, така че да

може да поддържа връзка с него, включително активно споделяне на нови връзки

към уебсайтове, които той да посещава и да обменя комуникация. Примерна лична

снимка на екрана на личния хакерски уебсайт на Данчо Данчев около 90-те години

1307

на миналия век Сред следващите най-значими и ключови характеристики на интернет, които използвах по онова време, беше ICQ, по-специално фактът, че съобщенията от

родния ми град пътуваха до столицата на страната в реално време, което беше особено

впечатляващо, по-специално фактът, че получавах незабавни отговори на съобщенията

си. Съвсем логично беше да се заключи, че активният обмен на съобщения по ICQ и

реалните контакти са от решаващо значение за придобиването на популярност и за

реалния опит да се владее Сцената.

Това, което направих на практика по онова време, беше да помоля няколко от моите

приятели, за които се знаеше, че са участвали в Сцената по онова време, да препратят

и обменят приличен набор от ICQ контакти на колеги от Сцената, което бързо ме

снабди с необходимите контакти, за да се присъединя към няколко хакерски групи, по-специално HackHouse и Social Engineering Project, на които се гордеех, че съм член.

Примерна снимка на екрана на примерен етичен компрометиран уебсайт около 90-те

години. Снимка с любезното съдействие на Данчо ДанчевСред следващите най-значими

и ключови характеристики на интернет, които използвах по онова време, беше ICQ, по-специално фактът, че съобщенията от родния ми град пътуваха до столицата на

страната в реално време, което беше особено впечатляващо, по-специално фактът, че получавах незабавни отговори на съобщенията си.

Съвсем логично беше да се

заключи, че активният обмен на съобщенията в ICQ и действителните контакти е от

решаващо значение за това да станете популярни и да се опитате да притежавате

Сцената. Това, което направих на практика по онова време, беше да помоля няколко

мои приятели, за които се знаеше, че са участвали в Сцената по онова време, да

препратят и обменят приличен набор от ICQ контакти на колеги от Сцената, което

бързо ми даде необходимите контакти, за да се присъединя към няколко хакерски

групи, по-специално към HackHouse и Social Engineering Project, на които се гордеех, че съм член. Примерна екранна снимка на частно психеделично транс парти в Second Life. Снимка с любезното съдействие на Данчо ДанчевСред следващите най-значими

и ключови характеристики на интернет, които използвах по онова време, беше ICQ, по-специално фактът, че съобщенията от родния ми град пътуваха до столицата на

страната в реално време, което беше особено впечатляващо, по-специално фактът, че

получавах незабавни отговори на съобщенията си. Съвсем логично беше да се заключи, че активният обмен на съобщения по ICQ и реалните контакти са от решаващо значение

за придобиването на популярност и за реалния опит да се владее Сцената. Това, което

направих на практика по онова време, беше да помоля няколко мои приятели, за които

се знаеше, че са участвали в Сцената по онова време, да препратят и обменят приличен

набор от ICQ контакти на колеги от Сцената, което бързо ме снабди с необходимите

контакти, за да се 38 присъединя към няколко хакерски групи, по-специално HackHouse и проекта "Социално инженерство", на който се гордея, че съм член. Примерна

снимка на екрана на личната външна батерия на Данчо Данчев, която той използваше

за пътувания, докато работеше за ZDNetЕдна от първите групи, към които наистина

се присъединих по това време, беше Toxic Crisco, която по принцип представляваше

група от лица, занимаващи се с различни онлайн дейности, включително евентуално

хакерство, включително проекта SCR, който по принцип беше хакерска група за

социално инженерство, в която се гордеех, че членувам, по-специално с активното

си участие в четенето на различни високопрофилни психологически книги по това

време. За целите на използването на IRC, по-специално DALnet, Данчо бързо събра

копие на популярния mIRC, включително няколко военни скрипта ICQ Bombers Nukers и Mail Bombers, включително троянски коне, и бързо реши, че трябва да започне да

придобива опит в света на хакерството с цел придобиване на знания и впечатляване
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на приятелите си. Сред първите канали, към които всъщност се присъединява по това

време, са #gay и #lesbian, където основно се представя за друг човек, който се стреми да

предложи нов и оригинален скрийнсейвър, базиран на снимки, на различни лица с цел

да ги подмами да изпълнят скрийнсейвъра на домашните си компютри, като в крайна

сметка получат достъп до компютрите си, използвайки популярен по това време клиент

за троянски коне, като например Sub7. 39 Сред първите групи, към които наистина

се присъединих по онова време беше Toxic Crisco, която по принцип представляваше

група от хора, занимаващи се с различни онлайн дейности, включително хакерство, включително проекта SCR, който по принцип беше хакерска група, управлявана от

социалното инженерство, в която се гордеех, че членувам, и по-специално с активното

си участие в четенето на различни високопрофилни психологически книги по онова

време. В един прекрасен четвъртък следобед Данчо реши да поиграе на прилична

компютърна игра, докато майка му беше заета с гладене в детската стая, и реши да

предприеме пътуване, с което успешно да отърве Света от враждебни извънземни.

40 Играта, наречена Duke Nukem, в общи линии отвеждаше Данчо на пътешествие в

друг Свят, където той прекарваше по-голямата част от следобеда, отървавайки се от

враждебни извънземни, докато водеше дискусия с майка си за местонахождението

си през деня, включително за активната подготовка за занятията на следващия ден

и евентуалния разговор за вечеря.

Докато мама беше заета с гладене, Данчо пое

на друго пътешествие в далечен Свят, където се грижеше и защитаваше Земята от

зли извънземни и реши, че е дошло време за почивка. Някои от най-запомнящите се

спомени на Данчо от онова време са свързани с играта на пълен работен ден на една

от най-добрите стратегически игри през 90-те години, а именно Sid Meier’s Civilization.

Прекарвайки прилична част от времето си основно по четири часа дневно, Данчо бързо

придобива необходимите умения, за да изведе цивилизацията си на ново ниво, като

води войни, развивайки и обменяйки нови технологии и водейки войни с конкурентни и

противникови цивилизации. След като вече е овладял силата на играта "Цивилизация", Данcho бързо попада в свят на политика, технологии и войни и успешно картографира

и оставя опора в света по начина, по който го познава и владее, след като успешно

прекарва прилична част от времето си в игра на най-добрата стратегическа игра през

90-те години - Civilization на Сид Майер.

Game World е нещо различно.

Всеки път,

когато Данчо решаваше да поиграе на някоя игра, Светът спираше, а Данчо играеше

и научаваше основите и вътрешните механизми на всяка игра, до която успяваше да се

добере през 90-те години.

Преодолявайки границите на играта, в един момент Данчо решава да разгледа по-41 задълбочено как всъщност можеш да накараш компютърния играч да стане по-напреднал и по-сложен и всъщност се опитва да обучи изкуствения интелект на

играта и евентуално да измисли начин да научи да използва усъвършенствани военни

тактики.

Би било доста лесно да се предположи как нещата са се усложнили с

това, че Данчо бързо е получил достъп до основното приложение mIRC на Internet Relay Chat, включващо различни "военни скриптове", базирани на IRC, включително

дузина пощенски бомбардировачи и различни други базирани на ICQ тип Нукери и

Флудери по пътя си към демонстриране на подходящо техническо ноу-хау на своите

приятели и колеги в сенчестия свят на хакерството. Сред първите канали, до които

се опита да получи достъп, бяха #hacker #hackers #hacking и прословутият #hackphreak в EFNet, включително за да отвори всъщност няколко лични канала в местните

IRC мрежи, включително #наркотици #КГБ и #линукссигурност. На по-късен етап той

действително успява да поиска от свой приятел евентуален статут на оператор в IRC

канала на местния град, където по принцип управлява 24/7 бот за онлайн защита, 1309

известен като xploit, включително активно използване на Socks5 сървър, който по това

време се предлага от неговия работодател LockDownCorp, където той се занимава

с това да действа като технически колектор на троянски коне/червеи/вируси и VBS

скриптове с цел подобряване на процента на 42 откриване на антитроянския софтуер

на базата на сигнатури.

Образец Socks5 в търговската мрежа.

налични сървъри с

любезното съдействие на LockDownCorp един от настоящите работодатели на Данчо по

това време, които той използва, за да повиши репутацията си в местната IRC мрежа и

всъщност да скрие истинското си IP Сред първите неща, които Данчо решава да направи

в свободното си време, е да проучи активно местния уебмастър на официалния уебсайт

на родния си град с цел да се опита да извърши социално-инженерна атака срещу

официалния уебсайт на местния град, който в общи линии успя и доведе до публикуване

на "поздравително" съобщение на официалния уеб сайт без да се извършва реално

унищожаване и премахване на данни, което изглеждаше като професионален подход

при компрометиране на легитимен уеб сайт с цел да поздрави личните си приятели и да

разпространи съобщение от името на "Троянската хакерска група", която по това време

в общи линии се състоеше от един от най-близките му приятели и още един колега хакер

ентусиаст.

Примерни примери за увреждане на уебсайтове с любезното съдействие на Данчо

през 90-те години, които основно доведе до лично съобщение и личен поздрав до

всички негови приятели по това време с любезното съдействие на "Trojan Hacking Group"

Сред отговорностите му по това време включваше активното събиране на троянски

коне/червеи/вируси и VBS скриптове с идеята да ги сподели с работодателя си, който

по това време беше LockDownCorp един от водещите в света анти троянски коне

с цел подобряване на процента на откриване на тези публично достъпни троянски

коне, което по-късно се превърна в успешна операция за техническо събиране, която

основно плащаше сметките му и всъщност му предлагаше приличен финансов стимул

да продължи да се занимава със сигурност като хакер ентусиаст и всъщност подобри

общия процент на откриване на някои от най-разпространените троянски коне по това

време от страна на работодателя му.

43 Действителното договорно споразумение

се отнасяше до това, че Данчо използваше частен FTP сървър, където с часове

качваше събраните троянски коне, използвайки домашната си dial-up връзка, и в крайна

сметка получаваше приходи от този процес, използвайки Western Union, където беше

щастлив, че е установил директни работни отношения с един от водещите световни

доставчици на антитроянски програми, който по това време се намираше на адрес -

http://proxy2.stealthedip.com/maniac/incoming/. Когато Данчо се опитваше да се свърже

с приятелите си, той се опитваше да разбере дали са онлайн, използвайки популярна

троянски кон, включително да провери имейл акаунта си за наскоро променените им

пароли и друга свързана информация, включително текущото им IP, за да може да

се свърже правилно с домашния им компютър с образователна цел. В качеството си

на най-известния в света изследовател на киберпрестъпността, блогър по сигурността

и анализатор на разузнаването на заплахите, изследователят бързо придобива

известност, като систематично и ефективно профилира и анализира прилична снимка

на злонамерената дейност на националните държави и измамниците онлайн, което

го кара да направи успешна кариера като най-популярния в света изследовател

на киберпрестъпността, блогър по сигурността и анализатор на разузнаването на

заплахите.

44 Примерна брошура, създадена от Данчо Данчев за предстоящо

изследване на хакерската екосистема на ИранПрез 2007 г. получих директна покана

да присъствам на частна конференция, организирана само с покани от проекта Honeynet в британската GCHQ, на която всъщност присъствах и представих различни теми, 1310

включително настоящи и нови тенденции в киберпрестъпността, и всъщност имах

възможност да се срещна с хората от проекта Honey net.

Примерна снимка на екран от презентацията на Данчо Данчев, проведена в британския

GCHQ през 2007 г. С любезното съдействие на Данчо Данчев Примерна карикатура, създадена от Данчо Данчев за презентация.

45 С любезното съдействие на Данчо

ДанчевПрез 2008 г.

получих изненадваща покана да се присъединя към екипа на

ZDNet - уебсайт портал, на който силно се възхищавах, докато бях зает с работа

за https://astalavista.com и бях в действителност посещавам ежедневно мястото, където прекарвам високопрофесионални и продуктивни 4 години като блогър по

сигурността в блога Zero Day на ZDNet, което ме доведе до хиляди публикации, включително действителна награда Jessy H. Neal Award за работа в блога Zero Day на ZDNet.

Примерна екранна снимка от блога Zero Day на ZDNet.

Снимка с

любезното съдействие на Данчо ДанчевРаботата за ZDNet до голяма степен оформи

професионалното ми благосъстояние по начин, по който основно работех с първокласни

технологични експерти от целия свят и всъщност имах възможност да допринасям с

лично съдържание и изследвания за период от четири години, което беше незабравимо

преживяване и все още е удоволствие и чест да се докосна до тях и всъщност да

намеря начин да допринеса и да поздравя хората, с които работех през 2008 г. 46 В

някакъв момент в крайна сметка ме поканиха да участвам в частна конференция само

за поканени, където представих практики за набиране на парични мулета и в крайна

сметка получих привилегията да се срещна с повечето от хората, с които работя, лице

в лице, където се срещахме и всъщност общувахме и обсъждахме различни горещи

теми и тенденции в киберпрестъпността в международен план.

Пример за личен

скрийншот на частна вечеря. Снимка с любезното съдействие на Данчо ДанчевДанчо

започва кариерата си в света на разузнавателните изследвания, силно провокиран

от изследванията, публикувани и разпространявани от американската компания

iDefense, която основно е специализирана в профилирането на онлайн хактивистки

дейности и е в състояние да изготвя висококачествени и никога непубликувани досега

разузнавателни данни за заплахи и общи разузнавателни справки. 47 Сред ключовите

доклади, до които Данчо е успял да се добере, е сблъсъкът между САЩ и Китай, който

по същество се състои от различни групи, базирани в САЩ и Китай, които активно

си взаимодействат онлайн, като извършват DDoS (Distributed Denial of Service) атаки

срещу тяхната инфраструктура и участват в кампании за нарушаване на целостта на

уебсайтове. След това проучва и активно посещава официалния уебсайт на CIA.gov, включително FAS.org и NSA.gov, за да търси наръчници и изследователски материали

за разузнаване с отворен код (OSINT), които по-късно значително допринасят за

превръщането му в един от водещите световни експерти в областта на изследването

на киберпрестъпността и събирането на разузнавателни данни за заплахи.

Примерна лична снимка на визитната картичка на Данчо Данчев около 2012

г.

С любезното съдействие на Данчо ДанчевВ една ранна понеделнишка сутрин

изследователят бързо събира набор от материали за изследване на основния ботнет, който е наблюдавал - скандалния ботнет Koobface.

48 Основната му мотивация

за проследяването и наблюдението на един от най-плодовитите ботнети, който се

разпространяваше във Facebook по това време, беше да помогне на индустрията за

сигурност и изследователи от цял свят, включително американските правоприлагащи

органи, за да проследят дейностите на ботнета и евентуално да се опитат да го

изключат от мрежата, както и да проследят някои от авторите, които стоят зад

него.

Образцова винилова обложка на албум на Данчо Данчев, издаден онлайн
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от канадски индустриален артистДневната рутина на Данчо се състоеше в това да

проверява най-новите кампании, стартирани от бандата, и всъщност да предлага

задълбочен технически анализ на последните кампании, като публично разпространява

и профилира кампаниите в личния си блог, което го довежда до специфичен набор

от подробни и задълбочени анализи на ботнета Koobface, един от малкото публично

достъпни ресурси за анализ по темата по това време. 49 Примерна снимка на екрана от

презентацията на Данчо Данчев за Koobface, представена на CyberCamp 2016. По онова

време се знаеше, че майсторите на ботнета следят изследванията на Данчо и в крайна

сметка оставят съобщение, вградено в реалната C &C инфраструктура, с което основно

поздравяват изследователя за неговите изследвания, включително второ и трето

съобщение по време на коледния сезон, включващо реален отговор точка по точка на

неговите "Топ 10 неща, които и изследователи от цял свят, включително американските

правоприлагащи органи, за да проследят дейностите на ботнета и евентуално да се

опитат да го изключат от мрежата, както и да проследят някои от авторите, които

стоят зад него. 50 Образцова винилова обложка на албум на Данчо Данчев, издаден

онлайн от канадски индустриален артистДневната рутина на Данчо се състоеше в това

да проверява най-новите кампании, стартирани от бандата, и всъщност да предлага

задълбочен технически анализ на последните кампании, като публично разпространява

и профилира кампаниите в личния си блог, което го довежда до специфичен набор

от подробни и задълбочени анализи на ботнета Koobface, един от малкото публично

достъпни ресурси за анализ по темата по това време. Примерна снимка на екрана

от презентацията на Данчо Данчев за Koobface, представена на CyberCamp 2016По

онова време се знаеше, че майсторите на ботнета следят изследванията на Данчо и в

крайна сметка оставят съобщение, вградено в реалната C &C инфраструктура, с което

основно поздравяват изследователя за неговите изследвания, включително второ и

трето съобщение по време на коледния сезон.

През 2003 когато започнах да уча в Холандия се опитах да си намеря работа в един

от най-известните портали за хакери и специалисти по сигурност в света и реално

успях да си намеря работа за позицията Изпълнителен Директор където основната

ми задача е да отговарям за съдържанието на портала като нови програми новини и

документи и презентации за сигурност който посетителите ще могат да свалят и да

обогатяват знанията си в света на компютърната сигурност. Позицията ми на портал-а

беше от 2003 до 2006 където също така бях отговорен за публикуването на 32 издания

от месечната ни публикация която включва интересно интервю с някой известен от

сцената или от индустрията където за момента съм взел интервюта от следните хора

от сцената и индустрията: ●Proge ●Джейсън Скот ●Кевин Таунсенд ●Ричард Мента

●MrYowler ●Prozac ●Candid Wuest 52 ●Anthony Aykut ●Dave Wreski ●Mitchell Rowtow ●Eric (SnakeByte) ●Бьорн Андреасон ●Брус ●Николай Недялков ●Roman Polesek ●Джон Йънг

●Ерик Голдман ●Robert ●Джон Б. Улрих ●Даниел Брандт ●Дейвид Ендлер ●Владимир, 3APA3A За мен беше привилегия да интервюирам някои от хората който съм успял

да интервюирам включително един от създателите на Progenic.com включително LinuxSecurity и Cryptome.org където основната цел е да задавам интересни въпроси и

да публикувам отгорите на портала с цел повече хора да могат да ги видят. Една от

основните причини поради която успях да се справя и да продължа образованието си в

Холандия беше заплатата и усилията които полагах портала да работи което се отрази

върху моята заплата като студент и Изпълнителен Директор на портала тогава за

което бих желал лично да благодаря на собствениците на портала за възможността на

направя промяна и да покажа на какво съм способен от гледна точка на съдържание.

Докато бях студент и учех в Холандия с моята приятелка Уорданка Илиева която
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отговаряше за проверка за грешки на месечната публикация която публикувах на

портала получавах заплатата си всеки месец което ми позволи да уча и да продължа да

уча в Холандия и като цяло ме мотивира да работя над портала и също така спечелихме

и награда за най-популярен сайт от PCMagazine. Друго основно нещо за което бих искал

да благодаря на собствениците на портала е възможността да работя и да публикувам

нови секций и рубрики на портала и истинските моменти който всички сме имали

заедно когато публикувахме Коледните и Новогодишни Поздравления и рубриката

относно потребители който ни изпращаха снимки на техните работни станций като

фенове и почитатели на портала. 53 Бонус Съдържание - Интервю с Мен sOpen Source Intelligence (OSINT) е тактика, използвана за научаване на информация, свързана с

защитата на организация от външни и вътрешни заплахи, като се използват публично

достъпни данни. Способността да се идентифицира информация, която потенциално

може да бъде използвана срещу организация, предоставя полезна информация, която

може да намали риска, пред който организацията може да се изправи.

Това е система за ранно предупреждение, използвана за прогнозиране и сигнализиране

на потенциална заплаха. Редакторите на LinuxSecurity сметнаха, че би било интересно

да обсъдим темата за разузнаването с отворен код, разузнаването на заплахите и

как да започнем работа с OSINT с нашата аудитория, както и да говорим с Данчо

Данчев, известен бивш хакер и изследовател на разузнаване на сигурността от

България . Данчо е лидер в областта на текущите и нововъзникващите изследвания

на киберпрестъпленията и разузнаването на заплахи и плодовит блогър по темите.

Данчо Данчев, български хакер, изследовател по сигурността Решихме, че би било

интересно да зададем на Данчо няколко въпроса за неговия произход, разузнаването

с отворен код, текущите тенденции в общността за киберсигурност, тъмната мрежа, правителствената сигурност, заплахите от нулевия ден и усилията му, довели до

свалянето на Koobface , най-големият ботнет в света по това време. Бивш блогър на ZDNet Zero Day повече от четири години, Данчо също работи като блогър по сигурността

за Webroot.

През 2011 г.

той беше избран от SCMagazine за тяхната награда за

социални медии като финалист за неговия акаунт в Twitter по това време. Данчо също

представи в GCHQ на Обединеното кралство, включително централата на канадската

разузнавателна служба, и основна презентация на тема „Разкриването на Koobface

– най-голямата ботнет в света“.

През 2016 г.

Данчо представи на CyberCamp RSA

Europe и InfoSec Europe актуални тенденции в киберпрестъпността и киберджихада.

Преди това той също беше един от основните разработчици на подземната мрежа, известна като Astalavisita. Данчо е често цитиран и често споменаван изследовател на

киберпрестъпления, блогър по сигурността и анализатор на разузнаване на заплахи

с повече от десетилетие в борбата с киберпрестъпленията и активното реагиране на

настоящи и нововъзникващи заплахи от киберпрестъпления. Данчо също е работил

като технически колектор за прословутото анти-троянско софтуерно решение Lock-Down2000, включително работа като мениджър на троянски бази данни за водещия

на пазара антитроянски доставчик на Trojan Defense Suite. Съобщава се, че неговият

изследователски блог, Mind Streams of Information Security Knowledge, има над 5,6

милиона активни показвания на страници и посетители, откакто е стартиран през 2005

г. Данчо започва да се занимава с компютърна сигурност през 90-те, като проучва

троянски коне и инструменти за хакване и пише за тях за софтуерна компания, която

разработва анти-троянски решения.

Тези, които използват тези инструменти, определено трябва да вземат основни

предпазни мерки, за да защитят собствената си поверителност, като например
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използването на VPN и защитени тунели. 54 „По-скоро бих казал, че хората трябва

да търсят каква информация предоставят публично, включително социални медии, тъй като хората, включително шпиони и лоши момчета, често са склонни да си

пишат домашното преди и преди стартирането на кибератаки, които включват и

шпионски кампании.“ Мъдър съвет от опитен OSINT изследовател.

Вие сте блогър

или изследовател по сигурността и бихте искали да имате профил тук? Споделете

вашата история с нас и ние ще се радваме да я обсъдим с вас.

Разузнаването

на заплахи е проучване и изследване на това кой може да ви атакува, каква е

тяхната мотивация и способности и какви индикатори за компрометиране във вашите

системи да търсите, за да помогнете да вземете информирани решения относно вашата

сигурност. Квалифицираният изследовател на разузнавателните данни за заплахите

трябва да може да премахне външната информация и фалшивите аларми и да се

съсредоточи само върху действащите разузнавателни данни, които пряко засягат

нейните интереси. Данчо ни каза, че „разузнаването на заплахи е неделима част от

моята кариера и е нещо, което правя и практикувам ежедневно. Най-ранният ми опит с

Threat Intelligence е като технически колекционер на троянски коне/вируси/червеи и VBS

скриптове за LockDownCorp през 90-те години, което в комбинация с моя опит в OSINT

ми позволи да създам някои от най-признатите изследователски статии в индустрията.

Също така проучвам източноевропейски киберпрестъпници, както и международни и

глобални спам фишинг кампании и злонамерен софтуер и информация за участниците

зад тях.“ Threat intelligence и OSINT е изследване и анализ само на публични данни. LinuxSecurity беше любопитно дали Данчо някога е бил blackhat хакер. „В целия си опит

като тийнейджър като бивш хакер ентусиаст съм компрометирал само един уебсайт, който беше официалният уебсайт на моя град“, пише Данчо.

Той успя да получи

счетоводните данни за сайта чрез социално инженерство на tripod.com по това време, за да премине през ICQ профила на системния администратор, за да получи достъп до

сайта с цел промяна на началната страница, за да разпространи съобщение и всъщност

да каже „здравей“ и поздравете местни приятели. Какво е Open Source Intelligence (OSINT)? Разузнаването с отворен код или OSINT е данни, събрани от публично достъпни

източници, които да се използват в контекст на разузнаване.

Въпреки че не се отнася непременно до софтуер с отворен код, OSINT вместо това се

отнася повече до информация, която е отворена и достъпна за всички, като тази, която

е публично достъпна в Интернет. OSINT изследователят е опитен техник, способен да

анализира бързо големи количества данни, използвайки сложни инструменти и знания

за това как работят подземните мрежи в Интернет, за да разбере киберпрестъпниците

и как действат. OSINT може също да се използва за проследяване на потенциален

нападател преди тази атака да се случи, както и да анализира необработени данни, за да определи кой може да бъде засегнат от атака.

В правителството на САЩ

ЦРУ отговаря за събирането, производството и популяризирането на разузнавателна

информация с отворен код чрез управлението на DNI Open Source Center (OSC).

В разузнавателната общност терминът "отворен" се отнася до свободно достъпна

информация, обикновено в нейната сурова форма, като например в база данни. OSINT данните са полезни за получаване на информация като част от разследване -

използването на OSINT не означава непременно, че данните също са лесно достъпни.

55 Това не се отнася непременно до информация, която може да бъде намерена с

помощта на обикновени търсачки - огромна част от интернет не може да бъде намерена

с помощта на основните търсачки.

Вместо това „дълбоката мрежа“ се отнася до

множество страници или платени стени, които не могат да бъдат индексирани от Google, но въпреки това са публично достъпни. Например инструменти като Shodan и Censys 1314

могат да се използват за намиране на IP адреси, мрежи, отворени портове, уеб камери, принтери и почти всичко друго, което е свързано с интернет. Тези отделни части от

информация могат да се комбинират с други публично достъпни части от информация, за да се разработи профил за конкретна тема, която представлява интерес от опитния

анализатор. Има и тъмна страна на OSINT - всичко, което може да бъде открито от

изследователите по сигурността, може да бъде открито и от участниците в заплахите.

Всъщност в края на миналата година Данчо идентифицира стотици гигабайти сурова

OSINT информация в подземни форумни общности за киберпрестъпления от повече

от милион уебсайтове и ги претърси за измамнически действия в опит да затвори

общността. Първи стъпки с OSINT LinuxSecurity попита Данчев как е започнал с OSINT.

Данчев пише: „През 2008 г. спечелих привилегията да бъда поканен на конферентно

събитие само с покана в GCHQ, на което присъствах с проекта Honeynet. Оттогава

направих многобройни ценни приноси към разузнавателната общност на САЩ като

независим изпълнител и чрез изследванията, които публикувах в моя личен блог по

отношение на висококачествени и никога непубликувани досега OSINT анализи като

независим изпълнител.” Данчо ни разказва за момент, когато разглеждал искания за

FOIA и по-специално публично публикувана и класифицирана информация, посещавайки

и преглеждайки официалния уебсайт на ЦРУ, и се натъкнал на следния цитат от

любезното съдействие на президента Никсън по онова време - „Каква е ползата от тях?

Имат над 40 000 души, които четат вестници." Той казва, че това го е заинтересувало

от OSINT и му е помогнало да оформи бъдещето на кариерата си като разузнавателен

анализатор и OSINT анализатор, работещ по NDA като независим изпълнител. За този

проект Данчо се опита да събере възможно най-много лична информация, включително

уебсайтове на IoC (индикатори за компромис), включително информация за лични

акаунти и имейл адреси.

Неговото изследване доведе до публикуване на списък с

хиляди имейл адреси и ICQ номера на киберпрестъпници, отговорни за кражба на

кредитни карти и CVV номера, наред с друга лична информация (PII). Данчев каза, че

е научил в началото на моята кариера, че най-добрият начин да се научиш в света на

разузнаването за сигурност е да се присъединиш към местна общност за хакерство

и сигурност. Общността за сигурност възнаграждава упоритата работа и усърдието.

Докажете, че можете да говорите авторитетно по тема за сигурността, да управлявате

проект и да изградите общност около него и ще бъдете признати за вашите усилия.

Анонимна комуникация чрез Tor Един от най-полезните инструменти в арсенала на

хакера за разузнаване на сигурността е Tor, безплатният софтуер с отворен код за

позволяване на анонимна комуникация.

Името произлиза от съкращението за името на оригиналния софтуерен проект, "The Onion Router".

Първоначално Tor беше световна мрежа от сървъри, изградена за

американския флот, която позволяваше на хората да сърфират в интернет анонимно.

Tor прикрива самоличността ви, като прехвърля трафика ви между различни Tor сървъри, криптирайки този трафик, така че да не се проследява обратно към вас.

Достъпът до мрежата Tor изисква използване на браузъра Tor. Обикновено се използва

в 56 среди, в които се притеснявате да не бъдете проследени, като например ако

живеете под диктатура или хакер, който иска да остане скрит от правителството.

„Вярвам, че беше около 2006 г., когато бях зает да проучвам няколко програми

на правителството на САЩ, включително SPAWAR. Тогава реших да го използвам, включително няколко други инструменти за скрита комуникация, за да попреча на

моя местен интернет доставчик да прихване това, което правя онлайн“, пише Данчо.

Той продължава: „По-специално по това време през 90-те много източноевропейски

страни, част от Съветския съюз по това време, бяха под технологично ембарго, което
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беше известно като COCOM, като персоналните компютри по това време бяха нещо

в линията на лукс и само организации и компаниите наистина биха могли да си ги

позволят.“ Данчо също така говори за Командването на системите за космическа и

военноморска война, известно като SPAWAR, и изследванията, които са направили

за чуждестранното разузнаване и други US Правителствените програми като ценен

ресурс. Заплахи от нулев ден и блогове за сигурност Данчо беше блогър по сигурността

в блога Zero-Day на ZDNet в продължение на четири години, като обхващаше теми, включително най-новите кибер заплахи, киберпрестъпления, злонамерен софтуер и

ботнет мрежи, както и уязвимости на операционната система и експлойти. Данчев

пише: „През този период отразявах стотици значими събития в областта на сигурността, включително уязвимости, засягащи Adobe, Apple, Google и Facebook, както и ботнет

мрежи и зловреден софтуер, засягащ стотици милиони потребители.

Преди доста време бях награден и с престижната награда Jesse H. Neal за най-добър

блог. В една публикация Данчо обсъди как процесът на разработване и управление

на такъв ботнет е напълно автоматизиран, ефективен и най-важното - достъпен

като услуга чрез злонамерен подземен доставчик на Cybercrime-as-a-Service. Сигурен

съм, че ще научим повече за това как работи в бъдещ доклад. Асталависита, бебе

През 2003-2006 г.

Данчо беше оператор на сайта за astalavista.box.sk – подземния

хакерски уебсайт, докато действаше като управляващ директор, където отговаряше

за управлението на съдържанието на портала и изготвянето на бюлетин за сигурност, където интервюира хора от сектора на сигурността . В началото на 2000-те години

порталът Astalavista беше един от най-широко известните и посещавани уебсайтове в

света, използвани за търсене на ресурси за хакерство и сигурност с хиляди потребители, които го посещаваха ежедневно. Въпреки че първоначално е създаден като ресурс

за изследователи по сигурността, той също така се превърна в популярна търсачка

за експлойти за сигурност, софтуер за хакване, кракване и различни генератори на

ключове и софтуерни кракове. В днешно време - в момента той управлява проект с висок

профил в оригиналния домейн Astalavista.box.sk, все още един от най-посещаваните

уебсайтове в света за хакери и експерти по сигурността, включително популярен форум

за сигурност. Botnet Koobface и компрометиращи сайтове за социални мрежи Ботнетът

Koobface (анаграма за Facebook) се разпространи изключително във Facebook и успя

да зарази стотици хиляди потребители в световен мащаб, използвайки кампании за

социално инженерство, за да ги подмами да разкрият лични данни за себе си и своите

приятели. „В продължение на две години и половина активно наблюдавах дейностите

на ботнета и 57 публикувах подробностите в моя личен блог. В крайна сметка научих за

една-единствена грешка, допусната от един от майсторите на ботнет зад кампанията, което в крайна сметка ме накара да намеря действително идентифицираща лична

информация за него, което в крайна сметка доведе до затварянето на целия ботнет

Koobface по това време“, пише Данчо в своя съдействие за отстраняване на ботнет с

правителството на САЩ. Данчо работи цели дни, за да осигури действена информация

за начина, по който работи ботнетът Koobface, включително действителна информация

за някои от текущите и най-новите кампании, стартирани от операторите на Koobface по това време.

След това той направи тази информация достъпна за по-широката

индустрия за сигурност, включително правоприлагащите органи, така че те да могат

действително да проследят и преследват някои от ботнет майсторите зад нея. Бил

Бренер от CSO Online съобщи в статията си „Данчо Данчев разкрива човека зад ботнета

Koobface“ по времето, когато Koobface „подкани приятели да изтеглят актуализация на

своя Flash player, за да гледат видео.
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Актуализацията е копие на вируса.

Доста невероятни неща.

Стартирането на

действително усилие за сваляне срещу инфраструктурата на ботнета, включително

основните командни и контролни (C &C) сървъри, доведе до разпространение на лично

съобщение до всички заразени хостове в международен план, което ме поздрави

лично и включваше препратка към моя личен блог, последвано от друго съобщение

по време на коледния сезон, включително действителни отговори точка по точка на

моите „Топ 10 неща, които не знаете за Koobface Botnet“, които публикувах в блога Zero Day на ZDNet по това време, вградени във всяка заразена със зловреден софтуер хост

част от ботнетът. Това беше невероятен успех и изключително възнаграждаващо за

разузнавателната общност. Еволюцията на събирането на разузнавателна информация

Американската армия за първи път измисли термина OSINT в края на 80-те години на

миналия век като начин за предоставяне на своевременно, обективно разузнаване, без

пристрастия, въз основа на всички източници, достъпни за разузнавателната общност

на САЩ, публични и непублични.

Когато се случиха 11 септември, бяха създадени

правителствени агенции, за да се гарантира, че OSINT е основен източник за сливане

и консолидиране на съответните разузнавателни данни в продукти, които могат да

се предприемат. Правителството се научи да си сътрудничи с академичните среди

- университетите са идеалното място за улавяне на експертния опит, необходим за

извършване на анализа.

OSINT анализаторите сега обработват огромни количества

публични данни, като тези в социалните мрежи, за да открият нововъзникващи

тенденции и да идентифицират ценна информация.

Инструментите, използвани за

OSINT, също са се развили значително. За еволюцията на използваните инструменти

Данчев пише, че „по-голямата част от инструментите, за които съм запознат, разчитат

на API, включително активното използване на публични източници. Потребител Тези, които използват тези инструменти, определено трябва да вземат основни предпазни

мерки, за да защитят собствената си поверителност, като например използването

на VPN и защитени тунели. „По-скоро бих казал, че хората трябва да търсят каква

информация предоставят публично, включително социални медии, тъй като хората, включително шпиони и лоши момчета, често са склонни да си пишат домашното

преди и преди стартирането на кибератаки, които включват и шпионски кампании.“

Мъдър съвет от опитен OSINT изследовател. 58 Вие сте блогър или изследовател по

сигурността и бихте искали да имате профил тук? Споделете вашата история с нас и

ние ще се радваме да я обсъдим с вас. 59 Бонус Съдържание - Интервю с Мен 02 Данчо, може ли да представиш себе си и най-новия проект на Box.sk?

Можете ли да разкажете повече за опита си в борбата с киберпрестъпността, включително за приноса ви към общността за събиране на разузнавателна информация

за заплахи и индустрията за сигурност на САЩ? Казвам се Данчо Данчев. Бил съм

независим създател, занимаващ се с OSINT борба с киберпрестъпленията и събиране

на разузнавателна информация за заплахите повече от десетилетие и в момента

ръководя една от водещите публикации за сигурност в индустрията за сигурност, която е моят личен блог, в който съм поставил основите за ефикасно и подходящо

OSINT и методологията на правоприлагането по отношение на борбата и прекъсването

на киберпрестъпленията в международен план, което ме накара да преследвам

успешна кариера с няколко високопоставени компании и организации, базирани в

САЩ през последното десетилетие след успешна кариера като бивш хакер през

90-те години.

Ежедневната ми рутина се състои от копаене дълбоко в сферата

на киберотбраната в контекста на реагиране и проследяване на високопоставени
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кампании за злонамерен софтуер, спонсорирани или насочени към националната

държава, и инциденти с киберпрестъпления и следене на лошите, както обикновено, с идеята да допринеса за цялостното унищожаване на киберпрестъпността в

международен мащаб и действително да допринесе за разузнавателната общност

на САЩ с оперативно и тактическо разузнаване, включително активно да подкрепя

правоприлагащите органи на САЩ по пътя им да проследяват и реагират на събития, свързани с киберпрестъпления в световен мащаб.

Основната ми мотивация за

повторно стартиране на проект на оригиналния Astalavista.box.sk е да им „покажа

как се прави“ в контекста на достигането до по-широка аудитория в контекста на

предлагането на практически тактически и оперативни съвети в света на кибервойна

операции информационна война и да представи хардкор и никога непубликуван преди

потенциално класифициран и чувствителен материал в света на разузнавателната

общност на САЩ и правоприлагащите органи на САЩ и действително да намери

конструктивен и уместен начин да каже „здравей“ и „ние сме обратно" към лоялна база

от потребители в световен мащаб и действително да намерим начин да "запазим духа"

на Сцената така, както я познаваме. Планирал съм набор от нови високопоставени

проекти, които възнамерявам да съобщавам на нашата публика на систематична и

периодична основа с идеята да предложа проницателен и уникален поглед в Сцената

по начина, по който я познаваме. Кои са някои от текущите проекти на Box.sk и какво

планирате за бъдещето?

В момента поддържаме високопоставен и изключително популярен блог на Wordpress, включващ форумна общност за киберсигурност и хакерство, и наскоро стартирахме

изключително популярен Call for Papers и Call for Innovation част от франчайза WHGDG

(World Hacker Global Domination Group).

където в момента събираме съдържание в

различни области и по различни теми, включително наскоро стартиран IRC сървър, включително изключително популярна търсачка за хакери и експерти по сигурността, включително предстоящото стартиране на нашия водещ публично достъпен продукт, наречен Project Cybertronics VR за Хакери и експерти по сигурността, включително

предстоящо високопрофилно предаване в YouTube с участието на хора и експерти от

индустрията за сигурност и сцената.

Ние също така сме подредили разнообразие

от високопоставени и предстоящи управлявани от общността и обществено достъпни

продукти и услуги и определено ще очакваме с нетърпение да издаваме периодични

актуализации за тяхната публична и 60 собствена наличност. „Ако ще бъде масово, по-добре да е добро“ в контекста на възкресяването и повторното стартиране на най-популярния уеб сайт на Scene и индустрията за сигурност за хакери и експерти по

сигурността в международен план. Какво мислите за националната сигурност на САЩ

в света след Сноудън? Аз съм твърдо убеден, че изграждането на общности около

изтекли и класифицирани данни може да не е най-добрият начин действително да

се съобщи тяхната стойност и действително да се достигне до по-широка аудитория, която потенциално раздухва информацията за понастоящем активното и чувствително

и класифицирано кибернаблюдение и тип киберразузнаване на програми, част от

портфолиото от услуги, предоставени от Разузнавателната общност на САЩ. Също

така съм убеден, че в крайна сметка ще се появи нов набор от подражатели, опитващи се потенциално да откраднат оперативно и тактическо ноу-хау от изтеклите

данни, потенциално поставяйки основите за тяхното собствено частно и патентовано

кибернаблюдение и продукти за киберразузнаване. По отношение на националната

сигурност на САЩ в свят след Сноудън, аз вярвам, че определен набор от международна
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освен да повиши осведомеността относно действителното състояние на програмите за

кибернаблюдение и киберразузнаване и техния мащаб и да достигне в международен

план. Как можете най-добре да опишете опита си в проследяването и наблюдението

на ботнет Koobface? Отне ми две години и половина активно ежедневно наблюдение

на ботнета Koobface, за да изляза действително и правилно да осигуря необходимите

технически изследвания и анализи зад tтой действително работи на ботнета и всъщност

ми позволи да проследя и публично да разпространя разнообразна лична информация за

един от ключовите членове на групата, което в даден момент доведе до пренасочване

на IP блока на мрежата на Facebook към моя личен блог, включително всъщност да

имам лично съобщение, вградено в десетки хиляди заразени хостове в световен мащаб, което лично да ме поздравява за моето изследване на ботнета Koobface. В един момент

проучването ми за местонахождението на групата се превърна в основен източник на

информация за дейностите на групата в международен план, което доведе до поредица

от публикации в блогове по темата и силно ме мотивира да продължа проучването си

за начина, по който ботнетът работи по това време чрез систематични и ежедневно

публикуване на високопрофилни и никога непубликувани преди технически анализи и

изследвания на ботнет ла Какво е текущото състояние на борбата с киберпрестъпността

в световен мащаб?

Въпреки че в момента наблюдаваме много новопоявили се доставчици и организации, които всъщност са добри в проследяването и реагирането на инциденти и дейности

с киберпрестъпления, трябва ясно да се отбележи, че високопоставени мозъчни

тръстове, включително независими изследователски организации и доставчици, които

имат Проследявайки инциденти с киберпрестъпления и профилирайки киберпрестъпни

дейности в продължение на десетилетия, трябва лесно да се считат за препоръчително

четиво по отношение на техните наскоро и исторически публикувани изследвания

в тази област.

Трябва също така ясно да се отбележи, че вече се провеждат

широко разпространени кампании за сътрудничество между академичния търговски и

частния сектор, които потенциално подкопават и допринасят за цялостното намаляване

на киберпрестъпността в световен мащаб.

Това, което трябва да се направи в

по-широкия контекст на борбата с киберпрестъпността в международен план, е

текуща OSINT и операция на правоприлагащите органи, подобна на моята наскоро

стартирана масова OSINT и 61 операция на правоприлагащите органи, наречена „Чичо

Джордж“, включително моята най-скоро публикувана високопрофилна и достъпна

онлайн безплатно Набор от данни за форума за киберпрестъпления за 2019 г., който

можете да изтеглите и обработите и потенциално да се свържете с мен по отношение

на действителното обогатяване и проследяване и процес на спиране.

Как можете

най-добре да опишете продължаващото пресичане между правоприлагащите органи

и разузнавателната общност на САЩ в контекста на стартирането на обидни законни

кампании за наблюдение?

Пример за това е скорошното сваляне и отвличане на

основния домейн за Encrochat, собствено криптирано мобилно решение? Смятате ли, че холандските правоприлагащи органи основно са злоупотребили с технологичното си

„ноу-хау“ и опит, за да се насочат към комерсиален доставчик на криптирани мобилни

решения?

Една основните идей през последните няколко години е факта че различни

правораздавателни органи от страни като напримерно Холандия започват да използват

техники и методологий от типа на разузнавателна агенция в борбата срещу

онлайн престъпността като напримерно се стремят да компрометират цялостно

инфраструктурата на кибер престъпниците като реално погледнато имитират

дейността на разузнавателна агенция като се получава ситуация на изтичане на
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информация за различни възможности на агенцията и правораздавателните органи

което не е хубаво нещо. Мислите ли, че стартирането на Кибер командването на САЩ е

стъпка в правилната посока? Смятате ли, че публичното споделяне на патентовани

версии на зловреден софтуер на VirusTotal е нарушение на OPSEC? Как мислите, че

киберкомандването на САЩ може да се представи по-добре в контекста на днешната

надпревара във въоръжаването в съвременната офанзивна кибервойна? Мнението ми

е че създаването на Кибер Командването на САЩ е стъпка в правилната посока от

гледна точка на юриздикция в Кибер Пространството и от гледна точка на взимането на

правилни решения в Кибер Пространството от страна на САЩ което включва събирането

на разузнавателна информация за кибер атаки и даване на съвети както и взимане

на мерки срещу тази заплахи. От гледна точка на споделянето на злонамерен код на

VirusTotal мнението ми е че това е важно от гледна точкна на привличането на повече

последователи който да следят актовността на Кибер Командването но като цяло не

мисля че злонамерения код който се споделя е важен от гледна точкна на класифициран

и такъв какъвто вече го няма.

Това което Кибер Командването може да направи

евентуално публичния сектор никога няма да разбере но основно това което може

да направи е да поддържа ритъма в борбата срещу кибер атаки направени от други

държави и други атакуващи от типа на целенасочени атаки срещу инфраструктурата и

интелектуалната собственост на фирми и организации в САЩ.

Работихте за Astalavista.com, един от основните конкуренти на Box.sk през 2003-2006

г.?

Какви са вашите впечатления от работата и управлението на портала?

Това е

един много важен момент от моя живот в който постигнахме много като екип с моята

приятелка и групата от хора с които работехме и основно един от основните източници

на приходи който имах за качествената си работа тогава и искренно се надявам хората

с който работех да се доволни от гледна точка на съдържнието за което бях отговорен

тогава и всички с които работех да продължават да бъдат същите професионалисти

като тогава.

През периода 2003-та и 2006-та това беше един от най-популярните

портали за сигурност и хакери в света и се гордея че съм работил на него и че съм

имал възможност да работя с истински екип и професионалисти тогава. 62 Вярно ли

е, че ръководите една от най-популярните публикации за сигурност в индустрията за

сигурност? Как първоначално стартирахте проекта? Какво е текущото състояние на

проекта? Мисля че това е факт да. Проекта за моя личен блог беше стартиран през

Декември 2005-та година докато още работех за Astalavista и основната цел беше да

намеря нови читатели за мойте проучвания и също така да публикувам съдържание

по темата за информационна сигурност и кибер престъпления всеки ден. В момента

това е един от най-известните блогове в индустрията и искренно се надявам това да

продължава да бъде така. Какво е отношението ви към "4th party collection"? Мисля че

процеса по събиране на информация за атакуващи и кибер атаки от такъв тип сорт е

процес в правилната насока където един от най-важните фактори за успех е този тип

информация да бъде споделен с колкото се може повече хора и организаций с цел да

може информацията да достигне до повече хора и евентуално да се изградят подобри

защити и да може хората който се занимават с този тип дейност да бъдат по-лесно

проследени. Вярвате ли, че пренаселената индустрия за сигурност означава по-нисък

OPSEC за високопрофилни операции?

Мисля че съм съгласен. Основната идея е че когато много компаний от частния сектор

се занимават с такъв тип дейност и реално погледнато не споделят своите знания с

правителството може да се получи ситуация в която разузнавателна агенция може

да работи по случеи по който вече са работили фирми от индустрията и това може

да се отрази върху качеството на операцията за залавянето и следенето на кибер
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престъпници.

1. https://blogger.googleusercontent.com/img/a/AVvXsEj7pdS1ZFwFS7zSOPooHvVTjvgNFcBFTzhFbKHqxt7kIIfLdeDpmvtjOP

aBnfCdiY0i9wvLDRLc_b92Nr5L1GAPynIqvIeZsNo06Fqsd75CfQg9

1.3.7 Dancho Danchev’s Cybercrime Life Magazine - Issue 01 - April - 2024

(2024-04-05 16:33)

[1]

Dear blog readers,
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I just released my first issue of [2]Dancho Danchev’s Cybercrime Life monthly magazine which is entirety [3]based on my recent research and analysis.

Stay tuned.

1. https://blogger.googleusercontent.com/img/a/AVvXsEhWysrkjKhAOaxvIKVAnlS9un3-QqNFX4IglNrvIHQ-qTBbsWxISTVT5U

J7BB0MWEu81axGSpyGU0zA4ywtsR4ENo0ZWAy20y7pPV3wYMdm8uBk

2. https://drive.google.com/file/d/1pyvoXMhFqLPCl-xlLo9cosXhWeP-9l3Z/view?usp=sharing

3. https://archive.org/details/dancho-danchev-cybercrime-life-01

1.3.8 Exposing Bulgaria’s "Circles" Commercial Spyware Vendor - An Analysis (2024-04-26 17:49)

[1]

It doesn’t get any better than this.

Infecting users with commercial spyware where you’ve managed to somehow infiltrate the global ecosystem of exploits vulnerabilities including "cyber arms" for your own commercial gain and other’s suffering to the point of point and click malware infections to both experienced and simple users is simply disgusting.

Here’s my OSINT analysis of Bulgaria’s infamous commercial spyware vendor known as Circles.

hxxp://circles.bz - support@circles.bz

Nadezhda Ropleva -> hxxp://lighthousesystem.net

[2]
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52.29.174.30 -> ec2-52-29-174-30.eu-central-1.compute.amazonaws.com -> hxxp://vulcan-club-online.com

Related responding IPs:

52.59.17.122

52.57.237.76

52.59.25.179

52.59.84.176

52.58.213.184

[3]

97.74.215.85

50.87.144.136

46.107.239.88

118.169.224.5

[4]

hxxp://tracksystem.info
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87.121.58.6

46.107.239.141

87.121.58.4

46.107.239.89

46.107.239.12

hxxp://nac-2013.us - Email: dimitar.markov@circles.bz

hxxp://globalhubcom.com

-

Email:

YyhplaFwhvhlp@hotmail.com

-

Email:

na-

dia.ropleva@circles.bz

46.107.239.88 -> hxxp://worldsupport.info

[5]

AS60097
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hxxp://vulcan-club-online.com -> hxxp://vlk-casino-club.com

[6]

Social media accounts:

hxxp://www.facebook.com/nadia.ropleva

hxxp://www.slideshare.net/nadiaropleva

Sample screenshots:
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Related sample screenshots:

Stay tuned.

1. https://blogger.googleusercontent.com/img/a/AVvXsEha-LOaIw5WcLFIX9prF6b3wApmI-7L3jdNaXgoz4euSBiF76wAxTQHou

jcnluijG6XHO3LzJ-0VhARdXaJafiZNHCfOb7FuNLcOqXRkSX5AjZy

2. https://blogger.googleusercontent.com/img/a/AVvXsEhr7QSF-R3FcRixJ-uEnrcSzVcOrnPb9JRa8LyWc-ODuGxB67RzvgwRxK

3GDfJQzKIPY0tQJFkcq2JhwRprPURcsbDpShpzboB8f64ar9VeL0AA

3. https://blogger.googleusercontent.com/img/a/AVvXsEgTKiABCh1iwefc2jx04f-LPbZHPlqEA7bwdIEbvesxkmF5TuknmQmrM-

i7-OdoDn-QwrHxZ_8x08GB26KDyjfju29qIgrTRmQ74syZHHS7KXci

4. https://blogger.googleusercontent.com/img/a/AVvXsEgZ-45XG8nfnGrG4zLJpu4GwDp-Ub-5OsFRyrSUVqBXdpBwbr_sZnAc2D

gc7MwRjvsYLyGwwa6NcDahvWlIdR4C-qW8yK1JN1Y1VXvThEcRWM-4

5. https://blogger.googleusercontent.com/img/a/AVvXsEgOYyFsk-A94aY8u_N9EVeaNoOamxn_8euLwm9a33hXU7TrxQYET2ta8X

Ed7wCC6K8AcBhlgUqO2EHOFk8M2yx609D1McE5o8vDCBbSkzkZeKwO

6. https://blogger.googleusercontent.com/img/a/AVvXsEip6FMtXAgdLzN9TH_nJxWrvm_Sfso3lMNEesWGYn1ehhFpOTL07kmo0H
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2BzdfgquE3hDi4U_lrhs3WUyIkENs133RJyJmYZeQ4Ozojugfy__ur





1.4 May


1.4.1 My Team WhoisXML API at RSAC2024 (2024-05-10 15:14)

[1]

Dear blog readers,

I wanted to say that I’m proud to be part of the [2]WhoisXML API Team for three years and two months now as a DNS Threat Researcher where I promise that I’ll continue crunching my usual batch of white papers on a monthly basis.

Related photos:

[3]
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[4]
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Stay tuned.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgECWnZRRAZeWlnqvG04lPu0ayCtJhBV5_O_-Oga4MomFV7T

A1T-FJUW98TRwOUapEtb6ui1JCPSwCfSwqotuG5xUaB_mhHJWciDkx

2. https://whoisxmlapi.com/

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhVI1UcOFWZNJGfCpqcVQUISTRj-ukD9T6jMlwezUqvqvrPr

MGeYwtnDSntYfyIlNUWpxbaBVPd26maJWWsp8hvv4r1yEEif99jBt0

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOR7EOirrP_HmkzOKDnjRzAr9XCCN6AKvOvrfj8tL8X__6T

U9NIAgB0p5TUBlNvNjLCAS-qxq-BAG6cVF3MIZ5Ma39C7tqsM-Rwt1

1.5 June

1.5.1 Exposing

the

MOLERaTS

Cyber

Threat





Actor


-


An





Analysis


(2024-06-13 09:21)

[1]
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Dear blog readers,

In this analysis I’ll take an in-depth look inside the MOLERaTS cyber threat actor in terms of actionable intelligence and the gang’s online and Internet-connected infrastructure.

Related URLs:

hxxp://bitly[.]com/1YRoIPX

hxxp://mafy[.]2waky[.]com

Related known responding IPs:

192[.]52[.]167[.]118

204[.]152[.]203[.]99

192[.]161[.]48[.]59

192[.]52[.]167[.]118

185[.]82[.]202[.]207

173[.]254[.]236[.]130

168[.]235[.]86[.]156

167[.]160[.]36[.]101

107[.]191[.]47[.]42

84[.]200[.]68[.]163

72[.]11[.]148[.]147

23[.]229[.]3[.]70

84[.]200[.]68[.]163

23[.]229[.]3[.]70

204[.]152[.]203[.]99

192[.]52[.]167[.]118

168[.]235[.]86[.]156
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167[.]160[.]36[.]101

Related primary group’s URLs:

hxxp://gaza-hacker[.]com

hxxp://hacker[.]ps

hxxp://gaza-hacker[.]net

hxxp://gaza-hack[.]org

hxxp://gaza-hack[.]info

hxxp://xhackerx[.]com

hxxp://gaza-hack[.]com

hxxp://gaza-Hackers[.]com

Personally identifiable email address account:

moayy2ad[.]hotmail.com

Related MD5s:

b1071ab4c3ef255c6ec95628744cfd3d

77d6e2068bb3367b1a46472b56063f10

Related C &Cs:

hxxp://mrayesh[.]blogspot[.]com

hxxp://education-support[.]space

hxxp://falcondefender[.]com

hxxp://support-update[.]ml

hxxp://such[.]market

Related known responding IPs:

84[.]200[.]68[.]163

23[.]229[.]3[.]70

204[.]152[.]203[.]99

192[.]52[.]167[.]118

168[.]235[.]86[.]156

167[.]160[.]36[.]101

Related MD5s:

59bab785127418972dda9da5571b73fd

07dae7dada9ec3fa22507dfa5921c993

4bd6a959cce13d1f5b5511a428e88c9c

2ba0e52b885cabfbcd88866ab4072f54

1d922e183418ac087933c526f7bd06c1

3ce39f8afce9463c6d90c00ce72edb86
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77fd78042407a7318dba388da00700cc

Related C &C URLs:

hxxp://smail.otzo[.]com/W/Gfsdfsdfsrydkfpsdmfpsadsdfsdfsdfsdfdfsp.php hxxp://smail.otzo[.]com/y/analysis–hezbollah.rar

hxxp://drive.google[.]com/uc?export=download &amp;id=0B7XzN8DNbJKiQlFNRHdVTmpCd0U

hxxp://drive.google[.]com/uc?export=download &id=0BxaUrWGCqlWLMTQzMVFNOENIUFk hxxp://drive.google[.]com/uc?export=download &id=0B7n4BFDObRocdm1uS2J4SWVUNWc hxxp://drive.google[.]com/uc?export=download &id=0ByjYVMTYJB0saHlTalJ6ZWlWWGM

hxxp://support.mafy-koren[.]online/reg-update

hxxp://support.mafy-koren[.]online/UFeed.php

hxxp://may2008[.]dyndns[.]info

hxxp://menu[.]dyndns[.]biz

hxxp://flashsoft[.]no-ip[.]biz

hxxp://monagameel[.]chickenkiller[.]com

hxxp://hatamaya[.]chickenkiller[.]com

hxxp://powerhost[.]zapto[.]org

hxxp://helpme[.]no-ip[.]biz

hxxp://mjed10[.]no-ip[.]info

hxxp://good[.]zapto[.]org

hxxp://hint[.]zapto[.]org

hxxp://hint1[.]zapto[.]org

hxxp://natco1[.]no-ip[.]net

hxxp://natco2[.]no-ip[.]net

hxxp://natco3[.]no-ip[.]net

hxxp://natco4[.]no-ip[.]net

hxxp://loading[.]myftp[.]org

hxxp://skype[.]servemp3[.]com

hxxp://test[.]cable-modem[.]org

hxxp://idf[.]blogsite[.]org

hxxp://javaupdate[.]no-ip[.]info

hxxp://lokia[.]mine[.]nu

hxxp://hint-sms[.]com

hxxp://owner[.]no-ip[.]biz

hxxp://remoteback[.]no-ip[.]biz

hxxp://ramadi[.]no-ip[.]biz
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Related MD5s:

A5DE87646EE943CD1F448A67FDBE2817

F982401E46864F640BCAEDC200319109

EC5B360F5FF6251A08A14A2E95C4CAA4

97576FA7A236679DBE3ABE1A4E852026

C1EC435E97A4A4C5585392D738B5879F

2559FE4EB88561138CE292DF5D0E099F

0ABF3FA976372CBC8BF33162795E42A8

1f1e9958440d773c34415d9eb6334b25

0B3B1E2E22C548D8F53C2AA338ABD66E

0AA7B256D2DCC8BD3914F895B134B225

B455426811B82CB412952F63D911D2A8

E431634699D7E5025ECDF7B51A800620

FF8E19CA8A224CC843BF0F2F74A3274E

7C5272F3F24ACB225270DDED72CFC1D4

8AEAA0C81A36449EC9613CA846E196F2

FC17F3B2E2C7F5F24D35899D95B8C4A6

926235FCF7B91442A405B5760A0729EB

963BFAE19B3DA5BECE081DFF1D1E3EF9

EBC9BDF9FDF0A9773899D96D24AC46F4

4A06D9989A8C3A9967C2011E5BAF3010

4DC0BCDCFB3F3D794175B21872A76079

998F30457BC48A1A6567203E0EC3282E

91FC9D1B635FDEE4E56AEC32688A0E6C

940B3ACDF1E26FCCCF74A5A0359FB079

cebc8b51d51e442e2af8c86e70c8adf4

31F96ADD841594D35E6E97376114E756

6E416C45A833F959A63785892042595A

0DC102CFB87C937EEFFE01A06F94E229

B7DF947B4A67A884C751840F83C4405E

2EB1503751A7C74890096B1837C7BD81

C21D7165B25CAF65D7F92FF758C1B5B1

0A67F9CC30083AFB7E1F8295AE152BB6

15FC009D9CAAA8F11D6C3DA2B69EA06E

D9D1B0C467FA4999DEF6CD53447F1221
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E9823B61E6CE999387DE821DFBF6E741

2AAD951DBECB6D4715B306B337CA5C34

ED53831468DDF4220E1DC3C3398F7F39

66DDF27517985A75B2317231B46A6F62

86BE5F0D2303FB4A8A8E297A53AC0026

A1187DE4C4B88E560D46940B820A6228

D14E0A3D408065B1551F2827B50B83CA

B6C8A6D6C35428779C5C65C1B273EBA0

841565C67006E6A0A450C48054CF348C

C8202523F35295E8BC8CC1731EDB0559

C03B5985F2504939DA9874246A439E25

216689B2CA82F16A0CAB3A2712C27DA6

5B740B4623B2D1049C0036A6AAE684B0

9C39D6F52E1E1BE5AE61BAB90971D054

E7E05001A294EBFE8A012DD3BCE78E96

F68F85B0FBCA450F0D5C8828063AD30D

3DA8C22F5340850EE5A2C25B1D17FC27

9D144A828F757A90B86976EF0C906B3F

DBE2AC744A3947B6306E13EBCCB718BF

861C90536B3B5A4A8309ADBBFD5C4713

947557A55267DFFB3F85E0D7496A3679

2BFE41D7FDB6F4C1E38DB4A5C3EB1211

2BCDC5091C446E8B6888D802A3589E09

72FD6074915F8F123EB44B3DD475D36B

41454B390B73A45004B916B96C693312

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg8N7Yf8Nvu7eQeYQzwAdiiyDxo3_LgeFMgI3KraogOnBOa3

d1N8hvrioWvTFXfbwBCvETjLFyF5QgVNcgvj5vEKk2f6k0lwhdTzsC
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1.5.2 Wassim Gerges Dahdan’s Advanced Web Tech’s (AWT) Al-Manar Hosting Provider (2024-06-13 09:34)

Dear blog readers,
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In this analysis I’ll discuss and provide actionable intelligence on Wassim Gerges Dahdan’s Advanced Web Tech’s (AWT) Al-Manar Hosting Provider.

Name: Khalil Abbas

Company: Advanced Web Tech

Site URL: hxxp://awt.com.lb

Email: webmaster[.]awt.com.lb

Phone: 009613481199

Current domain registrations:

hxxp://lcg-lb.com
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Related domain registrations:

hxxp://almanartv.news

hxxp://fastpublish.net

hxxp://app-news.org

hxxp://manar.news

hxxp://manartv.news

hxxp://lcg-lb.com

hxxp://awt-lb.com

hxxp://awt-lb.org

hxxp://awt-lb.net

hxxp://dar-almanar.org

hxxp://almanar-tv.net

hxxp://dar-almanar.net

hxxp://dar-almanar.com
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Related domain registrations:

hxxp://almanartv.news

hxxp://fastpublish.net

hxxp://app-news.org

hxxp://manar.news

hxxp://manartv.news

hxxp://lcg-lb.com

hxxp://awt-lb.com

hxxp://awt-lb.org

hxxp://awt-lb.net

hxxp://dar-almanar.org

hxxp://almanar-tv.net

hxxp://dar-almanar.net

hxxp://dar-almanar.com

Related Advanced Web Tech domain registrations:

hxxp://itweetpe.com
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hxxp://itweetpe.org

hxxp://theswaonline.com

hxxp://sbbarista.com

hxxp://sendateacherca.com

hxxp://fastpublish.net

hxxp://phikappapsidepaul.com

hxxp://outertides.com

hxxp://sendateacher.com

hxxp://supportbaa.com

hxxp://app-news.org

hxxp://my-tgraphics.com

hxxp://lcg-lb.com

hxxp://awt-lb.com

hxxp://awt-lb.org

hxxp://awt-lb.net

hxxp://dar-almanar.net

hxxp://dar-almanar.com

hxxp://advancedleases.com

hxxp://wsidigitalinternet.com

hxxp://wsisimpledigitalweb.com

hxxp://dar-almanar.org

1.5.3 A

Compilation

of

DDoS

Booter

Services





URLs


-


An





Analysis


(2024-06-13 09:43)

[1]
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The following is a compilation of publicly accessible DDoS booter services URLs.

Sample related URLs:

hxxp://str3ssed.com

hxxp://dream-stresser.su

hxxp://zdstresser.net

hxxp://darkvr.io

hxxp://tresser.io

hxxp://xstress.top

hxxp://blaststress.ru

hxxp://dreams-stresser.co

hxxp://dreams-stresser.su

hxxp://hatter.cloud

hxxp://undisclosed.is

hxxp://mythicalstress.xyz

hxxp://dragonstresser.net

hxxp://inverse.sh

hxxp://stresser.zone

hxxp://ipstresser.me

hxxp://blaze-api.cc

hxxp://vacstresser.org

hxxp://stressers.io

hxxp://stresslab.cc

hxxp://stresser.st

hxxp://tokenview.life

hxxp://stressthem.to

hxxp://stresshit.club

hxxp://stresser.is

hxxp://cyberbooter.net

hxxp://stresser.ga

hxxp://metastresser.io

hxxp://stresser.su

hxxp://wrldsecurity.net

hxxp://hexstresser.org

hxxp://ipstresser.ltd
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hxxp://urgstresser.com

hxxp://cryptostresser.vip

hxxp://silentstress.cc

hxxp://freestresser.top

hxxp://joker.sh

hxxp://ddoser.vip

hxxp://stresser.website

hxxp://liquidsec.space

hxxp://quickdown.pro

hxxp://demonicstresser.xyz

hxxp://stressed.su

hxxp://ddos.sc

hxxp://panel.ddos.sc

hxxp://mao-stress.tech

hxxp://neostress.net

hxxp://crazystresser.net

hxxp://susstresser.xyz

hxxp://stresse.re

hxxp://ddosstresser.com

hxxp://redstresser.net

hxxp://zeusstress.fun

hxxp://getstress.us

hxxp://ipstresser.pro

hxxp://thunderstresser.su

hxxp://ipstresser.sx

hxxp://lkxstress.su

hxxp://starkstresser.net

hxxp://stresser.tech

hxxp://io9.su

hxxp://stresser.media

hxxp://nkstresser.net

hxxp://vanishstress.com

hxxp://booter.cc

hxxp://quantum-stresser.org

hxxp://Freeddos.pw
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hxxp://cfxsecurity.ru

hxxp://stresse.ru

hxxp://ddg.lol

hxxp://1981.re

hxxp://mythicalstress.net

hxxp://stresser.pe

hxxp://packetsto.me

hxxp://quantum-stress.org

hxxp://shock-stresser.org

hxxp://stresser.city

hxxp://stresslab.sx

hxxp://sunstresser.net

hxxp://informants.su

hxxp://zerostresser.net

hxxp://elitesecurity.cc

hxxp://orbitalstress.org

hxxp://stresser.ovh

hxxp://wrldsecurity.org

hxxp://warapi.net

hxxp://volitystress.vip

hxxp://infinity-studios.icu

hxxp://stressednet.xyz

hxxp://stresse.app

hxxp://solostress.net

hxxp://silentstress.net

hxxp://downed.is

hxxp://cryptostresser.org

hxxp://rocket-stress.com

hxxp://ipstresser.gg

hxxp://spacestresser.com

hxxp://stresseruno.net

hxxp://royalstresser.net

hxxp://lkxstress.us

hxxp://stresser.ai

hxxp://stresser.fun
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hxxp://neostresser.us

hxxp://webstress.xyz

hxxp://999stresser.gay

hxxp://l7stresser.com

hxxp://nukebooter.org

hxxp://stresser.uno

hxxp://virtualstress.net

hxxp://TarkovStresser.com

hxxp://rolexapi.xyz

hxxp://quez.in

hxxp://redstresser.org

hxxp://atomic-stresser.xyz

hxxp://bootcaat.fr

hxxp://apinigger.buzz

hxxp://alya.dev

hxxp://ackflood.is

hxxp://stresserhub.org

hxxp://inverse.best

hxxp://securityhide.net

hxxp://stresse.cat

hxxp://ripstresser.top

hxxp://digitalstress.net

hxxp://topstresser.top

hxxp://scystress.xyz

hxxp://silentstress.wtf

hxxp://powerstresser.pro

hxxp://destroyersv.best

hxxp://sunipstresser.com

hxxp://stressergg.com

hxxp://atom-stresser.net

hxxp://anonstress.com

hxxp://zxstresser.xyz

hxxp://ciasecrets.su

hxxp://cloudleague.de

hxxp://intelsecrets.su
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hxxp://downon.click

hxxp://prostress.pro

hxxp://ipstress.vip

hxxp://pluto.cx

hxxp://ovhstresser.com

hxxp://orbital-solutions.xyz

hxxp://nulling.it

hxxp://minecraftstresser.net

hxxp://loudstresser.net

hxxp://inversecurity.org

hxxp://exoticbooter.com

hxxp://spacestresser.net

hxxp://hkstresser.net

hxxp://hirestresser.net

hxxp://high-stress.com

hxxp://heydos.cc

hxxp://freestresser.net

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhqHSBo2qGGgb7oloMemfK70JBKl14CJ6TWWKaqRzW4p8rGk

NcoPeIeu3yv-ULOlvh0LarglMHomVdkdWFXt6BeaTTKvVm0D1W_etD

1.5.4 Profiling the Recently Seized Samourai Cryptocurrency Mixer Service

- An Analysis (2024-06-13 10:38)

[1]
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I’ve decided to take a closer look at the recently seized domain portfolio owned by the infamous Samourai Cryptocurrency Mixer where the actual infrastructure consists of several primary domains and several secondary domains including a vast social media presence including an actual Android application for the cryptocurrency mixing service.

Sample description of the service:

" Samourai Wallet is the most feature rich and advanced bitcoin wallet available on Android today. It has been created from the ground up by privacy activists to be extremely portable, highly secure, and lead the pack in protecting the privacy of bitcoin users.

- Full Segwit Support for the most efficient transactions and lowest miner fees

- You control your private keys on your device, they are never communicated with any server

- Best in class dynamic miner fee estimation and custom fee settings

- STONEWALL for increasing the privacy of your transactions

- Ricochet spend for mitigation against address clustering attacks

- Send and receive Stealth Payments directly into your wallet with PayNym (BIP47)

- Deterministic sorting of input/outputs to prevent the wallet from leaving a discernible block chain fingerprint (BIP69)

- Bump a stuck transaction with full Replace By Fee (RBF) and Child Pays for Parent (CPFP) support

- Route outgoing transactions via your own trusted node

- No addresses are reused to help manage metadata leakage

- Standard import/export functionality. Compatible with any other BIP44/BIP49/BIP84 wallet.

- Stealth mode hides the wallet on the device. Dial a secret code to access your wallet.

- Enable remote SMS commands to regain access to your funds if you lose your phone

- Block Explorer support for all popular services

- Passphrase protection by default (BIP39)

- Fully encrypted client side and offline

- Connect via your preferred VPN

- Connect via Tor (Socks5 proxy)"

[2]
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Primary domains involved in the campaign include:

hxxp://samourai.io

hxxp://samouraiwallet.com

hxxp://samourai.support

[3]

Sample responding IPs:

68[.]65[.]123[.]241

198[.]27[.]104[.]163

37[.]143[.]131[.]158

162[.]255[.]119[.]8

82[.]221[.]130[.]110

37[.]143[.]131[.]230

52[.]203[.]48[.]25

162[.]255[.]119[.]42

136[.]243[.]224[.]53

193[.]29[.]187[.]225

82[.]221[.]131[.]139

82[.]221[.]139[.]204

172[.]67[.]194[.]72

206[.]253[.]90[.]229

104[.]21[.]68[.]107

193[.]29[.]187[.]21
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[4]

Sample responding IPs:

68[.]65[.]123[.]241

198[.]27[.]104[.]163

37[.]143[.]131[.]158

162[.]255[.]119[.]8

82[.]221[.]130[.]110

37[.]143[.]131[.]230

52[.]203[.]48[.]25

162[.]255[.]119[.]42

136[.]243[.]224[.]53

193[.]29[.]187[.]225

82[.]221[.]131[.]139

82[.]221[.]139[.]204
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172[.]67[.]194[.]72

206[.]253[.]90[.]229

104[.]21[.]68[.]107

193[.]29[.]187[.]21

[5]

Related responding IPs:

37[.]143[.]131[.]158

160[.]19[.]51[.]112

82[.]221[.]131[.]27

185[.]165[.]170[.]172

99[.]83[.]154[.]118

185[.]165[.]170[.]173

82[.]221[.]131[.]139

188[.]214[.]30[.]147

192[.]95[.]12[.]14

162[.]255[.]119[.]161

37[.]143[.]131[.]195

185[.]165[.]170[.]143

[6]
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Related domains known to have been involved in the campaign include: hxxp://oxtresearch.com

hxxp://nextblock.is

hxxp://samourai.email

Sample social media accounts:

hxxp://twitter.com/SamouraiWallet

Android application URL:

hxxp://play.google.com/store/apps/details?id=com.samourai.wallet &hl=en _US

hxxp://www.youtube.com/c/Samouraiwallet

hxxp://www.facebook.com/samouraiwallet

hxxp://github.com/Samourai-Wallet
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[7]

The group behind the cryptocurrency mixing service also maintains several other domains:

hxxp://paynym.is - 193.29.187.225; 192.95.12.14; 188.214.30.147

hxxp://oxt.me

hxxp://sovereign.ly

hxxp://mule.tools

Sample known responding IPs:

13[.]56[.]33[.]8

54[.]243[.]255[.]92

54[.]225[.]158[.]198

50[.]19[.]120[.]203

199[.]73[.]55[.]35

188[.]114[.]96[.]6

23[.]217[.]138[.]108

188[.]114[.]97[.]3

198[.]54[.]117[.]218

188[.]114[.]96[.]0

198[.]54[.]117[.]217

104[.]21[.]65[.]40

192[.]64[.]119[.]152

188[.]114[.]97[.]29

23[.]202[.]231[.]167
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I’ll continue monitoring the campaign and will post updates as soon as new developments take place.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEinut4heVyOAKtnPj26KjUxodZssfeO3gDsF5a6aBLH6zZSi

vGgd_RAJXwzkeiYn3HhwZoH2hzfYlEviB4VHcgXJXUOCo3PrLU8AHu

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhg53on6R1T0mxtrf9yuowXrCXxa34Se93qg6_Pbn5fe2oF6

PgBcoC3HZ3c0Jp91LYknjzBUedmwrSclQ5nXfWDnAoGTyPLd3L6f4y

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjdtmW9LHtmCxB3hFm5-xEPXkq89hZiFIyB-CnETMMiR35WG

HvCR1i3qz7YEIXKAuOTE94SqSuEPd4kKMWdHxIVnMZaxL_lkqBNgId

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgU7ZUhppwfhN0urmDg4OgUldTGOq-m_DSop-D16ZtqOK3FL

NmXfhS5Oy-E-aB0tXAkkXl0WYfI8XfVRQNNrWSmm0mUGD3ozKtRu6d

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhifDCwfO0ehGF1f4y388Nh_pMPn7S4wqvGdC33XtfXztpfo

cAUscwanW0VfXPEJjnc0l5lkHwhllmzSlaMJ2rBnksS60_FdfEe1Ol

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhtDZNYNV08E0iKbvBhgWUumUiZuyejnrc3dDRKvxN8aMAn5

U_Ba4x5ibRFXGK7nZAjs5lPNf9wqiTGi3pVR7iznDSsHZqlqtnIQeA

7.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj-fUf5-zoo4tj17Y-c8i4hBslzgPi5FkCSD-a-FwY0hCg

I98dJg6LqRe2kkXQti6Jz9yUFXqyhpfYB_-zDPveZQUT1INvPkBAo6kd

1.5.5 Exposing a Domains Portfolio Courtesy of Breached Forum Team Members - An OSINT Analysis (2024-06-13 10:55)

[1]

I’ve recently obtained access to a publicly obtainable set of personally identifiable information belonging to a secondary Breached Forum team members and based on this discovery I’ve decided to dig a little bit deeper and find out related domain name registrations courtesy of the same individuals that are members of the forum on our way to look for related fraudulent and malicious activity.

Interesting domains include:

hxxp://secured-logins.online
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hxxp://microsoftupdale.com

hxxp://amzn-offer.com.ng

hxxp://paypalcustomerservices.com

Sample domains known to have been involved in the campaign include: hxxp://biunj[.]top

hxxp://wzmxec[.]cn

hxxp://semainedelapopphilosophie[.]fr

hxxp://haileybeauty[.]fr

hxxp://kellyblake[.]us

hxxp://securitylab[.]hk

hxxp://texasaction[.]us

hxxp://kazuko[.]us

hxxp://purgestresser[.]xyz

hxxp://bagipokemon[.]com

hxxp://moneymatterswitheric[.]com

hxxp://idriss[.]fr

hxxp://bluesteelcraft[.]net

hxxp://phohangcu[.]com

hxxp://kookwinkels[.]net

hxxp://mediumsonja[.]net

hxxp://ukmshops[.]com

hxxp://makebelief[.]science

hxxp://depressioncure[.]science

hxxp://aisukoneko[.]net

hxxp://82flex[.]club

hxxp://ssri[.]science

hxxp://snri[.]science

hxxp://gadjahmada[.]org

hxxp://keralacultural[.]science

hxxp://internetmarketergroup[.]com

hxxp://sampitroda[.]science

hxxp://apjabdulkalam[.]science

hxxp://floatingmind[.]science

hxxp://neurotransmission[.]science

hxxp://sunitawilliams[.]science
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hxxp://teslamemorial[.]science

hxxp://moodregulation[.]science

hxxp://antipsychotic[.]science

hxxp://originofearth[.]science

hxxp://wardenclyffetower[.]science

hxxp://antidepressant[.]science

hxxp://chuvabravasolfeliz[.]com

hxxp://vasthu[.]science

hxxp://resumosparaprovas[.]com[.]br

hxxp://ultra1337s[.]pro

hxxp://indiancultural[.]science

hxxp://resuminhosparaprovas[.]com

hxxp://benchfee[.]net

hxxp://homijbhabha[.]science

hxxp://blunder[.]science

hxxp://paradisusloscabos[.]com

hxxp://meums[.]edu[.]ly

hxxp://serinformatico[.]com

hxxp://gs-france[.]fr

hxxp://modaparatodo[.]com[.]br

hxxp://proshoponline[.]com[.]br

hxxp://sr-ken1[.]com

hxxp://iltdamktdigital[.]com[.]br

hxxp://meums[.]ly

hxxp://sportday[.]com[.]br

hxxp://chauffeur24[.]ma

hxxp://shoukai-system[.]net

hxxp://fuertedestination[.]com

hxxp://bykvu[.]com

hxxp://f-gmail[.]com

hxxp://marsoul-tech[.]ly

hxxp://alanosempre[.]com

hxxp://esercizi-e-rimedi[.]com

hxxp://whdhwfawla[.]com

hxxp://vectorofdream[.]club
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hxxp://p-at-g[.]info

hxxp://recruitmentsourcing[.]us

hxxp://koisit[.]com

hxxp://your-candle[.]com

hxxp://woshilaosijikuaishangche[.]xyz

hxxp://casadipasta[.]fr

hxxp://connectionloop[.]jp

hxxp://osamathabet[.]com

hxxp://capl[.]com[.]sg

hxxp://puccinis[.]us

hxxp://allinfotoday[.]us

hxxp://btler[.]kz

hxxp://aventerpriseindia[.]com

hxxp://smart99sendai[.]com

hxxp://mgo777[.]us

hxxp://ced-guitare34[.]fr

hxxp://suntech[.]com[.]pa

hxxp://merhawitravels[.]com

hxxp://weknownothingpodcast[.]com

hxxp://purehempsoap[.]ca

hxxp://organia[.]com[.]ua

hxxp://lnwgame[.]com

hxxp://vikingventures[.]us

hxxp://vygoranie[.]su

hxxp://my-mail-gmail[.]com

hxxp://login-mail-gmail[.]com

hxxp://fundaciondeespecialistas[.]com

hxxp://market365[.]com[.]ua

hxxp://lindsayfashions[.]com

hxxp://jornaldosbairrosonline[.]com[.]br

hxxp://petirketarketir[.]vip

hxxp://siam1[.]net

hxxp://hi9765[.]com

hxxp://fathersclub[.]us

hxxp://account-my-mail-gmail[.]com
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hxxp://myaccount-my-mail-gmail[.]com

hxxp://goodgirls101[.]com

hxxp://freender[.]us

hxxp://myaccounts-mail-gmail[.]com

hxxp://hot-auto[.]com[.]ua

hxxp://ygu-1[.]net

hxxp://xn–jn2a86s[.]tw

hxxp://kvadrat-m[.]com

hxxp://curriculo2022[.]com

hxxp://vishakafoundation[.]com

hxxp://app12123[.]com

hxxp://donnaree[.]net

hxxp://e-standart[.]com

hxxp://neposidko[.]com

hxxp://mgo55[.]us

hxxp://bidiknews24[.]com

hxxp://mosclub[.]su

hxxp://iniq[.]us

hxxp://mfenno[.]com

hxxp://2t[.]gs

hxxp://deesign[.]co[.]kr

hxxp://mail-gmail[.]com

hxxp://iorganicpetshop[.]com

hxxp://iorganichouse[.]com

hxxp://humresource[.]com

hxxp://ko-bo-440[.]com

hxxp://hayao0819[.]com

hxxp://hog-lab[.]com

hxxp://hi12123[.]com

hxxp://hshealt[.]com

hxxp://myaccounts-my-mail-gmail[.]com

hxxp://findabitch[.]info

hxxp://my-account-mail-gmail[.]com

hxxp://gosspcrepair[.]com

hxxp://my-accounts-mail-gmail[.]com

1355

hxxp://lizihost[.]com

hxxp://copticsite[.]com

hxxp://petenjess[.]com

hxxp://shinobu[.]kr

hxxp://shinbou[.]co[.]kr

hxxp://hamptoonu[.]com

hxxp://cryptbits[.]us

hxxp://cryptoskope[.]us

hxxp://blockhodl[.]us

hxxp://cryptomonist[.]us

hxxp://cityofcrypto[.]us

hxxp://chainofthings[.]us

hxxp://hesapcibaba[.]com

hxxp://emeraldenzosculptures[.]com

hxxp://gh-herbals[.]us

hxxp://hallareview[.]com

hxxp://solnyshko-2022[.]kz

hxxp://amzn-offer[.]com[.]ng

hxxp://rce[.]net[.]cn

hxxp://arol[.]us

hxxp://consejoscomunalesparaladefensaintegral[.]xyz

hxxp://noticiasnaweb[.]net

hxxp://quick2pey[.]us

hxxp://microsoftupdale[.]com

hxxp://sribiosys[.]com

hxxp://proxmoxve[.]cn

hxxp://whmcsservices[.]cn

hxxp://virtualizor[.]cn

hxxp://goodealhosting[.]cn

hxxp://fetomagduruaileler[.]net

hxxp://28subatvefetomagduruaileler[.]net

hxxp://zjmftheme[.]cn

hxxp://shieyingxiong[.]cn

hxxp://whmcshelp[.]com

hxxp://habersilvangazetesi[.]com
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hxxp://dusunce360[.]com

hxxp://hurtakipci[.]com

hxxp://urfahurhaber[.]com

hxxp://dieq41[.]com

hxxp://arminarekaperdanahalim[.]com

hxxp://cains[.]party

hxxp://topsalestoday[.]us

hxxp://stuartpowell[.]us

hxxp://animu[.]su

hxxp://cleanconnect[.]us

hxxp://truthtrend[.]us

hxxp://milina[.]jp

hxxp://pchd[.]one

hxxp://ricambiauto[.]us

hxxp://rachelmorton[.]us

hxxp://shopauro[.]us

hxxp://sppt[.]us

hxxp://effectivtech[.]us

hxxp://careerchanger[.]us

hxxp://jleon-automation[.]us

hxxp://johnlwaite[.]com

hxxp://lakeshore[.]tw

hxxp://no-no-no-no[.]com

hxxp://alisonjones[.]us

hxxp://segner[.]us

hxxp://charliem[.]us

hxxp://valuation[.]co[.]il

hxxp://no-no[.]com

hxxp://trumpersonly[.]us

hxxp://posten-no-no[.]com

hxxp://totallyavir[.]us

hxxp://kathypizzino[.]us

hxxp://wildburger[.]us

hxxp://cfodesk[.]co[.]il

hxxp://whisky-a-no-no[.]com
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hxxp://trevorhill[.]us

hxxp://charliemoore[.]us

hxxp://no-no-no[.]com

hxxp://michaelstamerfarms[.]com

hxxp://voidedparadox[.]com

hxxp://my-no-no[.]com

hxxp://zeromatter[.]us

hxxp://cuntmode[.]com

hxxp://figyak[.]com

hxxp://oht[.]com[.]tw

hxxp://herbalhongkong[.]com

hxxp://mo-no-no[.]com

hxxp://jumphost[.]kz

hxxp://nana-no-no[.]com

hxxp://liveearth-no-no[.]com

hxxp://candronepilotcoop[.]com

hxxp://celebrity-no-no[.]com

hxxp://escobarproductions[.]us

hxxp://yasu-no-no[.]com

hxxp://vjdiamonds[.]co[.]il

hxxp://burkardt[.]us

hxxp://buy-no-no[.]com

hxxp://makabaka[.]us

hxxp://me-no-no[.]com

hxxp://pnrsyntax[.]us

hxxp://big-no-no[.]com

hxxp://visentagroup[.]com

hxxp://aki-no-no[.]com

hxxp://carte-vital-notification[.]fr

hxxp://epichi[.]us

hxxp://vpnsvr[.]top

hxxp://verification-amazon-fr[.]fr

hxxp://laurencecouture[.]fr

hxxp://it-serve[.]pro

hxxp://thefeelgoodhood[.]com
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hxxp://bookrichandsassy[.]com

hxxp://pio-no-no[.]com

hxxp://apt4[.]kr

hxxp://minjs[.]us

hxxp://demandredesign[.]org

hxxp://riches-elenas[.]kz

hxxp://test-ryhall-dns-is-us-test-gmail[.]com

hxxp://try-no-no[.]com

hxxp://eliteautoloans[.]ca

hxxp://akixi-test-gmail[.]com

hxxp://get-no-no[.]com

hxxp://fatemzassl[.]com[.]ng

hxxp://aryamatbaa[.]com

hxxp://official-no-no[.]com

hxxp://thizastore[.]com[.]br

hxxp://everydayweplay365new[.]com

hxxp://curiousq[.]info

hxxp://hgarbaglobalventures[.]com[.]ng

hxxp://dafdfeafeae[.]com

hxxp://facebooksexlist[.]com

hxxp://attavitacons[.]com

hxxp://test-bh-staging-domain28082021025944[.]com

hxxp://politics-is-a[.]science

hxxp://alexcohen[.]us

hxxp://esv[.]jp

hxxp://wagnitzsoftware[.]com

hxxp://cdcysj[.]cn

hxxp://demonslayerswords[.]net

hxxp://wolftecno[.]com

hxxp://epic-hi[.]us

hxxp://outletku[.]com

hxxp://serialmail[.]net

hxxp://oh-no-no[.]com

hxxp://cysj1[.]cn

hxxp://skjdnsn[.]com
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hxxp://sallybestor[.]com

hxxp://hotelfortkolesnik[.]com

hxxp://birdy[.]com[.]tw

hxxp://ebiz[.]co[.]il

hxxp://youngfaith[.]us

hxxp://vitejambe[.]com

hxxp://kittybox[.]us

hxxp://artech-a[.]fr

hxxp://jrspipesandtubes[.]com

hxxp://herbsandnature[.]us

hxxp://tlftest[.]us

hxxp://laboratorioedn[.]com

hxxp://subprimary[.]com

hxxp://cyrusmedia[.]ca

hxxp://trogdor-test-teststs-devee[.]com

hxxp://leenuts[.]com

hxxp://gmo-test-2022-05-05-ishitoya01[.]com

hxxp://dd9[.]co[.]kr

hxxp://smsvg[.]com

hxxp://s-proj[.]co[.]il

hxxp://spartanguild[.]com

hxxp://becysj[.]cn

hxxp://test-bh-staging-domain06092021131217[.]com

hxxp://tjcysj[.]cn

hxxp://thanushcreations[.]com

hxxp://cartevitale-am[.]fr

hxxp://piephomedia[.]com

hxxp://theinquiryhub[.]com

hxxp://smsnh[.]com

hxxp://yuanayu[.]com

hxxp://plusswagath[.]com

hxxp://asukaindonesia[.]com

hxxp://smsrb[.]com

hxxp://maacademia[.]com

hxxp://topfactsglobal[.]com
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hxxp://prakrie[.]com

hxxp://i-socialapp[.]com

hxxp://luzxd[.]us

hxxp://findmyiphone-view[.]com

hxxp://ipklll[.]us

hxxp://ip-pbx[.]su

hxxp://terminodador[.]com

hxxp://test1122[.]net

hxxp://manurnu[.]com

hxxp://testingdomainwsuite12345[.]net

hxxp://jorcustoms[.]com

hxxp://testingdomainwsuite123456[.]net

hxxp://0br[.]us

hxxp://yandex-toloka[.]ru[.]com

hxxp://dollpls[.]com

hxxp://weeblycombo2[.]com

hxxp://whcysj[.]cn

hxxp://weeblycombotesting1[.]com

hxxp://programadorweb[.]net

hxxp://aaravidevelopers[.]com

hxxp://44518[.]cn

hxxp://inviz[.]host

hxxp://kz123[.]cn

hxxp://collectifpolar[.]fr

hxxp://naromedia[.]space

hxxp://secandosemparar[.]com

hxxp://steemdice[.]online

hxxp://uvlfastmarket[.]com

hxxp://trackblogexperthealth[.]space

hxxp://changyouworld[.]cn

hxxp://weeblycombo[.]com

hxxp://lovepets[.]fr

hxxp://gombong[.]asia

hxxp://lei-nuo[.]com[.]cn

hxxp://runhr[.]us
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hxxp://kaya-bunga[.]com

hxxp://dimensionengiservices[.]com

hxxp://thomashcliu[.]com

hxxp://ttglobaladvisory[.]net

hxxp://0xe[.]us

hxxp://underarmourstore[.]us

hxxp://friendsland[.]pp[.]ua

hxxp://eoczy[.]host

hxxp://qualiteletrica[.]com[.]br

hxxp://heskes[.]info

hxxp://quemseduzconquista[.]com

hxxp://nitix[.]biz

hxxp://starhelectricalservicesllc[.]com

hxxp://2xlipat[.]com

hxxp://mugyuphotoworks[.]com

hxxp://exroot[.]us

hxxp://promicom[.]ma

hxxp://ibracket[.]net

hxxp://compteabonnement[.]fr

hxxp://gotowka-doreki[.]info

hxxp://pamyu-pamyu[.]com

hxxp://ismarcoscastro[.]com

hxxp://a-gmail[.]com

hxxp://doremi-hochouki[.]com

hxxp://hahapetshop[.]com

hxxp://joshuahatten[.]com

hxxp://reza-najafi[.]com

hxxp://lloyds-area[.]com

hxxp://fibvo[.]com

hxxp://codenific[.]com

hxxp://linhtinhcenter[.]com

hxxp://zo1984[.]com

hxxp://lifevantagethai-nrf2[.]com

hxxp://greenenershop[.]com

hxxp://gaytravelcrowd[.]com
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hxxp://aythotellock[.]com

hxxp://doooectb[.]com

hxxp://gratiasmarthome[.]com

hxxp://myrenttoownhomes[.]us

hxxp://voxchronicle[.]com

hxxp://cloudtest[.]asia

hxxp://teedin789[.]org

hxxp://car789[.]org

hxxp://alarmmoney[.]info

hxxp://cctvnon[.]com

hxxp://ouvoleravecmondrone[.]com

hxxp://vtechwriter[.]com

hxxp://greenmage321[.]com

hxxp://avtoremont36[.]xyz

hxxp://carav[.]us

hxxp://flowerwseb[.]info

hxxp://cjford[.]org

hxxp://ouvoleravecmondrone[.]net

hxxp://suns-vip[.]com

hxxp://mindyshousecleaners[.]com

hxxp://gaytravelcrowd[.]biz

hxxp://healthlantern[.]us

hxxp://greens333[.]com

hxxp://vacation-crowd[.]com

hxxp://blockpays[.]info

hxxp://rem971verslesucces[.]com

hxxp://nsr-sys[.]com

hxxp://aminpour[.]info

hxxp://ba2b[.]xyz

hxxp://nwtgck[.]xyz

hxxp://classhelper[.]us

hxxp://dustbinservices[.]com

hxxp://checkiclouds[.]info

hxxp://lclsecuret[.]com

hxxp://toretto[.]host
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hxxp://antoinetbt[.]host

hxxp://ecomyparty[.]com

hxxp://vil-diesel[.]host

hxxp://ontime-a[.]com

hxxp://canlammotteam[.]host

hxxp://dominic-toretto[.]host

hxxp://semailaanhem[.]host

hxxp://badromance[.]host

hxxp://cd-storage-reviews[.]com

hxxp://antoinegriezmann[.]host

hxxp://seeyouagain[.]host

hxxp://mrtbt[.]host

hxxp://line-dn[.]com

hxxp://eklink[.]org

hxxp://emlakhaberleri[.]org

hxxp://eklink[.]info

hxxp://legendturk[.]biz

hxxp://secured-logins[.]online

hxxp://64bitcongnghe[.]com

hxxp://pocket0077[.]com

hxxp://dallaporte[.]com

hxxp://etchmall[.]com

hxxp://accounts-my-mail-gmail[.]com

hxxp://account-mail-gmail[.]com

hxxp://accounts-mail-gmail[.]com

hxxp://art-photo-story[.]com

hxxp://azarter[.]com

hxxp://youractiontoys[.]com

hxxp://sil21[.]com

hxxp://indicatorchoice[.]com

hxxp://myaccount-mail-gmail[.]com

hxxp://teamkill[.]pro

hxxp://mdhanastha[.]com

hxxp://smpplugin[.]com

hxxp://smp-plugin[.]com
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hxxp://todaymagazine[.]xyz

hxxp://thecouponparty[.]com

hxxp://todayradio[.]xyz

hxxp://serva4ok[.]pro

hxxp://forteam[.]pro

hxxp://facebuilder[.]xyz

hxxp://irandirectory[.]xyz

hxxp://mixandmastering[.]xyz

hxxp://nameforbaby[.]xyz

hxxp://justpayforshipping[.]biz

hxxp://justpayforshipping[.]org

hxxp://justpayforshipping[.]info

hxxp://lambdaf[.]info

hxxp://herdiesel-santoso[.]com

hxxp://keywordriches[.]org

hxxp://energybodyart[.]com

hxxp://floresemangola[.]com

hxxp://sonyatour[.]com

hxxp://doktorhatasi[.]biz

hxxp://probono123[.]org

hxxp://personalitynetwork[.]org

hxxp://gold4money[.]us

hxxp://odt[.]moscow

hxxp://okget[.]xyz

hxxp://mixedfire[.]com

hxxp://batikidalestari[.]com

hxxp://frugalandresponsibleliving[.]com

hxxp://makrandownload[.]com

hxxp://yfilatov[.]xyz

hxxp://artbodyart[.]com

hxxp://meme-generator[.]info

hxxp://delhitransport[.]info

hxxp://trisnoidamanbatik[.]com

hxxp://modadhanasta[.]com

hxxp://okemoviezone[.]com

1365

hxxp://gowanusindustrial[.]org

hxxp://ydafmc[.]com

hxxp://books-mania[.]com

hxxp://buettner[.]science

hxxp://vdeserve[.]com

hxxp://k-u-n-s-t-s-t-o-f-f[.]com

hxxp://f-f[.]com

hxxp://f-l-u-f-f[.]com

hxxp://a-f-f[.]com

hxxp://t-a-f-f[.]com

hxxp://b-f-f[.]com

hxxp://k-f-f[.]com

hxxp://f-f-f[.]com

hxxp://m-f-f[.]com

hxxp://g-f-f[.]com

hxxp://p-u-f-f[.]com

hxxp://s-t-a-f-f[.]com

hxxp://okrok[.]info

hxxp://d-i-f-f[.]com

hxxp://roukio[.]info

hxxp://t-f-f[.]com

hxxp://teotio[.]info

hxxp://s-u-n-o-f-f[.]com

hxxp://s-t-i-f-f[.]com

hxxp://okrok[.]org

hxxp://w-f-f[.]com

hxxp://teotio[.]org

hxxp://h-f-f[.]com

hxxp://pokere[.]org

hxxp://v-f-f[.]com

hxxp://roukio[.]org

hxxp://f-a-c-e-o-f-f[.]com

hxxp://s-u-f-f[.]com

hxxp://take-o-f-f[.]com

hxxp://u-s-f-f[.]com
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hxxp://qeou[.]online

hxxp://u-f-f[.]com

hxxp://karatsu-f-f[.]com

hxxp://j-f-f[.]com

hxxp://l-f-f[.]com

hxxp://o-f-f[.]com

hxxp://f–f[.]com

hxxp://e-f-f[.]com

hxxp://gardener-f-f[.]com

hxxp://i-f-f[.]com

hxxp://p-j-f-f[.]com

hxxp://y-f-f[.]com

hxxp://s-f-f[.]com

hxxp://c-f-f[.]com

hxxp://boulangerie-dupont-f-f[.]com

hxxp://s-t-f-f[.]com

hxxp://n-u-f-f[.]com

hxxp://ca-f-f[.]com

hxxp://sts-rci-rogers[.]ca

hxxp://p-f-f[.]com

hxxp://scholarlysources[.]com

hxxp://f-f-f-f[.]com

hxxp://globalrealez[.]com

hxxp://df-we-4234-f-we-fw-4234-f-we-f-f[.]com

hxxp://iconarise[.]com

hxxp://hamad-f-f[.]com

hxxp://toplifedailylive[.]com

hxxp://n-f-f[.]com

hxxp://s-o-f-f[.]com

hxxp://p-i-s-s-o-f-f[.]com

hxxp://c-u-f-f[.]com

hxxp://d-f-f[.]com

hxxp://z-f-f[.]com

hxxp://r-i-f-f[.]com

hxxp://r-f-f[.]com
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hxxp://innovationoffice[.]org

hxxp://mindsxchange[.]com

hxxp://marketresearchcolloquium[.]com

hxxp://danielles-f-f-f[.]com

hxxp://x-f-f[.]com

hxxp://q-f-f[.]com

hxxp://platformxchange[.]com

hxxp://d-i-l-l-i-g-a-f-f[.]com

hxxp://c-i-f-f[.]com

hxxp://k-y-f-f[.]com

hxxp://kairosteknoloji[.]download

hxxp://enesaldemir[.]net

hxxp://tenadesign[.]net

hxxp://shyfzorg[.]com

hxxp://disdikbud-papua[.]org

hxxp://al-azharaslichmughny[.]org

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-lCgDsfmyzbtBXS5c03gfkV2zekmP49ccVY4o43lsX3-oQ

e43PAOvDmtcxFSZhPvP0yEozEbf70RjKtHSFwtNLChyphenhyphenO

1.5.6 Exposing the Sonatrach Data Leak and the Data Leak Broker Behind it - An OSINT Analysis (2024-06-13 11:10)

[1]

Dear blog readers,

In this analysis I’ll offer and provide an in-depth technical overview of the Internet-connected infrastructure behind the Maze Ransomware Group using public sources including the data leak broker who’s responsible for the Sonatrach Data Leak with the idea to assist the appropriate parties researchers and analysts on their way to properly attribute the leak to the cyber threat actor known as Maze Ransomware Group where the ultimate idea would be to prevent future network intrusions including to actually assist in attempting to take their Internet-connected infrastructure offline.

Although the group has publicly announced that it’s shutting down its operations its Internet-connected infrastructure remains online and operational.

Sample screenshots:
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[2]

Sample screenshots of the ISPs currently hosting the Maze Ransomware Group’s Internet-connected infrastructure include:

[3]

[4]
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[5]

Sample personally identifiable email of the individual involved in the leak: s0natrach[.]proton.me

Sample URLs for leaked information obtained from the leak: hxxp://anonfiles[.]com/cbz9z225y4/Le _contr _le _de _gestion _pour _managers _zip hxxp://easyupload[.]io/rps33q

hxxp://easyupload[.]io/ax8jh3
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hxxp://easyupload[.]io/n443ev

hxxp://easyupload[.]io/dw9209

Sample domains known to have been involved in the campaign include: hxxp://mazedecrypt[.]top

hxxp://mazenews[.]top

hxxp://newsmaze[.]top

hxxp://mazedecrypt[.]top

Related actionable intelligence and C &Cs on the Maze Ransomware Group: hxxp://mazedecrypt[.]top - 35[.]205[.]61[.]67

Name servers used: ns1[.]csof[.]net

Dark Web Onion: aoacugmutagkwctu[.]onion

Sample Bitcoin Address: 3JGqKRWSsXQsnHWDpHXXNg7TJcubszJher Related domains:

hxxp://munsys[.]icu

hxxp://deepletelyre[.]club

hxxp://gamsaymin[.]club

hxxp://hersendentp[.]club

hxxp://nistreecongl[.]club

hxxp://cllbguhxggwd[.]club

hxxp://cxwbtywohnimbat[.]biz

hxxp://xbknggwrsigwvqg[.]biz

hxxp://xyrcwgdibytikak[.]biz

hxxp://okxlqotixjlxbst[.]biz

hxxp://mazedecrypt[.]top

hxxp://avoirparticulierserv[.]xyz - 94[.]140[.]114[.]197 - 146[.]0[.]72[.]74

Sample malicious MD5s known to have been involved in the campaign include: 4e22ab46a8d5dc5fea6c41ea6fdc913b793a4e33df8f0bc1868b72b180c0e6e 067f1b8f1e0b2bfe286f5169e17834e8cf7f4266b8d97f28ea78995dc81b0e7b 1161b030293e58d15b6a6a814a61a6432cf2c98ce9d156986157b432f3ebcf78

153defee225de889d2ac66605f391f4aeaa8b867b4093c686941e64d0d245a57

195ef8cfabc2e877ebb1a60a19850c714fb0a477592b0a8d61d88f0f96be5de9

30b72e83d66cbe9e724c8e2b21179aecd4bcf68b2ec7895616807df380afab54

33afa2f1d53d5279b6fc87ce6834193fdd7e16e4b44e895aae4b9da00be0c502

4080402553e9a86e954c1d9b7d0bb059786f52aba4a179a5d00e219500c8f43d 5603a16cbf81d183d3ff4ffea5477af1a4be01321865f0978c0e128051ec0a82
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58fe9776f33628fd965d1bcc442ec8dc5bfae0c648dcaec400f6090633484806

5c9b7224ffd2029b6ce7b82ea40d63b9d4e4f502169bc91de88b4ea577f52353

6878f7bd90434ac5a76ac2208a5198ce1a60ae20e8505fc110bd8e42b3657d13

6a22220c0fe5f578da11ce22945b63d93172b75452996defdc2ff48756bde6af 822a264191230f753546407a823c6993e1a83a83a75fa36071a874318893afb8

83f8ce81f71d6f0b1ddc6b4f3add7a5deef8367a29f59b564c9539d6653d1279

877c439da147bab8e2c32f03814e3973c22cbcd112d35bc2735b803ac9113da1

91514e6be3f581a77daa79e2a4905dcbdf6bdcc32ee0f713599a94d453a26fc1

9751ae55b105ad8ffe6fc5dc7aea60ad723b6df67a959aa2ea6f4fa640d20a71

9ad15385f04a6d8dd58b4390e32d876070e339eee6b8da586852d7467514d1b1

9be70b7fe15cd64aed5b1adc88c2d5270bce534d167c4a42d143ae0059c3da1c b30bb0f35a904f67d3ac0082c59770836cc415dc5b7225be04e8d7c79bde73be c040defb9c90074b489857f328d3e0040ac0ddab26cde132f17cccae7f1309cc c11b964916457579a268a36e825857866680baf1830cd6e2d26d4e1e24dec91b ea19736c8e89e871974aabdc0d52ad0f0948159d4cf41d2889f49448cbe5e705

ecd04ebbb3df053ce4efa2b73912fd4d086d1720f9b410235ee9c1e529ea52a2

F491fb72f106e879021b0bb1149c4678fb380c255d2ef11ac4e0897378793f49

fc611f9d09f645f31c4a77a27b6e6b1aec74db916d0712bef5bce052d12c971f Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

hxxp://104[.]168[.]198[.]208/wordupd[.]tmp

hxxp://104[.]168[.]215[.]54/wordupd[.]tmp

hxxp://104[.]168[.]174[.]32/wordupd _3[.]0[.]1[.]tmp

Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

91[.]218[.]114[.]4

5[.]199[.]167[.]188

185[.]147[.]15[.]22

91[.]218[.]114[.]11

91[.]218[.]114[.]25

91[.]218[.]114[.]26

91[.]218[.]114[.]31

91[.]218[.]114[.]32

91[.]218[.]114[.]37
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91[.]218[.]114[.]38

91[.]218[.]114[.]77

91[.]218[.]114[.]79

Related malicious MD5s known to have been involved in the campaign include: 19aaa6c900a5642941d4ebc309433e783befa4cccd1a5af8c86f6e257bf0a72e 6878f7bd90434ac5a76ac2208a5198ce1a60ae20e8505fc110bd8e42b3657d13

9ad15385f04a6d8dd58b4390e32d876070e339eee6b8da586852d7467514d1b1

b950db9229db2f37a7eb5368308de3aafcea0fd217c614daedb7f334292d801e Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

hxxp://91[.]218[.]114[.]4/nwjknpeevx[.]action?pw=g1y652l

&kyn=21y3vvhh

&dvr=5e

&us=g25e3582a

hxxp://91[.]218[.]114[.]11/forum/siaib[.]jspx?v=h &xyna=0vip863 &eul=xsn3q0

hxxp://91[.]218[.]114[.]26/view/ticket/pigut[.]jspx?o=664quo0 s &fp=ot52

hxxp://91[.]218[.]114[.]25/xrr[.]jspx?ygad=r35e2cx &e=6as6ta hxxp://91[.]218[.]114[.]4/j[.]php

hxxp://91[.]218[.]114[.]11/payout/view/fa[.]aspx?y=y &qbx=4 &kws=n2 &iuy=8k7

hxxp://91[.]218[.]114[.]25/lxh[.]asp?mtxm=l7 &r=836wy5

hxxp://91[.]218[.]114[.]26/signin/ticket/eq[.]action?x=yk6rr

&e=50b

&q=327dr5

&ofk=065cdp

hxxp://91[.]218[.]114[.]31/signin/rnmnnekca[.]jsp?kdn=6snl5 &e=7a50cx4hyp hxxp://91[.]218[.]114[.]31/forum/a[.]aspx?byx=56 &bc=62t0h &u=75w6n6 &sot=2v0l761or6

hxxp://91[.]218[.]114[.]32/withdrawal/checkout/l[.]do?nuny=qj 6

&sdv=45g2boyf5q

&dnr=rh8lk31ed

hxxp://91[.]218[.]114[.]77/task/bxfbpx[.]jspx?nq=cge63

hxxp://91[.]218[.]114[.]38/account/payout/ujwkjhoui[.]s html hxxp://91[.]218[.]114[.]37/imrhhjitop[.]phtml?wto=344dsc84

&sp=x

&oml=c173s71u

&iy=m3u2

hxxp://91[.]218[.]114[.]38/auth/login

hxxp://91[.]218[.]114[.]79/logout/hfwdmugdi[.]php?upaj=mj7g

hxxp://91[.]218[.]114[.]38/sepa/juel[.]php?ars=51qse4p3y &xjaq=r5o4t4dp hxxp://91[.]218[.]114[.]32/fwno[.]cgi?yd=410 &o=y7x5kx371 &p=m3361672

hxxp://91[.]218[.]114[.]37/sepa/signout/mjsnm[.]aspx?r=7o47wr i

&rtew=uu8764ssy

&bri=51gxx6k5 &opms=72gy0a

hxxp://91[.]218[.]114[.]77/payout/analytics/lrkaaosp[.]do?y=6 2h &aq=3jq8k6 &v=0svt hxxp://91[.]218[.]114[.]79/create/dpcwk[.]php?u=28qy0dpmt

&qwbh=k

&f=g1ub5ei

&ek=3ee
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Related malicious domains known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

hxxp://mazedecrypt[.]top

hxxp://mazedecrypt[.]top

hxxp://mazenews[.]top

hxxp://newsmaze[.]top

Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

91[.]218[.]114[.]11

91[.]218[.]114[.]25

91[.]218[.]114[.]26

91[.]218[.]114[.]31

91[.]218[.]114[.]32

91[.]218[.]114[.]37

91[.]218[.]114[.]38

91[.]218[.]114[.]4

91[.]218[.]114[.]77

91[.]218[.]114[.]79

hxxp://92[.]63[.]8[.]47

hxxp://92[.]63[.]32[.]2

hxxp://92[.]63[.]37[.]100

hxxp://92[.]63[.]194[.]20

hxxp://92[.]63[.]17[.]245

hxxp://92[.]63[.]32[.]55

hxxp://92[.]63[.]11[.]151

hxxp://92[.]63[.]194[.]3

hxxp://92[.]63[.]15[.]8

hxxp://92[.]63[.]29[.]137

hxxp://92[.]63[.]32[.]57

hxxp://92[.]63[.]15[.]56

hxxp://92[.]63[.]11[.]151

hxxp://92[.]63[.]32[.]52

hxxp://92[.]63[.]15[.]6

Related malicious MD5s known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

064058cf092063a5b69ed8fd2a1a04fe
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0f841c6332c89eaa7cac14c9d5b1d35b

108a298b4ed5b4e77541061f32e55751

11308e450b1f17954f531122a56fae3b

15d7dd126391b0e7963c562a6cf3992c

21a563f958b73d453ad91e251b11855c

27c5ecbb94b84c315d56673a851b6cf9

2f78ff32cbb3c478865a88276248d419

335aba8d135cc2e66549080ec9e8c8b7

3bfcba2dd05e1c75f86c008f4d245f62

46b98ee908d08f15137e509e5e69db1b

5774f35d180c0702741a46d98190ff37

5df79164b6d0661277f11691121b1d53

658e9deec68cf5d33ee0779f54806cc2

65cf08ffaf12e47de8cd37098aac5b33

79d137d91be9819930eeb3876e4fbe79

8045b3d2d4a6084f14618b028710ce85

8205a1106ae91d0b0705992d61e84ab2

83b8d994b989f6cbeea3e1a5d68ca5d8

868d604146e7e5cb5995934b085846e3

87239ce48fc8196a5ab66d8562f48f26

89e1ddb8cc86c710ee068d6c6bf300f4

910aa49813ee4cc7e4fa0074db5e454a

9eb13d56c363df67490bcc2149229e4c

a0c5b4adbcd9eb6de9d32537b16c423b

a3a3495ae2fc83479baeaf1878e1ea84

b02be7a336dcc6635172e0d6ec24c554

b40a9eda37493425782bda4a3d9dad58

b4d6cb4e52bb525ebe43349076a240df

b6786f141148925010122819047d1882

b93616a1ea4f4a131cc0507e6c789f94

bd9838d84fd77205011e8b0c2bd711e0

be537a66d01c67076c8491b05866c894

bf2e43ff8542e73c1b27291e0df06afd

c3ce5e8075f506e396ee601f2757a2bd

d2dda72ff2fbbb89bd871c5fc21ee96a
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d3eaab616883fcf51dcbdb4769dd86df

d552be44a11d831e874e05cadafe04b6

deebbea18401e8b5e83c410c6d3a8b4e

dfa4631ec2b8459b1041168b1b1d5105

e57ba11045a4b7bc30bd2d33498ef194

e69a8eb94f65480980deaf1ff5a431a6

ef95c48e750c1a3b1af8f5446fa04f54

f04d404d84be66e64a584d425844b926

f457bb5060543db3146291d8c9ad1001

f5ecda7dd8bb1c514f93c09cea8ae00d

f83cef2bf33a4d43e58b771e81af3ecc

fba4cbb7167176990d5a8d24e9505f71

Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

91[.]218[.]114[.]11

91[.]218[.]114[.]25

91[.]218[.]114[.]26

91[.]218[.]114[.]31

91[.]218[.]114[.]32

91[.]218[.]114[.]37

91[.]218[.]114[.]38

91[.]218[.]114[.]4

91[.]218[.]114[.]77

91[.]218[.]114[.]79

92[.]63[.]11[.]151

92[.]63[.]15[.]6

92[.]63[.]15[.]8

92[.]63[.]17[.]245

92[.]63[.]194[.]20

92[.]63[.]194[.]3

92[.]63[.]29[.]137

92[.]63[.]32[.]2

92[.]63[.]32[.]52

92[.]63[.]32[.]55

92[.]63[.]32[.]57

92[.]63[.]37[.]100
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92[.]63[.]8[.]47

Related C &Cs:

hxxp://104[.]168[.]174[.]32/wordupd _3[.]0[.]1[.]tmp

hxxp://104[.]168[.]198[.]208/wordupd[.]tmp

hxxp://104[.]168[.]201[.]35/dospizdos[.]tmp

hxxp://104[.]168[.]201[.]47/wordupd[.]tmp

hxxp://104[.]168[.]215[.]54/wordupd[.]tmp

hxxp://149[.]56[.]245[.]196/wordupd[.]tmp

hxxp://192[.]119[.]106[.]235/mswordupd[.]tmp

hxxp://192[.]119[.]106[.]235/officeupd[.]tmp

hxxp://192[.]99[.]172[.]143/winupd[.]tmp

hxxp://54[.]39[.]233[.]188/win163[.]65[.]tmp

hxxp://91[.]208[.]184[.]174:8079/windef[.]exe

hxxp://agenziainformazioni[.]icu/wordupd[.]tmp

hxxp://www[.]download-invoice[.]site/Invoice _29557473[.]exe Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

173[.]209[.]43[.]61

193[.]36[.]237[.]173

37[.]1[.]213[.]9

37[.]252[.]7[.]142

5[.]199[.]167[.]188

hxxp://checksoffice[.]me

hxxp://drivers[.]updatecenter[.]icu

hxxp://plaintsotherest[.]net

hxxp://thesawmeinrew[.]net

hxxp://updates[.]updatecenter[.]icu

hxxp://att-customer[.]com

hxxp://att-information[.]com

hxxp://att-newsroom[.]com

hxxp://att-plans[.]com

hxxp://bezahlen-1und1[.]icu

hxxp://bzst-info[.]icu

hxxp://bzst-inform[.]icu

hxxp://bzstinfo[.]icu

hxxp://bzstinform[.]icu
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hxxp://canada-post[.]icu

hxxp://canadapost-delivery[.]icu

hxxp://canadapost-tracking[.]icu

hxxp://hilfe-center-1und1[.]icu

hxxp://hilfe-center-internetag[.]icu

hxxp://trackweb-canadapost[.]icu

Related personally identifiable email address accounts known to have been involved in the campaign include:

abusereceive[.]hitler.rocks

gladkoff1991[.]yandex.ru

Related C &Cs known to be part of Maze Ransomware Group’s Internet-connected infrastructure include:

hxxp://91[.]218[.]114[.]4

hxxp://91[.]218[.]114[.]11

hxxp://91[.]218[.]114[.]25

hxxp://91[.]218[.]114[.]26

hxxp://91[.]218[.]114[.]31

hxxp://91[.]218[.]114[.]32

hxxp://91[.]218[.]114[.]37

hxxp://91[.]218[.]114[.]38

hxxp://91[.]218[.]114[.]77

hxxp://91[.]218[.]114[.]79

hxxp://globalsign[.]icu

hxxp://ocspverisign[.]pw

hxxp://officecloud[.]top

92[.]63[.]8[.]47

92[.]63[.]3[.]2

92[.]63[.]37[.]100

92[.]63[.]194[.]20

92[.]63[.]17[.]245

92[.]63[.]32[.]55

92[.]63[.]11[.]151

92[.]63[.]194[.]3

92[.]63[.]15[.]8

92[.]63[.]29[.]137

92[.]63[.]32[.]57
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92[.]63[.]15[.]56

92[.]63[.]11[.]151

92[.]63[.]32[.]52

92[.]63[.]15[.]6

91[.]218[.]114[.]11

91[.]218[.]114[.]25

91[.]218[.]114[.]26

91[.]218[.]114[.]31

91[.]218[.]114[.]32

91[.]218[.]114[.]37

91[.]218[.]114[.]38

91[.]218[.]114[.]4

91[.]218[.]114[.]77

91[.]218[.]114[.]79

Sample screenshots:

[6]

[7]
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[8]

1380



[9]

1381





[10]

[11]

1382



[12]

1383



[13]

1384



[14]

1385





[15]

1386



[16]

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgS3rhos5YQolf5m6llPeqSchj0VNAB9pHZCoAbnEVjR27Pz

B5yxpM8v_iKuv4r5XynA52xS1iTe6yVROrf6h4RXh7xVugBDSB0NwJ

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgsdO_eBQQuFGbhL-yY6aV0aZjdAnnsEc51KLkDsm_s-RigP

Lsw1q5oA0_4TfDUHsk5WhyT4LznMSNIEN3KIUZHa5lMU2OGWJgy4Gh

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhj4LqdPjxdPZChwlQz_HijQIYmzr_3S7D7978ud4V4Agusc

uFSRYulZhR5Y5G2pWoZ97LOj0bfr5U-u2LFrAn0vUQBs_Q4Zo3xPh0

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyLgfv3iWuh2i8l8o_5dHUiQBpemvIwzTvKKCHrqKMxODSx

cPmOLJ3dtVS9il1eAClJtM5qEy3cx-7Jcn44OtR9HU6QnTUUSRSXcS

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9z5Uwc8fK9Ab0_OQ5JMyKQ84jlDUxDX0SyOk_67uVJdlCh

0dZXwphujhu-z0UBR85c6OIpr7E7m-u6zUtKtjG2-QDhAdgRB95Po3

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZhL8C8RxuwlVNekNj0Dz9jfNX5Ul8T7gHHD_59bRe8KG4s

hPfFBeF6SR-NzGt-cIJk8dqqlCfCbfnhKZjbQOQUCAJc3bswk2ZN4p

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg5f0qMa2AvkiNkOrrmCEQhguW97zVcrr-TbSLaUlLd1d7ww

HQi-TQlwYdtdpOCihpZaSF3WwH3CnEf0Y1e5n8qjdRIkDFEhqJuT5l

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEignYH_08OH8t1KMjAxN8OMUEmVmF5kLzI0ooKV5faHP6dL4

lEjhTI6fKu1IvQeiPCGLoBO8mABD9wByDUOgQGAvDKjNmDbdYse8vb
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9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjSyG46WJchaRm38eu1KXDpKBzlHqXVpL69J8NEbdtgCyzO

3MJo1fPvyM2OgU5CjwvvAMikoYuyh05SomLSZ_jvec00F-oIHZ83Oc

10.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjQW5N9CG2Z1duU37r8jj_7OQKv2Oqo6YAd6LDUQLGDAbN

2HGBnC-yUL5SBn0no0LXAz73kM2Knbm194A-vXBXFDQW4RAiNXeWMOZb

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhT4fPArI1jDt9rhC31O28FLmpp0aFuefWeNIvMF-W8rgn

KJdyxuswDL5Cyg5S1BqDv-Hbi4waqrImS2b3eJt0rucVzvrBfd2f9-Ul

12.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwdM3pOhvWYqCu4Rh1Dq32hfdP0xO_k6dH4qqYR1cKOv9

gGc7Ba7mh2MTyDwt3PqeMoRT5DuoJaewJCnbTuRxaVBVlspUkZx-tYkW

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8QUXZ22CLFskcX_r3iMAAI_K5Brsdeq7Gr-n8MNOHtTe

AMMvvMJnmJDwUEfZxWKp8TH-WpoHQ-nEBHd-7KZ3fusckD8oJQ36HUPw

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhg5IeLcig6fjyjI_9Mi1GnZr3KDmh1o0NLri8aW9Ur9zk

UvPNp1own3jo9_5assV-k5hO0k8_-uqdmTba9FBgg-gbvol-iZ7mzSUD

15.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjUptX1tDS9ZsLDr40gGLhZppEWcMngMWQT3phMCDqx391

0ca7wybpbhPm4iLWJcaC56LubJMxWv229gjJ6BOzx-4yDmZmIC-YzDcA

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVJsJx8NQfF82l7ZmXttSsfcVQRKP_B1nxQTER2zAMtEr

vCNctaEhOokAo8lImtc6hJSHyFvJFGpdfChCMKG_mItxIgHzN62uu1Up

1.5.7 Exposing the C&C and IoC Infrastructure of the Redline Stealer Malicious Software - An Analysis (2024-06-13 12:40)

[1]

In this analysis we’ll take a look inside the Redline Stealer’s C &C and IoCs infrastructure obtained using public sources with the idea to enrich the actual domain infrastructure while looking for additional clues for related malicious and fraudulent domain registrations by using WhoisXML API’s vast real-time and historical WHOIS database.

Sample domains known to have been involved in the campaign include: hxxp://anydesk-pro[.]com

hxxp://telegram-home[.]com

hxxp://anydesk-go[.]com
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hxxp://anydesk-new[.]com

hxxp://pc-whatisapp[.]com

hxxp://santaanarealtor[.]icu

hxxp://jasafodidei[.]xyz

hxxp://userauto[.]space

hxxp://22231jssdszs[.]fun

hxxp://hssubnsx[.]xyz

hxxp://dshdh377dsj[.]fun

hxxp://morewallet[.]org

hxxp://frederikkempe[.]com

hxxp://majul[.]com

hxxp://agekestnessbiophysicalohax[.]com

hxxp://talkotstopandshop[.]com

hxxp://mojobiden[.]com

hxxp://shopget24[.]org

hxxp://dattolocal[.]net

hxxp://clitspace[.]com

hxxp://litrazalilibe[.]xyz

hxxp://neredenkyor[.]xyz

hxxp://yabynennet[.]xyz

hxxp://oyaliecem[.]xyz

hxxp://idanwaval[.]xyz

hxxp://jordanserver232[.]com

hxxp://realacademicmediausa[.]com

hxxp://topexpertshop[.]com

hxxp://realmoneycreate[.]xyz

hxxp://thehomenow[.]xyz

hxxp://real-enter-solutions[.]xyz

hxxp://enter-me[.]xyz

hxxp://expres-v[.]com

hxxp://best-plugins[.]tiny[.]us

hxxp://adobepremierepro[.]tiny[.]us

hxxp://brain-lover[.]xyz

hxxp://load-brain[.]xyz

hxxp://use-freedom[.]xyz
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hxxp://software-load[.]xyz

hxxp://interactive-soft[.]xyz

hxxp://broke-bridge[.]xyz

hxxp://just-trust[.]xyz

hxxp://really-software[.]xyz

hxxp://feel-quite[.]xyz

hxxp://viper-air[.]xyz

hxxp://polar-gift[.]xyz

hxxp://retro-rave[.]xyz

hxxp://cool-story[.]xyz

hxxp://fall2sleep[.]xyz

hxxp://heal-brain[.]xyz

hxxp://tech-lover[.]xyz

hxxp://love-light[.]xyz

hxxp://both-those[.]xyz

hxxp://fill-empty[.]xyz

Sample known responding domains for Redline Stealer’s C &C and IoCs Infrastructure domains:

3[.]64[.]163[.]50

194[.]67[.]71[.]106

194[.]67[.]71[.]171

194[.]67[.]71[.]199

194[.]67[.]71[.]21

141[.]98[.]169[.]33

104[.]21[.]17[.]200

172[.]64[.]80[.]1

172[.]67[.]178[.]65

104[.]120[.]139[.]18

184[.]26[.]91[.]51

99[.]83[.]154[.]118

54[.]173[.]101[.]99

199[.]59[.]240[.]200

195[.]186[.]208[.]193

199[.]59[.]242[.]153

199[.]59[.]240[.]10

213[.]5[.]70[.]58
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54[.]72[.]9[.]51

13[.]248[.]169[.]48

76[.]223[.]54[.]146

194[.]67[.]71[.]6

194[.]67[.]71[.]92

194[.]67[.]71[.]57

194[.]67[.]71[.]20

194[.]67[.]71[.]187

194[.]67[.]71[.]136

194[.]67[.]71[.]95

194[.]67[.]71[.]28

194[.]67[.]71[.]137

135[.]181[.]158[.]121

167[.]235[.]239[.]121

91[.]195[.]240[.]117

79[.]110[.]62[.]66

24[.]227[.]84[.]100

24[.]227[.]84[.]98

194[.]67[.]71[.]81

146[.]112[.]61[.]108

194[.]67[.]71[.]44

146[.]112[.]61[.]104

194[.]67[.]71[.]110

167[.]206[.]37[.]136

194[.]67[.]71[.]142

188[.]114[.]96[.]18

188[.]114[.]96[.]6

188[.]114[.]96[.]20

66[.]29[.]132[.]51

188[.]114[.]97[.]6

188[.]114[.]97[.]3

162[.]0[.]209[.]74

188[.]114[.]97[.]5

194[.]67[.]71[.]144

188[.]114[.]97[.]22
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91[.]195[.]240[.]87

66[.]220[.]23[.]67

98[.]124[.]204[.]16

208[.]97[.]189[.]133

81[.]17[.]29[.]146

81[.]171[.]28[.]43

146[.]112[.]61[.]107

188[.]114[.]97[.]7

81[.]17[.]18[.]198

172[.]67[.]166[.]121

216[.]245[.]214[.]85

87[.]236[.]102[.]145

52[.]213[.]114[.]86

185[.]182[.]56[.]72

185[.]162[.]228[.]3

23[.]56[.]173[.]166

192[.]204[.]27[.]106

188[.]114[.]97[.]9

194[.]67[.]71[.]163

194[.]67[.]71[.]55

188[.]114[.]96[.]10

194[.]67[.]71[.]16

81[.]17[.]29[.]148

81[.]17[.]18[.]196

63[.]141[.]242[.]46

63[.]141[.]242[.]45

81[.]17[.]18[.]194

195[.]186[.]210[.]241

104[.]21[.]38[.]93

66[.]29[.]132[.]120

94[.]140[.]114[.]207

72[.]5[.]65[.]111

31[.]184[.]249[.]7

95[.]217[.]82[.]124

172[.]233[.]218[.]191
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172[.]232[.]25[.]17

194[.]67[.]71[.]48

194[.]58[.]112[.]174

77[.]91[.]100[.]101

95[.]179[.]163[.]157

45[.]93[.]5[.]54

194[.]67[.]71[.]132

192[.]187[.]111[.]221

77[.]247[.]182[.]250

194[.]67[.]71[.]101

216[.]245[.]213[.]73

194[.]67[.]71[.]129

192[.]187[.]111[.]219

194[.]67[.]71[.]23

104[.]109[.]250[.]253

194[.]67[.]71[.]31

162[.]0[.]235[.]108

199[.]59[.]243[.]224

64[.]62[.]243[.]82

88[.]218[.]168[.]225

95[.]161[.]129[.]36

194[.]67[.]71[.]50

45[.]129[.]99[.]212

194[.]67[.]71[.]194

185[.]45[.]192[.]75

194[.]67[.]71[.]18

5[.]154[.]181[.]9

66[.]29[.]132[.]119

77[.]247[.]182[.]251

194[.]67[.]71[.]68

194[.]67[.]71[.]22

194[.]67[.]71[.]77

194[.]67[.]71[.]94

188[.]114[.]97[.]58

194[.]67[.]71[.]69
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188[.]114[.]97[.]128

172[.]67[.]193[.]100

172[.]234[.]26[.]236

172[.]232[.]30[.]16

172[.]232[.]4[.]89

104[.]21[.]94[.]20

194[.]67[.]71[.]146

194[.]67[.]71[.]124

194[.]67[.]71[.]37

194[.]67[.]71[.]100

172[.]67[.]145[.]232

104[.]21[.]95[.]158

199[.]59[.]243[.]223

188[.]114[.]96[.]7

162[.]219[.]51[.]2

188[.]114[.]97[.]21

188[.]114[.]96[.]21

172[.]67[.]205[.]165

194[.]67[.]71[.]161

194[.]67[.]71[.]56

194[.]67[.]71[.]180

194[.]67[.]71[.]135

192[.]73[.]240[.]22

23[.]202[.]231[.]167

81[.]17[.]29[.]149

23[.]217[.]138[.]108

192[.]187[.]111[.]222

81[.]17[.]29[.]147

34[.]98[.]99[.]30

194[.]67[.]71[.]8

172[.]67[.]139[.]244

194[.]67[.]71[.]84

194[.]67[.]71[.]72

194[.]67[.]71[.]75

194[.]67[.]71[.]62
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80[.]251[.]18[.]108

104[.]21[.]70[.]219

10[.]0[.]0[.]6

172[.]16[.]25[.]6

146[.]112[.]239[.]220

5[.]252[.]177[.]98

52[.]25[.]92[.]0

192[.]168[.]180[.]36

Related MD5s known to have been involved in the campaign include: 02b6c3a954fc55dca4904558ad3d8b033c63051397c4d0492946317a4edba785

02c7b24ba8388b92ff33d6724240b6be9ab4db39221d7e99ae3459a6d44645f0

02b62da939021fb5d3ea5b57ad555c45a6a99073a35ed43a73662ca62b179337

02b636d60b6f603ced1381f68b9efb04446c4ee854d927737af176ed6aa7e605

02a62b9916c4283a4d8751139dc6f0e8bb4cd01bf89b5c2b138c4950b8e465d4

02b3e2d8be37b585c13c78f95932470e582995a9b1962e1a5d32ab01966c1984

028ebd9be566ab209592a3010b29f9f75b467e31c01fa2df3ac3efa0471bb7b3

029e14186e2e5ee0f5cbe9de5a9d1ee8a86beab1a8d915545e66a8f630d1e41f 0254bd139369e776e4456c1f286759c97e3ea059f8922cc23b9af607b386080f 02729b4a08d8c7953d9f4b54de2409d6e47c76f7a43cc293e4ed46414a9d1386

0249a9e7b62e3c7bb073d676f2b07d295ab3f4818415646ad50470c3fefe191d 024cf31fe5583dc52c4ad95dea43e41bf8b5a91cfb9de868e8ccce691d7810b1

023e77fa1377c915e7ccf42c996398fd621280a75e98862b9b01cc4de8ad7a60

02435edf2b9ed7692630709986bc3efbf66a7afb594d81880951440a9904e693

0233588681ae4017b70fa0a057517b18dee20163d3ae7dd9b2d1ee1c3ce9b3e6

023673b24665472ec9bf94aaae2fddaa5e1fc49d75d5aed30c046d6cca1d6e3f 0322ee668af128f15042f60b7b7fc0eb158224c5ff4dca2c50f3e22cb074ee57

0324975c20ac7d8ecdeb1b05c64993d174f0448fdf3452b1706356c62f19b79c 030b7bfc6bcccdebc59a5799f507af002d63060a0da9f7d20e0641303f7937ca 030ea6bfa2b0dc195b56b45084f596d3588f6b4b5451f694d22e73478c6fd7b6

02feaf3acd9dc6cdb65a8c095b431fcacfa82b1ab4b132f737bb0853af835445

030409973817ee077e21c1e2498eac05b8411303d34b893aa71e351abfac4693

02f00879ebccf93170b1dfc215f02b9bbf16b1e0991770cf1c8e190be38228ce 02fb585249bb81b4f64dc8b60af23a382f1a965cedf129522bdd49c9fa57967d 02ea59124e1363f30db5ae9e5468a074326b0066470dddd52090f69c30859154

02ec463a85e81974aec2f2924fcf9cdab21e8df016567be2fcad7f3efb272fb3
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02e51b9b022338c0cb01b94efe4cea8491b15c046e11fd264fbd091aec3f8d96

02e740c47544b8eca50558646b9a5c1e70453e821bc930175416cb66e87ceafc 02ddca20c540bfd8790035c03666334ab9b5fefb787d1972501906b9d0411171

02e0c5b92a5a16ee3b9560e0358bf320fde58e31c807371b04ed57d08a1aacb6

02cbc1ab80695fc12ff8822b926957c3a600247b9ca412a137f69cb5716c8781

02d7d5435f6fec5828fcd91abe358a52f634d8a915801ace35a231fe990cab35

0162931b2329146fd596c6baa400703d1c82fc13fdd23b0e08e27111bb23e87d 01664c6c1540f9bcaf02074f6def83fb97ce2a3ba89f87309b5f6aa9727eaa97

0143f753e71788edc05a5f0ca9cab4ceee8260a48ed72f88e72f932570b070ad 0144e28e8a457406722b7c5155356cb0a307a53bfef03e89c1215fa17fe292ce 013859ea5e5768b081294910394b446ba39dfa669078b308131a23879b66b89d 0140aaafd2eb8451a121d6757ac833032a8dcd93131f9c8de626800bf74cf181
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c330924ca74b07802584d41c541aa4c58c6e2898eb2e85cdca301703e345e6cd ce40a2715f5ff8162770370724aadf5ec16d4335fd080f178588c4119eb2871a b655cb307646c7289f734f15d71132178c6a885f3fac89bd90f9e359935a774d b7da43e5b9571f3ffb26a04eeb988e8b67b50a474e6f18af312c294fa758e067

b03529a9e56163a3ddead260bc2ff3bf1b51ea1c370ef3ad49e3ffc04ef9ee6e b24d4d3c9f9ab56e47d64de5931d36c9e452150794c4e39852280c90ecd4299c a6e9442ca70be4d04fc5a11ab5aa205434ec1cfdd25090933faede14ff85afd5

a9453b54b69ae26199632c7502d97eb8d82f79ba8c7e7a5673dd83f65a5ca3cd 937d9773c5b492523c5d7f16af8ac138d5d23c4d7a442c5341a8b4becb2e1b0b a02b1b4bdbc1f36e68fbc4ef10931199191d0ec06c7bf4cb8d30f19f5d93dcd7

80cb875b8d0d8eb0cbba2780059d211e3a6a7c9fc39d01527d6c39687f8e5164

8945c810b8a59a902f09b0c7a438babdf5d2c696244727a21ef77e43f5513f13

7a9cd326adf37a9b48788b4106f94ef9e624a85c7e6c9e68db5aefd0f07fa31c 7e488565ac6aa33b5cb352c2a01eca993793b26aa95b86af03e706b5945d995c 005ea25593f7d9b8dc6ca35962d7fe14c9392b0852259ab1ed634d7cb999ea26

006ff3e3aa3b4d1a641df68a779c8f9f7a3903d6b60d7895dee66c4ea04b3c21

004245f216925e9f96847fec3c59aaa4afc693e0ebd897266acdb8c499c95b34

00589648e265dec5932378ca3ddea5d1e896c76cb6e5c454afd15661851ab39c 00222f093439691fa3701470b90ce3d55650b95c25fca47f06242602c5d4731b 002a58e67ec67a42145d7c0d7149bc55befc53a425ea3fa905fd84908dfdf9ae 0018c7561949e7cf17557387c79239f1a2d38ea64e1f5243b222cdfbf9a4b64a 001f9d34e694a3d6e301a4e660f2d96bc5d6aa6898f34d441886c6f9160d9e48

0012c72131b785e314bf8b3ba260c35ade89ff8c5cf065bf08bbf6db37ea77c1

0018afde1e705b818794e7915cc6732f0fb7ec82f4ecf5208202fcc838a8cbb9

000d8f6f3045431e14ef7552b72fbd5b3998488ea19868d14f099062b4dd4d28

000dca002670d35067eb05c7235c16d2c726a165974d0855d44fac756bf3cf58

00075ef3e9110aad9792cb05127ba51340dceafb40c50f6967d66b61ed2fed15

000af994a6711cf95e3d6bdfb9a3b58262d13600f18b724aed0c0d01547d0a34

00004275e5289c164ab3d446a37a3105e4da5a23b97ea933f0ae81c1a627f0b1

00f0a27d6623203e029c12437d3a546db8946fdc9deeb9f73d8c3d8d868662b2
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00f419c8b700c5408f32b6f196a22e1b9fe0c4d3d45182c573d48b847cd1b10b 00ef33290cdf6350bad59bb7ab4afa9cf67b56558b78b3504d0d178e8af4e115

00f03f8202433a5b020e38d65648262ab4a84333c9fa65e1c5354e489617dc7b 00c58f1b534c0d9370a2692fc039856d04611b8bf72f6a799ece6bb126708be0

00e1adcac98074eaddbaed22d1e0e0e080ef11de0698e9ee625742d734f9c6d5

00ab03b4f88442b9e43b863b549164376fac9c867d1744bc76d578a310495f6b 00c2f297359e25155a75e46ff0b2a6425f8e0280dca3a3fcb9fc172116f997ac 00a66ffe1e5c988fde178a71c89a118b23b2710c2df26c61272bce43d00c468b 00a7295638a9a40225f561cff6f75a9e9f2bb3e46ba0d4d4a3f734f91712a4fa 0080a38d98ecbb2c25d412ac54f2f288ab1aeb7e99ca485f32f67f5ba231871a 009827ab2624370ded2cb8240ca2fe82af36e3a94cff1f8a2eac574b4b928c4e 00794e811d60d0da079ac85f2d0bba8fcbe42005e2d8b39b02555f35de8a5a7a 007f3b6d7ea612a22265f00a8d4543a3af14c3ac87e050a6fb44720e8e503792

0073deb60992014d589e870e5b0a859a3d33959f365651c64390eb3f58262045

007679cde27b234f053ffbf92e49c82bf325074944489b9b858f272f218e9c06

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9g0Yb8WOo32Tah8VoSNO6eM7lEWriRf6Qo-WbWdi9OZH43

mwGVZ5c7hGYAA2yZudDyjWz89Ilb-iUZii2sv9hDKCKa-hxrEZUC2Y

1.5.8 A Peek Inside a Recently Seized Malware Crypting as a Service Domain Portfolio - An Analysis (2024-06-13 14:17)

[1]

Dear blog readers,
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In this analysis I’ll take a look at a recently seized malware crypting as a service domain and will offer additional insights into how the service works.

From the [2]press release:

" AegisTools.pw is a platform known in the underground economy since 2020 that primarily provided counter antivirus and crypting services - two important pillars within cybercrime-as-a-service from a phenomenological perspective model. It made it possible to disguise malware so that it could not be detected by common antivirus programs. “Aegis Tools.pw” also offered tests to check the effectiveness of the encryption directly on the platform. Furthermore, software was offered for the unauthorized acquisition of user password access data. “AegisTools.pw”

itself, on the other hand, did not require any classic registration from its users and could be used almost anonymously. The police evaluations indicate that the platform has been used by over 1,000 users worldwide for their cybercriminal activities in the past. All services could be paid for with cryptocurrencies. "

Related URLs and known responding IPs:

hxxp://aegistools[.]pw

188[.]114[.]96[.]14

188[.]114[.]97[.]9

188[.]114[.]97[.]3

18[.]66[.]122[.]31

188[.]114[.]97[.]11

Sample MD5s known to have phoned back to the service:

2988d6cadc497893955ea80fd825978c0cda7ed5cd39e7f8fdf70e3ddbfd1b97

6492ebf2b7aa38fa836ef525515c3eea43c7a90bbc0626607b0b3f5139e977a6

67114ed2eb89c89b3abb07f4379d1482fa7ee165c6d11491dff383ae292c9b50

7a4cc644bdace1909c649a42dbaee5b68ae3fa9e242a5e741924b14f1ee85083

9c3abe3349c450ed1943d28c3b1abc398ae2be5ebe21762c9e44eccca8d26793

b49bec25e7ee0e9de2004eeaef7ae1a4e509e0efa4a3618e009687c5322570d0

cbaf7335eb0b5937ebd23495faf37e406f98a8e4d8436db2d0746a8a44df0274

da6704d4e134d4e7acccfb86fa9c9bdf2310db0666105faae7307e53f0a18d16

e82bc0f09530aacef6f1d4a8e5d627b4df8b9af7ed0d8d744038a5816db0e9c8

eb62d844f531911c4b87d6313336ee9a8e92c4548b17d4b5a6e74a9ffdb58b30

1e6ef1b35a4632284f631f214960be2bf0cda25c16c6c13ace6f8ed399cef3f0

2988d6cadc497893955ea80fd825978c0cda7ed5cd39e7f8fdf70e3ddbfd1b97

3d901e7da0cfbdfd64100a06abdae284eb8555bf979ecc69b6fc08a8068dec9f 91d475bd61c48d46d66b094a17968639a9cb81038fccc0e6523e81ec7d524890

a3d3138b1f826bb54b6c96e2f02a3f975f1d8d4a204f24df8da5077f6843e4e8

46e89ca6d9e04c39c9a32b4cbae5e6a1355eadccb6c643c4aebbe0ebf4f21bbe 0e5912fc9be4333ed10288eeb95862886e47cf2a7a7a82ab7ceb03a0d7ec182f 1404

8f75a63194c7bab36616ed2e072213d72621ba6df9cfdebd929b5f47e2f6acd3

30993b4ddecde947b1720620e950c30b00d3badde656b8206cf64ef697b4b50a b285b159a313f10304ebed8cde6ac2f2c887165726ea144536b5503432148764

27b87aee748aad93a92df284eaf573c3e777db21dc523150ac6883c9140ab2d8

eb62d844f531911c4b87d6313336ee9a8e92c4548b17d4b5a6e74a9ffdb58b30

cbaf7335eb0b5937ebd23495faf37e406f98a8e4d8436db2d0746a8a44df0274

e82bc0f09530aacef6f1d4a8e5d627b4df8b9af7ed0d8d744038a5816db0e9c8

Sample malicious MD5s phone back URLs:

hxxp://aegistools[.]pw/ui/account/static/css/2[.]7c0cfee5[.]chunk [.]css hxxp://aegistools[.]pw/ui/account/favicon[.]svg

hxxp://aegistools[.]pw/api/licensing/dl/dep

hxxp://aegistools[.]pw/ui/account/static/js/main[.]40ef9d2c[.]chu nk[.]js hxxp://aegistools[.]pw/api/licensing/dl/dep/sig

hxxp://aegistools[.]pw/ui/account/static/js/main[.]a689ac00[.]c hunk[.]js hxxp://aegistools[.]pw/favicon[.]ico

hxxp://aegistools[.]pw/ui/account/static/css/main[.]e29978e2[.] chunk[.]css hxxp://aegistools[.]pw/ui/account/login?redirect=http://aegistool s[.]pw/ui/licensing hxxp://aegistools[.]pw/ui/account/static/js/2[.]ca13c3d6[.]chun k[.]js Sample screenshots:

[3]
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[4]

[5]
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[6]

[7]
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[8]
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1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgKpbPlO1Fu9PsTmId-mpz6ZIOEZO6cQGliyLW3h4Z1cu7_2

5_1Jczn-HzQ30S8GwI3TQm-haK40g1hBiyefI26yiDOn37YHPRIg4h

2. https://www.bka.de/DE/Presse/Listenseite_Pressemitteilungen/2024/Presse2024/240410_PM_Abschaltung_illegale

r_Onlineservice.html

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFQstrnzst_eHXHw0D6hROOt9XP6pfUoH-Aw4K9hbkesAE4

5z2_0CSCO1WPtPjUXwEfIXOZMzOCr6rfdPXN1q2u-EZDb1H_1yYDmR

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiXqCJtk7P5y3Q0_jEEoRh7kuAG83ngtZhR0ADMO2NJ8NqTu

dYDtbhPPBy7NVLoEqW5ulLi04aSWGvxWDOlmiBCsVSFBSihHJjbNLz

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhNJlQ8c5_XjFIi2ed5eXrfZDS0tc_l1Dx7tvAVroUMiQHuS

TLETVYvZpSWSsGDRaqzLCBiu5i9V-Aqebk1hq6QpDqjg3Ik3lrMTxy

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEir62f-oAu6w02tk668GOeX-iZDaWGTLA9OPi00nhjTg3PyI

0UkR2XLWDZT6yPppd6zKYCOnrnTnmQ7kPlCzVNbjZhPvJZZCjBgZRG

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsFPlWmtiWJmBG4LQhAnwSLH3rhGbgDPeWEKAMpg2bpW-O0

H8IPXeJ7N6nBz2gjiHG1A9za622OWPQ1IB6tQRZVLZScWz7Ygocjkb

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj3wi5T_bFOZ8BZAXKBcnsQ1n77d17xXw8Xu1iL1T3b4C07C

1409



2ETGO34q6gqJmZFrxts2uEz4E8d-lHhiikD60eD2paNhyphenhyphe

1.5.9 Exposing a Rogue Domain Portfolio of Fake News Sites - An Analysis (2024-06-13 17:08)

[1]

Dear blog readers,

In the following analysis I’ll offer an URL compilation of fake news sites including additional personally identifiable email address accounts known to have been involved in these campaigns.

hxxp://addustuor[.]com

hxxp://al-jazirah[.]org

hxxp://al-shargh[.]com

hxxp://al-watan[.]co

hxxp://alarabyia[.]org

hxxp://alettehad[.]net

hxxp://aliraq-news[.]com

hxxp://aljlazeera[.]com

hxxp://alryiadh[.]com

hxxp://alwatannewspaper[.]net

hxxp://bbc-arabic[.]com
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hxxp://belfercenter[.]net

hxxp://bloomberq[.]com

hxxp://braekingisraelnews[.]com

hxxp://breakingisraelnews[.]net

hxxp://brusslestimes[.]com

hxxp://budapestbaecon[.]com

hxxp://bundesergierung[.]de

hxxp://com-news-world[.]site

hxxp://com-users[.]info

hxxp://dawalhaq[.]com

hxxp://daylisabah[.]com

hxxp://democraticcoalition[.]net

hxxp://elwataannews[.]com

hxxp://emaratallyoum[.]com

hxxp://emaratalyuom[.]com

hxxp://foreignpoilcy[.]com

hxxp://foriegnpolicy[.]net

hxxp://haaaretz[.]com

hxxp://indepnedent[.]co

hxxp://israelhayom[.]net

hxxp://israellinarabic[.]com

hxxp://israelnationalnews[.]co

hxxp://israelnationalnews[.]net

hxxp://jerusaleimonline[.]com

hxxp://lesoir[.]info

hxxp://mesralarabiya[.]com

hxxp://mintpressnevvs[.]com

hxxp://nationalepost[.]com

hxxp://policito[.]com

hxxp://sharjah24[.]co

hxxp://shoruknews[.]com

hxxp://speigel[.]net

hxxp://thaguardian[.]com

hxxp://theatlatnic[.]com

hxxp://theglobeandmail[.]org
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hxxp://theguaradian[.]com

hxxp://theheraldscotland[.]com

hxxp://thejerusalempost[.]org

hxxp://timesoffisrael[.]com

hxxp://timesofisraeil[.]com

hxxp://waradena[.]com

hxxp://washnigtonexaminer[.]com

hxxp://xn–aljaeera-4t0d[.]net

hxxp://xn–alnaaregypt-cm8e[.]com

hxxp://xn–arab21-6va[.]com

hxxp://xn–c-wpma[.]com

hxxp://xn–emaraalyoum-1b9e[.]com

hxxp://xn–etik-k54a[.]com

hxxp://xn–frace24-mkb[.]com

hxxp://xn–haarez-m17b[.]com

hxxp://xn–huffngtonpost-69b[.]com

hxxp://xn–israelinarabi-ugb[.]com

hxxp://xn–nationmaser-5b9e[.]com

hxxp://xn–ndependent-77a[.]com

hxxp://xn–plitico-d5b[.]com

hxxp://xn–r-2rm[.]com

hxxp://xn–sraelinarabic-29b[.]com

hxxp://xn–telocal-xt3c[.]com

hxxp://xn–theguardan-4ub[.]com

hxxp://xn–theguardia-dq2e[.]com

hxxp://Xn–wa-exs[.]com

Sample personally identifiable email address accounts known to have been involved in the campaign:

micheal[.]stone@mail[.]ee

scott[.]j[.]watson@mail[.]com

terrymills23@mail[.]com

janeverno@gmail[.]com

ted[.]turner@mail[.]ee

wilson[.]brown[.]flower@mail[.]com

matthew[.]carson@mail[.]ee

jamy[.]corouk@mail[.]com
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alex[.]junior[.]1993@mail[.]ee

john[.]edwardtaylor@aol[.]com

fundacionprivacy@protonmail[.]com

akassam3@bloomberg[.]net

andrew[.]breitbart[.]huffingtonpost@mail[.]com

abi[.]aliyev@mail[.]ee

daniel[.]mamishga@mail[.]ee

johnson[.]marry[.]145@yandex[.]com

ckelly11@email[.]com

scottwatson2017@yandex[.]com

barak[.]may[.]1985@gmail[.]com

edward2kerry2@gmail[.]com

gugeky@gmail[.]com

ryan[.]wong86@aol[.]com

ckelly18@mail[.]com

jackson[.]mariani@mail[.]ee

mela[.]eddie@mail[.]ee

PrivateWhoisService@gmail[.]com

Jamal[.]Nasser[.]al[.]Suwaider@aol[.]com

1583926482@qq[.]com

m[.]son1@btclick[.]com

snow48059@gmail[.]com

john[.]p[.]patterson@mail[.]com

luke[.]metcalfe@email[.]com

kern _lali2@aol[.]com

john[.]patterson2@mail[.]com

leonardo[.]snow@mail[.]ee

jack[.]ferdinand@mail[.]ee

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifcOSH0AiaE2ShRYoc4Pi7wc_VNIERqOmH8SwT7Iw1q9Ach

T-xn9Rb7L5f7YreHU828JD5Be0zrUQ9c8ZX5mTg9UNjoC-5ccF-llY

1.5.10 Exposing LabHost - Phishing as a Service Franchise - An OSINT Analysis (2024-06-13 18:45)

[1]
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Dear blog readers,

In this analysis I’ll provide actionable intelligence on the LabHost phishing as a service cybercrime enterprise.

Sample URLs known to have been involved in the campaign include: hxxp://labhost[.]cc

hxxp://labhost[.]co

hxxp://labhost[.]xyz - Email: zztopd[.]rambler.ru

hxxp://labhost[.]ru

hxxp://lab-host[.]ru

Related domains known to have been registered using zztopd@rambler.ru: hxxp://russiancloud[.]xyz

hxxp://onelab[.]xyz

hxxp://onebio[.]xyz

hxxp://inforussia[.]xyz

hxxp://labservice[.]xyz

hxxp://labcentral[.]xyz

hxxp://gorussian[.]xyz

hxxp://ecoserver[.]xyz

hxxp://iotmed[.]xyz
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hxxp://ecolenta[.]xyz

hxxp://fedlab[.]xyz

hxxp://fedinfo[.]xyz

hxxp://fedhost[.]xyz

hxxp://freerussia[.]xyz

hxxp://federalpost[.]xyz

hxxp://federalnet[.]xyz

hxxp://federalinfo[.]xyz

hxxp://federalhost[.]xyz

hxxp://murietta[.]ru

hxxp://federalcloud[.]xyz

hxxp://medcloud[.]xyz

hxxp://5koleso[.]xyz

hxxp://webrussia[.]xyz

hxxp://redmachine[.]xyz

hxxp://russianweb[.]xyz

hxxp://ru-linux[.]xyz

hxxp://medlenta[.]xyz

hxxp://mybiocloud[.]xyz

hxxp://medithink[.]xyz

hxxp://red-square[.]xyz

hxxp://invitrolab[.]xyz

hxxp://federalweb[.]xyz

hxxp://fedserver[.]xyz

hxxp://biocasino[.]xyz

hxxp://biosms[.]xyz

hxxp://fednet[.]xyz

hxxp://biodroid[.]xyz

hxxp://bioserver[.]xyz

hxxp://bioportal[.]xyz

hxxp://biolive[.]xyz

hxxp://biolenta[.]xyz

hxxp://biohost[.]xyz

hxxp://kindzadza[.]xyz

hxxp://gomama[.]xyz
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hxxp://redsquare[.]xyz

hxxp://liveinternet[.]xyz

hxxp://rulinux[.]xyz

hxxp://papa-mama[.]xyz

hxxp://onbio[.]xyz

hxxp://astra77[.]xyz

Sample responding IPs:

34[.]98[.]99[.]30

91[.]215[.]43[.]219

185[.]156[.]42[.]4

158[.]69[.]138[.]108

194[.]28[.]86[.]146

23[.]111[.]174[.]83

23[.]111[.]137[.]182

91[.]195[.]240[.]117

170[.]178[.]183[.]18

103[.]224[.]212[.]219

199[.]115[.]116[.]43

103[.]224[.]182[.]250

5[.]79[.]79[.]212

103[.]224[.]212[.]210

91[.]214[.]124[.]221

81[.]171[.]22[.]6

185[.]178[.]208[.]34

194[.]58[.]112[.]165

91[.]215[.]43[.]156

104[.]21[.]65[.]189

172[.]67[.]191[.]126

172[.]67[.]30[.]242

104[.]22[.]11[.]98

104[.]22[.]10[.]98

172[.]67[.]165[.]61

198[.]105[.]254[.]11

104[.]21[.]73[.]181

69[.]64[.]155[.]178
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52[.]87[.]81[.]7

108[.]61[.]211[.]100

52[.]72[.]115[.]242

45[.]76[.]92[.]34

8[.]5[.]1[.]32

34[.]120[.]137[.]41

37[.]140[.]192[.]148

37[.]140[.]192[.]254

[2]

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjVZbnhSK2GfRB8bXeh1Y6z9m12aDb-vVUuWc_2yZE7ONAT

PK1M9yiwN6OaYF1Vu6J4i5H1qVJTtc0lDy690HQqUxIiS_uNberCMS

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhIoSiOGx6V6f6zUI_t7ug3Qvx2mnSIbsKc2Tqklia6Vc8qE

oapWMIOd0uQ0Jqojx4jVRd94mlQ3RICDEtIlkJrQB1n4zQrzfkIv75





1.5.11 Exposing


Bulgaria’s


Ruja


Ignatova’s


OneCoin





Cryptocurrency


Internet-Connected Infrastructure - An Analysis (2024-06-27 14:32)

[1]
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UPDATE: I just added an additional set of details and information obtained using public sources.

Personal email: rujaignatova[.]hotmail.com

hxxp://rujaignatova.eu/

hxxp://drrujaignatova.com

hxxp://www.youtube.com/rujaignatova

hxxp://x.com/rujaignatova

hxxp://x.com/RoujaNoir

hxxp://www.facebook.com/ruja.ignatova.1

hxxp://www.pinterest.com/rujaignatova/ruja-ignatova/

hxxp://rujaignatova.blogspot.coma

hxxp://www.tumblr.com/rujaignatova

hxxp://rujaignatova.weebly.com/

hxxp://rujaignatova.wordpress.com

hxxp://www.slideshare.net/rujaignatova

hxxp://rujaignatova.livejournal.com/

Related photos:
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Related URLs known to have been involved in the campaign include: hxxp://onecoin.eu/signup/Artsaw
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hxxp://onecoin.eu/signup/Bestcoin88/

hxxp://onecoin.eu/signup/Douglashoe

hxxp://onecoin.eu/signup/Emin2016

hxxp://onecoin.eu/signup/FernandoPaz

hxxp://onecoin.eu/signup/Filouius/

hxxp://onecoin.eu/signup/FreedomRocks

hxxp://onecoin.eu/signup/FreedomRocks

hxxp://onecoin.eu/signup/HelenN

hxxp://onecoin.eu/signup/Ikomcoin

hxxp://onecoin.eu/signup/KMArms

hxxp://onecoin.eu/signup/Kokudo

hxxp://onecoin.eu/signup/Markus1990

hxxp://onecoin.eu/signup/Morpheus69

hxxp://onecoin.eu/signup/Nikemoney57

hxxp://onecoin.eu/signup/OneFutureNitro

hxxp://onecoin.eu/signup/Silberberg

hxxp://onecoin.eu/signup/TwoCryptoLords

hxxp://onecoin.eu/signup/TwoCryptoLords

hxxp://onecoin.eu/signup/Valitys

hxxp://onecoin.eu/signup/account

hxxp://onecoin.eu/signup/allnova/

hxxp://onecoin.eu/signup/amb2

hxxp://onecoin.eu/signup/arastar

hxxp://onecoin.eu/signup/bigmoneylloyd

hxxp://onecoin.eu/signup/boesi666

hxxp://onecoin.eu/signup/brandongonzales022

hxxp://onecoin.eu/signup/businessdot

hxxp://onecoin.eu/signup/cimpalex/

hxxp://onecoin.eu/signup/cjn881

hxxp://onecoin.eu/signup/cln2204

hxxp://onecoin.eu/signup/coinday

hxxp://onecoin.eu/signup/conligusglobal

hxxp://onecoin.eu/signup/douglasone

hxxp://onecoin.eu/signup/emmanuel26

hxxp://onecoin.eu/signup/eniway/
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hxxp://onecoin.eu/signup/franvar/

hxxp://onecoin.eu/signup/freesignup

hxxp://onecoin.eu/signup/frische

hxxp://onecoin.eu/signup/glorynow

hxxp://onecoin.eu/signup/granlord

hxxp://onecoin.eu/signup/headway

hxxp://onecoin.eu/signup/ilona888

hxxp://onecoin.eu/signup/jalgirdas

hxxp://onecoin.eu/signup/jupe

hxxp://onecoin.eu/signup/juvencio

hxxp://onecoin.eu/signup/jx123456

hxxp://onecoin.eu/signup/leotaurus

hxxp://onecoin.eu/signup/loveofmoney

hxxp://onecoin.eu/signup/loveofmoney

hxxp://onecoin.eu/signup/lza100

hxxp://onecoin.eu/signup/meneghini

hxxp://onecoin.eu/signup/mikel1

hxxp://onecoin.eu/signup/mikel1

hxxp://onecoin.eu/signup/mjlipsey1959

hxxp://onecoin.eu/signup/monicajackson

hxxp://onecoin.eu/signup/naturinost

hxxp://onecoin.eu/signup/netgain

hxxp://onecoin.eu/signup/prosperityteam

hxxp://onecoin.eu/signup/redapga1946

hxxp://onecoin.eu/signup/redapga1946

hxxp://onecoin.eu/signup/revel

hxxp://onecoin.eu/signup/rich2help888

hxxp://onecoin.eu/signup/rocco

hxxp://onecoin.eu/signup/sanji1

hxxp://onecoin.eu/signup/slavagold

hxxp://onecoin.eu/signup/sultan1

hxxp://onecoin.eu/signup/suomi

hxxp://onecoin.eu/signup/thetraveler

hxxp://onecoin.eu/signup/tovarco1

hxxp://onecoin.eu/signup/tyiviah
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hxxp://onecoin.eu/signup/vassileva55

hxxp://onecoin.eu/signup/xrflex

hxxp://onecoin.eu/signup/1eugen1

hxxp://onecoin.eu/signup/2polmaks

hxxp://onecoin.eu/signup/EDSONCOOL

hxxp://onecoin.eu/signup/FRDS1

hxxp://onecoin.eu/signup/Ginaspider

hxxp://onecoin.eu/signup/Hope4U

hxxp://onecoin.eu/signup/Kristinaup

hxxp://onecoin.eu/signup/LjLifestyle

hxxp://onecoin.eu/signup/Master021

hxxp://onecoin.eu/signup/Master21

hxxp://onecoin.eu/signup/Master22

hxxp://onecoin.eu/signup/Moneyrabbit

hxxp://onecoin.eu/signup/ROBett

hxxp://onecoin.eu/signup/Rosado1

hxxp://onecoin.eu/signup/Saunaseppo1

hxxp://onecoin.eu/signup/Sonnenschein24

hxxp://onecoin.eu/signup/Thomasw71

hxxp://onecoin.eu/signup/Youhim

hxxp://onecoin.eu/signup/alespavsic

hxxp://onecoin.eu/signup/angels001

hxxp://onecoin.eu/signup/arasan30071989

hxxp://onecoin.eu/signup/ardna888

hxxp://onecoin.eu/signup/arunk7448

hxxp://onecoin.eu/signup/bagosrg

hxxp://onecoin.eu/signup/bcjenterprises3

hxxp://onecoin.eu/signup/bricediamant

hxxp://onecoin.eu/signup/cisar72

hxxp://onecoin.eu/signup/dalma1

hxxp://onecoin.eu/signup/davil

hxxp://onecoin.eu/signup/diamondcoin88

hxxp://onecoin.eu/signup/doomer

hxxp://onecoin.eu/signup/doubleclick

hxxp://onecoin.eu/signup/duinvestor
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hxxp://onecoin.eu/signup/duksa

hxxp://onecoin.eu/signup/edwinmontoya

hxxp://onecoin.eu/signup/finlay1

hxxp://onecoin.eu/signup/gudzen

hxxp://onecoin.eu/signup/herbasanitatum

hxxp://onecoin.eu/signup/jeffhsu0908

hxxp://onecoin.eu/signup/jeffpb1

hxxp://onecoin.eu/signup/jhernandez61

hxxp://onecoin.eu/signup/kimovich2015

hxxp://onecoin.eu/signup/koubayb

hxxp://onecoin.eu/signup/loulou2706

hxxp://onecoin.eu/signup/mundialone

hxxp://onecoin.eu/signup/murbank

hxxp://onecoin.eu/signup/ninel555

hxxp://onecoin.eu/signup/oczahid777

hxxp://onecoin.eu/signup/onecoinsf01

hxxp://onecoin.eu/signup/parlik777

hxxp://onecoin.eu/signup/ravi5feb

hxxp://onecoin.eu/signup/rosanacgazzotto

hxxp://onecoin.eu/signup/sahara396

hxxp://onecoin.eu/signup/satoshi

hxxp://onecoin.eu/signup/sebasone

hxxp://onecoin.eu/signup/skorpio7skorpio

hxxp://onecoin.eu/signup/sliuda2205

hxxp://onecoin.eu/signup/sol17

hxxp://onecoin.eu/signup/spezialcoin

hxxp://onecoin.eu/signup/superuwe

hxxp://onecoin.eu/signup/svetagorinvest

hxxp://onecoin.eu/signup/topcats

hxxp://onecoin.eu/signup/tturihamwe

hxxp://onecoin.eu/signup/ucantwo

hxxp://onecoin.eu/signup/vsvasvs

hxxp://onecoin.eu/signup/xopr4

hxxp://onecoin.eu/signup/yudi01

hxxp://onecoin.eu/signup/zirbenhof
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hxxp://www.onecoin.eu/signup/1coinsuk

hxxp://www.onecoin.eu/signup/AlShea

hxxp://www.onecoin.eu/signup/Alishahid1

hxxp://www.onecoin.eu/signup/Butchong

hxxp://www.onecoin.eu/signup/ChristianFunding

hxxp://www.onecoin.eu/signup/DanielW1

hxxp://www.onecoin.eu/signup/DrBreakThrough

hxxp://www.onecoin.eu/signup/DrBreakThrough

hxxp://www.onecoin.eu/signup/DrBreakThrough2

hxxp://www.onecoin.eu/signup/EstoniaOneCoin

hxxp://www.onecoin.eu/signup/Fast1

hxxp://www.onecoin.eu/signup/Fastforward1011

hxxp://www.onecoin.eu/signup/FreeMoney365

hxxp://www.onecoin.eu/signup/ImAntbPolo

hxxp://www.onecoin.eu/signup/ImAntbPolo

hxxp://www.onecoin.eu/signup/InGodWeTrust

hxxp://www.onecoin.eu/signup/IngresosOnline

hxxp://www.onecoin.eu/signup/KAUFKRAFTmoney

hxxp://www.onecoin.eu/signup/LakshmiEmpire

hxxp://www.onecoin.eu/signup/Livingfree7

hxxp://www.onecoin.eu/signup/Mehrwertkonto

hxxp://www.onecoin.eu/signup/Mrbeats

hxxp://www.onecoin.eu/signup/NaDiPh

hxxp://www.onecoin.eu/signup/Ohanna

hxxp://www.onecoin.eu/signup/OneFutureJeff

hxxp://www.onecoin.eu/signup/PEInvestments

hxxp://www.onecoin.eu/signup/PRIMAWORLD

hxxp://www.onecoin.eu/signup/ROBett

hxxp://www.onecoin.eu/signup/Rdon

hxxp://www.onecoin.eu/signup/ReachHigh

hxxp://www.onecoin.eu/signup/ReachHigh1

hxxp://www.onecoin.eu/signup/Rhino01

hxxp://www.onecoin.eu/signup/TheVision

hxxp://www.onecoin.eu/signup/Tradertomdotnet

hxxp://www.onecoin.eu/signup/WillieGold

1455

hxxp://www.onecoin.eu/signup/achievesuccess hxxp://www.onecoin.eu/signup/achievesuccess

hxxp://www.onecoin.eu/signup/addy2014

hxxp://www.onecoin.eu/signup/angel741

hxxp://www.onecoin.eu/signup/aquigano

hxxp://www.onecoin.eu/signup/autosmile

hxxp://www.onecoin.eu/signup/blazze

hxxp://www.onecoin.eu/signup/burmese

hxxp://www.onecoin.eu/signup/carmar12

hxxp://www.onecoin.eu/signup/datroni2t

hxxp://www.onecoin.eu/signup/derscheithauer

hxxp://www.onecoin.eu/signup/evgeniyaalp

hxxp://www.onecoin.eu/signup/freedompass777

hxxp://www.onecoin.eu/signup/geppy

hxxp://www.onecoin.eu/signup/groundlevel

hxxp://www.onecoin.eu/signup/h16888

hxxp://www.onecoin.eu/signup/iProfit

hxxp://www.onecoin.eu/signup/ilma43

hxxp://www.onecoin.eu/signup/jrb3

hxxp://www.onecoin.eu/signup/kharkhowa2

hxxp://www.onecoin.eu/signup/klaus1955

hxxp://www.onecoin.eu/signup/macitam

hxxp://www.onecoin.eu/signup/maximocoin1

hxxp://www.onecoin.eu/signup/maxwave

hxxp://www.onecoin.eu/signup/nrichunow

hxxp://www.onecoin.eu/signup/onecoin4u

hxxp://www.onecoin.eu/signup/online

hxxp://www.onecoin.eu/signup/onlinesecrets4

hxxp://www.onecoin.eu/signup/powerleg

hxxp://www.onecoin.eu/signup/renmei

hxxp://www.onecoin.eu/signup/robertdcoinsB

hxxp://www.onecoin.eu/signup/sandracielo

hxxp://www.onecoin.eu/signup/skibumfx

hxxp://www.onecoin.eu/signup/solidincomes

hxxp://www.onecoin.eu/signup/tamaybee
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hxxp://www.onecoin.eu/signup/trevorweir

hxxp://www.onecoin.eu/signup/umsatznavigator

hxxp://www.onecoin.eu/signup/vapaa

hxxp://www.onecoin.eu/signup/wownetwork

hxxp://www.onecoin.eu/signup/zuzam

hxxp://www.onecoin.eu/signup/18268694217

hxxp://www.onecoin.eu/signup/30king

hxxp://www.onecoin.eu/signup/ACHIEVER

hxxp://www.onecoin.eu/signup/Arkad5

hxxp://www.onecoin.eu/signup/abypermata

hxxp://www.onecoin.eu/signup/alekstar

hxxp://www.onecoin.eu/signup/alex787

hxxp://www.onecoin.eu/signup/alexteam

hxxp://www.onecoin.eu/signup/allthatmoney

hxxp://www.onecoin.eu/signup/altera

hxxp://www.onecoin.eu/signup/amihur

hxxp://www.onecoin.eu/signup/amoisexy

hxxp://www.onecoin.eu/signup/angelschina

hxxp://www.onecoin.eu/signup/arisa

hxxp://www.onecoin.eu/signup/ashish12

hxxp://www.onecoin.eu/signup/autosmile

hxxp://www.onecoin.eu/signup/barzoy

hxxp://www.onecoin.eu/signup/bizzonline

hxxp://www.onecoin.eu/signup/cat2014

hxxp://www.onecoin.eu/signup/chinainvestor

hxxp://www.onecoin.eu/signup/chitownguy

hxxp://www.onecoin.eu/signup/comstar

Dear blog readers,

I just came across to [38]this and I decided to jump in with research and expertise including a proper analysis on the topic.

Sample network infrastructure reconnaissance:

hxxp://onecoin.eu - Email: georgi[.]onelifecorp.eu

hxxp://onelife.eu

hxxp://oneecosystem.eu

hxxp://onecoincurrencycrypto.blogspot.com/

hxxp://oneacademy.eu

hxxp://oneworldfoundation.eu

Sample personal photos:
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Sample personally identifiable email address accounts:

press[.]onecoin.eu

office[.]onecoin.eu

press[.]onelife.eu

info[.]onelife.eu

office[.]oneworldfoundation.eu

ruja[.]onecoin.eu

sebgreenwood[.]gmail.com

sgreenwood[.]loopium.com

irina[.]onecoin.eu

gery.bacheva[.]gmail.com
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y.savova[.]onelifecorp.eu

whistleblower[.]onelifecorp.eu

ruja[.]onecoin.eu

lottaspjut[.]onecoin.eu

mashakaalison[.]onecoin.eu

Related personally identifiable email address accounts:

office[.]onecoin.eu – Head Office

press[.]onecoin.eu – OneCoin Press Department

support[.]onelife.eu – Support Department

compliance[.]onelife.eu – Compliance Department

info[.]oneacademy.eu – One Academy Information Department

office[.]oneworldfoundation.eu – One World Foundation Office publicidadvmms[.]gmail.com

press[.]onecoin.eu

Sample social media accounts:

hxxp://twitter.com/powerqueen _NFT

hxxp://www.linkedin.com/in/lottaspjut/

hxxp://bg.linkedin.com/in/dr-ruja-ignatova-74417161

https://www.linkedin.com/in/mashaka-alison-6771b340/

Sample BitCoin wallet IDs:

BTC: bc1qyap59m06vpj3p0y9ur936kg65sl6u34nq59gqamamtx5k2t2yvmsq28fjn USDT (TRC20): TTQ978jA7u8HoQdUUWeG1N36kwqiTjmTdy

Related social media accounts:

hxxp://www.facebook.com/onecoincompany/

hxxp://www.facebook.com/OneCoin-708913922526031/

hxxp://www.facebook.com/OneLifeOfficial/

hxxp://www.facebook.com/oneworldfoundation.eu

hxxp://www.onelife.eu/en/contacts

hxxp://www.oneacademy.eu

hxxp://www.facebook.com/onecoincompany

hxxp://www.facebook.com/DrRujaIgnatova.onecoin

hxxp://bg.linkedin.com/in/ruja-ignatova-83929a161

hxxp://www.linkedin.com/in/thesebastiangreenwood

hxxp://www.facebook.com/sebastiangreenwood.onecoin

hxxp://www.linkedin.com/in/currencycrypto
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hxxp://x.com/onecoincurrency

hxxp://www.facebook.com/onecoinregister

hxxp://www.pinterest.com/onecoincrypto/

hxxp://www.facebook.com/OneCoinCurrencyCrypto/

hxxp://youtube.com/c/OneCoinOfficial

hxxp://www.flickr.com/photos/134729469@N04/

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkemV4JIeTxmcpdeITzUGdPAALlcT4QdxUTzxKSvVhofP50

dVcj6R6pSVG4kHnrjDwydmkMdDpHuYEw2FWpNzI46OeSX7S6grp-JH

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiU8-nfLVi4-2poVWzuhhNdVuCeeHzG-x8Yho_5GMe2RQWpf

jz2NMiVDLurOQxqREgvggW8H41H78rWIQ6EIbTeS2qRXgI_rnP4BQY
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9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEja7sGDb7_6gwVOfEKT0Jlips_asnyt4je5aqi8Q2mQgF0kt

ZpO5M9i8V8g3HutdmKoV_tT0Eh_1QIfIQ77KhIcyrqkBDH77XN1NE3
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Ws4MUuJRb5072ul3t-5Mff-8JpJWvyar2-pi5xPRwxl011eqeSKgymv6

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiXsRVAxUUtuRDvrhlJiwZoEPzgWVIzgm3P-v0NMCSfw2P

1XejGVGCzt5s9MTzef5c-vbBwW2Obv1R65KJq_jB1QQ32v7tpx1aSs4v

12.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhby97a65hQ7KHoPWqYRe8rL7E4jHf4fiXCxO_XAAuzTsN

AhN0PWQGNF6zgAeQ65G59fIJD_gHk6Zc6P4DrLBbVQYBIT9HQPI549aF

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-1ovFqM6gBiuMEzrLZ0CS3c3z2YDkwmEBnku6BHEXq8p

zrBHSDbGUtt6R6gBLoJaHJzrlZPDz_Fkqfk4yQA-ftyxA9ouZdm1YorE

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirqPa5gIDC8ueZC1K7o0ROi9u0U_54RaBQFRs4vEJBfqW

pduUJMX5ceNZVLNKBrFgQL8lTYJPwUEV2aMSNNeMNVLZwah-oMRR6HDp

15.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-beCtkhQAQEhi8tA2gu8r9X0Fl2T0OA3W91Ztb4xfydP

asDswO_CpHpPmP9liKK8H0ZzO14qwtGZQ-ZnSxtsnHAQrxg4ZU-mKpaI

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj0YZplWKpdSCV03lEjlJQHGrBMp4oBnki_hmjOVCXxots

Vrwu3CMpawv6qaf9Gm5Vr48qDRb1stqTiYJDhVkqJoeQy6_A2-M52zMG

17.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj4JDw4125xiRA_JKxe7VsrWDKTFzVb74Nt0xKJV__WBfa

h_INCm0owXf6M4WolzofbI8mndVCZe7YhGkD8xIbjoREjKJRtSsa3-aQ

18.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgz_OylcBP2KAWDqSQNkUJ_oN3UFg32Z3uxcSmlxYCbWJ7

DcUtkV6A62DiaVZl2JZTCdp9JV5CfP2-rXAdFAvreEBH0qGhwKWW3j_u

19.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjT_rWldtwEmM5joDe1IwkaflOtCYacPQKOwnc4TPlyZHZ

fWXw1_YD_GmvxNptEDPV_RHkl3tjZM3UOqAFRTUTEMYXpX2WMFwi_smj

20. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFzTbWCVrsOOpBe-ccjQxAabQA-W1DiW53D7-j7uYsTvo

alk8HRK5a21IYTm42g2q1Rt-LVCdQ8gkqPNj1UZTMFNZkhCB3XTS8jPq

21.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjy37XnumywXwi5YS4T38axwhHm_N4HyYN0GOROr2_G_dl
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BpcQWlO9riIvvjp6jZY55pLa718q3z6jMDGvMKqYKThG3wHOaigDzsPd

22.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhxa28FiKurFaDTehL4Gtpz_J3r9Nrl4DuCySSUHHh07a3

DVE-AudSTMTAukjRdO5g7SojHjhynJlT0F8H4Ae44kvYXGOyAhNdeUfw

23.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtzbmlzoNjXLvgwXtI26nbGDLh7g33vq_anQJLtQ4uc3R

K9PZ6Kgpj3-BFLcX3jNW-Za1Bq8TLGNJMvD1emU8q0XNwMdyWm-PsEdL

24. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7keikW3EAFufjLFr1M6IZE-usSJG7ONClbt-cxGmYW0L

INXUgG67owbX4BG4gaZePNtR6i504bzNxY6FNJn65YwB94P6rj81h2Cn

25.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhow6NvwdqJKhczI3KE66Zg6FdXWyBroSSLi3ohXmk8wPK

Dh7GDYUgqPtxjgGyRAEwjieeKaZnsk6YNCL2Uhu_oF_93x6vPvedKtWe

26. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg8hHCC5t-AJEnZ9WMMNjEVODXsfVGHpS5qXWonNbdkcHK

jwiTS-6c5oN4ZVS7xwpUn7AjdMh5u8NqvA3pu6GwnfNR_URJTn8LbeAq

27. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgLyQPhgZKNhCX4-UtGWBLyBA8CXTU4amvlumGdKryP7VH

xHaSs73y5NsubOh4t29clFwlNeN1rloKS0pAgNn5zTuwazA6a2IzoaO2

28.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjMvCkEQ0rr0VU7zor30HGpSKZgzGu83mCwiKXi4JDPzUw

9hYeCdgdZnJjtGo5OtO-3OhkFDsIBCXT1AsaxpQey2MJMkPAW16UF8rO

29. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyrQ7e0Wldxa3mGptyxuOukxTlJ-yZ2tt3G8byhxhXNhi

C2-OuKoOVRrTUvaL_y-KSWV-BM1FAc20dvCfu4Cr7yVSeWjuyT8o6eMQ

30. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixiyIlUsQVynJh6j-fJDHJcE3QM3yl7vgCRvycKeFRy3g

a6RF_qR-LI4U46KnqmbqYQz1yaEP4Plx6XsWS5xs6iH1CF4mmJByJE2W

31.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhluCH9InrGNGVBqMpBZXywhZzJjG6ofKCYj_H0g5YQE1Y

OiVUH8CUTiGxcbxG4Xu2cIeE3cNTtWK4agJEynam4gOvQKeAIfUiHzAi

32. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhnE68M2pSsPpjUSi2kOoki8Tz-KhAooy3iTOpi_Uk4KPW

rkqBaKR2jYs1sQItKsi8fsUk26CoescPZJRer5uY65WsI1wlKN6w1H7s

33.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEieBMb597ZtnMVIBMl1GnBm1vpBfqPwNszh2puJVi6GIC8

OLy7GkCbRQgwmnZWrx2i0PwJYWMn54pBeebLMJ4ib57dhDq3smaMI_dW

34.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEzbUBLHOcv0a8n42VMf8uIsl3rwfGvVPIdvFlx8332VL

BO3iSr6sEP2fq4Mo0epoEzYnBhtLmjtml6X3Yb_9vi2KbdT7C_ub7sa4

35.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjzQJSqeDAnGKOBt7a39ltnv6VDUAeJYCuZKj78STaZ7oX

pnDIbKTq5pw-X1OidphC0syhzVbYQsRC9T8LRxo7zEVE_GmTrCrLdk0x

36. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjBT9uojetlObg6C4z_H2-FNc-pDKquUOp8em5DqV4RaBh

ln9Vj4gGcqBWpM0NbD9iUL0b1aRZaMYJiJ61hbztHAuksjXXMArtgbFV

37.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj5FJLTTtOK28xg7BWM7NDz4oodoS3JkdOaMHTe1_d4BZ5

Ojs9aGzLZbjSWxAD5HnpjWoKt1yJCEW5Ust3YNCD-XSDbWtsolEEEs9c

38.

https://www.state.gov/up-to-5-million-reward-offer-for-information-leading-to-arrest-and-or-conviction

-of-cryptocurrency-fraudster-ruja-ignatova/

39.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiztjvJsliHeqRfwjcuX9NH1st5JqHOTcrNvE6lja5ltpy

aSIlHesMIE-I5hVT4IiPN8Yrh6moGPhQuoZ06xLvRzK0NFfH2X8o2nJL

40. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhdzPAWWeoE-SJyHHsWOiuYNjjCw-tl4f8xaQsxNMB3VN0

SzyZZolOqC_n3kgUVQN-jSA-ukBwxBmdrmnxE2xl4a2m132dbauutjaz

41.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhwKz5vXE86pztImC8grs_lPwLnRkWSI-lDWG6KZIM5Ili

zcEFpJfBfS4ouoG4oAmp4hV-3YTrL9rMnOVJNmLEAgTONSTFTjNXnF30

42.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmOkmCFTZR8lNeck5D0_P9Oa_s_jwxNxbIFcalj3HDMv2

KLKpknegZU3GX8BriHhBn__4NeHkadEYUMvAg0VN7x_xmAaLV4DJAcbU

43. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiVoxzBUKWOvo1pENU3qa-TpOpVFHL2ifNpl4XW-NWm-iL

tgUAFi0ZFq8dX_pUJSpZDmwOpZxobcUbVCgKqmKBHjBIMv4_7fJ4HvMN

44. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhtlIdE-EswZjr6z95qU59x-xrZyO0KUuNyU3lmsximZN8

HXsvQvlvRVwfKBUjE8GVF84ghwJIYIG7Vn1A929WSYJsj2VpuOy811Gl

45.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmWn8eAhSbWYRyHSRLdxpwJyf6xjzJrlkS2j_e1z8jvAh

uIDibMQrbDXMX0LCpO-dqb33XrLnh_m39oy_eklPtxqlhhb5wI9E2s8N

46.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiGE52gnK3wI_zI9e1W4KJ5IzYbAMfdjEvkg-DeHB29HVC
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4NLGIwz52FmCvLGyY11vwI2Cx2Ok_ZvWZlQa7lGKkHZoCgkfO9Lm_7VA

47.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjvBoFs1_MnRP5yPlSXAl_KV36pp1LSeezBIvyY6CYjbFS

Z9ujnn9YLJk0XCELT5H13kRN7kaEy9UVGrlXi2hTr9gKWxUBZ2ti0zJ9

48.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiBtYztHFfBAtiA0pR0zpuchxe2XLUdO80tT9wpO9bjVhe

sMbRVK8DqQhqb-bIWeapRL-rPA0DLlalkYwwcQMCo1aIaQxxPCJBIJ6S

49.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4lki356XQ7AGjhM5V9o5ljy_8eZ2sJSoEXsQRTiYro6q

csygX2EEh0U4fJFheTFOYjZ90H9H5Z1O6PKDj3tiP7oMVV7EYXLuazgn

50. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgvKOjUYWCB_PKpmzZ056_D-Qr-upEFVw_yisCojXebMw0

wMYKSu8ChceIXpZJZcg6lWwMcV1HrDNSkaaYlLSz_qkoYQq2dtH8KLWA

51. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdm2-uCIM0pQ1p92zNA0o8G5Kz3o_TaXbusg_9PEx1xvI

Wyg4urAZSV7tipWsAr9NrC7mQU8ojaGlgdXnbrCv0zwYlOFvJ_79uJ9t

52. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8DVGVPruQTUMPUZ8FuzeOmtNsJSSa1Q4kj169YqF-WWV

2zCz2vlZSwL7ZvKoXVD6D1S2yeF5eJNuRDJZD73rVGSbeGBdMqqloJ4K

53.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhCkGW78w2vBogmcbbRB1xc6z1DxCQkiWlXjxdHAE4g9gk

_9_HTwbZC3uyYv-lV5JlBv1pTA_Q-qUClD7KVBqIeY__uZpg4IAh-287

54.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPE8oLukyqwDOwRmoi9zKvfmGLyCLaidh21x7TLSHKP3g

i6brwQCp6Xfr9WM8XRQbKpXObNKG0RZ-EBhyhOeC3ygDeo9Q2e61wJ5A

55.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6kAAMNbVRHiS5wBpKiS6PgL4YnFL0uLggxgTlUKYXbjk

p0M5LWU-krlxrB5nUwZ0uElEzu5HH0nWb5RF3eY0nDbj_4_mDsjKBGL3

56. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgbq2D1iYWAdynC-aTq6liGyG1E5LTdHHvbX4lPY2dF17p

ezl5ZSZiLx9WnnUa6AaYezZOhfS6SpPDHw7LS-LyCz_IMDEm8kd-fyFI

57. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVYR0FAsCU56-ax1-aRru5AGr9Y-RanPs79LqBlO7GLJN

LPa4PxwOVZEq8IK6UDe32MiBDAz43tq9WnG0kulr3eLlcbj2SQf_tVEF

58.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjz7DLyhbFBZZ7BUKaBi_ibEFzmmYwfZQrv1kRDDRiCcNW

awOj7I8XCMeEOlQQ8Lj5OACX_2IyCnkGGWIb0-AWD1zxlSM4ua7Xw4Td

59.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv_4pO6Wxv0oSe3duioSEu2A850kdIfq6llyyy1ojRUgh

w6Lv97IKlYHwLuBoR4adVJ83CpxsMuoXAudk3mM3cGTPVQ7IYJB3lQRn

60.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhQy0DjyOEbjCi4xPCphtz4yFigvgFqOqo42QmuAbS3mZ3

sUhbCkq7L2yvYc-NnQugNmRBvebMfjuClI4e-cVWqORQauV7GPmIInrX
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1.6 July


1.6.1 Exposing Bulgaria’s Emil Kyulev/RansomedVC/Magadans/BorisTulev/BlackForums/ImpotentNaEvropa/Everest Ransomware Group/DADS Agency - An OSINT Analysis (2024-07-03 19:14)

[1]

Dear blog readers,

I’ve decided to [2]share some [3]OSINT notes on Bulgaria’s Emil Kyulev.

Sample network assets reconnaissance:

e[.]kyulev[[.]]protonmail[.]com

hxxp://magadans[.]net

14cbx34hgJYN1iyFvT4PsCxKVsGDuZi5pR

0x0837a9df92d68505ceba32fb540475e29fbf29ff

hxxp://magadans23[.]com

hxxp://magadans23[.]info

hxxp://magadans23[.]net

admin[[.]]ransomed[.]vc

hxxp://t[.]me/RansomedSupport

hxxp://k63fo4qmdnl4cbt54sso3g6s5ycw7gf7i6nvxl3wcf3u6la2mlawt5qd[.]onion /

hxxp://f6amq3izzsgtna4vw24rpyhy3ofwazlgex2zqdssavevvkklmtudxjad[.]onion /

TOX: 192D52C7C18F3D2693ED2453E64C53EC0CCF0255AB2291F019B65BA84442B313C410DE132E59

hxxp://twitter[.]com/RansomedVC

hxxp://t[.]me/USISAutoLookupBot

hxxp://breached[.]wiki - 172[.]232[.]4[.]89

hxxp://breached[.]fun - 162[.]255[.]119[.]114

1473

ransomed[.]nigge[.]rs

BorisTulev

hxxp://t[.]me/s/[.]EOMLOL

hxxp://blackforums[.]net

impotentnaevropa

threasec[.]]xmpp[.]jp

hxxp://t[.]me/s/RansomedSupport

bc1qg07auf7efld3edzyjs2wqztaky39xjdyk0uprj

bc1qqc7nla44te4wxyvf9j7zxtc5q296sxn94k6v00

bc1qwv6hg860mf9g0at8fe64nsswa2pa73vgd9tvj5

bc1qqc7nla44te4wxyvf9j7zxtc5q296sxn94k6v00

everestgrp[.]exploit[.]im

everestgrp[.]thesecure[.]biz

everbe[.]airmail[.]cc

everest[.]airmail[.]cc

notopen[.]cock[.]li

eV3rbe[.]rape[.]lol

thunderhelp[.]airmail[.]cc

everestblog[.]airmail[.]cc

everestblog[.]cock[.]li

decryptors[.]xmpp[.]is

Raznatovic

hxxp://ransomed[.]biz

hxxp://t[.]me/s/ransomed _middleman

Tigers of Arkan

Raznatovic Channel

RaznatovicAdmin

hxxp://t[.]me/s/RaznatovicAdmin

Hriste Boze

hxxp://exposed[.]vc

Impotent

kmeta

kmetanaevropa

promise

creeper
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pulpo

hanakobuta

hristeeboje

185[.]246[.]222[.]28

bankmanagers

ransomed[.]danwin1210[.]de

rfadmin[.]thesecure[.]biz

192D52C7C18F3D2693ED2453E64C53EC0CCF0

255AB2291F019B65BA84442B313C410DE132E59

ransomedSec

HristeeBoje

HanaKobuta

impotent[.]thesecure[.]biz

Mariamagdalena1337[.]mailfence[.]com

209[.]141[.]58[.]150

hxxp://rinse-right[.]com

hxxp://rancorpbr[.]com

hxxp://rancorp[.]net

hxxp://ransom-market[.]com

hxxp://ransomedtools[.]online

hxxp://pennywiseretail[.]com

hxxp://rancorpav[.]com

hxxp://openrangemgmt[.]com

hxxp://selectwindows[.]ca - Email: rancorp@shaw[.]ca

hxxp://preferredloansla[.]com

hxxp://rancorpgroup[.]com

blackforums[.]net@gmail[.]com

hxxp://flighthk[.]com

rifkyrev98[.]gmail[.]com

hxxp://worlddating[.]xyz

hxxp://orbpanel[.]xyz

hxxp://permanawfx[.]xyz

hxxp://free-mail[.]xyz

hxxp://slinku[.]xyz

hxxp://pressfly[.]online
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hxxp://redpay[.]online

hxxp://omanexpress[.]xyz

hxxp://accounttelekom[.]xyz

hxxp://point-teleko[.]xyz

hxxp://telekobalance[.]xyz

hxxp://omandhl[.]xyz

Leading Company in Digital Peace Tax

hxxp://blackforums[.]net

hxxp://tulach[.]cc

Teodor Iliev

MAGADANS

#МълчаниетоСвърши

#НиеСмеСилата

#ВъзмездиетоИдва

State Agency for Digital Peace

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiyYFML3pegmEDFmMW-7gb6scCJDocASt3-eDrhYFhWy_UmD

g13YHi6DAP6M7ehBasrtPqP4N34gW6YM31X3ATGPSjXfu2PKza7Prw

2. https://ddanchev.blogspot.com/2021/06/exposing-bulgarias-kyulev-compromised.html

3. https://ddanchev.blogspot.com/2023/09/bulgarian-themed-ransomware-group.html

1.6.2 How I Tracked Down the Conti Ransomware Gang? - Video Demonstration (2024-07-05 16:29)

Dear blog readers,

I’ve decided to share with everyone a recently recorded video on the topic of "How I Tracked Down the Conti Ransomware Gang?" which is also available [1]here.
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Enjoy.

1. https://archive.org/details/dancho-danchev-conti-ransomware

1.6.3 MP3 Training Audio Compilation (2024-07-05 16:39)

[1]
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Dear blog readers,

I’ve decided to share with everyone a recently made available MP3 audio training compilation on the topic of OSINT cybercrime research and threat intelligence which you can check out

[2]here.

Stay tuned.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjN0Op8a3erRZJaduEf7No2pgFwps7YhUXtHVX-F-qR0C3Ez

xAAc7elO4MeYSfPwfuGxQML0iZT1yLbZMA96R6u7wbiMBKdcOXtLY7

2. https://archive.org/details/dancho-danchev-mp3-training

1.6.4 Got Tips? (2024-07-12 23:09)

[1]
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Dear blog readers,

I have a new project which aims to be something in the lines of a final project in the context of that if I can manage to get it going and with success it will mean that I will figure out a decent way to secure my pension and that I will reach out to a lot of friends and colleagues from the field with your help and assistance and most importantly with your information and that a lot of impact will be made globally in the true context of what I’ve always been up to which is monitoring profiling and keeping track of the bad guys.

As of today I’m doing over my best to open a personal cybercriminal Tip Line which I hope that you’ll participate with your information actionable threat intelligence including personally identifiable information on the bad guys including all the relevant attachments that you could possibly think of to support your information such as for instance personal photos or any other sort of attachments.

Here are the key summary points:

• Every tip and actionable intelligence including attachment message is read daily and in real-time

• Every tip and actionable intelligence including attachment message is processed manually

• Every tip and actionable intelligence including attachment message is researched manually

• Every tip and actionable intelligence including attachment message is enriched manually 1479

If you truly want the best of the best in terms of your actionable intelligence tip and supporting attachment reaching out to the appropriate party and your actionable intelligence tip and supporting attachment making a true impact it would be my pleasure to assist here.

Here’s the Dark Web Tips Onion URL:

[2]http://zwkeqeyy7afxyvy7y5zeaap6glzj7hsatugxexiwsicder6ffjfie2ad.onion/

Users who submit messages and attachments can also and are highly advised to use the following public PGP key:

—–BEGIN PGP PUBLIC KEY BLOCK—–

mDMEZgF9BBYJKwYBBAHaRw8BAQdAYvAz/G7rjxPEJtiRQ7YsfT4NifhN7YG4yRPR

sLBvAMu0KERhbmNobyBEYW5jaGV2IDxkYW5jaG8uZGFuY2hldkBodXNoLmNvbT6I kgQTFgoAOxYhBFGixnfSpBOa356I0vgENZ63e1SHBQJmAX0EAhsDBQsJCAcCAiIC

BhUKCQgLAgQWAgMBAh4HAheAAAoJEPgENZ63e1SHYj4A/1aCVnEsjUV6xlAe+NKx QAbeQiFjTdefPyGKNsyu68WJAPjOxlgJ3m1elk1CDtlFKUWQBhgZFaDXZGhB9d2c ywgNuDgEZgF9BBIKKwYBBAGXVQEFAQEHQD5MYKD39ws1EEPUCjS9Mo9jkQsvSZYx

/wueyBhj3lxKAwEIB4h4BBgWCgAgFiEEUaLGd9KkE5rfnojS+AQ1nrd7VIcFAmYB

fQQCGwwACgkQ+AQ1nrd7VIeFVQD+Jx0PVSNldGe0r1QIhQcp/jHAB/uDbB8RYmzv qUAjzxMBAPQ2GINA2pOTjs2DISv9lzIasdH7tGqj2Pxdug2lGEkE

=9oOH

—–END PGP PUBLIC KEY BLOCK—–

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg35wA_rcfqfmAYHByB2NF0EUBEITF7imD7GsbOJYEplEPD2

bnRgiTBjIFoJJhKxW-DJZQEFTheFOpv_mNNFbkVfjfV27Fz7SIxWZ-

2. http://zwkeqeyy7afxyvy7y5zeaap6glzj7hsatugxexiwsicder6ffjfie2ad.onion/

1.6.5 Malicious Infrastructure Discovery (2024-07-23 11:53)

[1]
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Greatly inspired by two comparative studies on the [2]IoCs ([3]Indicators of Compromise) market segment within the threat intelligence market in specific IoCs obtained using public and not necessarily proprietary sources which believe it or not also include my personal blog which is quite a privilege I’ve decided to try to resume my blogging rhythm to the point of "getting back to basics" in terms of returning to my original roots as an independent contractor where I’m most productive and self-started and officially launch a series of blog posts which I’ve decided to entitle "Malicious Infrastructure Discovery" where I aim to bring back the true spirit of the market segment and possibly to the industry to the point of getting some of my old readers back in the game here in terms of providing daily and unique actionable intelligence on some of the malicious infrastructure that I’m using both public and proprietary tools to monitor and analyze.

In the first post I’ll discuss in-depth an "ongoing portfolio" of what appears to be cyber traps in a way which they could be courtesy of an unknown individual an information operation attempting to collect information or plain simple attempt by high profile cybercriminals to spread their malicious portfolio domains to as many users as possible in an attempt to attract new users into their user base.

Let’s start from the basics. It "all began" when I stumbled upon several rogue and bogus sites offering access to supposedly stolen and compromised credit cards. I then decided to take a deeper look and in specific as I was interested in figuring out the actual details behind the malicious and rogue infrastructure behind these I decided to come up with a new daily blog posts series which I entitled "Malicious Infrastructure Discovery" in an attempt to bring back the true spirit of my blog back in 2008-2009 when I was most active and providing actionable intelli-1481

gence on the Internet and network infrastructure behind some of the most relevant advanced and high volume attack campaigns and their associated infrastructure back in the time.

I’ll first begin by discussing in-depth and profiling the name servers that are actually responsible for maintaining and keeping this rogue and bogus domain portfolio online. In this specific case the name servers involved in this rogue and malicious domain portfolio are: hxxp://ns1.ecspert.su - Email: policecontrols[.]mail.ru

hxxp://ns2.ecspert.su

hxxp://ns1.putinkremel.su - Email: dnscointrolf[.]rambler.ru hxxp://ns2.putinkremel.su

hxxp://ns1.idinaxui-netspama.ru

hxxp://ns2.idinaxui-netspama.ru

hxxp://ns1.dnsprivatecontrol.su - Email: lukinolegxcrq[.]mail.ru hxxp://ns2.dnsprivatecontrol.su

hxxp://ns1.domenddnss.su - Email: robbin3ip[.]rambler.ru; aqerhett[ .]rambler.ru hxxp://ns2.domenddnss.su

hxxp://ns1.woeifnewowmecwff.my

hxxp://ns2.woeifnewowmecwff.my

hxxp://ns1.dnsiidifijjff.se

hxxp://ns2.dnsiidifijjff.se

hxxp://ns1.controlndssdsss.se

hxxp://ns2.controlndssdsss.se

hxxp://ns1.thgtrhrth.com

hxxp://ns2.thgtrhrth.com

We’ll start by profiling the first name server (ns1.ecspert.su) which is known to have responded to the following IPs in the past:

185[.]228[.]232[.]43

45[.]140[.]19[.]21

5[.]42[.]98[.]120

185[.]5[.]249[.]202

45[.]152[.]86[.]149

109[.]107[.]161[.]35

185[.]159[.]129[.]185

94[.]142[.]142[.]207

45[.]159[.]208[.]130

45[.]159[.]208[.]159

45[.]154[.]3[.]155
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45[.]156[.]21[.]13

80[.]76[.]42[.]107

5[.]42[.]98[.]59

94[.]142[.]141[.]92

185[.]228[.]233[.]252

78[.]153[.]149[.]252

and is offering name server resolution services to a decent portion of the entire domain portfolio.

For instance the following domains are all known to have been parked using the same name server services:

hxxp://cvv-store.ru

hxxp://sell-dumps-online.ru

hxxp://fresh-cvv-shop-online.ru

hxxp://robocheck-ssn-price.ru

hxxp://swipegold.ru

hxxp://swiped.ru

hxxp://thefreshcc.ru

hxxp://legit-sites-to-buy-cc.ru

hxxp://golden-shop-cc.ru

hxxp://crdclub.ru

hxxp://german-plaza.ru

hxxp://approved1.ru

hxxp://swiped1.ru

hxxp://non-cvv-sites-2020.ru

hxxp://free-credit-card-dumps-with-pin-2020.ru

hxxp://fullz-for-sale-2020.ru

hxxp://cerberux.net

hxxp://vipcvv.net

hxxp://autodumps.net

hxxp://2rich4bitch.net

hxxp://ladybin101.net

hxxp://jerry.market

hxxp://blackbet.market

hxxp://bankomat.market

hxxp://bigfat.market

hxxp://cvvdumps.market

hxxp://dumps.market
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hxxp://rescator.market

hxxp://ultimateshop.market

hxxp://dcshop.market

hxxp://uniccshop.market

hxxp://ccshop.market

hxxp://psycho.market

hxxp://stashpatrick.market

hxxp://bidencash.market

hxxp://realandrare.market

hxxp://prozone.market

hxxp://topgame.market

hxxp://00code.market

hxxp://savastan0.market

hxxp://stashpatrick.group

hxxp://sharkcvv.shop

hxxp://ch-status.shop

hxxp://bestdumps.shop

hxxp://goandswipe.shop

hxxp://buyfullz.info

hxxp://castrocvv.info

hxxp://c2bit.info

hxxp://vought.info

hxxp://cronozshop.info

hxxp://cvv2shop.info

hxxp://dumps-pin.info

hxxp://btcgenerate.info

hxxp://rondastore.info

hxxp://cvvsale.info

hxxp://buycc.info

hxxp://privatehub.info

hxxp://cvv2.info

hxxp://dumpstrack1.info

hxxp://shopfullz.com

hxxp://unifullz.com

hxxp://guccifullz.com
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hxxp://superccfullz.com

hxxp://shel-bz.com

hxxp://cvv2money.com

hxxp://crdcrew.com

hxxp://x-cvv.com

hxxp://batmarket-cvv.com

hxxp://vclubshop-cvv.com

hxxp://cvv-market.com

hxxp://database-market.com

hxxp://cvv-news.com

hxxp://prt-status.com

hxxp://top-checkers.com

hxxp://legitcarders.com

hxxp://1stdumps.com

hxxp://swipedumps.com

hxxp://market-dumps.com

hxxp://trump-dmps.com

hxxp://dumpecards.com

hxxp://benumb-s.com

hxxp://cardermaster.com

hxxp://cvv2finder.com

hxxp://approved-bazar.com

hxxp://shopfullzcvvshop.com

hxxp://darkcvvshop.com

hxxp://bankcvvshop.com

hxxp://shopcvvlvshop.com

hxxp://maincvv-shop.com

hxxp://batmarket-shop.com

hxxp://mrwhite-shop.com

hxxp://xardyssn.com

hxxp://dumps-pin.com

hxxp://cc-stockhk.com

hxxp://dumps-store.com

hxxp://uas-store.com

hxxp://shop-cvv-shop-online.com
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hxxp://buy-live-cc-online.com

hxxp://usrbinsale.com

hxxp://hostsellgood.com

hxxp://r2land.com

hxxp://cvv-privated.com

hxxp://loxcc.com

hxxp://fe-acc19.com

hxxp://tra-03.com

hxxp://privateshop2.com

hxxp://ssndob.team

hxxp://authorizecvv.org

hxxp://batmarket.org

hxxp://cashoutcarders.org

hxxp://meccadumps.org

hxxp://briancrabs.org

hxxp://verifpro.org

hxxp://fullzking.org

hxxp://yalelodge.org

hxxp://cardersplace.org

hxxp://88cc.org

hxxp://sruka.org

hxxp://txn2.org

hxxp://elonmoney.life

hxxp://dumps.life

hxxp://ccshop.life

hxxp://rd2.life

hxxp://ivbv.club

hxxp://185.159.129.122

hxxp://cvvbank.ru

hxxp://dumpsgate.ru

hxxp://shop-online-without-cvv-code.ru

hxxp://validcard.ru

hxxp://cc2cc.ru

hxxp://freshshop-cc.ru

hxxp://bstab.ru
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hxxp://cardersvilla.ru

hxxp://cardingmafia.ru

hxxp://free-dumps-with-pin-2020.ru

hxxp://prozone.expert

hxxp://udumps.net

hxxp://sh0ping.net

hxxp://jerrys.market

hxxp://zunostore.market

hxxp://stashpatrick-shop.shop

hxxp://f1store.shop

hxxp://ultimateshop.info

hxxp://cvvpro.info

hxxp://darkbase.info

hxxp://00code.info

hxxp://benumb.info

hxxp://cvv4money.com

hxxp://bvcvv.com

hxxp://autocvv.com

hxxp://authorize-cvv.com

hxxp://wall-street-store-cvv.com

hxxp://yes-status.com

hxxp://xleets.com

hxxp://fullzshops.com

hxxp://cardclonedumps.com

hxxp://legitcarder.com

hxxp://kiwi-bestshop.com

hxxp://wucshop.com

hxxp://sniffedcc.com

hxxp://cvvshop2019.com

hxxp://sailor209.com

hxxp://stashpatrick.team

hxxp://ccvshop.org

hxxp://robinshop.org

hxxp://infraud.org

hxxp://dumps.name
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hxxp://tmt24org.ru

hxxp://goswipe.ru

hxxp://cvvonline.ru

hxxp://topgame-alwaysonline.ru

hxxp://eurodollarscard.ru

hxxp://911cc.ru

hxxp://pabloclub.ru

hxxp://apeclub.ru

hxxp://shalomninja.ru

hxxp://sailor209.ru

hxxp://ddumps247.ru

hxxp://doc-shop.me

hxxp://cvvinc.me

hxxp://cvv1.me

hxxp://cvvhube.ru

hxxp://infraud.ru

hxxp://cvv-privated.ru

hxxp://zataclub.ru

hxxp://vought.store

hxxp://goldplastic.store

hxxp://authorizecvv.store

hxxp://batmarket.store

hxxp://jerry-store.store

hxxp://00code.store

hxxp://f1cc.store

hxxp://00code.online

hxxp://ssndob.space

hxxp://sharkshop.tech

hxxp://cvvshop.site

hxxp://ccvshop.site

hxxp://ultimateshop.site

hxxp://guccifullz.store

hxxp://superccfullz.store

hxxp://shel-bz.store

hxxp://elonmoney.store
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hxxp://cvv4money.store

hxxp://cerberux.store

hxxp://xfreshcvv.store

hxxp://x-cvv.store

hxxp://shopemv.store

hxxp://omrt.store

hxxp://c2bit.store

hxxp://househt.store

hxxp://pitdumps.store

hxxp://legitdumps.store

hxxp://rescator.store

hxxp://cronozshop.store

hxxp://cvvshop.store

hxxp://robinshop.store

hxxp://cvv2shop.store

hxxp://doc-shop.store

hxxp://cvvpro.store

hxxp://btcgenerate.store

hxxp://fullbase.store

hxxp://darkbase.store

hxxp://77store.store

hxxp://mc-store.store

hxxp://cvv-privated.store

hxxp://primecc.store

hxxp://88cc.store

hxxp://kfcclub.store

hxxp://www-cvvhub.store

hxxp://benumb.store

hxxp://shalom-ninja.store

hxxp://cvvsale.store

The complete list of rogue and bogus domains hosted on these name servers includes:

hxxp://00c-status.ru

hxxp://00c-status.su

hxxp://00code.info

hxxp://00code.market
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hxxp://100usd.su

hxxp://1stdumps.com

hxxp://2rich4bitch.net

hxxp://2tracks.biz

hxxp://88cc.org

hxxp://911cc.ru

hxxp://911shop.ru

hxxp://911shop.su

hxxp://apeclub.ru

hxxp://apeclub.su

hxxp://approved-bazar.com

hxxp://approved1.ru

hxxp://authorize-cvv.com

hxxp://authorize-cvv.su

hxxp://authorizecvv.org

hxxp://autocvv.com

hxxp://autodumps.net

hxxp://bankcvvshop.com

hxxp://bankomat.market

hxxp://batmarket-cvv.com

hxxp://batmarket-cvv.su

hxxp://batmarket-shop.com

hxxp://batmarket-shop.su

hxxp://batmarket.org

hxxp://benumb-s.com

hxxp://benumb.info

hxxp://benumb.su

hxxp://bestcvvshop.su

hxxp://bestdumps.shop

hxxp://bidencash.market

hxxp://big-dumps.ru

hxxp://bigfat.market

hxxp://biggest.su

hxxp://bingodumpslogin.ru

hxxp://blackbet.market
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hxxp://blackbones.ru

hxxp://blackstash.su

hxxp://blcckchain.ru

hxxp://blcckchain.su

hxxp://briancrabs.org

hxxp://btcgenerate.info

hxxp://buy-live-cc-online.com

hxxp://buycc.info

hxxp://buydmp.su

hxxp://buyfullz.info

hxxp://bvcvv.com

hxxp://c2bit.info

hxxp://cardclonedumps.com

hxxp://cardermaster.com

hxxp://cardersplace.org

hxxp://carding-planet.su

hxxp://cardingforum.ru

hxxp://cards4money.su

hxxp://cashoutcarders.org

hxxp://castrocvv.info

hxxp://cc-stockhk.com

hxxp://cc2cc.biz

hxxp://cc2cc.ru

hxxp://cc2cc.su

hxxp://ccbuy.su

hxxp://cccvvshop.ru

hxxp://ccdumps.su

hxxp://ccdumpssites.ru

hxxp://ccshop.life

hxxp://ccshop.market

hxxp://ccvshop.org

hxxp://cerberux.net

hxxp://ch-status.shop

hxxp://ch-status.su

hxxp://chinadump.ru
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hxxp://choppings.ru

hxxp://cleopatra-cc.su

hxxp://crdcrew.com

hxxp://crdstore.su

hxxp://cronozshop.info

hxxp://cvv-dumps-shop.ru

hxxp://cvv-dumps-shop.su

hxxp://cvv-market.com

hxxp://cvv-news.com

hxxp://cvv-privated.com

hxxp://cvv-privated.ru

hxxp://cvv-privated.su

hxxp://cvv-store.ru

hxxp://cvv1.me

hxxp://cvv2.info

hxxp://cvv2finder.com

hxxp://cvv2money.com

hxxp://cvv2shop.info

hxxp://cvv2shop.su

hxxp://cvv4money.com

hxxp://cvvcarders.su

hxxp://cvvdumps.market

hxxp://cvvhube.ru

hxxp://cvvhube.su

hxxp://cvvhubs.ru

hxxp://cvvinc.me

hxxp://cvvkings.su

hxxp://cvvprivate.su

hxxp://cvvpro.info

hxxp://cvvpro.ru

hxxp://cvvsale.info

hxxp://cvvshop2019.com

hxxp://cypher-shop.ru

hxxp://darkbase.info

hxxp://darkcvvshop.com
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hxxp://database-market.com

hxxp://dcshop.market

hxxp://ddumps247.ru

hxxp://doc-shop.me

hxxp://doc-shop.su

hxxp://docster.su

hxxp://donaldcvv.su

hxxp://drevil.su

hxxp://dumpecards.com

hxxp://dumps-cc.su

hxxp://dumps-pin.com

hxxp://dumps-pin.info

hxxp://dumps-store.com

hxxp://dumps.life

hxxp://dumps.market

hxxp://dumps.name

hxxp://dumpscvv.ru

hxxp://dumpshop.su

hxxp://dumpsshop.su

hxxp://dumpster.su

hxxp://dumpstrack1.info

hxxp://ecspert.su

hxxp://elonmoney.life

hxxp://elonmoney.ru

hxxp://empirecc.su

hxxp://eurodollarscard.ru

hxxp://f1ccstore.su

hxxp://f1store-cc-shop.su

hxxp://f1store.shop

hxxp://f1store.su

hxxp://fe-acc19.com

hxxp://fe-dumps.ru

hxxp://feshop-one.su

hxxp://free-credit-card-dumps-with-pin-2020.ru

hxxp://free-cvv-dump-sites.ru
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hxxp://free-dumps-and-pins.ru

hxxp://free-dumps-with-pin-2020.ru

hxxp://free-valid-cc-dumps.ru

hxxp://fresh-cc-shop-ru.ru

hxxp://freshbase-cc-cvv-shop.ru

hxxp://fullbase.su

hxxp://fullz-vendor.ru

hxxp://fullzking.org

hxxp://fullzshops.com

hxxp://fullzvendor.ru

hxxp://goandswipe.shop

hxxp://goldcvv.su

hxxp://golden-dumps-cvv.ru

hxxp://golden-dumps-shop.ru

hxxp://golden-shop-dumps.ru

hxxp://good-cvv-sites.ru

hxxp://goodshopbiz.ru

hxxp://guccifullz.com

hxxp://gullashop.ru

hxxp://hackingatm.ru

hxxp://hostsellgood.com

hxxp://hovatools.ru

hxxp://infraud.org

hxxp://iswipe.su

hxxp://ivbv.club

hxxp://jerry-store.su

hxxp://jerry.market

hxxp://jerrys.market

hxxp://jerrys.su

hxxp://kishan.su

hxxp://kiwi-bestshop.com

hxxp://krebsonsecurity.ru

hxxp://ladybin101.net

hxxp://legit-sites-to-buy-cc.ru

hxxp://legitcarder.com
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hxxp://legitcarders.com

hxxp://liveccdumps.ru

hxxp://loxcc.com

hxxp://maincvv-shop.com

hxxp://maincvv-shop.su

hxxp://maincvv.ru

hxxp://maincvv.su

hxxp://market-dumps.com

hxxp://mastercvv-cards.ru

hxxp://meccadumps.org

hxxp://money-club.su

hxxp://moneybasecvv.ru

hxxp://mrwhite-shop.com

hxxp://next-lvl.su

hxxp://no-cvv-sites.ru

hxxp://oceancc.su

hxxp://ohu-status.ru

hxxp://pabloclub.ru

hxxp://pop3club.su

hxxp://pp24shop.su

hxxp://privatedumps.ru

hxxp://privatehub.info

hxxp://privateshop2.com

hxxp://privateuploadforsellers.ru

hxxp://prozone.expert

hxxp://prozone.market

hxxp://prt-status.com

hxxp://psycho.market

hxxp://r2land.com

hxxp://rd2.life

hxxp://rdp-sh0p.su

hxxp://realandrare.market

hxxp://realdumppin.biz

hxxp://realfullz.su

hxxp://rescator-cc-shop.ru
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hxxp://rescator-cvv.ru

hxxp://rescator.market

hxxp://robinshop.org

hxxp://rondastore.info

hxxp://royaldumps.ru

hxxp://sailor209.com

hxxp://sailor209.ru

hxxp://sailor209.su

hxxp://savastan0.market

hxxp://scl-status.ru

hxxp://sclass.su

hxxp://sh0ping.net

hxxp://shalomninja.ru

hxxp://shalomninja.su

hxxp://sharkcvv.shop

hxxp://shel-bz.com

hxxp://shop-cc-dumps.ru

hxxp://shop-cvv-shop-online.com

hxxp://shopcvvlvshop.com

hxxp://shopfullz.com

hxxp://shopfullzcvvshop.com

hxxp://skibin.su

hxxp://sniffedcc.com

hxxp://spam-market.su

hxxp://sruka.org

hxxp://ssndob.team

hxxp://stashpatrick-shop.shop

hxxp://stashpatrick-shop.su

hxxp://stashpatrick.group

hxxp://stashpatrick.market

hxxp://stashpatrick.team

hxxp://super-shop.biz

hxxp://super-shop.su

hxxp://superccfullz.com

hxxp://swipe2go.ru
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hxxp://swipedumps.com

hxxp://swipegold.ru

hxxp://swipestore.su

hxxp://top-checkers.com

hxxp://top-dump-shops.ru

hxxp://topgame-alwaysonline.ru

hxxp://topgame.agency

hxxp://topgame.market

hxxp://tra-03.com

hxxp://treasureclub.su

hxxp://trump-cvv.su

hxxp://trump-dmps.com

hxxp://txn2.org

hxxp://uas-store.com

hxxp://udumps.net

hxxp://ultimateshop.info

hxxp://ultimateshop.market

hxxp://uniccshop.market

hxxp://uniccshopcvv.su

hxxp://unifullz.com

hxxp://universalesellerpanel.ru

hxxp://univv.su

hxxp://usrbinsale.com

hxxp://validccs.ru

hxxp://validccs.su

hxxp://validshop-cvv.ru

hxxp://vclubshop-cvv.com

hxxp://verifpro.org

hxxp://vipcvv.net

hxxp://vought.info

hxxp://wall-street-store-cvv.com

hxxp://wrabbit.su

hxxp://wucshop.com

hxxp://x-cvv.com

hxxp://x-cvv.ru
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hxxp://x-cvv.su

hxxp://xardyssn.com

hxxp://xfreshcvv.ru

hxxp://xfreshcvv.su

hxxp://xleets.com

hxxp://yalelodge.org

hxxp://yes-status.com

hxxp://yes-status.ru

hxxp://zataclub.ru

hxxp://zunostore.market

hxxp://00c-status.shop

hxxp://2020-cvv-sites.ru

hxxp://2022-fullz.su

hxxp://2pac.su

hxxp://2tracks24.ru

hxxp://approved-cc.su

hxxp://approved1.ru

hxxp://atlantiscards.shop

hxxp://atlantisdeals.shop

hxxp://autocvv.ru

hxxp://autocvv.shop

hxxp://autocvv.su

hxxp://babli.su

hxxp://bank-fullz.su

hxxp://bank-login-fullz.ru

hxxp://bank-logins-fullz.ru

hxxp://basecard.ru

hxxp://bass-pro-cc.ru

hxxp://best-credit-card-dump-sites.ru

hxxp://best-cvv-sites-2019-list.ru

hxxp://bestbins.su

hxxp://bestcvv.su

hxxp://bestdumps.su

hxxp://big-dumps.ru

hxxp://binboss.shop
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hxxp://bingodumpslogin.ru

hxxp://binswork.ru

hxxp://briansdump.su

hxxp://brocard1.ru

hxxp://bstab.ru

hxxp://buy-cc-cheap.ru

hxxp://buy-cc-cvv.su

hxxp://buy-dumps.ru

hxxp://buycvv2.su

hxxp://buycvvonline.su

hxxp://buycvvshop.ru

hxxp://buydmp.su

hxxp://buydumpscvv.ru

hxxp://buyst0re.com

hxxp://cardclonedumps.shop

hxxp://carder00.ru

hxxp://carderpro.su

hxxp://carderscave.ru

hxxp://carderscave.su

hxxp://cardersplace.ru

hxxp://carderspro.shop

hxxp://cardersvilla.ru

hxxp://cardertools.su

hxxp://carding-bank.su

hxxp://carding-planet.ru

hxxp://carding-planet.su

hxxp://cardingforum.ru

hxxp://cardingforum.su

hxxp://cardingfree.shop

hxxp://cardingmafia.ru

hxxp://cardingmaster.ru

hxxp://cardmafia.su

hxxp://cardrock.su

hxxp://cards4money.shop

hxxp://cardstorm.su
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hxxp://cc-cvv.ru

hxxp://cc-dumps.ru

hxxp://cc-store-near-me.ru

hxxp://cc-street.shop

hxxp://cc2btc.shop

hxxp://ccbase.su

hxxp://ccbuy.ru

hxxp://cccvvshop.shop

hxxp://ccdumpssites.ru

hxxp://ccfullz.ru

hxxp://ccvalid.su

hxxp://cgate.shop

hxxp://cheapdumps.shop

hxxp://chinadump.ru

hxxp://chopping.shop

hxxp://clubv.shop

hxxp://coinodeal.ru

hxxp://coinodeals.ru

hxxp://crdclub.ru

hxxp://crdmrkt.shop
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hxxp://c4rdforallove.com

hxxp://terminalcc.com

hxxp://cheapcvv.me

hxxp://buyst0re.com

hxxp://privateservices.cc

hxxp://iseller.cc

hxxp://i1sell.cc

hxxp://paycash.cc

hxxp://dumpst1t2.com

hxxp://seabiz.cc

hxxp://goose-shop.cc

hxxp://cvv2bank.cc

hxxp://privateservice.cc

hxxp://buycards.cc

hxxp://prodaem.cc

hxxp://propal.cc

hxxp://dumpspage.com

hxxp://eliteservices.name

hxxp://vouched.cc

hxxp://updated.cc

hxxp://scene-tools.cc

hxxp://cardinghacking.com

hxxp://thecarding.com

hxxp://valid-stuff.com

hxxp://magic-numbers.cc

hxxp://virginwork.cc

hxxp://sellingdumps.cc

hxxp://track2cvv.cc

hxxp://cvv-shop.cc
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hxxp://pois0ncc.com

hxxp://fernandoclub.com

hxxp://validsh0p.com

hxxp://goldstaff.cc

hxxp://cardingboard.com

hxxp://cvv-shop.me

hxxp://dumps-valid.com

hxxp://swipegold.com

hxxp://cvvmeback.com

hxxp://cvvinc.com

hxxp://forumscc.com

hxxp://cvvllc.com

hxxp://dumps101.com

hxxp://dumpsgate.com

hxxp://cvvshopadmin.com

hxxp://validbank.com

hxxp://german-plaza.com

hxxp://feshop-card.com

hxxp://cardunion.name

hxxp://jbestcc.com

hxxp://cvvbase.me

hxxp://cvvonline.me

hxxp://jworldtopcc.com

hxxp://infraud.com

hxxp://freshcv2.com

hxxp://mcdumpals.me

hxxp://source4cc.com

hxxp://rpsolutions.cc

hxxp://cashoutcc.cc

hxxp://dumpscvv2.com

hxxp://vietnamworm.com

hxxp://yalelodge.com

hxxp://anyccard.com

hxxp://fwefwef.com

hxxp://track2cc.com
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hxxp://101blackcard.com

hxxp://ccfullzshopcc.com

hxxp://mrwhitecc.com

hxxp://feshopcc.com

hxxp://try2swipecc.com

hxxp://legitonlineshopcvv2.com

hxxp://goldenshopcc.com

hxxp://centralshopcc.com

hxxp://atnsquad.com

hxxp://ccbases.cc

hxxp://cvv-seller.cc

hxxp://carderscafe.com

hxxp://cardrock.org

hxxp://fullzstore.com

hxxp://sky-fraud.com

hxxp://buycvvonline.com

hxxp://source4dumps.cc

hxxp://fe-dumpstore.com

hxxp://dpscc.com

hxxp://globalccsource.com

hxxp://track1gen.com

hxxp://bases-valid.com

hxxp://batch-conf.com

hxxp://jshop-pro.com

hxxp://ardumps101.com

hxxp://saleccv.cc

hxxp://validcard.cc

hxxp://nhokdown.com

hxxp://logoshopcc.com

hxxp://realjabba.com

hxxp://cvvsh0p.cc

hxxp://ccnall.cc

hxxp://privatestuff.cc

hxxp://toolzgang.com

hxxp://zunostore.com

1517

hxxp://cvvshop.org

hxxp://pawn-store.cc

hxxp://highbalance.cc

hxxp://cardinghispano.com

hxxp://prvtzone.com

hxxp://just4valid.com

hxxp://ssh-zone.com

hxxp://sellz-market.org

hxxp://shop-cc.org

hxxp://cc-shop.org

hxxp://cardersplace.org

hxxp://swipe2go.com

hxxp://dumps-atm.com

hxxp://dumps-bin.com

hxxp://dumpstrack2.com

hxxp://brand-shop.cc

hxxp://dumpspinonline.com

hxxp://fpp2.com

hxxp://fresh-cardsfull.com

hxxp://try2swipe.com

hxxp://2r4b.com

hxxp://0market.cc

hxxp://dumpstreet.cc

hxxp://torcarders.cc

hxxp://vend0rs.cc

hxxp://topdumps.cc

hxxp://vipdumps.cc

hxxp://golddumps.cc

hxxp://zukkos.cc

hxxp://getpins.cc

hxxp://randoms.cc

hxxp://torcrds.cc

hxxp://kards.cc

hxxp://bigseller.cc

hxxp://bigcarder.cc
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hxxp://binshop.cc

hxxp://bulkshop.cc

hxxp://t12shop.cc

hxxp://card-room.cc

hxxp://cardrock.cc

hxxp://prostuff.cc

hxxp://freshstuff.cc

hxxp://fe-dumpstore.cc

hxxp://madstore.cc

hxxp://prvtzone.cc

hxxp://gold-card.cc

hxxp://bases-valid.cc

hxxp://damasc.cc

hxxp://sounic.cc

hxxp://german-plaza.cc

hxxp://wendetta.cc

hxxp://robotika.cc

hxxp://dumps44.cc

hxxp://magstr1p3.cc

hxxp://4carding.com

hxxp://shopcvv2.com

hxxp://mastercvv1.com

hxxp://buybest1.com

hxxp://greatdumpz.cc

hxxp://minery.cc

hxxp://honeymoney.cc

hxxp://buybanklogin.com

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhiv3Uas1v-4iNvUu5aoD1qusFjC4x9dcGCi7pcJWQH3PM3c

paIL9ux7Tn-gBH1WkqZemYAdmT0Nry6g2-Ckb6S5ncp2n6wJmqXRPg

2. https://homes.luddy.indiana.edu/luyixing/bib/ccs16-ioc.pdf

3. https://www.jstage.jst.go.jp/article/ipsjjip/31/0/31_578/_pdf

1.6.6 Julian Assange’s IoCs (2024-07-28 22:51)

[1]
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Correct me if I’m wrong but OSINT is the power of everything.

Personal email: anon1984@fastmail.to

Related email address accounts: thoreau@netspace.net.au Related domains:

hxxp://suelette.net

hxxp://suelette.org

hxxp://underground-book.org

hxxp://underground-book.net

Hacking Group: International Subversives

Hacking Group Members: Mendax, Trax and Prime Suspect Related email address accounts:
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me@iq.org

proff@iq.org

Skype: meatiqdotorg

Related email address account:

suelette@xs4all.nl

Related email address accounts:

suelette@iq.org

proff@iq.org

proff@suburbia.net

julien@post.harvard.edu

proff@gnu.ai.mit.edu

proff@suburbia.apana.org.au

proff@four.net - hxxp://metaverse.org

Handle: Mendax

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiSFx2xNmve-dNpd3-UQGjk8Er9LgUyHUYbgZ1XaLO2vFfbM

U0_Wxb2hX0SnNNZhFOJ0uY32fzhOOa6n2bOPPCPxq0JtEvlDSaSNpN

1.6.7 Domain

Portfolio

Operated

by

Sp3cial1st

from





Darkode


(2024-07-28 23:20)

[1]
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The following is a set of domains known and managed and operated by Sp3cial1st from Darkode.

Email address accounts known to have been involved in the campaign include: anewone@criptext.com

alexane50@protonmail.com

darkness _su@protonmail.ch

Sample MD5s known to have been communicating with one of the domains include: adcbf2ea5a9709b455fd2baf002b81ef

1aa2388ec405059bc27b177001c3b096

Sample domain portfolio includes:

hxxp://bluewavebookings.com

hxxp://ansonfamily.us

hxxp://successfullfreedom.us

hxxp://aquaworldmarine.com

hxxp://buycomplete1.com

hxxp://gqali.com

hxxp://clementmunns.com

hxxp://corp-gems.com

hxxp://be-liberty.com

hxxp://obey.su

hxxp://feltoninteractive.com

hxxp://skyrocketadv.com

hxxp://e-commt.net

hxxp://catalystechnologies.com

hxxp://bpoval.com

hxxp://darkness.su

hxxp://tananashvili.com

hxxp://axcelsp.com

hxxp://clickforsupport.us

hxxp://crunchycrew.com

hxxp://enuniq.com

hxxp://gotots.us

hxxp://bestmailonline.com

hxxp://germandise.com

hxxp://gldt.net

hxxp://sethyoufree.tv
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hxxp://jy-partners.com

hxxp://iohex.com

hxxp://brit.tw

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgAaWVxMkTCY56Ssa9BZNImAc9_4ZBzpDIIH2DXbQrXOQ7NV

dGB6otvaT8Zh01iOq2tvhL1jWCMsPM0uMpGVYvM9XWFo4weWqra1md

1.6.8 Domains Portfolio Operated by Cytrox Spyware (2024-07-29 11:35)

[1]

The following is a list of C &C domains belonging to the Cytrox commercial spyware.

Sample domains involved in the campaign include:

hxxp://5m5.io

1523

hxxp://actumali.org

hxxp://addons.ne

hxxp://adibjan.net

hxxp://adservices.gr.com

hxxp://advertsservices.com

hxxp://almasryelyuom.com

hxxp://alpineai.uk

hxxp://alraeeenews.com

hxxp://alraeesnews.net

hxxp://altsantiri.ne

hxxp://amazing.la

hxxp://api-apple-buy.com

hxxp://api-telecommunication.com

hxxp://applepps.com

hxxp://apps-ios.net

hxxp://aramexegypt.com

hxxp://atheere.com

hxxp://audit-pvv.com

hxxp://bank-alahly.com

hxxp://bbcsworld.com

hxxp://bi.tly.gr.com

hxxp://bi.tly.li

hxxp://bit-li.com

hxxp://bit-li.ws

hxxp://bit-ly.li

hxxp://bit-ly.org

hxxp://bitlly.li

hxxp://bitlyrs.com

hxxp://bitt.fi

hxxp://bity.ws

hxxp://bityl.me

hxxp://bmw.gr.com

hxxp://bookjob.cl

hxxp://browsercheck.se

hxxp://bumabara.bi
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hxxp://burgerprince.us

hxxp://businesnews.net

hxxp://carrefourmisr.com

hxxp://cellconn.net

hxxp://chatwithme.st

hxxp://citroen.gr.com

hxxp://clockupdate.com

hxxp://cloudstatistics.net

hxxp://cloudtimesync.com

hxxp://cnn.gr.com

hxxp://com.apple.webkit.net

hxxp://connectivitycheck.li

hxxp://connectivitychecker.com

hxxp://contents-domain.com

hxxp://covid19masks.sh

hxxp://crashonline.si

hxxp://cut.re

hxxp://cyber.co

hxxp://danas.bi

hxxp://distedc.com

hxxp://ebill.co

hxxp://edolio5.com

hxxp://eg-gov.org

hxxp://egyqaz.com

hxxp://elpais.me

hxxp://engine.ni

hxxp://enikos.ne

hxxp://ereportaz.ne

hxxp://espressonews.gr.com

hxxp://etisalatgreen.com

hxxp://ewish.ca

hxxp://fastdownload.me

hxxp://ferrari.gr.com

hxxp://ffoxnewz.com

hxxp://fimes.gr.com
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hxxp://fisherman.engine.ni

hxxp://flexipagez.com

hxxp://forwardeshoptt.com

hxxp://getsignalapps.com

hxxp://getsignalapps.li

hxxp://goldenscent.net

hxxp://goldenscint.com

hxxp://goldescent.com

hxxp://gosokm.com

hxxp://guardian-tt.me

hxxp://guardnew.li

hxxp://guardnews.li

hxxp://heaven.ar

hxxp://heiiasjournai.com

hxxp://hellasjournal.com

hxxp://hellottec.ar

hxxp://hempower.sh

hxxp://icloudeu.com

hxxp://icloudflair.com

hxxp://ikea-egypt.net

hxxp://in-politics.com

hxxp://infosms-a.si

hxxp://insider.gr.com

hxxp://instagam.cl

hxxp://instagam.in

hxxp://instagam.ph

hxxp://instegram.co

hxxp://ios-apps.st

hxxp://iosmnbg.com

hxxp://itcgr.li

hxxp://itly.li

hxxp://itter.me

hxxp://kathimerini.ne

hxxp://kinder.engine.ni

hxxp://koenigseggg.com
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hxxp://kohaicorp.com

hxxp://koora-egypt.com

hxxp://kormoran.bi

hxxp://kranos.gr.com

hxxp://lamborghini-s.sh

hxxp://lexpress.me

hxxp://lifestyleshops.net

hxxp://link-protection.com

hxxp://linkit.cl

hxxp://liponals.st

hxxp://llinkedin.net

hxxp://lnkedin.org

hxxp://localegem.net

hxxp://md-news-direct.com

hxxp://mifcbook.li

hxxp://mitube1.li

hxxp://mlinks.ws

hxxp://mobnetlink1.com

hxxp://mobnetlink2.com

hxxp://mobnetlink3.com

hxxp://msas.ws

hxxp://mycoffeeshop.sh

hxxp://myfcbk.net

hxxp://myutbe.net

hxxp://nabd.si

hxxp://nassosblog.gr.com

hxxp://nemshi-news.li

hxxp://nemshi.net

hxxp://networkenterprise.net

hxxp://newsbeast.gr.com

hxxp://niceonase.com

hxxp://niceonesa.net

hxxp://nissan.gr.com

hxxp://novosti.bi

hxxp://olexegy.com
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hxxp://olxeg.com

hxxp://omanreal.net

hxxp://onlineservices.gr.com

hxxp://orangegypt.co

hxxp://orchomenos.ne

hxxp://otaupdatesios.com

hxxp://paok-24.com

hxxp://pastepast.net

hxxp://playestore.net

hxxp://politika.bi

hxxp://politique-koaci.info

hxxp://prmopromo.com

hxxp://pronews.gr.com

hxxp://protothema.li

hxxp://qwxzyl.com

hxxp://redeitt.com

hxxp://redirecting.li

hxxp://redirecting.pa

hxxp://safelyredirecting.com

hxxp://sepenet.gr.com

hxxp://sephoragroup.com

hxxp://servers-mobile.info

hxxp://serviceupdaterequest.com

hxxp://sextape225.me

hxxp://shorten.fi

hxxp://shortenurls.me

hxxp://shortwidgets.com

hxxp://shortxyz.com

hxxp://simetricode.uk

hxxp://sinai-new.com

hxxp://smsuns.com

hxxp://sniper.pe

hxxp://speedy.sb

hxxp://speedymax.sh

hxxp://sportsnewz.si
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hxxp://static-graph.com

hxxp://stonisi.ne

hxxp://supportset.net

hxxp://suzuki.gr.com

hxxp://svetovid.bi

hxxp://symoty.com

hxxp://synctimestamp.com

hxxp://syncupdate.si

hxxp://telecomegy-ads.com

hxxp://telenorconn.com

hxxp://tesla-s.sh

hxxp://teslal.sh

hxxp://teslali.com

hxxp://timestampsync.com

hxxp://timeupdateservice.com

hxxp://tiny.gr.com

hxxp://tinylinks.li

hxxp://tinyulrs.com

hxxp://tinyurl.cl

hxxp://tly.gr.com

hxxp://tly.li

hxxp://tovima.li

hxxp://tw.itter.me

hxxp://twtter.net

hxxp://ube.gr.com

hxxp://uberegypt.cn.com

hxxp://url-promo.cl

hxxp://uservicescheck.com

hxxp://uservicesforyou.com

hxxp://viva.gr.com

hxxp://vodafonegypt.com

hxxp://we-site.net

hxxp://weathear.li

hxxp://webaffise.com

hxxp://wha.tsapp.me

1529

hxxp://wtc1111.com

hxxp://wtc2222.com

hxxp://wtc3333.com

hxxp://xf.ac

hxxp://xnxx-hub.com

hxxp://yallakora-egy.com

hxxp://yo.utube.to

hxxp://yout.ube.gr.com

hxxp://youtu-be.net

hxxp://youtube.gr.li

hxxp://youtubesyncapi.com

hxxp://youtubewatch.co

hxxp://yuom7.net

hxxp://z2adigital.cl

hxxp://z2digital.cl

hxxp://zougla.gr.com

hxxp://zougla.ne

hxxp://iclouddid.com

hxxp://iclouddii.com

hxxp://jinruifanglue.com

hxxp://icloudicloudapple.com

hxxp://apple-imessage-app.com

hxxp://icloundin.com

hxxp://icloudrw.com

hxxp://icloudlc.com

hxxp://icloudcu.com

hxxp://icloundip.com

hxxp://icloudll.com

hxxp://icloudlu.com

hxxp://icloundie.com

hxxp://iclouddl.com

hxxp://icloudiu.com

hxxp://iclouddu.com

hxxp://apple-usa-info.com

hxxp://apple-icloud-info.com
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hxxp://apple-imessage-icloud.com

hxxp://appleid-icloud-imessage.com

hxxp://com-apple-sms.com

hxxp://info-apple-find-my-iphone.com

hxxp://apple-sms-vid.com

hxxp://apple-see-info.com

hxxp://apple-imessage-info.com

hxxp://apple-imessage-sms.com

hxxp://apple-imessage-usa-id.com

hxxp://apple-icloud-imessage-usa.com

hxxp://apple-imessage-id.com

hxxp://imessage-apple-icloud.com

hxxp://apple-icloud-imessage.com

hxxp://icloud-store-apple-app.com

hxxp://icloudzx.com

hxxp://icloudaz.com

hxxp://icloudld.com

hxxp://appleicloudicloud.com

hxxp://icloudidid.com

hxxp://icloudiui.com

hxxp://icloudiy.com

hxxp://icloudii.com

hxxp://icloudzo.com

hxxp://icloudee.com

hxxp://miwire.net

hxxp://icloudai.com

hxxp://icloudci.com

hxxp://icloudidi.com

hxxp://icloudal.com

hxxp://lclorud.com

hxxp://applcioud.com

hxxp://icloudeu.com

hxxp://icloudsd.com

hxxp://iclouddd.com

hxxp://icloudlx.com
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hxxp://applelcioud.com

hxxp://icloudlk.com

hxxp://icloundil.com

hxxp://icloudoo.com

hxxp://icloundiy.com

hxxp://icloudod.com

hxxp://iclouddk.com

hxxp://icloudam.com

hxxp://iclouddy.com

hxxp://icloudcy.com

hxxp://comqiao.com

hxxp://swsport.net

hxxp://icloudaa.com

hxxp://iclouddi.com

hxxp://icloudic.com

hxxp://zhaodaopingguo.com

hxxp://icloudbo.com

hxxp://applelcioud.net

hxxp://icloudig.com

hxxp://appleicoud.com

hxxp://bet1228.com

hxxp://zhutoujian.com

hxxp://91jiu.net

hxxp://asunnyboy.com

hxxp://ic10ud.com

hxxp://qr8dndntnca45d586c6c6ra2ct0ob.net

hxxp://icloudli.com

hxxp://yuntuopan.com

hxxp://info-app-inc.com

hxxp://info-app-sms.com

hxxp://apple-vid-id.com

hxxp://apple-info-usa.com

hxxp://apple-info-see.com

hxxp://apple-vid-info.com

hxxp://apple-info-sms.com
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hxxp://apple-indo-vid.com

hxxp://apple-vid.com

hxxp://apple-info-vid.com

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg4vtFTz-2RoHreSIPjPGEaxyLF8wncFB2MINxbAU3muGBrV

ex2BEQ52vftHNmOrFqBaKWDGTiSmQAybaMnzcJKMZn5ZNzdzVQFhSB

1.6.9 Domains Portfolio Operated by EncroChat (2024-07-29 11:35)

[1]

The following is a list of personally identifiable information on EncroChat including a domain portfolio operated by EncroChat.

Personal email: galip77@msn.com

Related domains:

hxxp://canna4bits.com

hxxp://pgpplus.com

hxxp://eccomsolutions.com

hxxp://hypercore.network

hxxp://citaxy.com

hxxp://vitadote.com

hxxp://pgpsure.com

hxxp://mysmart.cab

hxxp://organic4bits.com

hxxp://beauty2girls.com

hxxp://cryptobrite.com

hxxp://hypercore.mobi

hxxp://encrochatsure.com

hxxp://visumkaufen.de

hxxp://hypercore.systems

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjAkxNiIlF5B3Xx4zJxljnZqzzvb7761VhejveIbVBDX3YpR

kny3q9nswGGddzJ3NLdFLslflplhhivINjoZt2WLiMpWJY7ofhCjfQ
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1.6.10 DNC (Democratic National Committee) Domains C&C Portfolio (2024-07-29 14:24)

[1]

The following is a list of personal email address accounts and domain C &C servers from the DNC (Democratic National Committee) cyber attack campaign.

Sample personal email address accounts known to have been involved in the campaign include:

julienobruno[.]hotmail.com

jenna.stehr[.]mail.com

s.simonis[.]mail.com

domreg[.]247livesupport.biz

kumarhpt[.]yahoo.com

aksnes.thomas[.]yahoo.com

yingw90[.]yahoo.com

andre _roy[.]mail.com

myprimaryreger[.]gmail.com

okorsukov[.]yahoo.com

tzubtfpx5[.]mail.ru

annaablony[.]mail.com

jamesyip823[.]gmail.com

tmazaker[.]gmail.com

emmer.brown[.]mail.com

qupton[.]mail.com

adel.rice[.]mail.com

trainerkart2[.]gmail.com

cowrob[.]mail.com

direct2playstore[.]gmail.com

cffaccll[.]mail.com

drgtradingllc[.]gmail.com
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jack2020[.]outlook.com

pdkt00[.]Safe-mail.net

david _thompson62[.]aol.com

distardrupp[.]gmail.com

perplencorp[.]gmail.com

spammer11[.]superrito.com

jilberaner[.]yahoo.de

snowyowl[.]jpnsec.com

asainchuk[.]gmail.com

OKEKECHIDIC[.]GMAIL.COM

abelinmarcel[.]outlook.fr

idesk.corp.apple.com[.]gmail.com

mutantcode[.]outlook.fr

pier[.]pipimerah.com

vrickson[.]mail.com

prabhakar _malreddy[.]yahoo.com

jack2020[.]outlook.com

Sample domains known to have been involved in the campaign include: hxxp://linuxkrnl.net

hxxp://accounts-qooqle.com

hxxp://account-gooogle.com

hxxp://accoounts-google.com

hxxp://account-yahoo.com

hxxp://accounts-googlc.com

hxxp://accoutns-google.com

hxxp://addmereger.com

hxxp://akamainet.net

hxxp://akamaivirusscan.com

hxxp://apple-icloud-services.com

hxxp://apple-notification.com

hxxp://arabianbusinessreport.com

hxxp://azamtelecom.com

hxxp://babylonn.com

hxxp://baengmail.com

hxxp://boobleg.com
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hxxp://chinainternetservices.com

hxxp://com-hdkurknfkjdnkrnngujdknhgfr.com

hxxp://combin-banska-stiavnica.com

hxxp://cvk-leaks.com

hxxp://fb-security.com

hxxp://g00qle.com

hxxp://global-exchange.net

hxxp://googlesetting.com

hxxp://hlbnk.com

hxxp://homesecuritysystems-sale.com

hxxp://icloud-localisation.com

hxxp://imperialc0nsult.com

hxxp://informationen24.com

hxxp://interglobalswiss.com

hxxp://intra-asiarisk.com

hxxp://invest-sro.com

hxxp://iphone-onlineshopping.net

hxxp://kur4.com

hxxp://lastdmp.com

hxxp://localisation-apple-icloud.com

hxxp://localisation-apple-support.com

hxxp://localisation-mail.com

hxxp://login-163.com

hxxp://login-kundenservice.com

hxxp://magic-exchange.com

hxxp://mail-apple-icloud.com

hxxp://mailpho.com

hxxp://malprosoft.com

hxxp://medicalalertgroup.com

hxxp://megafileuploader.com

hxxp://mfadaily.com

hxxp://mfapress.com

hxxp://militaryexponews.com

hxxp://msoftonline.com

hxxp://myaccountgoogle.com
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hxxp://myaccountsgoogle.com

hxxp://mydomainlookup.net

hxxp://mypmpcert.com

hxxp://net-a-porter-coupon.com

hxxp://newiphone-online.net

hxxp://newiphone-supply.net

hxxp://newreviewgames.com

hxxp://nobel-labs.net

hxxp://nvidiaupdate.com

hxxp://obamacarerx.net

hxxp://onlinecsportal.com

hxxp://pass-google.com

hxxp://password-google.com

hxxp://paydaytoday-uk.com

hxxp://pb-forum.com

hxxp://planetaryprogeneration.com

hxxp://regionoline.com

hxxp://security-notifications.com

hxxp://service-facebook.com

hxxp://servicesupdates.com

hxxp://set121.com

hxxp://set132.com

hxxp://set133.com

hxxp://sicherheitsteam-pp.com

hxxp://sicherheitsteam-pp.net

hxxp://skypeupdate.com

hxxp://smp-cz.com

hxxp://soft-storage.com

hxxp://solutionmanualtestbank.com

hxxp://ssl-icloud.com

hxxp://team-google.com

hxxp://techlicenses.com

hxxp://techlicenses.net

hxxp://ua-freedom.com

hxxp://updates-verify.com
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hxxp://us-mg7mail-transferservice.com

hxxp://us-westmail-undeliversystem.com

hxxp://us6-yahoo.com

hxxp://vatlcan.com

hxxp://wordpressjointventure.com

hxxp://ya-support.com

hxxp://yandex-site.com

hxxp://yepost.com

hxxp://support-forum.org

hxxp://oceaninformation.org

hxxp://vodafoneupdate.org

hxxp://succourtion.org

hxxp://eascd.org

hxxp://northropgruman.org

hxxp://apple-iphone-services.com

hxxp://localisation-security-icloud.com

hxxp://applesecurity-supporticloud.com

hxxp://icloud-iphone-services.com

hxxp://icloud-id-localisation.com

hxxp://apple-localisation-id.com

hxxp://identification-icloud-id.com

hxxp://cloud-id-localisation.com

hxxp://support-security-icloud.com

hxxp://identification-apple-id.com

hxxp://localisation-apple-security.com

hxxp://security-icloud-localisation.com

hxxp://dabocom.com

hxxp://quick-exchange.com

hxxp://hygani.com

hxxp://hztx88.com

hxxp://sddqgs.net

hxxp://qufu001.com

hxxp://lutushiqi.com

hxxp://gsctgs.com

hxxp://tazehong.com
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hxxp://hthgj.com

hxxp://kvistberga.com

hxxp://bjytj.net

hxxp://cqhuicang.com

hxxp://softbank-tech.com

hxxp://osce-press.org

hxxp://maxidea.tw

hxxp://sdti.tw

hxxp://gmailcom.tw

hxxp://zex.tw

hxxp://gain-paris-notaire.fr

hxxp://loto-fdj.fr

hxxp://client-amzon.fr

hxxp://idse-orange.fr

hxxp://rgraduzkfghgd.com

hxxp://jmhgjqtmhanoncp.com

hxxp://stwdchstclovuzk.com

hxxp://puxqtyrwzuzybgzehc.com

hxxp://maatil.com.ng

hxxp://surestbookings.com

hxxp://asatuyouth.org.ng

hxxp://hanna.ng

hxxp://hostlink.com.ng

hxxp://sirbenlimited.com

hxxp://dce.edu.ng

hxxp://eventsms.com.ng

hxxp://krsbczmxwdsjwtizmx.com

hxxp://alizirwzyjazurof.com

hxxp://zslipanehule.com

hxxp://cxotonspmjkxw.com

hxxp://wpifmhyjkxyt.com

hxxp://ngvsngpwdidmn.com

hxxp://imperialvillas.com.ng

hxxp://lipyhgpofsnifste.com

hxxp://flexceeweb.com
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hxxp://fgfcpkdcnebgduls.com

hxxp://shinjiru.us

hxxp://supportchannel.net

hxxp://couponofferte.com

hxxp://psepaperindustrial.com

hxxp://lakws.com

hxxp://perplencorp.com

hxxp://lbchemtrade.com

hxxp://viaggibelli.com

hxxp://liontitco.com

hxxp://svendiamo.com

hxxp://orogenicgroup.com

hxxp://giudeviaggio.com

hxxp://greenskill.net

hxxp://siteseditor.net

hxxp://e-mail-supports.com

hxxp://biplen.com

hxxp://infradesajohor.com

hxxp://dealhot.net

hxxp://suanmin.com

hxxp://on9on9.com

hxxp://accoutns-google.com

hxxp://puroniq.com

hxxp://sinqa.com

hxxp://sadihadi.com

hxxp://mrangkang.com

hxxp://terumbu.com

hxxp://phygitail.com

hxxp://veraniq.com

hxxp://potxr.com

hxxp://icraw.com

hxxp://thearoid.com

hxxp://teempo.com

hxxp://parblue.com

hxxp://mydomainlookup.net
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hxxp://adrianvonziegler.net

hxxp://zetindustries.com

hxxp://researchs.com.ng

hxxp://joymoontech.com

hxxp://researchmaterials.com.ng

hxxp://james823.com

hxxp://oneibeauty.net

hxxp://accounts-qooqle.com

hxxp://account-gooogle.com

hxxp://accoounts-google.com

hxxp://account-yahoo.com

hxxp://accounts-googlc.com

hxxp://accoutns-google.com

hxxp://addmereger.com

hxxp://akamainet.net

hxxp://akamaivirusscan.com

hxxp://apple-icloud-services.com

hxxp://apple-notification.com

hxxp://arabianbusinessreport.com

hxxp://azamtelecom.com

hxxp://babylonn.com

hxxp://baengmail.com

hxxp://boobleg.com

hxxp://chinainternetservices.com

hxxp://com-hdkurknfkjdnkrnngujdknhgfr.com

hxxp://combin-banska-stiavnica.com

hxxp://cvk-leaks.com

hxxp://fb-security.com

hxxp://g00qle.com

hxxp://global-exchange.net

hxxp://googlesetting.com

hxxp://hlbnk.com

hxxp://homesecuritysystems-sale.com

hxxp://icloud-localisation.com

hxxp://imperialc0nsult.com
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hxxp://informationen24.com

hxxp://interglobalswiss.com

hxxp://intra-asiarisk.com

hxxp://invest-sro.com

hxxp://iphone-onlineshopping.net

hxxp://kur4.com

hxxp://lastdmp.com

hxxp://localisation-apple-icloud.com

hxxp://localisation-apple-support.com

hxxp://localisation-mail.com

hxxp://login-163.com

hxxp://login-kundenservice.com

hxxp://magic-exchange.com

hxxp://mail-apple-icloud.com

hxxp://mailpho.com

hxxp://malprosoft.com

hxxp://medicalalertgroup.com

hxxp://megafileuploader.com

hxxp://mfadaily.com

hxxp://mfapress.com

hxxp://militaryexponews.com

hxxp://msoftonline.com

hxxp://myaccountgoogle.com

hxxp://myaccountsgoogle.com

hxxp://mydomainlookup.net

hxxp://mypmpcert.com

hxxp://net-a-porter-coupon.com

hxxp://newiphone-online.net

hxxp://newiphone-supply.net

hxxp://newreviewgames.com

hxxp://nobel-labs.net

hxxp://nvidiaupdate.com

hxxp://obamacarerx.net

hxxp://onlinecsportal.com

hxxp://pass-google.com
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hxxp://password-google.com

hxxp://paydaytoday-uk.com

hxxp://pb-forum.com

hxxp://planetaryprogeneration.com

hxxp://regionoline.com

hxxp://security-notifications.com

hxxp://service-facebook.com

hxxp://servicesupdates.com

hxxp://set121.com

hxxp://set132.com

hxxp://set133.com

hxxp://sicherheitsteam-pp.com

hxxp://sicherheitsteam-pp.net

hxxp://skypeupdate.com

hxxp://smp-cz.com

hxxp://soft-storage.com

hxxp://solutionmanualtestbank.com

hxxp://ssl-icloud.com

hxxp://team-google.com

hxxp://techlicenses.com

hxxp://techlicenses.net

hxxp://ua-freedom.com

hxxp://updates-verify.com

hxxp://us-mg7mail-transferservice.com

hxxp://us-westmail-undeliversystem.com

hxxp://us6-yahoo.com

hxxp://vatlcan.com

hxxp://wordpressjointventure.com

hxxp://ya-support.com

hxxp://yandex-site.com

hxxp://yepost.com

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgzWv1cQbnzKAq4JcJ0G9Q5ljJGEgK4AIePgTF1I-XtCqzxc

1JK4mYM9tJ-SujcokiuQMtl2rgaf1Vsw5PN_vX7x77Rt6NU-j4_e5V
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1.6.11 An Elaboration on Russian Business Network’s Mykhaylo Sergiyovich Rytikov’s AbdAllah Internet Hizmetleri Bulletproof Hosting Provider (2024-07-30 13:03)

[1]

If you see this netblock you would definitely recognize it. It’s the [2]Russian Business Network in specific [3]Mykhaylo Sergiyovich Rytikov’s AbdAllah Internet Hizmetleri bulletproof hosting provider which recently got busted in terms of infrastructure with [4]Mykhaylo Sergiyovich Rytikov on [5]U.S Secret Service Most Wanted cybercriminals list.

Although [6]Ukraine’s SSU recently found and busted some of the actual physical infrastructure which you can see in the attached video including the associated screenshots it’s my belief that if this is [7]Mykhaylo Sergiyovich Rytikov and his[8] Russian Business Network AbdAllah Internet Hizmetleri bulletproof hosting franchise we might have a very good and decent case of actual video demonstration of the sophistication that cybercriminals put into place to cover their tracks build infrastructure and then start populating as much cybercrime-friendly forum communities with their fraudulent propositions ultimately leading to a situation where we have a bulletproof hosting ecosystem similar to what the Russian Business Network was and is back in the day up to present day.

Sample screenshots of Russian Business Network’s Mykhaylo Sergiyovich Rytikov’s AbdAllah Internet Hizmetleri Bulletproof Hosting Provider:

[9]
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[10]

[11]

Sample video:
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Sample screenshots of Russian Business Network’s Mykhaylo Sergiyovich Rytikov’s AbdAllah Internet Hizmetleri Bulletproof Hosting Provider:

[12]

[13]

[14]
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[15]

[16]

1547





[17]

[18]
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[19]

[20]
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[21]

[22]
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1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgDB92lJjynjHgmh3pmD7uGgODqjdzCOVSBxcd5BDKMc5at3

FgSU2X76FlV5C-NnVVlZ3shhKOY-cI7z78N1Nqdx6DQIAMmPW1kvpm

2. https://ddanchev.blogspot.com/2019/09/historical-osint-russian-business.html

3. https://ddanchev.blogspot.com/2013/08/dissecting-sample-russian-business.html

4. https://ddanchev.blogspot.com/2023/01/exposing-russian-business-networks.html

5. https://www.secretservice.gov/investigations/mostwanted/rytikov

6. https://ssu.gov.ua/novyny/7352

7. https://s3.documentcloud.org/documents/4437064/rytikov1.pdf

8. https://s3.documentcloud.org/documents/4437075/038e8abb-b746-4695-80f2-d917156d41c2.pdf

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj70YmrTjXuikj8D9XKGhQC-Cwx77awrXFJmnYqks_HKiI_s

7d1-Ov6fxr4-k_VDCwSMXAcFEzwhyGLJFfz1nfGcIpf-tT5oOZKq09

10.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEfHQcAOnFUL3jN7wyeaRkFdfsuAaOL3tPXpSVxuucpkf

0dQ7HYtwpMCxFXIdeVeIDBfP5LshPq3se7nrjIwy28TZAKbeLrxUVe-9

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgbtJKm5nKnpl9ztmmJGf5mfAjJigwcelh_MdCLfOEvQJX

YIh47CweHC01CsFAv0j6hfIim_y1PeDodXXam7OpCsmWuANCDNc5ibzd

12.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjdXRWc8UgX0FuqqCmQb1GSbod8CUSts7DBO44pD-LfBDq

-YsRcIFFrLT9IQn42Q7IwXxCBFksIzAjO-7JoGo8WTAOri_RQskO81Jj

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYyR36dpG0FpC7fqEScPsg6t0JAcAsub76tZ5brkddUqs

hilJe_7CYAzbZL3KG4I3SHK-h6QhN_K6lidyDWkJrhKBGsxelFWgXft4

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjGR6QXtbMY8zPD9wLRiIro9XHSkAWdDKEMF-TFIavyNi3

x5o1LXuJTajzagkGH4PUmJxmj37Du4dzwBRU0liv5RsF9q_7JEfw0GV-

15. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiw6QcFaTit3siyF2-8GJs0R-HGuw_jYLtv1dqBzhcGH3d

5CvVz9TaIlUD3djs6Kmk6hlAsr82ET2Yzi1k7OSYK-eGgIgprNIXK4Sp

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgO9KDJ6Zi4OMRcy33Jv9BYY3tPzyCowsJq_-WQXPdPARk

12UieHTdZVHR5VuoPwiCWlWBGjgWmPOfQnQuHQB7Bm17EJHO6WnSZ_NL

17.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF5oZSZVzRepNqPDrnTldKd3OBaakZhyphenhyphen7c9

15fHxyX9p_1300iIgyTTd6W2u6Xn544Ne-0TO3JWEzF0JFKW3f64pWWi

18.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEipVqZrw6CRmMYS9lbSCc7k2ZS4G9bQgEKpOP7z0HsuLXb

H1pZWuIOxVxHcaez-PLl32jQXe0hnZQeXAwwk9YK-Rxf7cMidD5fkiq2

19.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiIVS4lu2kuoAnT0TSLTeE2PY3Dec9E6ZYAhMZWho6ZEIR
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9DFzxTPIfPGjfkY_udq6OlJE-4EDeZzvVUkSSTSqR7oPFqEmz555Jb9n

20.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixTevmEbbqAG3RuQqOPqtNEEPCijgjGHOAXF2t_O0wayW

1z8kQjZ1h7lNkFyuztTi8xSKIJ6YUd2Rwf22Hgk8sD0D_AgkOwlRz8D5

21. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj83CvVnil3Cr_X-iniXQvmaY295fvuKMNp5Yos5q8OWEJ

ehp6V9DxTH1lL_ZKOnEdyBPNqCgFE_YyxZzwWjXMMlZKg6hxyNtPNO3U

22. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSfveX5ZFYgu0_3J0r_QmdLeiAv_3JEsHtMd-wEbi0uml

_DMgKFDhR3K_xjS3XmIRzCh1UTMbDK48lE3am0jOoZybCbO065MbrsQv





1.7 August


1.7.1 Emulating Humans for Cybercrime Purposes (2024-08-10 21:46)

[1]

It’s 2009 and I just stumbled upon the extremely sophisticated Xedant Human Emulator (XHE) (hxxp://humanemulator.info) which basically automates human interactions with Web and online properties to the point of sophisticated and was in a way heavily advertised on various cybercrime-friendly forum communities back in the day.

Primary project’s contact points:

humanemulator@gmail.com

ICQ: 420-444-071

WebMoney: Z898663059839
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Some of its features include:

submission of information to the web - for example: registration in various directories and sites, adding posts to the forum, etc.

site audit (validity check);

collecting data from other sites;

emulation of traffic to the site;

automation of Internet surfing tasks;

checking website content updates;

website performance testing;

autologin, auto-posting on several forums;

management of advertising companies in Google Adwords;

cheating counters, auto clicking;

transferring a website/blog from one engine to another;

integration of offline and online applications;

working with AJAX or closed areas of sites;

complete human emulation, down to mouse movement and keystrokes; Sample screenshots:

[2]

1553



[3]

[4]
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[5]
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[6]
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[7]

1557



[8]
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[9]
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[10]
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If it’s everything that you ever wanted in the context of emulating a human or human actions targeting a specific Web site or web property including all the joys of outsourced as always CAPTCHA recognition in a cost-effective manner this is the tool that you really need in 2009.

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOzFk_937DmwiHONGqZjcQxQRKXQ-Vh7JiEI5731gwPR0M2

EZmp18xHfMP-Jk782vlf83OGBVX9j2qQyH27b1bx9bzJ3fPT3G-Uy6

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjcY8va4kZO86X7eRe1UgdbxJM9ZbCs4sSfWByBXSLvZg6Zw
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4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhY-_Jh-KkokVdzSD4Q_X-QFYNihrQEqm2wTI4ugKDdyuhR-

iwsgSHvAtzX5bQM6sW8BfGTwba7ivrMU3mXviz-Hf50eD5F_6BspHe

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh1ZAcvw8HA99fpm3eBinbLZLv1Xom6H1IOQXmQs-s81a3LQ

d_7WjsOCYk8k1cAmuH6Q_zIrXJQ51L16QL6bhZt_KfNbCrRi3ePeiT

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjHIfXn09nta4UmadScO3twURD9wan_fLLZ_Y-Tg9Jckw7ty

tzX5V31Dk-G3zXovzXLZRMOEzraZtzU9VFL5dQjnuLrSaFXPdTkk4j

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi2XTDZRVJNdMwJ9U7lCoa0gr_NQZIHI8FppaapA2hfbpXe6

7Dma6VhYsz-bFrYhM_b_iwDvzzqt8G6XuypRLOlwrG6AL18VZL-r7a

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3MpSDzNMvGOQZTjPxlNn5SHyGnr5baMWiP8IjwRtcf0e78

_M1VgvgUbo-A12AgOXV9CyMR-vQZCcOv0mYK60GhrOtfzjVjFZeIJC

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiCRNCVCE3wk_GRikhBg7iB6IYF5Dkq47H2Sj3_80hvFGGb1

LZMS4_pPAC9hGwW3yClLjHpGd5A0-ATxOdklEhphGdn9ym8X_iE_8y

10.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgeiWLkSipTlqae2DzWuiKMz19BQt81mVxVuIjuf2qokrO
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x2z4hwaBTB_jNBbUDpOJm0KpWT99tKS4wPSvVbYpXewWu1QDlxJ9-T-O

1.7.2 Tip of the Day (2024-08-11 21:48)

[1]

Here’s today’s tip of the day.

- Grab 5,502 publicly accessible well known BitCoin addresses belonging to all the major ransomware brands throughout the years using public sources.

- Check their balances in bulk using public sources

Try to communicate these ransomware BitCoin addressess to a wider audience for research purposes

- Identify the ransomware gangs with current balances and distribute your findings

- Figure out a way to distribute these publicly obtained BitCoin addressess belonging to ransomware gangs to a wider audience and consider monitoring their balances daily

- Get a true and real estimate on the true nature of the ransomware ecosystem in terms of current withold balances
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Sample currently active balances:

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw - 1.9218 BTC - which belongs to WannaCry 115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn - 0.46702392 BTC - which also belongs to WannaCry 1KvmWVRxqw8HeFpR2tHBaoTJiTczU7PRzw - 0.00001376 BTC - which also belongs to WannaCry

Sample transaction history screenshots:

[2]

[3]

[4]
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[5]

[6]

[7]
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[8]

Full list of ransomware BitCoin addresses:

112GocBgFSnaote6krx828qaockFraD8mp

112bgquxJZDPuQiXG8tsS7B8ER6rEetrAw

112igisnkkrR2rPgujxhBkTELajuNYxq8Z

112wjYgWapZU8gTPR7hLoKq8iEh496vKxP

114DARz595UwHRrWjR2mufuUCBifgHTHEw

114TqRY9x6byYf5HZcBdoDfHUZX68tdgTG

1154LSM4xWaAY8shZj7jdmP4coWKD16S5f

115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn

115vefbFY2PCL4cYAoCcCB4TcjUGnrgLKw

115znkek4VL6yyBrC6nTu1td4D9n4kbgnk
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11697Zq8pAWXEXAbh2zvPTfVt6Vn7DAMzw

116HEgHS1yfSKRTNWLFhj9dac6rLc1hLq

11UC4DMzTR1qQnNEHs9XpotWYAmzs6nBM

121XywrM8cRm2wcccPU7AbGxAAudHukiQL

121aKu4wARyCjEMrpWb9VfSnF9DWbjjVgn

121bnfgZ7hbtgN121LW5wmE8YN9rhqBea6

122CAUwFowG49RknUAKTSinQc5JYVpdEhf

122w6H5sV2h9dyAwk4rcedF4piGnzmbFFN

122xQbcFm6jfrtwfGHdxCdGrmwvUuNXJft

1246tUptR5e67CG7MAfPtjVpSdM1dCUH2V

124EhTSKcd4M1RNisFp7hpkmEj6UEqLq1H

124SzPVBjTnxmiqEQuto9DiAjFZTEiSj7Q

124TXJkTMqAEhVAYuiofapZpE6m6z4sCwo

124jbjnjjy8t42BDmaBd8kx6fJc2CTfdeE

124viqHDewj9YPpjJSBBZjfRCSsLqvjuCT

12524A8PP7PFcDXa9BpGHqhPuVcciCvCn8

125AoxRRMZz5GpASK5sCChATKfNvbSzBF5

125DU467DRf6JBvS2Q49jsYdY4ZvVGBbUc

125Gysrf6QZ9UTuCKtJMikD9LJXUaaCzW5

125YGMHAvJ9EQZhwJTaENhQcaeuqgbHK8J

125fC7gzthoMPocG2Au418LW2v8zd2FEi2

126XL8LKFs8qSWRV1GMcaQTBTZgRe9J7u7

126x8kik2WChKXAXQEGzR4akjsWESTWZow

127A6yoRD8ENWMBxcb4eKKKRgfgerb5Hyj

127Aj79Cov4LvH6RDmbrudgtjJzSi8tm6x

127MgKCjtPfBpcjJXQpjmthMmeMsHwC1BQ

127TntHYgrASVmoRNnbr1KRBGyMdjA7nxP

127g7s8yzdHJx75f2Hnb84CRqLR6ykJBAx

127gTQMvKxn5r6EhmigwXy27R1rBGtJ2Vq

127y4JUM7GDWsRB8FnF6SFKPEYBcwiNC48

128mpaTzac6LueCWJbFABubxho8bppMCCh

129L4gRSYgVJTRCgbPDtvYPabnk2QnY9sq

129UJgwpPveL6GUHEdHnKNmGACkuMDZfpx

129VXFYAjmgijAc2bL9mAPyr25FqMYLymQ

129nsZZr79dNfr9fKSGqeAgTBBqCVvMyKU
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129qSWnnJgaKjqgphitXZJM4us7DghuKEQ

12AG1UgkMsrt5gzdAtadtQfEpjqQV5AQyM

12ASokd7gNWRejmS62GSSsQGLoXQnXWKiv

12AYbFqL52kHwAzyK2TEPRfdP56WM7sMZb

12BAmymQgjYqPR9LHbDYQWWu82E2rHx1g8

12BCVTUtBhDJ6BEToBkUJjS6pcC8iC7kih

12BuHEuvsxaKsnVxUqi9p5HRiraQPzzEdX

12CCkGKGz4jDdFcDqzotoy9J9BtYUGkoHw

12CSGaBgV2wLCfrHaUYb9c1qquaKZhWVLn

12CVqjuLfa8bxE8GazRvBdTF2eJJ9tqPj4

12CjwjM6iQKYYdDACUxxujR7PXXHbqxBoH

12D567vQ9er2GruAd8VvdmyZXQB5Cnu9Wo

12DtmZf9QBELBXxjc7EnVVu9NjF7DAFVic

12E1X1NN6td5rMGxbi8Qu95V85HMVjdnCu

12EDPfSwb8B9j8tVrnX79tgo1TfYp6gwy5

12EPHagaxXP7AupvMJrCRavYgbQUyEEbNv

12EbcaUq7pbbrHReE5Lu9EF75HAFjFCRaJ

12EnJqtQ82Rgef5hM17evqNCTjDJG4ZSeU

12F828yxCGSv74EaYXJZraFqmQfMwGz6o5

12FPHBdRTVApTdWpLZYU1N7TpnfVUTxygr

12FQZBebt7nQgA7VubbGHQzKbUTjk9Avny

12FdRqJ46XQDPpQbQPjk2PLLV1GGzPecyU

12FgnUoxUrNArYN5L4Ryh6EAcrGNYsUbiD

12Fir7HBqaffoLKuuVstr6BFGtp7kWGCQV

12FjwkvGAwC7cVTFhUjRmLWstrhhfwkXBT

12Fn9xonGaPe5eYbSneH2AccidhVQQwRrg

12FpWbFRRkk8MzkXhg4fzm4pw2f2BPLFKn

12Fu5yYkojQGV791ttX27CgLjXXhq4RyBo

12GM2RDDWLCpAAzLDNadnvegBgzBiHMHun

12GScjxdpNNcoCGhBoJ7qm4VUGzbDFinPd

12HEG8fzMgLB5CBQGNWXBvvVmRXE9b8FjT

12HFpi9TYn6dMwXzKVcX4B8iXR1LRYBRtU

12HWuunf1mia9Y8QrgpeMU5tcT8UBvDETS

12Hjqf164PFriV59QSNPFSHNGQ41zvMQZR

12HnGK8L5UYUGSgm8xhLXTD5VPmer5cNoF
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12Ho14JqRX6QvxBiWkDkpkfL972V2JDZhC

12J48akNg2xSPaN1w4qaCY5JbFFivifoEB

12JMf1fsb8GV1u1YNRjQr8ier9ru6RQUVr

12JeHwHCQNEeU5Wt4PKaGwFtKeF9BsDRsY

12JhDES6bPduSUwroPGWZgUBmZxrTzFysU

12JnrEpdg6Rb6BXW5dEPnv1FSZgdqyZH4P

12Jny8rbqPp4urMqJpx4mn8RnR2Nhqnj4X

12KEGoGCuxJQft5JnkupbLvtYqsraxBgGt

12KHkrWMXp6NFcgAiV2xCik9PdjwUH4ejF

12KNUFssiPZR8dU4rmK6jcfFwrRCAxNkg4

12KUUcWtiSGoYupNnjRWifUv4gmj5E5uUi

12KXG7xgpBram9UhSeKRs4CrCmSoUZdvSY

12KoJUfkhgqMgjGQBZ2GNBjNKsq6MaNqmU

12Ky1aDHWfJrT2HfTNtXMc9CtDYHsv1s6c

12LaBFKwXLciXcZMLnMHmn16FR5bksDop2

12LyHDCEGkxdVGygfSintzKhXeNikXCMFt

12MJCcqwMpEHSj5hQip55X9yLs1sc58n7v

12MWUeGsrQvSwoRLkpNdSTYaD9V1b4Xf98

12MehxSAwvCFpdEHmrFmZAhSn9hYQTdPSg

12MuraRYNDvFswTNy81kZw9j4j25UwiQu6

12N7W9ycLhuck9Q2wT8E6BaN6XzZ4DMLau

12N9k5TTzXkWvwyP1cWoZTkyBJxWHwqpj5

12Nkq7gTuTUkYr5JQsbFVqmdtSsu2ULvqz

12PDVVjs7pJM4cHKfXNw88iXoeMwm5enhC

12PbGeULdif6fCoUDYKMJoTGZhhvx68xcc

12PwCGXsrCN6mSMmWhjgwLa1mzCsVFCzef

12Q58HgkPhut2SHCsWJKm46Worp5USuqnY

12QChbURjYqP6cibTGLxT4QjxVKD7p1bPj

12QQMXqKzCQzfPyo7pLwGAFycxL8Kirfh7

12Quexr6wiohQ62PDwLuGxAJrqWafQYP2X

12R1tu25HjYTdNvnYE6tfUfy2dqLrDtVhv

12Rm4RNU4Vawo7ytvAx841a5CcmTdzhEB9

12S2uPZymdvTwih5Td11pJqrQUqCvtW4B4

12SEDhVcGHzXQ5tsboXEoASCr4Qc2VryPt

12SRVGrBh7nR7fmabpnfBQdeSVcFSHEYfM
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12SfsswWdXL1LFhTaVh8pKWcgtDRkumWmL

12TMkKdQAJHn5WGugtPzWtZZUr6nAGF7E5

12TNuWYpMqonrPoKn8L6iBMbcvjJBgPLVU

12TvpQmqboFphQp87WXvJAvcxfaaqbkKkM

12U7NGvLE2suAduvZ5EtiKTAPmCmNUApmV

12UNnFJ7wPsCgy48f5yHtcP4PHaCmcFuT9

12USWsSSQ1icSub6v7q11Lqo6m5wX4qmsF

12UeVhosKp1HapnsC59WftJ5Xhcb2dtqHj

12Ukeqot5wZ9ktWMJ2scjhJn8LBNs6QDsR

12Ukvvje57dzYifzYydYDwEWCgauXxVoTh

12V7SwKYzcLcQ52kw1V9pRVeKvVcZWQdf6

12V9TcicLTVvV6BxKabJXhZZKP2a8vq4K4

12VYewq2PycdYWBNKFaQXpsMDd5QEqNRhE

12Vkffq8BVufN1noGWpvyZNC7Fd5dnUVP2

12VqnGGCccvEeR5eUQToYtVArxHmH4ixb6

12W1iXnhQKLuL6MZWEFGhPvTpegbL8sVqy

12W2myKo55QePx2DR4hiYToyqtEY4ieN7k

12WMZBt1boPV5sMKknDeYSe8EximnGuV41

12X6pTMPAY2zev2MsacjqJ1fnndsSShcFs

12XJS4NFhEKDkut272nAzDXhuZDUQiNTQZ

12XNqmssJHnhGaynpxHCpfPwaEyVmidNEJ

12XVTu257wtqptk5Zx6K6iyx4voUEinPdD

12XXSUBPgZm2jrSyL2jhLey5mV7fm9a1Lv

12XgoyE4BPET4Uuj9XFXti7Y8zBjZewbXP

12Y5x52WBNTMpYd2wQ2ENkEZHWyaUHQfoi

12YB8otUqTCPSzYhgVNJpDxWa7W56ixZXf

12YCQkezUczbocXVsZfJGeL7ZCsEvDEw59

12YWHNUSKt241MHAkXG8RtATcDRiDTkApc

12YoGCwPjKR5wiUrhdYw8KfWo8XhWt6j7K

12YujWobB4qSanghb6NHFNsx4stgoZZu1E

12YvBpeTPQJxnxn7btE56BpxKb1Ag64rjt

12ZDXtFGsKssDsZZYK4yqZujDjKX1LkDGt

12ZGM2ybAAFPSmuRHq5TewBK7YeNoFSAEb

12Zc74n7PVYRdZCDH7jrmeEMvPmX6zRNvf

12ZjXAUHJf9nzT79GLBCVahxDJFgv6Bsgj
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12ZuDv1p6q48K7FtbsfXz282cDGwvVtw6o

12ZxmYU2ir1EmHBaTvo78QanW99aKTZ7Lc

12a1h6Cb2grxoeqgWEHmA4Tsvf66NktDGA

12aCRTqLTgT8yL9B7Kx82xsdcZjiSsYxRt

12aDqouMF2C2UVqGnZPW8NnSFTKDjFhoRV

12aG56SE7MiPEzNZGsrGj7uBwWHhRhqFrj

12aJv7J7Y1cHekzXeAEfu8cbtQFeKt7Mk8

12ayDveFNnZ4rkHHs9VL5VRoF7VkXsLSDp

12b2cm2Ae6qqcHknAommf9Nfrv49ddeLzU

12b8UJc1JwX7EBLN85rWy5sJz6KEWEXgYf

12bFt7MX9U5yiMXA1uftqZcamWVPAdL4Pj

12bG5T6kvj9iWPzCxTjPcWipKaRDLLXZBL

12bQFW5C1JcB2QxW1WWR2t6msCX1Lvp5FR

12bQoE748FdkwGWv4pqtgeWbxwfXZNZkaq

12bh99VY4p4nmtCv5d7A6eXbznhauPjYut

12d2U9ExXczuLhX7CQhqRq7Qi2wCXEo7ut

12d5EtFKVSmgfBEMMtVZQ1QEqEmASkW8PW

12dHjnSagigR7erHCZGsVyqP8E2oCrgKyY

12dYPYZYea6wd5vLyJGCmcrWQdZ1kyffR5

12dxStdBWTdiRpCYDu6vbUyqemxiJLhqmf

12eAuN4MKXkcfq8bfUQztzqSePP1ndkvo4

12eJfeiZE88imfQ5VojT94zNH4Fwdtyvz1

12ePRqvoRkY5biVFPyp6beExAaWiaZWYhm

12ejD5D6L71ki8Ptp49xeEn6Tv1mVb4BzJ

12exGxjehGRW2DLfSdWcda1UTzsCz4CTYD

12ezbzfMUrmZQHtJjPQVimevnB2N7vUi7A

12fY4hzZdj8RGcghzJqrDeLUHvLTbiMd6C

12fk9uZmZ7NvcLxf5Bm6qGgqih4qJsNaGC

12fqpLiGqqsKyAEimTVzEkM594sd99i7Sh

12fxtpC7v9MuNDukACDsHHYUKxamWTQRsK

12gKEzUDqm2nJFqAG1nwHUq2V7ENnDKr5N

12ghUUKLPR4zKWZteovVbd4ymZmpxdqUNe

12h6RZhVb9bgeFHwn1Xgj8rXMmwpXdiTsH

12hAak8YDpNujeT7PhP1Lb8mYyJVhYh4Tk

12hHkNLtt7LEB7XgFpW1UQm9hLKWHSZX5r
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12hKrcrcE5sYXJ1Z7MiYzL9QTJ1t12jsZu

12hPkHYPvTrjW7Jwi7SUCijDstCoayPjLm

12hWuSwvrXcNeC6Sgb5FsAHoUyKf9SELZe

12hYEfuaAJG4tzQ6spzXYmCw7UWqUKfkBQ

12iCmXULU1W5MJGNY2wq9dc4gguuYfPdXh

12iXWLxjuxre4sbMUtXaseFDU5hff64FLQ

12ifYaYwvLxMiLRz7VaZgPjKTLmcEi2mFK

12igiKa827s1K5CbnewZKiCCsPPsPrca9d

12iudNJvmvc42rDGv6zrmTm1dck7qUqZfj

12iysBMfBjLKm85UtY29FZvsposP5J5MBw

12jQEYPivSG9dqyx6JbMHuK8FhAssPmSLq

12jWVeTJ4AnHDnQYoDXDRhMsvHWRHpVggN

12jWuBSMeYEeDwgukmygTxHX9YLrqmXCBC

12jkPTjAd2LUyDRFSd2WMXf65LXGdcbSJv

12kVzMMhb7DGfj2vfiq1Sm6dUgxygMRFAC

12kYguqdbM5sXn5mzzAp2ZLrjf1DtMuhXU

12kgp69XXHpsu7tDyBRwEMQqE6hs9dnWZV

12kvNyG7jABWMTrCbVqphNuiBJ5iX4PM9f

12mHjsFkk6ye2NW1it1ioAMwbUDdbPsFzA

12mP1rBBdQNu6M2FmCx5WQpawsbzGH5AL4

12mTmksY8CrqoozaUz2LBmcreWAEzXgCzU

12mVcgkTeTRvEH6au4PTABsyMSb2mF4kEb

12mihWQ9yC4GjvRnZaaqbDVmQPqVoomGLt

12nQhDDvhiWxqiahMVKcMQpWU7uVqCJCRc

12nkP9tRsabG2wiAXVdXK6aZakcB5Zyhcp

12nkRSvz5g77z5tnHrjNmkmgmqG8Gdv1x6

12nwRKbNvx4r2brgYaJQFyYWaVBFYy7a6v

12nyrVcuaBCsLWGV2jFmLB75aTPTUjzzDo

12o2LZFEaS8Y1Cksbferu2aC2qF6ntEMCu

12o2R5GfrMAzMWpBfS8r9jVzP2e8u79W6T

12oW4u2Ygw5aH6X2tVyrEbhBN7WnsaiicR

12ozMbxcYi8yVSaj2gqJiWj8vDNgbK6VkY

12p2CcaDixL2FCMBzxzfMhPwufMohDbTmH

12p5bDhLzJjyLthfY9X8FwZxnebTxdFVPm

12p9xXdtdQNnxP9fK1Wb1ARayPpdZNyGGQ
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12pWDmT2xA6MTr76QDZED7aCAiRaQes5Au

12prHhAxPaMHJAQbuXvScUAqmWr2Gc1bSg

12prsX7FBWFbGPuihypmdZufrpMxWGF65n

12pthE2rZqMm84BsHEMoaBctfigGhtv95i

12qDMyr96Z7YaVuT172sFNVCYUvW2jX1BE

12qbXDn9DWWpqEbbCKiabYnxeyV2KmSXvq

12qd7VjR2MppF6NTTQgZfjAhkPnKk9nhUf

12qmoZZsFGpDJRa8e17ikE7fbiTfLkg4NN

12rR1TpKhqGTkAwbpbqbJgLZ4YUX2FqAwU

12rRRtMPA4UwMm19hukJA6fV5BELCQVCmP

12rRjfDssTFzwA1J4sPNjf1cj4PjACzjH1

12rmBnpRpkGdA4doxvuFTaM4dwUDZKydxq

12ru6JBcDVBhLjgFsiMUy4Qr8Gmhubi5xC

12t4V6pLTWRbrZnGq7f8iYu721KjNxZG4f

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

12tDZPpzsx8mjxAa7Csgqm4eYez9FUkzCQ

12tERoGd8ra5SAv8HsJL1HoJdotK4WhfSt

12tmur4KxzabPhe5iXDW5KE9KHDtAFPihd

12toZ8zUd5cHsNQGhYYF9gXXfiyp8fcDpE

12uDMHNxgiPdaciiXJCPXXN91hUvbGvUd6

12uE2VjfTFxxowPB1WR4DE7EPXdbCsSvkr

12vEcKxRuiQ8x8XJaUumZF1sz6JQNq1KGW

12vVHjKYYKAxjjp5bEthDBNa9m9vAqr68y

12vVS5bgeXtiFu664FoLdf7LanToVBXKst

12veu1aK9QjgNaZucVMAVTd54hfnGb6xxx

12vsQry1XrPjPCaH8gWzDJeYT7dhTmpcjL

12wMfcGvsG9PoFtLt7NFUrNB4CSnSEaAQj

12xJRv6g5jUcs1QLxuXr8XMgFSXfjrj1KL

12xd6KrWVtgHEJHKPEfXwMVWuFK4k1FCUF

12xvE44rsAC57JqAw4c8yFyFeWFoT5ZQYW

12xzsbJNZxr8zF4dTVZQNkWi7XRw81eeNh

12yTD4ZawuCYoS1pQ6AcgzMvDMRxp9uAXs

12yY9ZruThLiwq2PY2gr6tNfD4CUS2jnZD

12z2GGbvhLG1W9coivfWntSVbdq2FWMLGT

12z5dAHP7GJjZsYvHHVsmwjqQLREwHZqix
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12zDiGhmrTG4aetimess2vvEagbTfgTti9

12zb6vRiFBeznJaEL5cVp4hqLnqFGZAVeR

12zfLsKVctreQV1byjnc5Nupn7a151UM5u

1419ih8RdDFhXkzxNN9jcCQJZYNkTzg7rm

141GjSvTZnj4FwzEuqT2yyjjUt5krj2ULt

141U4zeQS78BqD8d5yitFJLdNXbqfkFAAY

141dUZQUxfe65MvmA4V6vjrfdWHyiMhXQo

141nbNkenNtdsBqDzGF6v1WutBuJr82CgW

142TZU6mKZCVJihdG4eYKf5N7Pqubgo1HK

142ZuVdRariNNxAqmoZvgPvjUsLFrJznxf

142aL125uUfbRA4tm9dqKrTuGs2CYaZ6w2

142j6e8jmLP4WF2oxMwiKmvsWH2yfR21ts

142rUgCrszmWGvgBqPu1uAJBMRHAqcFiuB

1447kscuDr8A52kKJSGtdFYUACtELVQmdd

144YmARZL5raidnKAkhBWefCn8H8qdoG9v

1458PzvYuYbWBRgV4ssw1HGdjmqyBovoxL

145Dac78aNcK6uVLWhq2sGwmSmZCGHvLAz

145V8AXLZpFv1ABVEsMYFsGpaZPwgKNZbf

145bGqCdvj7qTXoANdRNqyTE57qqtwS97D

145px4sVqjiq7Vcpc6grQRqGXKhQM5APqj

1465mUGY64bfkkaMCqEWWvYX527vhLBUED

146JqdwjD2LvvyhAxaG2rzBC5JgUpKsTPY

146L7nhuLujJTr9gSYxPiHhuK6xLtwGL5T

146TwrYmBsRnaCAS5BcgJKJkZkDEvjauLz

146Wq9fSeUuWdTxVnbd9R59yUFRTwhnE2J

146YVbgzEWkX2sVeYPSaz1gcoXe1FnuekJ

146ZCYpkb1Eo5ADvvQYefXVu45J1Zf9Dh7

146mku8HwfPFNoGRxixtgmfacLAPXTQXeU

147PBbxsXGTqmGHNscgSAYbpK8ENqrphLF

148SNYbCFmWUMSFyPZkXEabDCfTzsfqmyq

148bFaseorErtzQ255TrX6E7rygRRSc667

148psBwLkj4DYqtxPhUvTYuXzFMn5cY4yk

148vU1x278xgVhTF9edeukqpsdDkB4Hguz

1492SiwGGCkCbBLZw2Kybsuyx9vkGuLaQU

149De166GQiU9BbqVpCvZfbzWdVuckpb7G
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149ETbogY6gyUrRDgxZaDG26Mx5gMEgq8t

149G8YP9u7SSCPxgPKeMsJttyRV696gJd8

149vN4YwdmXMPxE1NLwo9AHc51XbC85rgg

14A2Uo682SivvW5WuZDMWJ22skhszGRmwj

14AEkWtJou8STG7dyDK4hJ8XdZsXcdsXNi

14AFroDPbjjPvtwpsbxDBr7Q2a7PVgArvp

14Asvu7ewF8GMY7Mp8qgqdMPV5BxfoyvXt

14AvAs5QGy9qmcAru5S8JgAYUUVQHDZ8Ct

14BNJYVdkYoorLQUQoYx5rZreKNSdTECW1

14BWrn1evbyvBGGxFzUCVQ61ntNtRjRdm7

14Bd7cyiCx1PAb1PSwYs8uC1jY2ScRbUV1

14BzPGpGu18YYJNfcoGxdC7PzPdUTT8PJ1

14C2Q6ZWYicaasK4gdNzbotD75sEUTnNeU

14CkwUznVHGM6nTXbrxbVtNdPXoojoVFeu

14CweKK4iMqEYxfWLZvaqbJsGzD9DNaCBS

14DXiNA1wnkUamZk5tsovY1CDRbWVRu7T4

14DbNZ4FDBuba94bfzteNq47z5LkNcSYuS

14DnSM7MXBiaDLoVpiAvgfhrd6WoKFB6ao

14DpH2GH9qtzgu6u5ma9gkpinBpmC7NA1X

14DtELRfxt1K1hAT4qrm8NkgCGghZ7kitK

14DxhpKPNAwVGbgRmHn6G2BC6SXKeH7dci

14DyeCVufjK2d8uG11mdUGMo8P4bPRoqoK

14EMiPseE5TtPW9FN7AAko9DksGtZrhEHo

14EbxcqXPJbgxvqeY5otnbqDHZoNj7p78c

14EktCGh9bKThbL74FoVGrvKYBQCFHeDtV

14EucmFMSVDz27iKE5Y9pzmFQFwDvYdfRo

14FMEJZTXFs27mbDquLEcT5A7VzTZn9naf

14FUJbpyY2FCy2heztEQfuu4zhwXsjGXfg

14FrSCnQhhszneABCex2oeHayHaXyoEHLj

14Fyw4XSUeD91cVeb4ZRmoXKi7xniAfcqG

14GPtZQvuMEiPFeT8LT9HWWWLiCf9gauav

14GZhkDV4tYrtT6N7wtmxR6FQKFppTqoYF

14Gesjspj1TLfuR5AxULRBWtrdhBFqtxgv

14Gkzuj2avRNX98REgPJxgjyEWiGrjgKpF

14GqGbq6MxmpNTvA5ryhTSfNNXLGxWLDfq

1574

14H2gsDq1Bqa4u4X7XyGa19xcxnV4MAxGJ

14HXS9oS26dmAAhv1kEZT9FLTc5kTAVe62

14HjFPjYvNJ8hLbb7UXY4hrvoR4XwggiCX

14JXVBebgr6e7kx6AX1MjFKo2zMh5kjvGE

14Jmn2hASELVynPdc2h25PK4tuPqdhE5Tr

14K2HuXw9h6n9TH66p1KTvjwzWvCJrgz5y

14KRF1Rzd7VrjmNM5MbaegE4PeJtBkikgv

14Ki1WSj5eP6g9YxGYSV5iXyGNDjsuW1oE

14LMg9AUyxJTV7ib99noBdL9c6jqAGJVKJ

14M8KGBLPaFvn1ZksnUqbFdPqtDqvbKZxm

14MY8bWDGb1QqJDx6VDUnsqhnEpRNzAcaH

14NXQvnbuFET28K78SkDeqrWPsfoMa24am

14NjGQEmzfjtAuUxxiPAY84QEFQDHX2V9V

14NjWY8S4k1aSE9zfwZNvMCi21zgGTYinK

14PJ9jibE9LPF99XhUaeuMfhdgHqQZEcLa

14PP88aYoNwi2gTQnX24QDV1cQHPgxWw4Y

14PVeuWDANBzgp1SMzHgzm6h5pyFhncxkP

14PsKqcN85pAb6myAjfA6BRfrDKwELaYCR

14Q5xgBHAkWxDVrnHautcm4PPGmy5cfw6b

14QRGsxLEEHwEDiuQEfVMLqe7mQvF9iibc

14QVLG211yS5RVevqRePJnnA27hC9mNCtx

14QZtVVYWh7DBiMhcotsv5UvQWPNbwwSxD

14QjJDqfmi4goqBBtRjEwSws9YYwov7msM

14QzX2jUnmHwXkAfS5iLxuG5cTga7ppg6Y

14RGpkruLvjzzaJAXJWhmz2ZKLRqmx78Pb

14RVggX29yyEZAobT9L9YTTBPyvaCBRUQd

14SLtARqH5fEkTNM5US5R55ksT9PV8BXP4

14Sn2PpVHdv7FgkpnGiiD9QCxRpdwynBu9

14SqhTnu7neoHRpmEaT5xdAE5at5DWW4VZ

14StRCXZoE4Mm5EwhocddUqP6FNM72WYTq

14SzDpiwZWqxSXj16vNTCJErJKsjfabyKi

14TGRqTPaQTbz7fMvZNAEkUWK4sAzg8PKv

14TRg2VQrPfk15Ngqg5zYGU7PkFgXUm6Zo

14TUppiAxSWzfLbn5ZMpwJnrRRccDGC5Fm

14U5YohaUtXRMMb7sqeTA6kcFJ6hHwwZi7

1575

14UAPuJ9MoUWEbjM1mem7uVtr92HpxuUSS

14UEfB9hHpVXzfqr2Z9kvqYKcxVRsjyoko

14UHED21vHehMWdEpejKRft2tXwNJwqfK8

14UKG6AFQCsch2iJVsZKrDMxTEbkj2cdPP

14UMXBMaxyRnfdeNLVDMR7uM14HiPkD94M

14UQeVEfBPGQq48iZuXYugDcDhUkX6Ctpw

14Uo1UvgcZcubouVdmq7GuRmZm2LAFrYRJ

14UvvvGf2skkPjGmULYbVqW8FG2qX2fBnK

14VYkWWs6tJ94K29fos6vvcsEXGHW7dwrn

14VrtKAtS77TyGQhND6j1hkWBDMQ4ELqLT

14WZ7ug75wSxrcqVkRWM8WbxPw2MJhbzkd

14WZsWnknGGpLsiBMDmFyptBj8rLVPRgvu

14Wfz226sXSSiidA4uFizohucM85ktF49N

14WnRDTyh8tb2rgQTvsoTeEFYXs1sjXcn1

14XWwotTKsH7SFKe56sW645ViPGR7MkXrB

14Xp1o8eszjfHYAX2FYHovv1EgtB9EHdpy

14XvRW8RRLH4hPGzmrmjCtHZEtLRmQecoE

14YFrUNzMh8xfaWSfFRpa4Qw9U6gqUZLUZ

14YN2SNBBWfG7jL51axtdLaaFmQ8FDDUnX

14YStjJervFzRLDd2onZFKy6hzsspe9Uwp

14YbRNuwB2toPwTzyPDnxCqGiFhSD5t4Tz

14Yzog5pj2HNnF1mgkCSHeScfMZnbWJ5XD

14Z4fCcaukiZL4K1WirWcoRAdAHP7tNQYj

14Z9tzrjHfgV5yGLqvcxURyP9dmS17DUVY

14ZLak6sCEANMybZtdPXG6Jz8ukV94LMX8

14ZR9HXzFpVNYszBs242S8uGzCkRXPYyTX

14ZXuY6QAo4i7GiViYhFfDYiu6FbGeaGuP

14ZcVVHpXE7U5uJnkUVuSAYb1Vj64MrFbb

14ZcsP2V6XPzZ1sgGJTQdwv7JMRcyk7QGx

14aCcwMTMKLPQFsZYswpB64jSVuUswVun1

14aER87QKSFRUQ9tREF1pfoA92RniRoPmo

14aJo5L9PTZhv8XX6qRPncbTXecb8Qohqb

14aMUayS5hpShKjDXCTmLu2Xe2VNZceUS2

14aa9hF5VEuxT8uUArbAt5KRMBmhjgMwGX

14bDGFoNXeJhpTPPfDHYLzygdRYfxkYyb7

1576

14bVMGLu9hJ7AqtYcyHdkmjbZr9nEBpprP

14bbD77iCEZrYV8MEU1kvzMBgKztS7u77n

14cF1mucq82PRtPMo7peBhgGEQdQ4Vn7TH

14cHvePvSm4LPHeGxtfyYoXDq1FaKt7SMs

14cK5w8oCseRZRUfBuqB9pqW1D4mHvcnWP

14dFGJTdDbKMZpVYQZRB2eGruXXSGNu7mQ

14df4hEXkmKcatZt1bpW7QwpkovDMpbgFz

14dpmsn9rmdcS4dKD4GeqY2dYY6pwu4nVV

14dqhE6XPoxkkttwwh7qTWmmSwXerWd2Ho

14dsCNUGBLbbxGpBx1vuTJcwsBDcyz9z9w

14eGqko56P4hfuQukho6JoobDLhU1Shf9a

14eYGaDvpDVTr64dJJyNxm4AwiMve1zGvj

14ep2RvfAnBwzWGHezm5taQ9z9k9hQJk4Y

14evTHQUf7AG6WYZDg5vb4SqnYXVGKHFCF

14ezkbxDU94ECUUepZe6XAcMEJrPR7SR6J

14fGBoPcRyk7KYTqRuu8FvVWnj8aSqSQpt

14fHcTQx7wwcbMa5opGqdJXTSEqTGRtoxS

14fL2sDTVPEEyCEVthx5DgfSpNgwncowBv

14fMwScGVcsDpCyxyju88hgH19DdXkDLvF

14fnAR65swUJqsFBk1kAd4KZFETjH7BwST

14ftiQQzKj5XLoBqTaTaRghjfMfGrHr4x2

14fwSctxJVka2pGk91NavWX1yexzNRzbWX

14gW2wmQ6aFRcmG5DLJU4KwWyNuseYxYVU

14gY225vUwt1ZwKpCaAKJn5mpCoUnYHS7d

14gbQKSVT44C412QM71bVqUarVB9P4gDqs

14gcWtyos4hEGHj62CJNyTV7J8p64rwh8E

14ggugtbDt7fkNKr9DwrSU95fzJdKWjubP

14gwxAnwKvwUYQKrPUWVdduqUJAmJP16cu

14h4pGuwa77z7BfRf89TXE8TFzgBax7aS7

14h5cEcF6ajw6RD9h8f97GGnpaqVJKn1Ty

14hWySXgQwmCtVGRJQrnULkcyUW5gUq7rT

14hYJ1zDP6ntL7QoLSwrDp7cCwJNpcaqno

14i6xRq5Rj8wL4NFHL7VuiMcxBzQkUXex5

14iAXnB1GBrTHhrXxZFPKdFVVWCsfxVvwR

14iB1WxbjynVqAPhM9fyH2QZQubbqWySoE

1577

14iH5F2ZEfANe7YkmNY496zayxRiLCfz8t

14iTSgWEmUqaSGCushAAXVKmBikBTkrFU6

14jR2f7hDrWBFxdr7T9aYSEHzB6DV5pEvp

14jYiRqroonzvrLQSsACjk9e9JicuENTCY

14jh1GRQWHrH6Y5FvfjC7qpzgQ8JCgeGFq

14kYmvNLtGvKPnWvZatdsRaJRmq5Wuj2ZN

14kbgSydX5JfwVWMLgcB9yiBqkvQHgwVXe

14kctdVUBiAj4oiPeYX2ZrzEt5S4ZDbQjX

14mEFjes7t7ATmDbRTm2uoNkGNgjVzHLve

14mTDcii4KaTmXSD12ppDGhq1CihsyVJag

14mahaoUNQeRy4uaJVaXCJmDyidTzSydr7

14o68jHFBQcTJeHTuxFifUmfEXEiEh8kUQ

14oH2h12LvQ7BYBufcrY5vfKoCq2hTPoev

14oTYaAHH6c9ewyNvMSj9NSaCEb81LXXis

14oaCNV2t5dPNM1jMK9s6tLeY88Q7MbGbo

14ooEDsW4c6ZxKquh5JYUj7HqZSfgwAazu

14pekkwuAJgy4xWTYGV4aqbg1T6A8AdJS2

14pm1NstgjGH1mSVLSVYDENLJtvHFJeUQW

14ppqr6HK8aJxfUMFMHyyz9TqJVPD8E7zU

14q5ocAFBYvF2GVkdZHHHw1xLXxyCiDPVy

14qLVX57MHH9cgZ4RVHLmAjUgkPV49VdU5

14qd1ou1MRgbJDKDgnoQeFnmLaKKN6j66x

14rpSyyhdgUoJ214Jtc8mzymjGBmubqFg2

14rt97rmd6BWiFuX7kmJ6mBnYDiqYZXLb5

14rwPaUWxsLvxVCDVuUuEJGzRtwozrm4C5

14s1WzeXhAmUq9nAQZ7cryT8fbVhhaZutg

14sADYwBuU9JbTcawx7p66yH5whKpf6FKj

14sKFyze7HFf2rvEx62nqbDapJKyJQh5uX

14sTVpVMxi7aemvjPKvGN8ErrXwGczoWNW

14saXADABViFUiZUSFgFGNKHd1cxPMaQaE

14sb8kRUuZ7kD9iMTXuhsLaWkciiEX64ap

14t6xgDNvoLSk4mm1W9xaH7xyrDa4GHFEU

14t8JF5ED5k5c9UEqCnNzVSNxjXx65v1E8

14tAjTndmMhT7LbgDoeiMQscTGhMavrGDg

14tCnrV5yF6mFzYukq2CpzPzMKz9tfCgkM

1578

14tEDnFSMVUhTPBf7d5dTXRM7EaJzdVDQ5

14tRAPAcoWizvnFQLQJunZ2SqJiovJcnEN

14tRqtbeWrHfDDuaFF91mK1eUvLNx4Hq6C

14tUSiU4PfmbKjiL6LM6Jm97U9pLuCbVw4

14tmSfXQCknmHzvwBzKqNyBbxjT97Mk9s9

14tsQszpA92SfvZBkjZsKjCHpEfbeNGEda

14uCvxAAt7KZwcDgGvbmRTDuyGbvyZSB5G

14uGdDMKJgXiyf1ZtbJAii5YzAjLdByPvo

14uqsrR6cEem9TJRoZRq9xJXQkbdBCxfeT

14urmQEPgR5MrXwiQZTBQSEiVyXuVGAcMK

14uyKybqv9hwnMmTWb98XhEVdThemfSgiX

14v4DfqrEs6o2DyUuuqnQQAQB7dhcxT1y5

14v7RM1oZQBVC1AJxUWT7P497tLjPQkW8R

14v8qtkAJYnJVfvAhTj5FztT5iQgwbMMXW

14vJouet4ede6A4QCbNh9Ub1byvp1DzYQR

14vjGHppkZP52SkuCLK7nhcZ2TsZHSM6z4

14vmnVGQdu9bL65SuxxEEdSbHKQY7R6ZYJ

14wCys68bfuDw2QcJajsrTfAVoRNkf5VzU

14wNDKKC2kGUPJfDMwTZ6Yhoiwv9kg2EGD

14wQoZTR6KkrZDKNRjUhg5MDmm5uEx19iM

14wapK4AaHWCBSFdnoRb4ez9hbVcSwx1on

14whqbXAGiGgxfe76uoHFdoM9AW9yumfD8

14wosGapW9xB4gXNQCV9v8KDjkWfEwGiVk

14wrNKFfQPj1FAfaX9poFCytkCTE1CjWoB

14wujrjQCwHTNQAYb7teckiaJFfpYVAsyr

14x52ioFC1Ya2jLJ77w2EkySqjFVjbQ7YA

14xFrRHVqAbXZXMZxwBjCBd2J7k7b9R7Zy

14xGCNCj8YJErCj9jHTT77d727LchwWQz1

14xPPEYfapgaVe5PdZHGPDbD7CEDY1evzs

14xQ9HZ6ywg9oz2QpQsfn1XCqiMFf5XMiD

14xUz48VPR197qrPpwoE6gqfg9W8VEVRbZ

14xZUmWEbPGxzbx7EkbFD6cfmGQF4heMYG

14xbX1VcAWagZinnfaDnrPJ7kCBEcq1ZVE

14xx7X8PyV1PeW78eJHqRNvyxsJhfy8i96

14yBMDhibi4PNVAqHmw5H9gM8tzdJn4DdD

1579

14yfRcYXUEMsLTK74e1VDtZjwEGbjEf4Jx

14ypCj5DkTzS2wDUsB2kdivLGmwxhYw9en

14yrZNGgaUd71sbqerbL6XMDbdNHAkKsTz

14ytYz9PeMHSNohrMPZanae9Zw67upXkcW

14zjSaoEzNJWKioZ4LqbwdVDyaMaBFmp6U

14znfv9kM2uHdsyBWaUJg7VppEK74DeqiB

14znr4NsfvnYUNdfYR5GBjRR8DuymXP28S

14zsAWBhnDUMqg16sxnTPMsd1THq4t8DkU

1512rXoK2gYUr6k8tFiL7LdNFwZNtVPSr2

151EGp7watQPf5xMNzPrd1VJsNsEqJQNQ5

151JEfTffyUH1FEWjKF8euCk15tufBDrze

151bEqmzfGXkPy4mEKwbyYyfgBKZEW6dDt

151fgTr9rwecmQR8xRq7f6vZFCuNpL1kEL

151zUrmhDpDDWHLWgnkxMH9YToLiX72EpR

1522doKm1qKSNvxqvX2xpACU1UwbjAFteW

1524menfY8tZqcBTPkqLD7DG8RnX9FwVZM

152DnSq8MQhNNPnkx5h1ntDfSpshY1X5o6

152EUrLigMLZ8TeuKjz967cPJpT72bQRGp

152LfB5rEXnWvk2W2GvvcQWjX6ibC4kKna

152PJ6jbAHLdxGeFXQ2vuph9aewHDec7dH

152aQTBVJXncoTUdkztyLEx81VojbaP8eG

152hJxoDdnJeQU6VJjVC2mckjookZk4VTU

152ub82rBnUAPxY2KiE6jBaEznGdCdjr1g

154ADqNVYwtTyKWh84NcgAyLdirgX7K9Ft

154R5KS1HgBExWdWzYrLNaA77vecBUFhiB

154XppKmdeUx6kW7ZCdYD4u64FpZe9kFSb

154xR6ECXGVbNm7oXVoejiQZ4BFQCBGfox

155GiZwXZ5iuSoMpU9fnD5s6xKZsU9qaqH

155bXEG2qSr5xTnQkrCHXLwZZoLS7d6mfN

155uRkpdz87C9LNM7dKcWJPAor21NsRRLU

156dyxpaBUWLaps1VaptHeETZpTvuizMXf

156fXcZdMeR6tAq4C41YXBtNk2KxtqqhYC

156oCBZswjaooSHNdK8Yf9GDrxiZ5KqBbQ

156suXaNd4dXEBEv47paqzakY4bPDJ9XxX

157EXHBdzzdoeZsfrqvz88xUz269BN8ptF

1580

157FipGAq4NGDewuLqjQ19WsAeCAZPB4Ak

157SyQTb7mBnWYNGGuZJt5LHsRzwtaHq58

157WR4XWfgAXxogWiFGK6L7M4xQcZ2Zix1

157eDchYgdxsCpFWrMhoMRhkgFzqWWxQqn

157xcKLdk7aooYiKHy7qjmSmAFfPGG1DKK

158QAHR46pW4bCgbCmwiZgFtrYzGma5FoJ

158RJTYFktRAdAkRem4WxVtFqEZ4nfeRyP

158UR2hkqJdKJjJCsguzTVwnzQFsSYJUkC

158ZUaZkmAxitpZE1xgRNmNPGCVv6Xcxtu

1599grEe9RHLcj2Lsy8BsSSgRZj26egm58

159BetAdpDpPDngXYUZS5zeJkgENin1h5G

159XJvqohdPheqwRrH1yZw7ZfbGjxtXiui

15AK7K8JoWc9gMDyWpSDfeQJhLHfhQveDK

15AMyWxFC6nz5oLfNULFRCfXLWbe6NxPvf

15APyXNjhHs1EesrxifTJ8T1gyUDJhzs9d

15AZeTX5TcsU2qc1dw4KZCbB9Rpd12nMAy

15AgkvQMhAuw69wX8TgKyHBbbyKqW7qLD7

15ArNurR8UGEztNccfEUHyxP2WMujbPxRf

15BH5t1q7tLPst6qXtmmwsZ6eZ8LE28xD7

15BSySCAcsNbzPKh7ZCVtM1C8xC2PsY6qb

15BfuzLDSRTjUCW5GGjTA7GrVyWzYjRAPj

15CKFFhLmoEd65veXMj5VdaPbKGpsgWoPZ

15CPKXd6u1SVUjxeXnJ5ZVr4DpTQZa2r6A

15CtQcdHovcRbcvn5KKH96yu8YS4UZzyZD

15DHbrag7ACbHabhH1CHNiLGXbvXE9We1W

15DKtxRJwrHe1pENcrrv7KuUJMrQMBxH5W

15DkW4M2PRs11hT7dVNBPKiqaYuzHvdonj

15E1ULDQ9dcjzmWdmkeXY4EGf9TdbncmVt

15EDPsV1x2JhXm2N8iDo8QUEyFdDZj8ane

15ERckzQRX9Ex96DXLUBb8DzXfuC7HP4Ja

15EuXK4Dz7NuK4QCWnFrvLeMDCa1pRmmQa

15EzSoDhYuRfajiHREbtgwUAWRbxAaWcac

15F9QLbk6reRJbbqfDiv1Sms4HqUM67nbm

15Fhumh4xsmJB4afh9AkNJwoYq7HxsxZXS

15Fq4xFYj1WJJnUdPxJvGzcprp74f5rDPv

1581

15FsPoDLq1eaUkgRZQuFegoPixiMMEQQHM

15FzYwyyAtLmUBmGDdkyCgHYEyhL8KAjd7

15G6zZUc6R9Ytfsgib8q6PAoQJSUUN1sf6

15GEnoxMVSsS4zjXMKuhaFKCFGjRU4LmKr

15GTDsWZHvFxNfnHxFQbRHFfFqEe2Nqos8

15GnVYvni8LmDuS6LMNM6UouuGgSRkMyEt

15GoPGWecPzMEFHrgCLJhFMUFaTU9HgxiR

15GqrqiLQf1FfbW55yjUMkuyq7ktNDVuRT

15H9WE7ADd1mZjYPGjAj1jdFjJwt7qFt6F

15HQWDD5AFXYifSNGiJiTyyk1QxeQ4e4wx

15JBaN2nQ6G4CxfQBM6uxavYafzDARKFda

15JRAHiTZo7NdRJhEeUYXN1sWVY1Tw4yk5

15JRAdY48XqiaEAzQ46yRc8Ane4pDtoDjE

15JamuNDKLWUHKn7G4EqqkTQUwUvau8RES

15Jhe5mLfEuagDyeM7UwJHjypEVXqE4iev

15JqPH5oACs8HFjvWPofAKUNNS1Rfx8yFx

15JtHEu7oqw4yCJKjpaAJnfZz8nTfop9oM

15Jy94PMhxkhW7xU2Yufscg7KSH7BCDpu4

15K8cmxo8EUPRo2AyhdEphFT4PL9KiFxoU

15KJxFrnNHzjBzKULMq9JXxAtrCQ4tB5WP

15KehiyPFC6uSTu4JM7B6fEhstXbCHKQna

15KmepXrajM6m7Rncy5RtCwSXAcNTnPeYg

15LUGqj9tWiML5dLrCUAoFDKN72pRz19Z9

15LWrbHfBaJEF5iWjXvWA1Ee1UrY6yeoPE

15LX2o1hzwMkSgvgAuC7aXxGFjiKJPqckM

15LXSoSYkuQBwNdPt9jk6GFq8S9SdhVYqZ

15LfngTw8jAgZj6pZUWYh99KHaXTC5WLVr

15LsUgfnuGc1PsHJPcfLQJEnHm2FnGAgYC

15Lzdg8mhQWXgNjfbEWSmc9kPnUk78eeFy

15M554hZowJc5mHdcWEhv7gCjZWgGY4iqm

15MRtxrDnXn2vFxzmDEPiWtkWbz4axUY8i

15MhjhXe8ch8ArGwDFyGS1NFLDnRshbhgt

15N4ceFJsLnpVHVMYTyWtiDEevEtVN466X

15NHPTVpg5TPzUj125pcS58nugDQ8X7wnq

15NNpWNCETFQAfLqn6Ue9LDTdwxL5RH711

1582

15NUdB6SbCH8nBLAjUrBe8SA4V559PpwsQ

15NVxocySPcTjZ8MBaVeu1ZBhtLgKTzgrH

15Nqy87rYPeEQCyQ9T8a46zSbJHL1QmXpJ

15PJNHS9QDNEM84dtyPEZzmRtK1Qaq2iyc

15PTEpLhNo4WFyFQDPFmdT4aScEgFactht

15PZxZMvravofs2sD5ZnRwQCZQhnTLVh2V

15PuQpEwm9MV91RCkdYACE7pPHr4fFL6cf

15Px8K1bDDapUrAn92vv6yQVWWRf1ceDgZ

15QJnfidLyWpezPvfb5UziFrm8JyatiD7n

15QUGrDsjJ9ikLT6T1QbNR1wXg5UVKUG7G

15Qj1ieHKP95eAqnjT8oEnuTmfnMJVxnRB

15R1xwUNmJxsJEnCNdgbvSNupehtyuHinF

15RLWdVnY5n1n7mTvU1zjg67wt86dhYqNj

15SZhbHntsajqaHA97SscXVANwtPVpjvKp

15Sg8SyKMGNggTFTwdhR8g5UxytbJD9j9N

15SvhXznE5a8cBXAPV6RWMUKsWhk9Lg2tA

15TiGb64pimR1gkhE8ZjXn4tu5kYEpcRjn

15TvdFApqfQYzUqK7EzZRfTbFavWjaaXrW

15UEHrT2DdwauhH9UUPEVD9av2bJ7xCvBW

15UNTxXQRraNJK6PjBTjDvFiHNNnoqCUTd

15UYJJf6MRB5yPtqhkdyTi9v4Hb6DXU1Dc

15UheiezGRMGh2DsJv1JSKXYSugJcb2NnP

15UjMgFHP7ewMgDmnwKDhuTAkrEy1QPHpD

15Un6jthcC8AWofxdKZHsDHbBdqqS6xAY2

15W2tYjfMWbEaZ9MUvibczDioXX1fywsqQ

15WDfXrXLiBL7KE8uDRFdEkFsmirqrRaAL

15WDgaFHwDaBFuT1tPMaEz1Ac7pyuC7UGN

15WE7KnvnhoZsejpub6w5c55Rv5Nv9aNm4

15WLY8frkx14RJEu7kC92mEWLVYzaiVwhr

15WTTtMkFMsJTpizoVMiEvFdHdU4tKVK6e

15WVbGA5FqVVZc2sovAcExefRazxWmJSi4

15WyMdr8t6Jza8XxWsUkJcKtNbLE4mwHig

15WzwebF5jN4Mhnq5e57TB6UueTZwiLSiY

15X7SvbKoLPdtdgoiCwYkPffpmeYuNoJiB

15XTqyxfq4h2U8jn5rqF5VhJHh4SUgShMx

1583

15XmLcFavaMEjbAtBVSmCQhZqcAJDxDZPS

15Y27DEthsGoTnTf9BbGUUvtZUbvE8brEM

15Y2TmHrxjmRFxfNUttwb9aU4DifvDpWKM

15Y7A7FVYahvV6pBEE7RWS1TfdiwmxjmHP

15Y8ZoeoDX7J5uCM18eP4YfaLYrXpy6uqD

15YjKUwapboaFkSKPWjrG1csYbcGo8zLce

15YndULbc8Wb4mMrGpinizDKXvjmajznES

15ZY4Xtf1PWkdrrenhXyjgRZBosmyk2E6p

15ZctsKiPe8nLFFNWGicefgF545cQxE7CF

15ZiBW1DqMAKL8TdCAcXeStUeenQPUt8vr

15ZsKGVeXxoj4DF8JTWo72wqgRgZz8BRbP

15Zvzq7uiy5xP8DDX4sDvLnH5ZRP1i99rG

15ZzFogQrCPKXsAaavaVoCrdoekmRW8xkq

15ZzidWhyuQ1uXtTm2hVKZf2wLTRGhVhSj

15a8pQE57NfnRSUDAXtJanBUxsbNDUHH9q

15aBDrgZ4aGPiypKFXysWGHTnvFNYuky7s

15aJJV1RCFdmMNhkRaK4zdUH6Z4LnrEdiF

15aMPMYpPBmeobaH1Cfsq85yNBidCEL1F2

15aNJGRCDgi1Mcx7MAVYdYTgTgTqS8CANu

15aPtJy1uRqVFSvTHfMomLRy1tCeY4Ug8o

15aQHc2VtR92FhLENVwt51wR2jfztbNpd9

15ahnmQEsWFakMkJef68aP2xhfwnfsYaWd

15avSbe84iVjwyxBhwWLZYQhAw6ibELCDp

15b6W5AYpGbNtvGb9DJHZahDNVaiUVeEGd

15bueYTBqATjvXA51vBDArtBfGEyBDBAaN

15bwJy7KhKEov26n1qBMDUAfpNZE9xE9AN

15cUTUGaM1p5cYGTHxESmuetHi65KJjBHP

15cpWcbAwNsBhNgsuhSBCqvCRnjFfUGhqY

15d94u2B82F6crCdfDhc7ZBjXse2VSnero

15dZSP1kkN6nQJpuW6zjPGfeKAHneRNjZz

15dq6j8jUy9WbDCWn8JNmT2VRohBJpUFpx

15dsssmwLzQFBfmzvnusyFQbE5vdZ6F5JN

15eCooKYwRskoBFqpRGQEipuBjBXQ9GZXt

15eLC7F8U9EwuAHhu27UvDLDksWZwzGZky

15eN85FXk2kVa85FjTp2tzXBq55tvdsXLh

1584

15eeRQY4Ew1u2bNWjTYgUZYnPuapKXdB19

15efMqQguHDhjSvEgA9uEhTy9MxuSKcUQV

15f641ACzgpyXc87dBa5Y5AiRRYq2Dp6Wr

15fQeaQsEZ4YXFM1vgSegjJgyaAqQwYadi

15fbyNgDnqYQR5vSHJ8PTAEJbKy4dwNBCZ

15gSzszXVggmkbfANHuc7rGVKyNdYDM1tw

15gbE7z9cbxg5Gvh2rDFPdU1a1VLu9rnBa

15ghzLjPyix79GegnZ9eeTGeKfBSY7MA7s

15giU7bt6US8TK9TwgbXoaQerHFzGEdpV5

15gx6dPmc9rPdm8xYWsAYd7bPTZMcJHzT9

15h8k7MCmdF5RBCmDpv7A2zGk9ytoHtPxW

15hNhWe5aNCXhGiN5TGZDviEcn4xnr6Wvv

15hduiJ8gzsi6N8oer7YjibdKnZRaBMae7

15hezAfSLuputPxHd4qZciNhk17TbPG2sQ

15htbLBDVryRCDzLqR1byu1mzdHvGMgQHz

15i244yv5W72NeD1t5GFpQL74bc4pvBpj6

15i7bkLqFHZaXkSaAV7mD8TQLuNu2qvhSY

15iMm71KDXwXgPsobr9TwrERsTYA4iW9rE

15j4KMBTfyoiaJi622SAJiWeqe4J4f5EX4

15jYZD7fd9xkVmMJp8Sqoucy7RLNwXX7ik

15jkXb5wWcjki871RNoPWZhocK8zqx9LwZ

15jnRnV8AP456biFeBddWe8MRHvcd5onQU

15josrUq7Zchs6dMjosGh8a5zY2AuMuxdX

15kG6bvDSQw1Rjwg2R2EBfGvTZZUyEJ6Rk

15kxeiyG6HSqzQryqei4yvyWeL4kzpzcBW

15kz9LbBcVJfNvB8xpL6QDxJTFA21H9mGh

15kzZePQUGrnSbAv9YrcrbQSNTgYmsDvvy

15m7FP7U4kDJhAVtjjUdUB8WYswpf7Dtho

15mACJngyvf9qSw1Ecj4GKTJ6nqqFwQbno

15mBAXCrR9d5vEyKjS1DEBEc7tUb7NwTbw

15mGM5Hkjic47WnRQ52F9vBfwnr5K1XSbk

15mq1UYR9RFiiLrJY6a1oYY69DNUUikUzh

15mrHH495WhVDjnhq5YjB7WDaX4A8s4ZKG

15mtA8EekyQv7RGBkaqPkDsnA4YrzGVQpp

15mvmcbHuo7RV4LURakaWZuD1d2oyomPZb

1585

15n6gV8QUBsy2yh7wqLppWG4Fw4gsUTNAj

15oLgbJjAomY4udMxHvwhpHdVQzTbHopNw

15oWQNSb7ggnnfEQzGE94Rx7Fdgs9RhFkh

15ofeoHMqFF4e7JX95Zfh8s5zHrZVs8L6T

15ownHjrspiG6WirLQeb5xVbt2aq9rHr8x

15p1RYokbUQ42aW7MohaDFZgzMGWDAycKQ

15pBv8xf2CbqJ1eqphAPyD1XZdMfuioVdU

15pDjwUub4Z4hngZ6HC96McrTJurV9D8gG

15pTkrzYX8e81Tg7SVix95qBK2uhgFVj1T

15pWMYtJyaZwowhpsjK7kPmsi6eny984Mc

15pfvGjmwiCQj54xVcshW2f1SZ12KcstuP

15psdyYhyssnVoPF6LBjPLKpwzVuV7GST4

15q8EAqmfU4ZWDpegBPVJT8CLoeHaPvR5U

15qJwZdGzxVVNuQJqyyiY7bJ9FGdvmjQWH

15qjf2ThU4eHkyfNxrMVEZKsswPe1FyaqL

15qpEYJVfvxpEHPq6LaG9Tb6RFw9FkdGBm

15r86ugqCXeCfknaSRCH865UHyPfruMZLz

15rB46fSedpHPc8yzMBrAJv651UhK5ySr4

15rUpherZxsuMchjuZnnenkJUMxVdhwUMo

15rh7JLGWQ5viPqvezbVDYiK9grSR9PBBL

15s7a6MvULVpHiASXeVwuWSpjWddHwq15H

15sC4tutHPAC5Ra9G2xmrWGURmdjFfCts7

15sDe6rBTTsJq7gRzpD19g7HgdBTeAECqk

15sLzRU6sbdjpGUWAShfTkbBhZ5tSNcBNB

15srN4ZMZYuE4XYQrtTeJfsFdVBZ9PKsw9

15tafwmVVaYVhbXqsXFv6DProB5B8iMsps

15uB8osHPqKCAevifeNzpiRmqxZGccvWpF

15uFbCHzPfmGT4ocwFScLSgHayraEL9Pwu

15uSB6pa4dtEhrooRYWH61NQaPq5RmCH6x

15vLhxxTQjf6ErLkZGz6UiehK5Rxc84J8m

15vPNttzvNoeaVmDjaMojveJH5iVfkaifR

15vfZoPayM8s5ebWqSU9jTCwmrN1GkTmXo

15vx9oDSQTJuAoYCL1VwzVBDgKYexRHpyC

15wVL1BeodWeYFwcauMbzsjf5gof9jc94a

15wi9gvHDSAJuPuowiwg8hjXsT8ttF791Z

1586

15wiasmYQ1N8BFPGJeC29TbnbDiZKMjxoH

15wnfSSPwrupsYM6z74b9DxP6Y1uF567RE

15xE77usdqgjRdqEfgKYLezcvkxgnKqXqU

15xR9bV2XV1TMHS1CUtSSQV8ZT7n6U8P9q

15xcx2sNNAwXyQrqvJuUiktCnURf2dUAe1

15xzzh4EVt2fAV8DqZuFkg4nyLWxJyFz6C

15yNpy9DbLnfw2iz62jNEZV4EaMPCf4WXo

15yQxLxxWTzzUkmrA2LNWWuQfzTxLnAQj8

15yW5Q555gJxKGLZadnzcVrYXo5NiiuyvC

15ygQn9DzeMG4snkuiLNen2HGpv2RbZ8pg

15yid4JCb8DhqyqywQ9oWUUTJgmQgRku7L

15z2BbcHJHNuPCr98LDS6soaLueT6PGLVt

15zH5qFirZYnXY9cVTAEHh8HXBf4N6NM9K

15zecSCwGDARzub5yrou9eEVBfCPrW8duh

15zjzQwsubuDWG2oDJpiij55sMiVpgLvSn

15zpJyi4DaqRhTS2PRDHt4z1WQiGm5gsMZ

161bVfCDaCjUrx1MvFQaCUMGHykq6yr6fX

1625fWb9YGHbE81kGdkonygkoXPvyUbTDD

162DVnddxsbXeVgdCy66RxEPADPETBGVBR

162GdZ4XqajJMj6RTb46uWHcsQCRjBq1rY

162HgXVQorizW7GkRARuHV6y2eXgZMazjT

162MvRAN7tvJrfXQnAd1RCcd8Ze4ETVRyD

1647HxnLDcZuTKF5gthurgaa2zV7GE2PPj

164CZvR2RA8cReHSy28p9qpiJeXhcYsbUJ

164CukEeD1GF9bsrGW2rHv44xuwUHqampE

164kvFNWqV22cVrEYKhmMAdH8fV8SiDXDj

164woCs1fYKwyUTroKwSFYgAiGeZzjUSiK

164zf1CiB5HWmxosQCvLZsDC4kSoWpBp2i

165aLodTKjZMJJSQiSdUijLEhnwhydhe4L

165jjwUQbu9MSFCXnWqGjLRFToefVURWay

166HjrzqVMCMycqyTyDyAueeJgkrN4PnRB

166kx92AESr6WZaMD9vZCUGYiH4aJcmVyA

166qtF6BzzvN6izVvyTtyKNbHEUA4Ejpu5

166snzhezkmERYDJ2oGkURnzSvpX27CBQ6

166wbpRD46pJyshwdUUZLB4Goyhp8Wbfd4

1587

166wmYZY5PvzRDcdc4GP2byyCSVrBfFWkG

167HDDg9BqknQ6NyY6RfLNNPhYMUjGTUou

169RdJPxuainKdmph69hviM4pMJCqERkZP

169X8cH2prafcUbbTvDaHQYpfrrPDSCs8Q

169cizeh1K9zzzvTCyUdPNdpXD4T9xCksp

169irpXNYUyZe2BdZHyzSBakh6ZLJM4sAR

169o7zfeeD9E9xEHur17Kr7VP8ehzrZPka

169uAD1Zrrgum5BWdCeoy9exyAhDXL21JU

16AeiZBqrkPCrtLjyYhe5mSWSHbxRpdGhV

16Akt4JeRRKySzKDBRJEEweBJ8JRpUp5dE

16AnSRPD7b47EfCXYRterzhtonw7ubvScZ

16AobFwBfotXG1R7zZhCkH5oe9wzvTMBAb

16AzKPt4obuDViDQcmoP8BFCJi2Mx6b6VD

16BET28waKjWbhWJa2aMAuEnmRjqgipy6j

16BfDdeYT2udv4DisMjLLHTd4eonjKTCEr

16BffQBW6ytK8cRwkvZ4GSqbqxVS5FQSf4

16BnAJ2aqwPs4gKDkyUSYnxHbg7YcAmhkz

16C6MKG7XQHeD5kkrgaXXUcxhJpcF7zQYU

16CDpvAP14WB7YsdfCwsAeHfbg57xanKVK

16CX5uk2yhTwe8afwozvt8XrxhQTc75d8W

16CdjeHGdZZNXuGXVZVLmJa7xd6bduyXeC

16CuWZdYMcyuosHF9o5VQzaYTzbUiQZpgT

16DhR8Tonizn1uGqs7P4PRc7cXyQndyei7

16ENLdHbnmDcEV8iqN4vuyZHa7sSdYRh76

16EQiwd2uvujUXtycgmC9hKqmBiJv9dvoa

16EbWBe9kgmCabfiCbrZzE8ccmujY2eCbX

16EhDUTxhXroWXVNAxm6raGVtafGccbKJK

16FaZDoK2HzRqKp4wS9yYvUe9Kfy5NPHCa

16FhC7cLgybiVBdJSFduwQPz5vJvkx8ezs

16FqUs4RZR4B8ASj27V4ZYp9LeynHchxVv

16FwMZRpUU86nqDPYETF6RwFRpVURcXEYh

16GbH6rHeVNuKKtKop59evzxKpXKGYy7iE

16Gi7WGmyCZu8qmj5ct1M7DAd2zqheTBog

16GoZU8FnGmRmbj5G8pkGqENRJCH8Cfkxo

16GwNLV5yw8p12d8mv1JfgoJvbWgD77Wzs

1588

16HAr9UGNoBZZvdW2SCuXLAHeYNDjZ92SK

16HEq5LVaHzaqSivNse842ksGmMWSpZWV8

16HNEDQasBAmzMWSzHCwb6z2q8PM6B5A4Q

16HQ8jQS9fKHcu5mYvxL2b7yn9Q5XPPW4v

16HYTyx5pDM5BTXWS4BHnPNGxHbGmZgJQx

16JCetCL5QJwCDdV6dzPcqXvAjgBNREb2b

16JP9jp9Pg65zmyU5A7abXyQsgN5JHAtBB

16JShqZRpGfB2FKFh9qMEmStnAHd14dBVP

16JfV4N6dnbQNpRGyAA152p6ZAZehQEe4Q

16JmzfLt6d61EUHVBMVZBQQLLxMonXAuwD

16JwStchzopj2zqsceFCdqoTAAjAntR5wA

16K4DRfBtNoGcab2UCpHf25gTDYwfK58zX

16K4xXBSxzTTF2RYKs8pwh4HQAtXCxUwfu

16KLZXPVBVhtCbwi4Ep5omvEkxKBaoCRbF

16KufRBE8i2ayHpR2w5REVqktcWW21bz1i

16LWGUj2T7HtEMBL14npEHhLesKCZKB2NT

16LZePS7S9XEy22NJFqkv8hajCFjh8j8TR

16Lgpzvq1YDCHAbznFbk2zVhbAKKJ6J22f

16Lh6fdsfPki7YKNU1BB9UyFQ5FTwdBE4d

16LzKES4fBDftk1bBBJWtvS2NJPVg5MpMi

16MrsRCAXafruNPvGagpJGaBFcU4My4xjC

16Mu64W12CTzgxEpt2BQnveG8eY6DUvH5A

16NF5P56Bs2eVRWyqvayovQXcvAStLh24B

16NFkvtBYVShaRtuux2SjZ6NcVseDxHg8u

16NGGErnEM9UNnbf5zspVHufpQ6yToHvuK

16NNAYUN61UAbev68ryEJ4ztydqqgJcPrN

16NUVFKZtCsPmZboLJgtjUMLF52eMYhoxg

16NjCjHUnTHY16SG1c8bG9HQoAEsX2am7j

16NphE6ihjsG41V8CxgYuBfC4VDQ4etmHt

16P4SAN5amxsdmfipD6z9aK2H7hyxFsUFv

16P9prJtDy6ipnqDRmsjxn2srhooRHqtix

16PQwdcPLKKxQdinFuSRP1K7Zh8ZFx8q1z

16PRo5gAeCcx6pbhUXjtPnR8hCWXozXH9o

16PS9XTD8WNpNPveLhyd8VxSxn6crUJEAk

16PVEW9evp8itphLSBoVEBc9FvXAfJ9VFK

1589

16PcarRJz72QfU4aVQ9M4BuAJV5iJZEhEQ

16PmPEhGdCzYikFT6rBHLqxdy74PjnzmBN

16Pmh5ZxE7hw5SV8qSbwxF91BhznTDNTkG

16Q8XxNHCNWFqX4XvMv8zcZYPwpFYkoZEd

16QB7hBHrwpQqaz44kZ987kqYcnbA7DhtN

16QPNVNi18i4W17vTVKggtMhbXsSkBubaG

16QQaCkZJNQfUiSHPkBHrrC6msfVHmUTe

16QtPrvAD9fPz1KWwFoN4cBsx2nVeRW6rz

16R75kNaY5fVZFaSq2kmadNUbcp2sXquwn

16REuJttkxLwEc1DVoDPAaDRmjCZDtnae9

16RHmNebuKsTsRUrazBs9bCsjsnb41gXZm

16RM5Q14n5cixcSeE6DgbeV6cKLrVNR1ZB

16RxAcC8qkWpR5dm5hRQPhLVJNMFHf8zyS

16SA4xR1h9HFvc8W9hPozuq1LxHGQ1zFaY

16SH9Qhnve1hThQYS4s7wjaV6X4PeZEXaQ

16SRFTsGufeGnDqKdkPrbPiKLG9Xm5xefR

16SSiYgj9XvAPsBurBASEPcv4nTUA8tZDQ

16ScVXQx2xCpTJp2FJiLbpRN4oDbQFMD4t

16SiLkuWGqhTp6T2DR8x5nR25GDphA27xv

16SmCxKM118Qsoc1D2Yy8zUopnp5kEd2pP

16So6ji1Y1KvR2u8rsiv7NB1SZYBdaogkQ

16T1aZvmpMTg2FvKDyewUmq6nyEzYmhgT8

16TEK6gJgMAhn2BiuDtbXciH66dYXSbqv

16TLKvCRCYRsSgq184U6CTm8F2BiXhZDup

16TZn2GDMFj1VybuSYkGzBipZ4AL4wKAPu

16TeLtjHnxXuX49DwsfukvGuyp5kYg6xp7

16TrxcEbB46u8tPNKkFSAa7nDb8uACQb6B

16USqkoo7569kJS7hVN5BreRXbYanAq2F6

16UYsPy54zr9VUNgpPHZumMMhqdKDe29JV

16UcPUQvvWvw24KgLymePaB7DqZiRAPUZs

16UouJNBmg9wFBnaRbnnXfxYPABB5PFKUY

16UpdMfgqdumzGv7uhGaEdtP4eBeud6c82

16V4Q4GQNVwppbUP4KvysoYGEn4b2jYznY

16V5qH2BSY97GBXAy5Y2S1SC7QbGuFLcJq

16V5wN4D78ppANxhmZ2UkHAvBUbjBsGCpg

1590

16VT78JjKemYvB4xAXDaD7DfhDFxb8mkFb

16VTRfKMT5t4oTEiZCBg1NtB7JPaChvP2q

16VfKzJ9UEziedcZbeykWCxtKosSkESHLZ

16W4SEw5VzRhB1UAVdCqtTgDUeUDaBJHJB

16WJpC9RBwLjuszE1eN2zqtkWxeURpKCqK

16WLLWAzRTd67tCawZGu45HHsJC2ba9V16

16Z8GpP1z8kRgcTju4MEhbMri1L8qxB6K7

16ZVD7g681H4hbko1HCTdt8iWEEzmtmU9x

16Zdz6yAExdRgiXJxiFyobZNEwjvAHNXsT

16ZukWzBVkuKQo8aDtS956arRoPFsUZ4gq

16ZymMo9MQkorYv5JhgbUS9EhM5GFHnVmy

16a6cfxMBEsb1mfKMPazWSBEogPbe4iH29

16aAvHzRDnv89v7tmdWvnPJvvWUgMzEzM6

16aWJpWdXVbQ5iQ8RUA8KQdtRxjRoVRVVf

16b6ARmmfGk5d5cyJswPVBeboPXn1NjXpM

16bUc2JF4cFQDPofLtpTmV2E5p84Fv1MFt

16cBXVMrko8bSicRDk5nzTpCwyYqd7zh9S

16cVC6S4LvngsaoH9g89PYCSPgKGJHTknB

16cXM7NntiqQz4p5aZSH9cDUCXWicpXvF2

16chPHSUmuQ7fh92tHzcoGttWNp5Hu5HT

16coqsDiLZbNFRGu4aA5cmgkgiXeaaU2yB

16dHNN1RP7W6Wp6WMHHx5GzR67F2vmZz7B

16e9wUM4VwKG9DohxXQV5wbHMqJfg85Caf

16eG67ovFv8ErZJkdFV4CuMPABRytnjVim

16eMkJpjc5QRRJMLiFMeqo9dC4BGwhAenH

16eRs2rgMPTacyrMptpj8fAo1ogMRNjPXZ

16eToB8kbEwLk2wszhfgP8VadBziJYj8Bx

16ejZhd7eiB64STg4o8wPUZKjTzGwN5YDB

16etfxhUmJfPhvaf9i242TnJijcYagojxG

16evS2CQ8ZVbSp6L7jzy2fJUpVMxuoBFNn

16f1bNXrPh9PFEFVoe8D81A1xtziKmw2R9

16fAyuogKXXvTWzgijSRxHjQVnALwWojoP

16fKMt6MTCfm1rHpHgf2eB2UVHtSUs8xdA

16fPUAsVHpqX12bFJsi6yb5PMSVHW9xzUB

16fUqyDEj8Mo8BWztwJ62vcuFa95jdkuRX

1591

16fwAfEyyaAfq8nW2Xr8dxrT4hQKebWqcS

16gixd7b9WLm7NrVCyAeUHRnh2R4Jn1SeR

16guhwsCnwbJGoibdiRkyWULbpdZBjtwdk

16hFv59EYfQNnRh7Ur6VJ7YGP6ZFbA1gbH

16heSRpNbFk4Pm5Cne7udoFNuqVp1Jaa7J

16hwjeiugbqnaXxCMN5tLychBk5cf9BzgK

16iHd4h5JEwVfHZPsdWaaYDyNfdTT8Wn5R

16iSf9AGBqaYhtC17fcD7KDgnGA6wrpS6y

16iTUac8jkf4LPud1SZBGJiyKWcoFNPA6T

16iXGK9cGA4S9eFXhANfmxvYA2q9MgVt9G

16j4CyYnoKC9GAmwtRnX7zXQ8HCsiNXrYS

16j9Wv2e7P1tkPvm1mV6wBh6Cr9id67cWT

16jSXCwYe2FJamHhLjwxx9c8f1aDRr2RMr

16jUaqcZYfCraxhEyjSMHaEdiBF4fG11We

16jWHiNy5q8o5JBCikieodz7f5YDLAgGiD

16jX5RbF2pEcLYHPukazWhDCkxXTs7ZCxB

16jeJJxgh4LViqkT7RoJ62DMYoVU5tKCcv

16jr5V9wFzQfcWwdZGSA21k7pgSXXYETpc

16jvWspVfvhjRgJhGCDETf29cjQAyNmx9G

16kMzR2jyRakL9SpMdar1ypkcWqoLY4ygp

16mDKUxhaFXgDGHp4cuqS6KsidztVaTsai

16maraYoAzwgXLqguSQ5w1kgRLhNE7T1Wo

16mrfFZ7KabamaV7oCJipJbkdbZmCnQbxd

16nKofxZV8QfPVj7KS28UQLN9Zpp9xPwJ

16nPke4yeHUu5QPv1f9eEvTwYFbBbgLHgq

16nTndqoTzpFZhrwvR5SZEfmiQBzrQDLpC

16oLDgpvKBqU7vL8SanjKrASqYMUrXuewb

16oSPMpaDpgBm8ea2CxHeNSzBSidNtdUqt

16oXPiaLF8rXNov8vprqgTJvY2ZkaMNpXr

16oaNkvCBWSz7oN9B94R5iBkVfPyXtALuV

16ogZg4uHcVBxiUuzwjwTivsejkJ8siaoB

16oxKNvXPxrsy2Fqm2YiBRnUja9VjAWnhW

16p9ye1wcbRvgd4W1RcYSz2aTgTQe8Bske

16pBxLdudnkxy9dFnu1nU1phCQhg1zadkj

16pVwaoXgCkBzJCSYbhJkWm5ig5wSuJ1Pf

1592

16pyoNb7rGCtLrFDH7ydWZXSqmqzECrKoV

16qbrNfXg5cJv9die2qeQkt5FpkPTmDJsb

16qo9CDSDovSyHLzvJBhCgtQerTaHRzNLg

16rBhBBmEj7Lxs81M2Mgz8FyBN1p2baM1G

16rJVvWNP2UjPRNTyNpgDnGkLFFPrwJ6PH

16rUSoQwSEj6m6CgCTsef54Z7fPVXpHcxQ

16rUr5Sx5eFF7LK5mprgdeESZYHthi52og

16ruPXTKSzEqFaWC2LgRmtxC9MLrqiLq87

16sLB2bJFJ7ksQS8H2vPx5q8CcgCxAgnFg

16sLkCZPAg4GGR22hoV6SMaHihAUt5hwZk

16sWYWEkrzanBey98r4yp16DbpMhT1vvBU

16scbLnZnBSUGfpFBvzwhN7nanNSxqtPPM

16smTcbKcFGANvQgf4LdndkD1XvcPEtWp

16so2MLyww5w6x96biFHNnCM2QkTpPmNBK

16spHYTyJXUtDVcCUNCHGDjojq9SqBju4c

16sxt76UbifQqSGsY62cYFvxCD5MuU2iDm

16tLmWBgirUEYs5LBhQgKcjgm78qgTWF6Q

16tRNCkLqeBc2FWuqBwEG9C42cGvNk2w2Y

16tbqGeTDNcvqV1uPWUuGZ9QLwxcQxojyL

16tnyiiQXyawXXJ1jupXDXSrdv8eNKfv7

16u1x1AEuCFjmwXpMLMgawa16VnrJhrvEq

16uEvL2JWZFeeEyk7gTeWXDaG9tdACyVHw

16uHNHXeWKTacBLG8yqBt5wtonxTbriivd

16uVNgo6FPpESLfzTEKGX7rzaWxqff9F8q

16urshgMaYVHCsK5jKugwLXRhv6qZnpKi4

16vLMCpP7cMN7ePuXdEfJRVr6R4XeeSvgU

16veRFoVWzjRDSHUkp1vNu1b85YczRwU8G

16vuuzB587cMbmEVumxKE88s2pxqiQv2zX

16wdzwRMqEBbzE2FNkdKLaDrB4XhWdfTzD

16wwS6ztktZ5QEz4Hth9ygk6Zjgf2teXoV

16x7wDA9oeGr5GuyqCUXyrcXUERVJ2myiJ

16xZGYRiPZARTP4nNEB1FdJAergEnUgtrn

16yQTsbojuENAJgijvvkLo4TztLMrdtPgK

16yafzHFVZzBhM5qJstwsw41RXkCB2uqKr

16yu45cD8etdrfoaq8vwkuEvurLYYmKuDp

1593

16zefFEU91UGjD4YDHbADtfMTFm7a6q8ca

16zqn5cmYmqu5cKYZRYmMSoavpFDukQJDJ

16zwpXyr6vxp967kPqqTAqhUBemaT2Nadn

16zxGzFDjYJxER8YQTbM1GbiSTABfvuUQr

171yE7kLDvekmMCYVxZsi7EoAPThtLQD2T

1721QwnpNXHVm48Rc8jbtvkf2LsfGeP7RN

1721RPpCSRxKArK4ErmCP1kBynSsT7WgbF

1721xwdYX5aLW2upo8Fj9ZuQqLwfvitw9y

172HFQKjaKfk4Wqh6GiaNLr4gEVtYfqEqB

172bcFZMYkPouwMdxdWXQG6ja74xkrxZHf

172jHgELtSHMhRJ8h74kX85ACAPzJRYFRf

172sVriV6s2r9Dar8bW4DZaHgb495mdogt

174GHyx1E2tZiyFHPc167ZcTg7htQedz5R

174LX5EDp9ZqPftKQ6wCzfsfxzSSrEcdEm

174q1mdUfErgqNwbYA8SzmktaHngGAjyLe

174ucXopVH7UFG4ESGu6ZEigjmSHJCtLwT

1756q2YysxLz4miPuqiz5tqBkWFc2UDoeQ

175R6nFocVSGPQDVKngXaWtto8R198ShNP

175RPtmST9aT5v2BiL4zFStEgr7GYX9Zw1

175dtAePznFFp4vnPepUbS7f5qKtvvrwc5

175ikA5ZPhLuejgmjKhJBB5ZUPzwCX1ZJr

175sUNSRTnck6v7iZoVPNSQrvmbTb6oiKY

1766fD6ouX2GXovMkHYgCDXVbRFJBoAbXu

176KinpKJumi7UUWEMD26ENES7peeBtECN

176nN1p8DgEB4zdAiGxpnCEVmzpVxYSpQB

1776SQncTFumKSowxrw9neXmWDE24z7twW

1777eU9oM1ummvkt1bsXwQhx1vnTcw8hgT

177EjGJmcrG7H4cEnkfsyRZTRSXKUtTVYL

177howYoUefSM5rNJcAeApp7tbNAeP9rAd

177nNf4TQMdBheL5pyPukp5WBMDcRg6ccv

177odiAzGkjmLNveXej98MGrMVS81XQtEo

177xQ415RCEGeTis4mguzggHvQairXuqhD

178BZLM6oTrjtXKKXJmfirxvTXxVRVAYAi

178DqEnW47quH4KcjEboqNs7uTK2s5NBjn

178HGmCfR26dSSiFxJQah1U588p2CjgX7f

1594

178pejXrjQQrnXBKkKuFrtxXvqv5xpr2Ey

178sUzW9rsgNBwrdtxZrLtbR6cZCVumpER

1799mifTTN7bVx9YvUg6pcASjxukBRnfYk

179nEfMLmPAgXzbJpzhrSEdFuLaeZdip24

17A8155NFs1zHJugRX9zPCd16yw2SrKidr

17A8sVC2WLXXxszxcLkjnAZege7HkBdyXJ

17AJNs1C1SkYpXVMt8AiYLWpLRM4vYUwsG

17AyujteoDHvijjhLhcuDpcYjiCQpBJMCx

17B6BNRGL87sfqin7Tsf5tqgxFeD4cEdfF

17B6DUa9eGs7rZhhWMr9GBRrXq5byZVKE6

17B6csXbHJAkZzR8AFUG9GcGDSUDdGoq5L

17BQkSoJGnp9kmZPptPDPeaJc4S4NpA8TF

17BYEXpG1ZYsbDUSAkfqBFZfirq1DdiVNT

17BgkBz1T12iavyYZ7CKpyvCma9vyaiG12

17CD2r57TPvLrncf82H5vNjPa8FV4jFbD5

17CShkqepMLHizGySoedYUNCew86DzL84X

17CdV8SQqdkFWg7EbtFTELpdqAvaHM9vpw

17CktxvosyB4MRhxCjJNNewvJiTh7SAW6c

17CtLaHnTZRX5b4QenPLLiCwdSCtHeTbsj

17DASQQv1nnHUCJEhaMyRVS7jVWgVXBoFZ

17DFufJX7QbeCzi9cRtBXUdNTJ9oydxccX

17Dh4NiW6pAGVVkBaHvmffjnhbbvGkTC6n

17Do8xFuEtZa6FKtikjpAumMq6y9X1mU1S

17DxqgFTZQM6yUuuMWpd7DU9goGviUP16r

17E1xqyAH6tBsfPppVi4YCpms6HuL9v7By

17E9874QgnnrNKMCHS5rmS1PAmPtfGxCbq

17Ej4wYhdxJfn4YzKYMe8WaTF2fcFy4BQG

17GAo5aMyN7hWFbPjtyVReLbnrmHv8owtg

17GWBMKiG6sieJ8oX9hwLEfGwkAkR5kgcc

17GjpgKtT71BESzcgAZXm8LgNXfLjcWMxa

17H9iznMNFGujMpNE9Cr8yVZRxPdxU6vv

17HAN52TwGWuZmufbmJoXFRmL6hhjVyYbV

17HPk59ZN55Bd8xeXduGGqXJMF4gQGxxuE

17HRYKNy1M6E9w8AqhromPLWK4WR1fMsoV

17HZGrdaGc9sv2h4A5kPcxzzxn9wBAfzPw

1595

17HbiNbF7LpmAj6o5vmvxAKDaYEftCeAoq

17HoFNs9EmDTCLdCAa5VUjN7Pk8NbHJLpP

17Hx4KGSfuWGVfVsu4bRR4KRW6yN2nuXT6

17J4J7ykkgwEByxh8mv1CvCKzmhci9G7GG

17J5bVMABCL6wC21kyjDEA5db6T9YqVRRX

17JCt2BjvhwRrk2xHJAesJthHKTbrhsekQ

17Jd58ZiFxD5xyb7bm4SfZfk5igGyZ5E7N

17JjWYGAm7wf2kCHUN4f4nVxjBJHCHAoDJ

17JsyFKGmEWaEoNvecVL6p1yFBDRkiMoqP

17JzywptwqwvaHYFCW5XonbuuTpWcQYkwx

17K1FPHQasQLartQAwTKq5hnAwvnLjJvSt

17KAXqEFAictNnzWVPfQ4oGZGdJ8s1TwET

17KAntjJkA4t74vRvMRPQ46zVm1Tz5zzWH

17Kc2VsiKpgMw4TRrwu55dfwp47vBUwcvR

17KtuKcraMhQFDiwSR17jH4hREgMhP9M9m

17Ky1XcmSFFakihzsyDqS48WinT2f1TTN6

17L5wFAmVTssvgfcLMqX9xPMFCCfNyjTFy

17LMZ1AVVPC8WK78YgWmbZHWFN5sZswC1n

17Lph618uLjVC65qcv1zG5VmkjksJw2Tnd

17LvuGPxpvibRfzMjQGyvb7hM16uMkQq6N

17LzCgtpgetwnVfuaPksqFzri2uJqEzhCV

17LziCA2nQJYcSTcwZTkPNjVTMe2DdqcqC

17PPcJsY6aSmmjFnshiBEEp6kgct8G7wuU

17PaCVP8hppzfHx9tVwiu2tnc2BNTKbF5E

17PgHUfiD8RgHuTaDQuydB5hzcEvuqf2Yi

17PkNQyHo9TGjh9F5ta86X6R5mVnuh1TrH

17Q2WKSP8hMyFeqWH96uvfMNbSi6JcTb7v

17Q5WqskaTZcnjzQeGh8NZppvkgvYGdxat

17QDsed1drQAJoYmCiS8KhGYYpj1xvdDFh

17QGKyFbeNuqdRZXeQF2NvSP5j8msgfrco

17QMXxXfTNtyDPfUnmh7YuhMmpSwsMqsmt

17QkFvKkuKKN2eLXb9acZWTWAYtft7Fce8

17QtzPJiaekCGqekGxfENohW8cXXsX8cGi

17RBEMXewRsTAfjytDYctphKPYJRFVFN1b

17RY86svhpbVQv2Aokjxei1pcDvbRSxrd

1596

17RbFfTq4JkFohmXvk8ueFmu6L7xXKhUpL

17RfsDt1irTtpTcgz5fXqYN1DSQzWVpY8r

17Rnv6mFzmEdQf1BZiGBHJSZsAUp22qDKX

17Rtgv8i7jYSBXWmFqugBJLRZVN8qVPd7b

17Ry7aicA27ShmredqjkmorqkvBiGhuhrd

17SHgzH2mmr55oPLNCSMGiF5RZ4UP5eZxf

17SVFCf2wHNAGTPeuySZuhY76aWYEz24Xc

17SyDqNucZUsyM1XqJbEnB9p9SWecmxqqa

17TFafGeez1P7LgijJd26UiNhNowqCTc2w

17TMc2UkVRSga2yYvuxSD9Q1XyB2EPRjTF

17TY2N1YFGdVMDxZsyBP1QkK7ovYTb7a6y

17TkyqnkbTBstB4dj1pvt6GK8WciTL862s

17TpKWVhrAUKCrpYpu5SEZfCzbdg9Zabo6

17UCJxNbd1TVsTmXQ4cmi2MW1DAatNKnFr

17UGzy2DTFfffSu2CM1zonmrpDxhSNCY2u

17UVRXQ5oMsbAwy1bXBCcnTjNtXKsw4uGf

17UgtAYEUtLR7T5gvwUA1izeNopEumnv5e

17UyLhZtVaNWcVXXwBwaowndD2xXePJxVY

17V26Anzv9GcLjewivBqM2LzbhtP4jpmqH

17V2g8u2sHqgrK8CePpq5MZLKLNQ8V7q1f

17V4CooVagwGxHUanzgKCyGhUiv6EHQkJS

17VBaBNQ5jxhF9jdMFMuaiavBF42qPCgbp

17VEUqmfGQ65jonRoefUXYxzhUS9Fm1UZr

17VJP4kbM11YKZzM7zVEFPYiC4hQQ6k287

17VbK7KABxqDDxNYnr4V9VAkJ2dZ7QZw4P

17VhJWYhppyAsmNqLEQv97NDLHktATDabG

17VqecM1XN9R9KQ46fgyhw5sxNqHdYt6Pm

17WMpvAFKXNjTLWc61s2tvfHbRwvETgAGv

17WWQN1hZcjgqFT2YqNa1FhvM986pAkWZx

17X9WCNRnGqpctvqwvRdUDAfXmKxTsE9P9

17XYeHBUVGnfSMmU1kPD1CWDVqAtqNfAU

17XkBazcV8ZEV8EofEDEnx6Cg5aR86UAyC

17YBpjZxnq6wpFCkPV1Zk26CoX7aznxAKr

17YCcEp7eZeEs1WdjyqEKS54gXgaMAvGVY

17YMq5ZgN2ndptqhYDL7a516oWvKJBUa9w

1597

17YfKubCNB787RFfKSqjVNNx6yKm1bvZ8K

17YhFKWwMaG61f6k7H6AmHsy6s1exKbpaA

17Yn4CqhoMdR2zqpAddP6GZHT6DzjDYh4o

17YuEVBcXvuHufAysfnjRbuh6zn2tNmmRq

17YuQawJwm8RLuCpVxm6V7TbRjwa7HbCfN

17Z9Tp7WRUS6pjav54dmooBHiU9GrwBetN

17ZEyoUagpsJNevJPBsHjcGMxLNfHRPQTL

17ZNRcZfaqSKMZ1KH6MNH9UCuipYAJqDPN

17ZeZuUKkmShGaWZM69bacwgNGYXKTEps

17aBGBr6DgNY8S7yST8ZDNdG6rMtPPC8iT

17aHCNz9RCzPC1DzzZLTVZLYRDvHbFDtj9

17aKMRWqfYtzW4JxJgpWQMtDC25mNzZdUx

17aQm8k44vuu9PyXHBzXDL2YTjura1X2Xi

17agwUPp4JB9F662N7NmCeWB5sQ4f6LAjk

17b7u5kS7ZYc4MscjhBmkfXP9m5iDPctwJ

17bDQeA9FLFZYvk7Euk9fyuQcVfCAiaakF

17bQsNeismqrN9tSVTmnSosN89tvhk6hJ4

17bSjL7cBjWDJSmLwdwMqSUmwbnzjkitTm

17bVoAYWqUhQ91qG7RbkEtLXVNjJKB71W

17c4czP94CgqVfqJKn7ohLB4ZGUv9aauSC

17cW5nBaB9wrxVrBK4ir9vKRzCZhMYKWKp

17d172znpm6uDjRFbP8sdXfAuie7eo4Lnt

17d4pVTDiQtrjeq1F8Kt1TtV41oZyNTnRW

17dLycZDGH6anTvgjcUXugV8yGCy12fse4

17dXV5xbQd2n7VUBvUc2UVfo5Suy9svref

17dapnynnNyBdRZETGqewymJnW4aiuQVGk

17dxQff7BPB44amwM8u25mULxkFU2v1TSu

17dzCQc6PFgu9Pin6Cj7dzJpaM77zCU1to

17e4voMLsoMW8x8T5ACYzBYHjMnMQZ2J6G

17eWaXk647LBhbPZt9dkqhUUVwBczFzeTU

17ei98wgmGZMaXsiwst6BpXxC5zGvJTNic

17endR4nn6jeXhHWdV8boEurkuSTi8q256

17f6BPuwKEUxAzo65kbp8hkKwhK2tZa9GB

17f7ARQcWYWRrcugH42KEPiTfhDyneJV6T

17f7k25cSrTWzdVQuoVKkPFYj8hkNeEv9u

1598

17fKMzBKcirBzcxgULinmppxZM6X66RkuK

17fLpFi7vosoVbxVHRcF8WnCp9BxNySkTx

17fMmRDz2e5sM78oZbHUCyeEsfHg7WjSB4

17fRDwKpUSHoEqo7TPAW6MazRshW2VHb6y

17fTJ2Epf7d9skDn21HChFrZc597aZWve7

17fUVEyaFB44JZMrz2qdu4SKgSkCUxgspr

17ff2fnigLamyjw8cvxZHwRYdgMqU2PwR

17gLw7uUa8iP4MedPMFx96DQsyvvLn62us

17gZ6BsetQTBBjgVYNXwvdXg8qWbBwg2uA

17gvq9CjD9eQ2hKW9PpuJexEjGWzY2M8kS

17i2bWrF9ZE8oGcbhKSjRjNesu9FuLnWhc

17iFPqCRPPe8ZKNT186FL7gbqBtMuFJndp

17ikYNi7JeSvDKrMaQvXRgk7ZBqF1wqWSD

17isPBPrw7qaeLdfJq2YXv6nayGrgKJtac

17j1gctkunAztiuoEPL9Wqf2yRb2at8jXc

17jfhnExboeWSRQmLjZ86iTsJkprKuvRSH

17jp6pxebuiLLZM9gF16NGmjU42f45VorC

17jwDJL7GpveGCGKqEVJm9PbRBaGxuZTJP

17jxTRS89b4pmuQzNJnAMPVdmgGyHzGVkD

17k1vumTemvNNW8JLByuY9HnjBWA2ZyizU

17kHM7oiBrW5YsrwPby9UbpPJoD7SQ2hPu

17kKp5NxAXdh2S7ZCD4Czf5SLCiuK2sc4c

17kLro9vbnJYckEsdTfYtd6WsaxSdoyAYZ

17ksMgqoCAhZGByhcqPJxn2Dna9QTKSEoB

17mMo58bwf9QQGd5hcGFr2vdGkjY5xScqn

17maUih8vGH8GVEBL7eUTEopZ5XCsapEhD

17mkHCatFxSwgsrvZ8dXm6T4sgkrazbKoR

17n6bWmXXeLED1uJGsZeu9xgFimhEKN55m

17nDdpS1yCsWCMt1ajfNKht1HfVTSnSzMj

17nUrWtZEGndni67FnNrKz1BhbycZaXDaN

17njDWBHc57g9BkDJ8YWmZeM7zNuKXyrRP

17npYyB5GwCyVJ9vsbnTZ4VHkDfuNL8kfL

17nxdQF6wbQAStmFP82h54YXiSzRLuTvCB

17oJCKJxPZBjByy9Ub9mU5eERU5zoA1bQX

17ohcsdcsqb9q6Y5LtrEQ66qLPAq7t1GWj

1599

17okXLxMxXG5bVq9b7JXdnKHH1u515sEMB

17oznpfDUjS4NKYixZBtgd4uUo9hUNAPk5

17p4AuJAcqkXe2UHhijVdiV8JQfn5x2npJ

17pMTgwRcSJRtDWjzgfLEx277VV1vgk9NT

17pah1owSA7kvCCiNWKk5qU1Y11vgcnUNn

17pcyCFjfaUQvgiCRYK1yx4SoDaScTuX4j

17pmhFaTxMynbXHTwq9zRMrnUkCs9y6kur

17pqJ8VexiL7iKYW8FxrVtG6tbiZCCaTbG

17q9LvsWoT6dfV2pXipDjLznsxSfQp6HfY

17qWkht86sZGhcKtUFzpGVLh9yfEsEWLAz

17qtMMoXpWtf99jUfx4ZneAjoV1KUADUJF

17r7mzEVTTj2fuSQzNvh4ubXwHvtZGRo8G

17rEt9HrceMFWRiVFdK6rxEmGpSVEVB8Wm

17rHeKzC26eQEJrM8Qh2EGJ5nc7RspUHJz

17rJmFiKyYbNZmt9xiz8yTScX1QvWpt7pz

17rTGdD5X4bSKw9DAQzqDJF7T7JbMxLkyA

17rbKvCg8xkYyy1UhK54V8WqXtBzYqucVB

17rsjin58zVyoGUXKSFhyt6DHeNbazoa6

17s79NgLNBWuYNyvRNyDtbcHj8oW8repd7

17sDdBGoM2Dwvs1z1mVjhbJ5TvG5q1qHJm

17sQyiaWiFGkTDPJH6582NdV8ZCnpSQhkS

17sZ7MMHME2V9ettJeLqgQFzRPsnsUb1wr

17smC1JSaGvdx7JzCsNhfLdDGZV1mnpoBA

17ssuyYYrSeNdQtE9kwnf1XeWFPD1mKnnA

17t2tsxe8wWo8o1YG5CnRAujitRfv2n6Bi

17tHc6vTw8sBeVnhGz8kPTN6uSYTNbkpTn

17tPURRFsh1wyNT6zDAhjJGm2pn6AydcWk

17tv95YBrAhco4jMpHo4hPiFAEozJAUNaz

17tvpCyEV7g99K9txhK29Ju9DL1qymdMUY

17u5AmzNzYv4in85rjEnAY8vo6vTJ8bBK

17uWgP1bKS7ySm6rwVUfwHnsrNGzPgtPhp

17ufVXjpxBK5KX7ti9LeTjUGdFYjxDMHkw

17ujHj7k5sVXcL1JUd9WUv8nVfwuR1C4n1

17v2cu8RDXhAxufQ1YKiauBq6GGAZzfnFw

17vaB42Gk1h1Z4wkL9fipXZuC2YbfK9tfX

1600

17vdtwpSrxK8nKCVvQmCtLHuNfJvns6qsg

17vobZtPyGQ4qZuhvRNdkYTtvcwCmcMp4A

17vvULqVY9LyEubm9yGpFQ7akGbz2Nj6Xj

17w5VE6ehthrY2ds1vWrzGodDWAUfe5psA

17w8JNLgJTuF5LpfDzfcjn48tru4Ca2qwq

17wGFsSuYwkFE65mgkkfsDn1H144zKbiG

17x7stEHuAw2kXQyhnUnxEzcchXMeRw7VR

17xehdmNiCkZaAujqdTJDT61bDFy7Bwigk

17xnSX6TPJfUWBtLhqKtzcaSAv8YCtFQYp

17xoFEusgTagJX8dftA4djfd5UybUfw4Ss

17yaFtqYTq55B7E5wvq7hBiMAdce2Q59qj

17yeKQXdGpFBCfksdWTESEAD16iUrsAryi

17yhQskGrdnG4r4teKgvVuMQDXHUWGEYbJ

17zKz1jTyBTxLt7smcUKgw5GDi9ShHikTL

17zTPYhozpeWjsTJazjFEDT4JuhgiVGEPM

17zvN9PVS9DhhPzDfxAXo9uD5Z6UhwCDtd

17zzyoDhSTkLAyt4P7NEYrcgXvwsR1uBin

181FNT6LLT12pPh4asbssaRqhb4U7LWiaf

181KHLGoQRPBMsXSwV2tzbfLedSHt6KfKv

181am5ivgiVvwJcn2BoRU8iGz1RjWpE7La

181mCvYiDfqiBj8fWggnkwxTB7Fbh1FdUV

181yZmEp6n5hxDkdvMJzvYNRi18G7x91zP

18292gWcY9PwSzJR5CNzRLDxeL9fmBqQKh

1829E8cSNGMWJ8yjNcGKuMfqPXhQVvNhGW

182EndVqtHMxGdzM8XCmoX2PTG1aYB2qWJ

182FpXQ16mwcc9SQWYuGXpATAXBiu8VbaE

182vTEzzypUSWJrpjkA99hnqPnfmdLVwrU

184Z2cX72MXSqfx2aCiroV6V9B72pL5YpK

184jojrkj5bDDiCRDCNwgyXUktVTFdg71z

184yt1TsQ28QGyc9xptRwK2pY9xaVCY1aH

185XYhBeiTwqj8FUMFsgdz1VVTWoMCnsg2

185toApCeTjYXYKgFaY5ZyqQnHUxJfC7ZE

186RRHMUsw9AKGm6GpEpr2ivWV5F17tHWx

186rDVnn8EENxirddvCNCPikeRr8NPJcRG

186tYttbPYuKBPP5prQCAc5gptJinDtiph

1601

187Co1SJysvZNLzPRjU4TMc1mEaTtPZ17N

187EUPEbTYerR8ckvK9aB2MgK8KWh6YKxd

187PYKu7Xr1nsxt9vojynztKCiwWd74CTr

187T2C2xtah6RHAKdzPWAKsAzGu7gaMib7

187TekoGrMn5stsKWDj7dPvh5EnBSxfpeD

187X8mScvBdmfYDUhuqwv4C9BvPCJzdCgq

187cU5J9Svn7kbEvoJaZR4mPe2mHUwkojH

187vZJbbrvXgNhFkf544bzbrxN8s6huLhc

187wprVoCRcAsqQq6iTiM69zhhbqQZTCwN

188Cz5c61at8nDjGhVKijuocBgpSP1jSFS

188Qw1co2YQWgPw5yqoLy5GWdZRaPQnFkn

188bH9TgCZ1zWL2FzDwXjDC9XWzukJthUG

188ePTfY4Z8B4iMWQeb5YPbodnTLDmz9Xi

188msUXCfaGun2noA2X7fzBZQ4YsQvcVNc

189CKKQHnpn2uGT4giNgKqpDzr7y2i5fyJ

189HtAYguwV22oAnny9wm9UpG7xFu7To4Z

189yg4yc9oQ48x91nuHfqx5ERvYkhf1gyc

18A2Qfey4isP4XHe5rtHaJyo8wb5BzGnvE

18A5UCq9aqoTQCy4YrpUV96DTzcaoXGxh4

18AMTTcBKpRkcHeJGx6ZZ8F8yALzzpVPQH

18AZ1n68VSjzNPd59GXWG6StGFA4wP2vto

18AbtNthj7gXrgcYUgaVA6zhacpvN5RWS6

18BJ6LsWBm1pUa1rerEwWnFfPSphnNDtpo

18BP6g8bQJoxU7HGFTxP8uhvNmDF7bAHhj

18BVuLN9qHx9Uew7dDGRSDyBaeYgF5T1EC

18Bf7kD8NeJfmsBbKt8aTMi221R9PkSnyX

18CEQbf127mqi88fLQqwjjiQLLdcaj1Atx

18CL6ioD8UFcpQ6mu5qMpmHn51CnyX6j2

18CS1o2XNjD9NhYEpdjfYprqm9ioCMds8u

18Caoso5Sx7G91VTksxfQakqPwRKsWEUJK

18Cast5Vn6KYdBeG5KtpM6r4UNqV9uKtDE

18D8wzERhDBdUFBa9LJvNp7fhrJw5YiwE9

18DJYegqsE5zj8MshUKaFkV8abLpfd6xXQ

18DgUSMUA8BzjpYN4Jdj4AhknhMSho8axA

18ESZ71aKTkz1pBjpaiQjx9BdhaxRbFRx4

1602

18EWWNnKS8qWDQzbVwWNrTt4gYpFQ28ZDR

18EbZTzrWoKjvEZFP2nsuaxZXk2DncTQ1n

18EgRBDfEuHUoUsuSQutwvNA82Ai5a8Ent

18EudTbuTyZ8uygCufkAvbC4Xds9PNZvEN

18FPSenSW48KwZHDnjAtEjca1kJW2f7UWZ

18Fykd9GR4NxaJBHe7pCrAc9JymKipEPuM

18GDmBx79rwM9wGpTDDu6HizWpCr5KD8rB

18GfVaZph14riRjZTTTTdQv6wv6uSNQbxa

18HU6fyvbmAbcPQnGPKTcjHxyxCg7Kb75y

18HuVAzwr8s4w9CcM1AqMMerJTvkuuCPYx

18J1QTQHyyZ9JoUfhczx1ryCdMB7hoMhVR

18J8j8qCs9MaTuU27LhBmD4hnumoJdAK5f

18JFTTBV2iXqCbYdJr1CVWpDA8HXFQnTDk

18JNYTP8dECmdw99JxRhoQkwAuWCszCx8y

18JuJbNfDTWJtHt9mKhQNXCsgSMqoub4k1

18K8mzhJSvQcrRk2mWSVpcKWpszNq5si46

18KCTp2sjbQ2CTFdksmjVSkz7FaP7gPnfW

18KhTbDj4YfFwohY6UQ6SXLsQZ7jDsYjw9

18LPXP4XKSUD6vuqKJaPDJWUyRdksrZ7uw

18M4ts1Ak9PKFk4CCzfM7jiPPs8RjkeTS

18MGMyTsWWt8FCLEqpwiy11Q1cBC1mMjkM

18MU41arvT7XKQCpThdb6RWWK5kuXt4ZHB

18MUDcTHXNR6QzTJbQo5xFfdgTJ8YuMcje

18MezVcSS99iB1ZAowjT4zNApRJau1tCDy

18Mzmn18N4Vp9VTkdrtUmPPXzYFZvJ4vmL

18ND7eMZX28aQmrjWv1C7s92twqM9uYXeZ

18NKZFiwMFEkkth5UN5X8sXCqZjgopJU8T

18NpkzxvzviMWGYXJn9MCPUuRKiLKSjutY

18NznwqnT9y8eV7ysqoYQ89PLmiqNXhXPP

18PYtv92LH48DuPdWTS9pT6dE8smsrTfD4

18Px21tjrgXjbjuMQYrNLRZcPvEuRnUWrP

18Q8yCnGxg5eAckYis2jXECfHphu9PWiYH

18QA8YuHGz5ArAtB7zETcqCaf2LoP2iACv

18QC24pDnSHB9mvyyUh99ix6KLAupvKixE

18QRMyCP8d584BP7sAjo8oUncWmaDVsphg

1603

18QTXYUJiBRuEah4RXnGZgHSey6DEhzcio

18RBK1k1ooeaTA4cyqMvc5Ln2S1tFsPRko

18RreVkAmtvbDAqShXqEkQjCMXXo2fjAar

18S2yS5Lc1z5PdbunmUE8YcrJQoiEn5Za5

18SFPhDcnj5HvkotoCVk9nfPpS8nrcHCdh

18ShJqwMsG6C54eUYmBdeqyNtxFCBAx6pJ

18TNjy9ugJpkp7QWUy5mdpPPQXK9SMfZp5

18TSGk7EMjPXALVSotdDwd25uosHnXzC2W

18TWN1w5WtyVo2xsnkNhjUJnMeX5V7Dr1x

18TX87nQjZFwpJdnywyDnLKcLsNNAGT4jT

18ThEhcZFUaiU6wd9mySRyohAKd89pmXTU

18UJatg2UJxzwe5cc7MPVVhz5WM9cVTBKR

18UVkgm6FUxei6Svvwd9pDeSTcYXCBnF5V

18UbYDCEpyhWwXgkYrJtxRyL1A4R7Cv7G4

18VRU5MLJASmUTc8QdydnDXaewnD9thbcA

18VS8DJRFZZqmFRzQ19MxgYogmcotXJ7NF

18Vc5zLnMg8F8Yh6AT6Wk2VvV1EkMtKqsW

18Vfp5yaeqJcrQ5dGqYbR8qvfnAznw1oVv

18VxZoByicdAXudyFi6PRNTuaBJ7LBZD1Q

18WGAUz8x9Bzhexp21Zp51Uer1p8JHajBV

18WLrWzUeggYpmcn7qjo16Hnhzaev6fkG8

18WUkKkyPDkQWRC29SN646enQkMAiqnDcX

18Wc6DnCRwWVjVnBKqrNeJUxtQhVbHKZTC

18WjXQg9Hy6GRfbdz55NyZMnxur9VJ2fjv

18XfgMXoPHdu16GdwPxAFX1zpoXgJ6DXWb

18XkQF67SbqUQeMpejxTSYcuwQkRp8Q2H4

18XyBC6Gfz5okP8Rpj84XJeumq2wBJwFdg

18Y1BCP7oTBv9yFbpLRsDaDGAMaFrKyU4E

18YBSqEDnvEHAbjm5ikqDkZ9mY561HMJbT

18YGQccyrzzQv9oXXW2MDGUPyydaZDEL4a

18YQ6fb4GMHbZrHSud5VCGmRpKLv9XgxqG

18Yaby57EgDg7tYuHiaajjtZMwhVGTayRF

18YdHKFGc8irmrnm9vCKq2QuDmE2RNJyGK

18YwhpiEWWgtmRYCodR7jWDQyyBfnLnNfn

18Z85X8ia4FK8yWdjTPgtWVPjwGDwNuCYb

1604

18ZYWERVAxy1R2RbNe9CSUPQ4KYSzRWKix

18ZdeAwfK45FPE1SRb2HkqEEyPx2w4dzQu

18ZoKKJNDqWSrpVdKSfGVGL4kaYC5boH5n

18ZqfMcowNRePeSakka6nqMjvyri91W5Cb

18a5w964iWffrRx7BytZ259gSqhuSMRK7f

18aPAWUjzRuFiNJTSLPgewpbtUMoobWyPn

18aonFaM5R6Cj7LPGyRDZrQtFJJS6oftfg

18b4GasoSWa91s56xpasYJrAeDm4yb5xLa

18bELcqVGQcDTxb5AcMssGEgXfvJkQ4P2N

18bLcWbuFicCdKCLsxG26XfcrLGjT9tFXi

18bu2Kds9Dbu6rzu5jgRqZp7qx5a56MFQs

18bx52oiDVSUcfFhHENTWuqvU9uN2qT1UY

18cNYYyQ95fDgJ8a6BgHzKW8hmv71RWar8

18cZqxfNsitGu5c6S8zAJU9oDEMdn66LD7

18cfHLA6miAcee6hF9o46N6RHPYepCPBv1

18coVZ96kZ29G66GwFyjjeBb5vQxxfAgjY

18cwh1jo9uKAbCEv7hy1UcXreaupnrmhZf

18dNa61DhhxjhFYm2UVPa9vZwqycmjLL6a

18e27uLpVAmLnDqW8Fpgcf8ZmEdsDKgx7J

18e6y62Tj18yVDHfUypL28QHLofFadpKii

18eNjo2ZQ98qTNuW4WHcqzBCoUMyXX5JC5

18eqdPJTwpS8sdZfjdsLrtzwsY5qA46jxU

18etKT1Wepp2XAgRt2GdaYReuN7wgjwWLV

18fSULsiLyAso7eoYdFzet6wRitarAS8sg

18gJN2NVcKXwU5dbeEQCaeSm5CfzoA5P1E

18ggADNkHbmRJ7CLcoPFt228y9WoPgseSg

18gvQz8hXwdzkMGVXcArcE7cvVc2TNBhgA

18hDQSqKsRWnGdNe7NhobQjCpfaBdTQywb

18hHrNGcKBkmgvPtutJukmxtHyiiAYSHeE

18hNwiTYzwACBL5aKVvFWkcCGjcDE7XiGv

18i4Rrp7JjGyFd2qdDNmNRMpn5PH2SHiwA

18iEz617DoDp8CNQUyyrjCcC7XCGDf5SVb

18iGUUoi1iwdyK5LSF6xkdEvoNXKWeyhGm

18iHC7SbkKeXdGWrzzPBqMmHpKtjfoX1U9

18iJ1SE7gspjRNaLiD5XV5CFDDWLUz8uzw

1605

18iTAYxdVqzJNPwJpbQUywSpburWJ8VEyH

18iYNLoBcT8WZGhNPycDqCFHp4Kw5eoEjh

18ihEH86m5jJRB5rDkYGZrCetgoWxdXuwj

18iz7qpRphLsMfZdRQNtdTtgghUtL5QnFE

18jH9Hj5Dun2RjMUQe5qcVCcDSuJQyhdbW

18jTvqGPBqJZJNe8zsvGsTGZtpsnNrzdVH

18jcAGpZMVvs6djrwB6pyWU6JhBQGzGVfp

18jg1PCSm5nQxqucMdCR5SGuxHZt9mV9mE

18jhFWgSeXDqbhmb6HxBbGB6bu28tBUMxD

18jhrjLvZm7APioVnrbTTEEgJPYzv2w81E

18jnDZfLzVvMPzbdjark666daNcMGCa9CW

18jqpjR6q78E4WGEMTktZeLd2r8Skvg9yB

18jx2n4P2ZhW1QuAG7uuakioHDdPtT7NED

18kUfSLATDf14o5yzP6BLunBSixhQgTQgo

18kzdteS5PLdn4ewsUQjH71XEEH1cApcdP

18m8d4xNv86U9ehNPDFDEe4pvYwh1cHGYF

18mGUaY8v1TUZk85y6Zs7UraaARzJDhuUE

18mWD2NjTryQpbK8sjmY8ovGFEv7hKsZys

18me1wEs7Gfthkw7mw8oiMPfTSH9jj9hxs

18n1uKbEojgJK4A4vEUjtQJLVBdRsqdFn9

18nGMJn9e614gk7LcTn5sbQYMAKx6rfrav

18nJt94tm4LKrUnWNpM8qXD5oXDQBF4thi

18nYi7tFNRYhyLgWwYgKSrH8KTHFcTm1yx

18nZpYvxU4QzW7cDtRJhzBq6erSrfxNSmk

18o2G1Xs8GHeQJHgSKquB7gFturYH17iPq

18o5JTAXwrfKvuiamk6ifdCANJbnYw1h2w

18oDnco7vqvCKwLXY7g5L7ZECyK6aY5TSB

18pa4HWjiEqbfzcNwKZvxL7TmxdzgD7Fwm

18pbiFBq8rAZoGiD1Y4Bc7KVXtQ2muWq2A

18piQW88Q6pqw4wbqN6gsGLRd9zp9mySxz

18prjukrWtNRdKXtZLwL7bUgk6J5kkVWMH

18qfiVCQzRmRudEtec9xfBxKmB9EhVdVTH

18qjcEidGoEBqg1y464gQrqXxymZYmw4Sk

18qk9NCkSuDiXS1ku8cY7LYjrT2buyMRTg

18qq2kdeWcTkugWNFtn6V8CojVvw77LiBd

1606

18quc6YxagpEAuY76JYBhxyT2FsWjScmcU

18rmyYUSaDv1murJDLDJ4EaEz8NPzNrMUG

18sS25PNpPFw8Jtsx49Ha4sVmN54V5ErNp

18socNfhVzsMNNwQijgCdJy6ccTPNJn71h

18sssBv4M8seGp79pBJWQxnqEFSsDBYxKz

18sw17si5HUM9VijW5jLacfBdbbx2kH9VC

18tDqHGRmcFxoovByTYDZh9rqusDUxuMDD

18tTkL95dx6cmfhdDENd6dTDRxdM2dAcBE

18tbXGGkSrZRtJTpFzcnyaSaSvVzEPACDz

18tiWdVPi5DpdtXfvdfnUuzFLm4HFeB6qC

18tj1kmmN2xuE6vAKECbfCww4agXSoPCnD

18towCHSNLiDsRnrFyqfREvGCRFXaxgJ6T

18ttuTbGesBS8MBTmFdf9P5KCX1m5nxErs

18u1hx4tqFcXMTmDite16zcSGB7yKLwQDG

18uGZmYdnAG7AQ81Eiojb2awpabvMWh2R8

18uKj1EZAatgx4T278zpJHNyfuhJsQ8sgP

18uNCVbJa5H7dFhNC4MdWeNvuwRsLVBcBY

18uZpV62WTPaciQomgcWiTkV8jDJGJaJL1

18vNjqircEuJSjbD7Sm5ipYNggYGoF2G2f

18vV7conBRKvMJBoKcmuiEjbtD7RTia4xs

18vcsFHaStHa6cKiUuGheUikdLhvATdaJJ

18vj9SNZAzt4Rb46kKVHRzRx6uuvk8WfXV

18w6AWzin5J2kJXghumK4nfBnAv7f5F5KV

18wLHSxLdMaEBVnFSarUCxHFwNC1guW1oY

18wRgzdhkTxgerhAdzJ8fT6Syy1mBm5eBD

18wdNR2Bkp56GdxVKd7XX8vvwQMUirTwkQ

18wentpyA5GwGGaRvsHfGFAsQrrmKFGUWa

18wg4VfQXcphjuMxjSBCv5EW6wFiidtN4K

18wj1kF7HtskRNtMsLSnFW7noJWr9SvVoQ

18ws5mQEvYrD1XURFWbT2RDnATyFmqpquu

18wzRPdZzpLT2b4xFNZawDDziUcesVT15j

18xiDDrTmSdenUrhpAhECA7NhcWCfYiekn

18xpMTWcjpaiQwMUTVcsV8KET1NRERUrcc

18xzPJoHqWQtm6ab9mQ22J8XbRJeDTWJ2a

18y7Z2eAEsZkK8M8W7wLjEedZrFmYujds1

1607

18y7sboVQRYozpABEBRKUtN16TmQVu4yZJ

18yRbTGzt1iACQm7FbTVSJJvUjVUCUtfjP

18yUrNehd5hDJ8rskRHGvQSWtDhP6iJLiJ

18yfx86BwNK5xYKw71uaHwAxPgCGRJaqgg

18yno1McpTWto9PxR4PUH4Ly9sfUymp6UR

18ynoiRdvheXGSZkGxRmQBJe8FX2ZZSNuW

1914Zr5FFSeegGCX4umZYp8nmnsgAbDzyX

191LXh2dTgPGYDk4Htofhebnk7ReiGVT15

191gZcpXrNyxdnw7unhiGMNJnRSywLzp28

1925x55HDrBoPaj4zVJUzJXMnZs72HSVdE

192MwHaTz5D1THAPveLh9CQ8snYAqfCzqj

192Zktbc4cNPhKs9rUavgNJjH6Rf7NXBqh

1945p9nePwD4iHJiYew2grtcKLzHsDL9Bo

194H2LwPei9WsyW77H4NpdKMjhrXPrDYKu

194KKeGhoYrvxDYnNtaLna5YDYAebUXYkH

194Uv9NymH7DBx2AfKkPcJqtXSYwaiyxFh

194XrevAQ1SrVVA1zYMweoag1yWAoRhyt4

194bGcMtxVykpGrQu8uvp6bJm8WgcHP2pf

194cVWBernoMB1atCw7UDoGtj5U46F9kgK

194pqh6VJx5gkbk5fbwP8Y6Syyr8NZaZdH

195rX4KuUKfrhhoB6MMi2v5JRbXusK8ct7

196LkLwKm8kCypYmAXh2e8jsRNBpLrH2U6

196XpPeKbJ1YsMCtScEKxpwPDuCxusTiy7

196d11Nt1KAxJ8rgFPh7MKevXwUMYsRWX5

1977mXSiaFucVCfnEH68MqotbsoU5YGPt6

197cycQmWNHMDjMoAS7essxc6eZd8kWyUs

197dJGTbMvbVa49TLWs87SMG2d1xMC7q9v

197fpkjfeStKqnf8Um2LWYDAoikqcyPj2R

197jzVts5wjRXuLaBwGFnWrDVetDGfpxq8

198adQNQqqjs4Rk6kZSvfbLAvt7spGhbxu

198ydM7h954kk4za9wFr594Kc2bpZjsJMa

1995k6RYCMLNCoyo542vYa8aY6CgT4TmJe

1996kabPqs9MPuuVHnvjguee9t18H7QYYJ

199EQGiswbB1eRaYcpECS7nDrzThhKab4Y

199iLrHzHsZZX91b6hpRLBGFYkFn6D2xsM

1608

199k4S9SGfrHHebmT8VYRu8gH4eNpLJhnk

19A4thzhK8Eq6PHbR6eik1cDqH9HVjrYA5

19AM2kF6V7zTNnbbFt8wPKUXWQKanwB2LD

19AMC2rE86LUYiJk4fvgGdeNhwsh9yNse

19AkKwyCdntewxNrQsryBeMC46ZZnDTbba

19ApovY9DYaafLTLqVPeboFbqd8WqUCeKS

19Aq5gHhdTtNeEpi9Ntdnn5j47Q7PK15ac

19B5Bt11oUqYnwSXfBgRpwwDGg5Ajirbjn

19C9rBUVBUWTQfgTXAbromRbDeVCA4HWRB

19CJfHnNZGJ9zjd7VuMVdeRvPQjNDPXGL4

19CZSTJvCt8MapFiNskYYnfLdL2CaYm449

19CbDoaZDLTzkkT1uQrMPM42AUvfQN4Kds

19Cic8kcKMskWmfijSb2ZKddUQxtYKhE6d

19CjZ8dLY1x4NjimtiqzvBAeCQLHXQRJDe

19CsjCvFbtvtNdGHNdpUS7ekzCiBSiZkYk

19DQBDQo4T5DZEHiRNdiTR8unK69UBYxQT

19DdA9psrLfeLm5RaArdQjRTLeadUQSZEA

19DfdSCLDpftseM1R5d4gsJ5JkDdC4RNR9

19DvvMPLva9RQ9ArMwLHPtdMM8pRcM1yjQ

19E5WeYbvkeACBWCibjoE2eYxHFEr1DHQx

19EadvyEmg9ZZUuME6NmqhzxJ9YQYL7YH7

19EmytK9Ctkgdvg95xyJjdN1XtEkdR9rHg

19EqgAiYXBGwtuSKZt4G98zWQt28s5hTjv

19FGfgF8a5FfJoNj2PykUZ4MoRnF9JzPfX

19FjueJXMeZGFtRAJZEhot4uXnKj8MJ6uo

19G2yZGG6tQBbqxadidWDrtGBUimSm4ozi

19GMxKmgba5e7khn4AqoRi1nGKQjiXvZx7

19H6ToAWcwnPDDCSafnuiuVs69ehAAk2P7

19HDxAPZU4mJrRhAvKhH2DT4U5vX8k8Vny

19HFSnj9YRabefxvCUB21DVXhDU54pPpsr

19HG7kzL26rH7SWAXEDDHkNnHi12nJbutm

19HS8CwutxCUgbrUaLTZBFTwiijYKuSCte

19Hhb7kJweXWg6t9b5LMoXPgQs6ZeFSxMe

19HnvoJ5UuCU9nZRbE62gLa7X6mMCPii6S

19JAM6eBnHhTBaoFvfi6XjTweLSzQdhCMT

1609

19JTzWZ2HtiQN4J8Lx9vWz6ZWnKkqhENzy

19JfmHswm5KSdFG8PejWbsVysCKkNT6yUA

19KCvHzFMYcTFfhGxKYd24wBnaJLTvVex8

19KfBSwAfKfUAqNprpK4PLKe9rVJeQJwMd

19L6UvS6bW77kDNZatefC9Fie1Rg8YzQmW

19LUJ7o6kWWcJPpyZXDhsHJs6ZufGSHQqx

19MAH1VVNjzPt9EbNVfHGDmNRkFAiQSt2K

19MFrzemeaUJoQQUvyMX8mfYb5jviurofD

19MivdFBuyFewLhLKVST4mTATDFxPa9SUw

19Mpau7GpXMbogNfVL8mGoFGFecUTZAgh1

19N4L7fu74dtEMhdH9pNX46h1y7F6sZG2w

19NWKeTZMQT6T8RbhLpptfHrJnMhnKugXp

19Nni1BySarJgexbVncwyFu9ptFWEksMXW

19NvzBWjrtmCiUoiNpNwX8kEEZKUpkLAph

19NyopztJoMW8vxrr5H97Wc64fv2urHxXr

19Nz7JAhf84x6CPWndd1BmzcLoMyr8ddRa

19P6rf4qX1UvL8uQCGa1DfTucHr4x1sVHC

19PBK2vT92BZehaLiifhddVx5QCbcPc77i

19PMaisPFcwmFJQ1GjmgDaMUQvwqi1V8Ba

19PhAtbdNRYov8fenMNhLisiJugSuGerT2

19QGw8bDDNioVwE9gCjxL17cYSBSHuNkbP

19QNyhLrCGW6foqFpqgKGZ6gRp8me8ForP

19RXkRcYGhgASJQWX9856MMAe8jQQznkCn

19RZQLZRqRwLbduybjtLfvKwKUGt6kxF5L

19Ram8iTJTUbKWGWGvCG6xncGgn4L11dot

19Rs8JYHxAZ2obTrTxCtNdMLAXR1HUb8Eu

19RsaeM6CUb4wxFYyte9EYnofQ92cg2ySL

19S2k7QWKkBE6VZJNcZwQ1zGRfT7DpxVVN

19S8iX8f7iT9mM2yjm5RAJzb7xB8vMDmcy

19SajsmTAVycJuZ8DDLDDx17yn1QQWvLVQ

19Se4RNR1R18642iJgjsbEzXruSMXKyzAB

19SmyG51vHoE2XdYQ1wHMC9RiitRBCm7ua

19SsKXFjcdz1b5BHM1PuMLG1d2kVrCo7Gf

19Sve6iVzf4t62yryzM1ZWTdHBJza1ZnzY

19T5Sti5S6SLuUBcN7fhLhW411S8BchMwG

1610

19TJsaqNcXeLmqDGCedbMUgTnaTJKrKSyL

19TK7rXKG9oHuu6kNP65pvZ6UQ8uM8Eidj

19TKPmLu8i64dcnfYsftQwDMqK24fNGtuW

19TdRo2DhqBD4xgUCiMN1XAfLSjKW4p6hg

19TrfunDTEP1RENWjMggmnFnvz6XmkLnKU

19UUh5DezLorRsYjyxegF8JnmLRBes8RGR

19UZvVJUcpcvEk2HjESxsqRy8nEHRr1mbq

19UdbHHWs4yfrybaBRCDwniTyRCqfnNQ6

19Uqor4kZp2DUdr11WSjcg7gtNQ1kaRJjA

19Uvzd5u1ze9UEqBdrrkVsYKA1YZQSCSzd

19VanwcyQt8N7EaakBVgyyFKDaXFXJuPTU

19Vn4G7v2zUB8pWLRzMEojaNv87ZFGoJT9

19Vu7gAHMNa21Csc4RVcgaffYgSMdXkzz5

19WxycXH6K8TAZ8QBgnX8Rxo9PUU7KkfEa

19XJ6o45oDizxm5dHnHUbYkjro77vno6X7

19XNgDMTgt85dU5xUZGd7iFcwjM4bremKz

19XffhbCjtJZjKiBDZWF81E8smS9JGinvj

19XvpNLEeeCsZ8P6ufF94aKo2hpAkDCxLE

19YGdWKR49GKvzPeZC6ueNGj7DH1pBJ7NJ

19YHRuh2cFGpnMWX84GP2qK59o9UC4WpTZ

19ZKv89zJauTSXq9LwV7S4Epdds4tdBA8L

19ZgfQgJPzQTMWpohaedTRPguaYRK8uAHM

19ZkXkTs1ZCWf1Y5JuwEtAJ8MpJmyxnTDw

19ZuKR8P4RxtSeGTHSDSWWhFMq79yzs4i

19a5SwxMYT5om9HDoUadLQXStdGWDMGotx

19a65oPJLYCtvgVyQzNdB2xszhPAjJTZ7k

19a9Q9avsNeZLBbgsgPp2TM9btKAsTMNUS

19aWnyj6KotyWDh9cbSzamkxDEyGkdBuL9

19akTt42aXoit2oF6KY2SHwCvANmPsr7Ap

19b2sKdBAsUBU1ddzyanV8ddCKU1cdDjN5

19bPJDBhX1H8bFNEmE1sd24CVQugZAMDBm

19barYsMkFNfMhAPRvt8EwqjtNADGzXe1F

19btjchYM1xkr4cu6ZPBKe1J5GQFgx8hCW

19cgL4SJcANpYFBxYKGTHDREyzQ6UHHRxb

19crBtESUWDhoxKAUixfQ1aDkYk4LG99Jj

1611

19d1xJEFS2jwJfhz7HM8nGPzXhZjsBpm4S

19d4Sbs7FegrPjKZXzejht8CQHzveBw7j4

19dcB9pihsJPLbEDjbV5fVTSbQhs7xz86U

19dcbUi5Kvm8uGaQKTrKxjFGQV9cdWkLRc

19dwfeTJj7nPGeuTtyj7asCJiAXSiKNqVd

19e7kLTBwzm7bawr5jkSNqhkoRkhkgXkzb

19eVCWHs9A6PdwmfbFfh89oMPbhgrNJesi

19fS97VT4E7xocAS7RphLKQ6qr8teSc9tC

19fSjb1TDxzBnUjNEpCMAJHRF72utZurTF

19feFZPANADLrP9CEsXymFMByintg7eFdo

19frrd4aHH7csy2jMtJfNok2vuDC1uDx2T

19ftNTqQ7BNgRuVR4jTQcqYyPFtBgbGi9y

19fuE8ikuZLPNZKbkyTEQ5UifKsBMLzTWd

19gXg8eqGmN8bekrSdVwR5c8QXHTUoW4p7

19ga8acNeT7fCZcUq5aR72PmMx17kJkBK4

19h6upg6gR7TmWNXstFbWGfhjqPd8Zix2s

19hUiYoMPDmQs5NEJ8euL9o7fgP86zf4Pj

19hW8VTHokw69Gr1f7HqMVUjr6JPWzem4p

19hoRDfUkytiAiFkaWFrcyxpLTkGsK46je

19iMZKc2yjL9GUHSY177m9pEVm8t1fxVvW

19ivqboqbMTMXcFkKERXkecXAMc8wGXvq1

19jLwzLgFMqxPkGtpFqwTKt8th6acEPZaR

19jTpe1REit1g8V7KqzD8Qr4aHmkAdoiF9

19jcWJSciuwAq6X7xJBKcWhGQuKpzBqR8P

19k7aVpgEarygkBaUMaYEBDrGTSH8aQpCr

19k8hexYyeKRLoj4QYdLRULu75AffJVHET

19kTx7wfngPrKnsRJXbfc1oQTogkF8gDFR

19kXkP11tuJczbZY9upVsZiBv2yprpZjaT

19kj2xKgo96qgxQuaRVQFmX92CyEE7JYVf

19m7YJ74FP4hwRpVzB1CVzgWj5DWNKfwhm

19mMhpiAhGHqyckdQ7kPqVqoyjdC7jmg2J

19mi8uF2neZSwpQKkFj1HM1eCH82TSbsGR

19nPoZapxsY7KRxArgqictBKnDxGRZLBQK

19nfSsF7H8V2cmJDc2CDdmnRvCSuwo4Sjp

19nnHWzAthMmYmeJDFHCtW4KarNEWwhhQQ

1612

19noWF1ZgFBSSNqeWzpGAAH4aZ5QieBs7M

19nq29xWSZFNdWFe2CARePs8UN7cCWH1dK

19oBgS9D9otrGchnZnBkwpTjh9hMTvXxgB

19oEdnhyAhjdrLXMJQfVCFrgj1JarjMZx1

19oMLCLfA8V6g4cY7Mn8cnWpFMzytHp8AL

19ocNPNN95u8zjtGkJwxRpkESAYpmEi7A8

19ocX5nHCpPZMNKrqUbH6PX46oUg8TMez9

19ofch1zhjcET2qRZAswngKYUmTTHxZTzk

19oh95jDtrGuPmHZ5PvxNWeBXxQYM1Bjca

19osq5fUGPGSd1dogZvDznAssMNGjPmTcw

19pKvs868FMDLYoJzaQkeYsjqQtcVq6AuY

19pjxBMBnTM1fm4MGe1BhJduVALyDwfiaC

19pvKiLGmQhMrWxSniKd9g1k4Q7gx2YBio

19qRVAZG1qd4q8kYfKxypcedknrGSm9vo2

19qjP9mj9Dp9GTHWNMEDeAz28SMtpajmP2

19rJeiH7AyJPnEgnmaLK1RQjD97mxsfMfy

19rQmtYtCQVA1DvHZBaEULhfojYvTvdYkz

19rVeAjH7wgeip9eAs85sPifhkjW6s9ZqT

19riJ75Vn9eopEuZMRaPbStNpnGomqrnHP

19rsG8y1NyLMAC7PV6nrAHDPn65jhqndVH

19sC8Smaq5TmYmszvPDGj1wNhkhjCmeVP9

19sXVeCPLrcryN9AxQcwuAStaxMJvLQ2xh

19sY1xtWYfCbxsmC7QCytYCvLDwVJHm6Wh

19sZSJh4xtWbCnMKP2ZqLriGPyKPjby9Fj

19t5Q2r86gHTX4ucxEgMXK8NENJBoLuSyi

19t8TeeBx5T19xWGDXNZYdXLY8N5saUNoe

19tEA4AchkTWZUqW5XTc22XDurwsev8WGC

19tYgMyCmH9dxkgfkhRV57U7NGQK4KYFhX

19uRdRYJTn47YkvnhPDHmQf4bxTSBugbx2

19vAnKHQ1MYwRRjFBMFLWzSYgNaySNDh4J

19vDHk1GbWmjJNv1dWRHTbzTDhikqcA6eA

19vatKMPSaLrQuqURM7Kyc6ze8Meswai8Y

19voZtkkiDX2L1kPnTjSpa5QeWA5cHQkXW

19vuetwpfPmD9EE1Bru7NZbrLQiyCw57JY

19wGDvzJToMVmcYZ1uSDkdU6WZMkYpSDcd

1613

19wZgY5yBuGdJoADHHQgFTgdat9XBGRiFb

19wf8fM7QgMvzHY5GC1pRUF5TfcrJk9Pnt

19wqjGqbbq4859AMwStvUXZaKYUXdRhCg1

19wtakM9Zq1PhqG55yqSQ7MHpvogchQ5oW

19wtfz9gbgk86tCG25gVCcBJZy5inJtcos

19xZ1q44Fh8THuQzB2sERhJLRZ6VW6WvuR

19xaDBReuwq4WjBvNhqZWUv6oyvmweNACT

19xhezoeCdRfkArdQpXHxJEVxmJTpPk7FF

19yGdGPDa26fxfqraUTRwtZb7AgsUsX4cT

19yYZ15icVDvY6S5L2cGMqutVnR7Pn4YtD

19yjJZ8eZgLEy8foB4JcMUeN5KEjbGvaEk

19ynDQ1m9nwLjyPXULA1QAXPvZ1SndXdZj

19ys8NVaJ8DeCLXBenpTT1koAukZzQ69c7

19zodgdQVrBXzqm5pzskhbtMPWcTN8cFvv

19zvMSm7qSQgFXCckXBjstdVdbT99ZuWBP

19zwtDsut9BQ5HN6LXcxYWND4MqnefN6Jz

1A1TTCnrccqULoDMtjtrGMUTtLjV8j6zVT

1A1fJrrB8w7KT8Synf11YtkmhvmfZGftv6

1A1kDhQfhPw9YnyYQMKdJu2DXzTxPSZxqf

1A1sGkVwTRg5xo6btfdUA7xktSwZ6reZjs

1A1tk1QMJZR5U9Yz8HmHC7GzUz5Va8V4Hx

1A1xKmdjRgEPmBv7bU2WPpiVfXeMStJRHG

1A2QhiiLNAnDpSio1PN7CTyeM2wYS9psPu

1A2Xz6YpDXEvMA9zihLKS1HFqj7gmdbMsW

1A4HGWaaRUhTGnKCSzdVysYwKKYG2uqj7L

1A4KVURpn7BDLd8zeANDw9ciuFVEbAdAap

1A4TzaMzfepEGvbZKE2E4Vs2uH8vKe49ED

1A4wHXzGdnrjJ2b52UhxPtuGFBmFTTM2Ut

1A5Azbpr2TLb89zYZruNC4u6sreiSvKB9M

1A5DfD5kXTTWVwJUqApTPwoXqwnarXdQHf

1A5PNGRLvkWbckmPuWgVbrfPU66MtsfwdL

1A5aFRiaJ52SF9Ssuyh6eCbR4B6PUdiNKX

1A5aJFjp7marmczndAGqbYCctREXoLwYwf

1A5ktUEzeLd9GpDUbivuN6m4kKoZDJp6hp

1A5wXsURZNRXQNcaGGh1tBTimmmaExP5qK

1614

1A68HLfNHnrot64JxTuqST8qtUbLL8CyTu

1A6CnWbjGPLgdUkjzsQGjJF5NM1U9QVLoK

1A6GJMhpPhCcM557o62scEtuVXNAFe74fa

1A6SqHdEvGfuKVN7wvHeAUE9mzevr1BQ1A

1A6VhCUwBKQMZzkqd7jxqAZajDKDDMAded

1A6fbHe7YSwMS9nNkjJMaqJsjNFC8gymsr

1A6iDDrjFWB64gHW9jC5x1ycS1zZ2KoidW

1A7EwX48sSv59zNPYnQQ8eWDCmCygnmBvD

1A7UHDkyaYvpWRMr7bqjSsoRzuBRdixVQv

1A7cGbZiaVp941WmLqshbyVmkBK51XBZn4

1A7fpNjKkLadfNrwGr4JQEVNjfLYjbsLs9

1A7h86dhc5vuQj4N5KbWzaeP81hHTK7NTv

1A7ranPepaK7DYererDGeaaXbukBYdqA7A

1A86dXBQmHuRY6G7mXnsQsSEmuoDFkiepP

1A8Hqyo5JuQEZcjsxdiE91EeygWF91dDPb

1A9eixCRYZ2yanyw6TXeroLQ7GWgg11eRK

1A9pzxzmuPVHsyBYwTgpbVUz7DK2KbJfAR

1AAXGiBP6Pu8jHpfPxfaq6XpVBAuSHf6w8

1AAXgMJVDwBBkWH5o6MtWLmx7yREhAxhiA

1AB6g9wtLz6gs1pxeSYrMq1WuFA9NcBH6e

1ABVu1GdcPZenF4SKtAB25PxpQsxwahMyn

1ABi6YjusiRUUy7UR2crvGgYAtgSMrm5GX

1ACCRvGNjLMzzwHRFPytYLrfV2tCfCyCam

1ACDbg7KNVZaaPwLdqSGzkwgqXwhoi2WBd

1ACbuwsUkk7W4Qcfc6kPP4mE9M5qQ18Uic

1ACfXJkwg8RrXrUauP9XdgfGFQVEChVRTU

1AD9yuTTR6SQ1N2UQSKSsbKbMBs8XrLazw

1ADXQ4egTwubKeiWj2ZPxzPwCvTqKXg7Hj

1ADdfFPbgsnW6fkJTAYMHQDv2NsvmRwaaQ

1ADn8p5f1NdK4tZ1VVuoV7h4tKwAitSFDY

1ADxWsaCd2ncetvCvTFSxwiyZKE62dAxg5

1AET5bvzK7tbKyGwNAbUBeVuZgD61vtFzC

1AEzv9rAkZLuBCAyFjJmh6b2qzKtzuzQet

1AF6PivuTxpvQqPE4jBJzxzeNCVYShcuso

1AF98cYU4oDPvNGzdXjRMxwmewMB5GNzgL

1615

1AFnRQsHBTcjAmTocZZiUihnnqsmi4BxJF

1AG4dRMbJFq6kS9c1SBFc1gn9177tsr72C

1AGCg4SRHn4F6gnv6EXRUbgSFEgjyNtp9D

1AGE45ZGJzVqDEHFP72rVb9xMvjfqAFwY6

1AGGfhC9jvBtNJpgFhpw99ugajJ2pcxrcU

1AGNe8ypVTxZf7deQVKVVqHoPLc68wT2yo

1AGRNACereY87TG4agYodMp8cJeDDsxg7F

1AGbpPF1o6WfJGoMnevDJQqTFo57x6HUEz

1AGpJdAuNaCkkEvXsuUedbZomcMFz4ojgV

1AH8MviBhdv1RrBz4YtvNqme1rqLmpmLAz

1AHHddDAxbRFSc1DzNEDuQLbnftugmSqQ7

1AHJTTiUthF5aA9wBGu84JEgcXSL9aqvL4

1AHVPdPfqP4jVxSTGTfFBpCRcfpZEtNpec

1AHod4t1vpW9aLxQM4CEcj5cxdCmQnpgLD

1AJGmG15BLgu6D6dKgueKmpjUSdxSAjPZW

1AJUBQkexvn6MmaAB4RWMaP2nKDmAzEtp2

1AJaA8ALqU4ezJuvAG5Aa1R7PgaNCvctat

1AJmAawGnWUnYX4wSSEsbtpv8qQq7qyk6h

1AJr6JL75BotUJMK8EchQXaQEcaLvuFWzp

1AJsY5iTT4kPJRUaq6VLQssAxRpCWsWJS4

1AKCyJsUhXsD1nrCXfTXk6MDrw6KCaQuzi

1AKDwPetCgccMRyeazoJ2AyQSSXjRTJpcC

1AKV4gj8qjqNrUtqMNdZUhkrMJivGgYNJp

1AKYxVquyFaaYFmGsAwwAst4dh2tXFZyWk

1AKj1NhXaQTShRUMGjHV2yCNHou9oeBnqd

1ALAuGFd7MPS67BKJJyzDQCwdbMGB6789

1ALDPu4SMSTTL9MZVZs1monC9dBh5CTdex

1AM7Pmsdq5dViz9xkvpAQuCcFfdXz8eUza

1AMBbJM77Bz2s8GSm1jVyg6dUhqQtNHjPE

1AMmXj6sDpaL9wWHxJj5ZuWousrGk491sv

1AN52aDiLLFutandmgEq7e8cmZYN7kKfhd

1ANM1cDssLn8CG1EKFVZmeReEigBmdTjBM

1ANkR6LyqcBvp6GkqMYtS9HyssdXEeCZ19

1ANkY45rMAbVqsPbvXGdsuxLEiyzddm7Kv

1ANrwbjRhwC72QtDKs1NCnHkRwoNcqtz1e

1616

1APDn1XMk4RoUWiQ2yxXEisYPjxRAj2cZ7

1APcM7vaEJQB4nfEMF9oHxhRiiYLbUWayN

1AQ1fZiKyaUERSsrR4FwKZAmmE2KEtsYQU

1AQKxVPkxrkqsrhBkgM94oahiThNgqHu6G

1AQPS1V74552EHwnfVDwd1pMJSErGDMgUz

1AQgPftpg1BP7ZZ8rQvmnKe6tHErGY8GFE

1AQsQF5LxmcbLDTeHsbdRhg5KTrG6aCqEa

1ARMJ2hRjgyu9EnHuhMJ2NKnDnC4xBdzr1

1ARZxd5s4JWWxQzj9gM5J5EDaDc7yobfhs

1ARq4qKVcpcqHMB14jyTZWdaMLXbHz2bGW

1AS6DfpUNRQbi7q77vw5ddVbuCRRpFTWca

1ASYBpeMyY4y7soogVKRXtxcc9YTmepzKD

1ASqFAWBQPRmsJApVrFCkzVeEsrdiFNmHg

1ASqcDoduVDWyNTTNPS5wC9LmFzJZAvU7N

1ATBQxTg2CFZCZBvPa6kBX9fMF4sggmf7i

1ATjKtg1CKzT48RoFkdWWBsfZNr8qsENBg

1ATjsjVgsrDYVtvgPeiwGprVnqrQ5JA7mc

1ATnD6DYoLgrKJocmDwFn7gEMPnvwDWRth

1ATwqDw4ToN7x4hYSFvLU1crBA4bXtz7BG

1AU9qejrLgqXWu1KSJiSxCjZ9PY7kPjGZ1

1AUM7wKEV6oG7Rq8CmhbbcxbKVHaBpQs11

1AUioMGoQ2mpuMNoQAa4nHnw4Per2d1Zai

1AUncuzniWbYGQEsaexgMbK5XLMiw8tGso

1AUqqgDHe982HsermAgJDhUBTLHeWp8npP

1AV2fDWhwaJAJWjizHxPXwPFxsoebLZwMZ

1AVX2YupaSHVERQK2X5tRBrXhG9dB1qxyv

1AVZHeb1fCk2rN2DRLr8Rv1ckAznRFiLrQ

1AVy9u2wfMr5o9fqaSHbdX8E5ocVeGeSbW

1AW51VeN8uuddcwknbfBxCKp2rtKpUQp1P

1AW9MutRXjq4e5cm99kjEJSgpcugoh6VTi

1AWGhV6HJ92HU8khAYwXVS1Bn4nAPRBehK

1AX6dUEah61fDtBBntLjbf8wAamis8BRTc

1AXEYZiP5VtdKT1pcXwTcXhNNkwumiyqwa

1AXwZhBRZSXY1FeJ4m5RHuPrSsu8zT7rNg

1AXzKd1huieNscsh6FfrDYoajHti79wRDZ

1617

1AY8rBKfev6bjkG5iMn2itg8r4hTi1S8e7

1AYAVMiXStEXCfHyvXNrtSM2qKSCZ6Syxc

1AYHPHNnuy2YT4dbwuNJSz66kVefUu4GWX

1AYHoXc4rYfg5K1SbQWTsgoRv2d2TTDjwL

1AYTfnDduLhv499F2G8nJL5Ja7azyUnGAU

1AYbJKe4RnxPcHvjSHXRU9dcnaSpAgsSMP

1AYfxEfpQS8KFWnZog1nTqrwxQ7BmgPKxw

1AYzgZitC4zJeJZ7KCWGhcFyucXZVVUpbw

1AZHF2GN22fYGMsDEivKndonvXWmDtWaDS

1AZKJVSjQu9aSSThwfahvvFW9EJuCPZUjL

1AZtfMh4fz2ZCpekPkSpGbojjbPfstvCqC

1AamM2dhA7kaze2KEEjANVZNWU9ZoqJwc8

1AavSANqwhQSxQDZmaabSEDPkjgMaMrUdy

1AbFJmv2b1kdVcfYwWm5ne9eHhsHHeGUWh

1AbHhXQNuRpqpTx1KMRLPRKLcCDDeuWqJJ

1AbRxRfP6yHePpi7jmDZkS4Mfpm1ZiatH5

1Abec1qiYnrpoeMGeX8iHiktTtWtBAQVRs

1AbuA2wRbVCbJw1LENZWgkFzo96XPzVCVF

1AcYocUmUysJVuFhAZt2UGDSzoaSpgPd9K

1AcjSZr5M6XdwsiDwVJf8BcKys4dDfhL4d

1Acw8AUL4voAb6im6fMU587geXkoWV2Dsy

1Acz5ABDnx2AnavdQDGGAvFs9cuK6pmBfD

1AdFtq2C9ymvfUq992Squ7jbAGm9VYorhN

1Ae8R1cYo4ZYGU1DDLYhToRiCyeaUNaJTt

1AeWfHj7kDruQqDcbdfWKAbGCsorLrY8Bn

1AeZykTkGERmbuNTwgZNWSaN7gtjKHoHTH

1AereQUh8yjNPs9Wzeg1Le47dsqC8NNaNM

1AexeCHhJ6s88cftw4GjCSaaxAEtXWsp1R

1AezWWzBiko1iH9yq6AMtxZuHcgorWXwwW

1AezdqhXxbqzz6xA1eiwjB4pKZxUZYv9HN

1AfL7JxkD9parLaTfX5eiXaLDBvMghz6Pn

1AfpoZENQwkbZpF1rK8CxBXAe1ZRraspd4

1AfxRXnFeQFtbz26jKYsnkatBG46rZBchg

1Ag2b1PpHKCAcw1KWqRUCVu4aJXFfqaVyD

1Ag4ULSLB2YhEpYSrS5XZsyqKaRTdfaxo1

1618

1Ag6NRgY9uf1PtuWQ71sQauqxDtBtRXBjY

1AgLyuuDmTw6incqwxk6TBimuQ9zG5Whsb

1AgTQFMatWwDELhgwkG2T7X4MfrFANYzui

1AgWLLy1NSUSXGifP2KcwCqUHm7xL8yTLA

1Agkv6bWdeE7t1UH72vDdFtLsiGkNdgAPU

1AgoeoAvXQze7YZQpc7V9EaHHiuoqRmCka

1Aguy4Uj2dfJVaY4V8cWFv7T2BkMKNZA6z

1Ah5RY7uzJZH48UBG1HdzWCt2Zn6TmgPHj

1AhNenozZRLFrE2y1mrA1DCiWhZce1kzGA

1AhU54H8huR4B1u15bXfmxVtRs6E4a6eo4

1AhhvWZN2JZrh6wfjMstQoDiBb6MGk7K8Y

1Ai5hV5iRroFjZwggjExuHJF5tTrVkfPtt

1Ai8MWs8NPfxhMj6PnK7KC66b5uzdXPuj7

1AiEePqioj9T6mdhzZzXgdBG6itdnvrjQE

1AioU8onKpooCBQsWGLGuUFaRxLf6WZpzq

1AiuEdrNZynFnonVrSjyCBHj8SUVE4cjka

1Aj4NTmpyyWBdwuP66mh2w9FSAzBcNYRTm

1AjBsYYxBsYNsY7GfYjtcGD1nX7Nnvn9Ga

1AjK646biHDN6LYFLdF4JoxtbBxpNthbGN

1AjbWYAH2tDTLNb5aDfxoWCbkX6j6xYBYQ

1AjqyJx497rzwpnUF9zwX8rXt9wcKKyPL9

1AjxCSfAwpgTCLcGbKxCZTVZ7AxDo2CUFb

1AjzrMdNaz7Bdxb26DWFQ9t6qGHp4xERku

1Ak6ju9VVHysQuCpkyktrqNVoXHybwVNwu

1AkuXi2gvTGmfXLrTKeDHgvMSSHYMabsfh

1AmAET5NZXgj4QtqNFKgjD1AaETZuAfowr

1AmAZxjSni5WEVg1tzjF71sg1JgzjAMQJv

1AmLBnQ7jbczoddnm26gJQXwJWKMsNCrWo

1AmTPLujDo2YxUysrLUgGtcegowWTbRhWd

1AnJTWQSPihM7c2LCfeb4keVkmNFGyG6WY

1AnMAyvmnLXBGqwbAbnh96BCBjAidi9Vt7

1AnT6WCMJbE1MQbAHaJ8LzyH1iqU46r1fZ

1AoDuxQUkc4qbPbQwMmLZ2GQUP8MA9Xc9J

1AoNMLZfhw7cbMCKAhaKHiveMdwFyVUGeA

1Ap48Q2CCFLHNJ1xvug4baQLwUXUpq9Gf1

1619

1ApPQkZeVDe1nzamVJcXEgjQGJpStfBHkh

1ApQ75EQXrTP1JDPvtoFspbt9Mi68e9ihd

1ApQuiEyZYEyZKaJAo9vudbrgQXLFVV5SU

1AphW4pVn4n2TdYGWTEwWf12u1UhXTonDo

1AprRWpbSzPooC61UT8MbvKfn2afVmgNz6

1AqhyDNXh97ENDnZvo6qJtBujF1AqdGWRH

1AqyfU26HMAEJi1DhsBJPuGdofwy9FdG77

1AqzM8io5D4hbuNZJBSsiakVPUBEurgzm8

1Ar1a1mUbjpHbG6onc1P6XTuEto89UjFcr

1ArHNcWbwNCStHbzb4unqX4AxxPH4cGLfw

1ArLseCRxefL8Zv5FR4kiXqWzgJozT2QYT

1ArPFzBCAUR2fpEFbTAUKoi7Ng4XKo2TbV

1ArPpAYteEpQNeC8BrL5mgfvaSpQiQrW8y

1ArhMVz4iR5VouAB4Lxq8ipXaLVodDXUi1

1ArumzvaWAbS7Wx4Z4eWk96jybHDjSRArD

1As7uyd5RZheT4ziC5a4eTwHLVXWrdRWQq

1AsDU1shWVCr8QYkQ4XMczd2r5AFGbQzX7

1AsDx5f5W7LQCP9Dj9mRbzcQ2gCDuPmPGS

1At6R7NBkAPe2wdSPEUmAYDrkxxMwTteQZ

1AuHsrxk2GcnNaEzWrrzPtBgRaqBmU944Z

1Aue6STGaGJqMXsLqehM47wuzakBVvLAoB

1AvKu7vSB52q6gebBrmca4ShUdYrTx7LxX

1AvSPByqBhNV1ftwUuPAUJdxhEPnW2WBLd

1Aws1GfDqRsfsBpZbED6ApGSk6zPQDmL6N

1AwwERBcvUzUGKoYqCXWUXg8eQZ6Vik9gn

1AwwjfLrfUNJsVHfPdSE12aosyWCdxooFX

1AxABFXcQ2nYx7FAPZqZ1jd68xhwxv49ch

1AxHuan88gmvoasVkNqpduwhrGkAEaiac6

1AxWX2DR8yzPFKwXhY9uxpuXJWr4kVHCmW

1AxzfiU2yqtWKiMm5XyLKFEGxKetukaGXt

1AySxDhmPFhtNSbdpcLroUoLzfwkonrdtS

1AyczH4uaieatbjoa9HKmLe9NvCCgwmbjb

1AyfwJ16K94R1qAnQtpnY9UBkqhFGfb2Nn

1AzYtvopx7GRYGfZ4rwRhUzepUgXyntboV

1AzpyPNRCnu7rJx1knwzJmEooFd5xCMHxZ

1620

1Azu9XcXv1gnned8sE1m5nhf14z629yHEW

1B15WhoJ5fzJPRmThjHzwaNprFaqbySTsq

1B1Dq7GtPwqNryqLcoRVmmmBcP67qBbLS7

1B1PKGGGpPUF2SmsRNkEbMWM44vugqBXX2

1B1wRP1mXZ71GB5VAuTSCmDUacMg84Mkbg

1B2B5aNpmqnVxx2qSy9677fZtXLiR7gpsW

1B2ECSgDPeBk9hJFcZTFmukcuFevdRXwcd

1B2rPzvfpdvmiEiJuZiAgGm1zzUU4qtzgq

1B2syWdTEHCVhiGJCVYBFXkH72Chefuc1k

1B2vZoXSRigFGmCx4PZXS7j67LyTyD59qh

1B2z7usJr7jLZuJpMjALVxJ2vKibLfbi2P

1B41AqWELSPfVi1VVaFxYA6BBKJoEg51eM

1B4YVK7akb1pu9bjz1dXbiVnhaRiSnZiWs

1B4oXjp5BcPK185f1ZgW76BQZZRfKVqDQf

1B5Gtp75ebhSqWjqYkeE8yXHhBY1oiHmfA

1B5PNWhnPrLuNvyMekNigPzbEUdEqP7FW4

1B5awXqAFdseJCD4FkrzRZTvZrQpGHvT5H

1B5grEkH8ZdhhsPGpBUBtdw8KUDyRMRQ7f

1B6Aoox77SzpifFbT7swji6VKFkF2SbirC

1B6Au9PRNGsaoyxuMMjnxCuJFPCHvjMtr4

1B6DEnBetiVuNceiqPpWrMnJRNpDRzeDdQ

1B6YrvKf5FwEsANSVxCLKkRWq7rmTvNHPR

1B6fLBvS1cDyoLiGoVyrNRSMTxLwHcgvPy

1B7LTzYgv7M4ijaJp7BbxYXCNL1pgfaAfs

1B7YEhcSKSw8xMUwJbi9JeseqSXovWhNcY

1B8BDh4svtv41Z47XmHm1uoxka8wMFzRY5

1B8G2L24xbn1sDbPurUNGMXwZWFgVXuYQv

1B8YNFzmkzoamfPyjXFQaKZNk5VkrEKubC

1B9APV4ARm26MUW74ZcGNQE9hBHM5XGPbg

1B9Hvnhqh9McWp2DvHWpXYjrjm8vADXA5b

1B9MbDE16nQBLZLunnQmWz6X8vQDDL5Jjq

1B9NJgmtdP86upvLXo8122U7wtCfmyYuHx

1B9VtE4Ni6n46rPFCKuPXqoDattAr7gteu

1B9YGdBoLGPPYKikKX1iWcnmsszPqvX9yR

1BA212HKtMis7BvEi5MumGvzeCUGx4qSkB

1621

1BA7RX6PChhqJYiX5H4xjgQfx2bgQEtBMb

1BAH7eqyEymhyaipS5hNSkxs8zS4zK8hkx

1BAPrxYMkYkSC9en5VssZLEmmC8NfGyPsu

1BAUEcAi19BrBZWsJxo4bEhTCw1FQVSCk

1BAi9bB9PKpNiGMhqVVhYo4D2ioj7hGfpA

1BB8oWpGrcL6YMVL5HJx1apBvGWuVCqJnS

1BBAfkewZDfw4zERPvFzCY9rZUFNDC1avB

1BBb6RUeiqwUT2GJH1DNeKsru41EznDfRz

1BBzM5zZczstpNtNfjRYvRVqxHkBvT5g89

1BCshnPaCj1XEbjqUvcgSnSbCddzZuH4fi

1BCyqiQYwmC75CkrnsvKJBz7B4WDnUpkDH

1BDReN9uKCgEUeK7pxVR4T6B4gxcfiAutt

1BDS8bR5w7G8FmnAhWkvdTPUSnmW4KU5bw

1BDgUrXzk2kjJZFkoYGhk61DMoUzyNofZA

1BE2YG9ix86ZaVtJbADKoDN6HYbXF28sFJ

1BEAPN6WnrJwuzCnuHTUz5Vo4Zc4zrPsHY

1BEH4WZSHJghqd2DX8PtqW6ZEytsK6pDCP

1BEfqcadbAWGLAptufwXYHj9sp1W58w69a

1BEtGZY1mQUhN2ciCqBycq5zhMeE2WzS7V

1BF5RUDrqxyaj2z1UH6cpqhfTi2qUinG6P

1BFFUtqGPpBF96SaePHuVmm4vFZA5NSUmG

1BFP6YNVTYWFiNEwtEbSKLMx2UsQz9NqPf

1BFRpod1qmQPcs6hdiH2zXF1GKEqrPBgoc

1BFmL915ecaboHYZShGW7mamM4f7WHqmAk

1BH2carws6JUYHNKBjLqjH8gUC9tvSYtJc

1BHVcoBfetpYiAv6QyApB1fFULuf5Rk4Nj

1BHbKaEmHVCsHcE4iynfU9WJbhT1ZKX2g2

1BHqDSfrkT4iKmfZkznuyuWQG6DC2ZSN9k

1BJEJLjnTYcTZ9B8NYGvWnUSoM1XVYEJuw

1BJJhmeY4SK4P7BKNs88wGTE7uUHxBgx6e

1BJQ8a8y4okjqpe66coLhLpjuk9ZwTGQSJ

1BJRmxcE8NUW2P425us8Gks9hUekc5Gdt8

1BJXD92PBG6GFduhqmhUKgW6bZeWDshWus

1BJbzSj9sdcSNpV2TJddSbpGRnSxPc7Vuz

1BJnQN8Ria8tDyo2cDu8jPFH518JrcnZsL

1622

1BK6ETAj958ZFEqs1jcKYuh5dKyN1Juw7y

1BKAPmFgjoPSpMoLLJsQX1DEAemTyLPPz2

1BKAV7oikqx9KtpAJe7iGEpNEL5SSTTBsw

1BKBYkpXfiqzudsTBQLDu2Xgo6JjoHTPnU

1BKg6Gwx75FtFNmNTLUf8GgnhVtZewbnuL

1BKgRwQXsZ6i8DipXB8C4zzU5ZyvWRHfLa

1BKwbVo7XU2Q2NnwaiSxZNZcf1pMh8cR4f

1BLDHZRbdsT55BknubodiXE9FDHL5En2U1

1BLR8oPVoUqx28iABMeLAVJWnr1up2wsKK

1BLThYE9sxK1ohGrHHWBRDzhhUCnYFtCkb

1BLYJDgb5Uwmy4FhSokhYRNhiYbrpbkMR7

1BLrbTuQTvbvfT9opg2Ak8WsisWbnCcGM4

1BLuiqvZnSu6PMcJtdFBpgyjudtHQfzusB

1BLxiekcmYBUUKpbX9QofKVV75j7oi6yTA

1BLz8CcaPuL6B2dtZabEk8HvuRNtFiXvH6

1BM22BGvKCRzBffTaEowXy8WH4NMYDm9Jb

1BMENw5uuvRtLjRgUyQNFWyk6Rh9a74re2

1BMY4Ek1FPQ59oruYfLQrXWnagMDKnbnaL

1BMvEcT2RanESRngqbbyxNGAyW2Jjh5qxE

1BN9eBWKM8CbZsL5mMmhbRruGCGAPo7jDH

1BNMZp67L9KApj9PgGnZfMuddrGxzM26H

1BNTY1vghkUBEo4snqMiRhXYQBuZBaJX59

1BNf49Sv6eL4eai2TDBvZvVh9FBujdCCv6

1BNgjuxfpXapTbHhDkG5KWJgXigSZvre5H

1BNkSeY2sqqEDW5sC67r17ykoRkKUPyfcx

1BNovZQMPrgKjHPVLJ8DbgDZjEYQwCRRUr

1BNr4zVhZGi9sZj8e7A6JJpwchLuEFckGc

1BP6WLwW1xR9riFygx5mua58f5ASB7PB9f

1BPQG4qnVnJKcV6T5PyoFXjH2DjBPwMLpN

1BPQyCrt5Jm1L6gALFHNcu1wawH6Tb4UQM

1BPijwfPief7MynEteeK5ADvZLmwxKnebG

1BPvuQawYKhhnq8kjPNjYaGkEnSd5HLt2S

1BQ56TkvXpLPCK4xkv9HpybBY7Aeg4WmEP

1BQEB6URKzRGNeUaY8tShRGV4SEYyG5fUx

1BQGHWr4iqbBNyqK6LXMmtWiBZHzxFsRB8

1623

1BQkNJiK1PRV7sTdKA7u8hhduQYLf1aHFP

1BQr4KsbWo8HGeGP4wsBQu42UQZqVhyXeT

1BR5CLNHQWEcMewkh8U5iWYHgxhJ5xgAoF

1BR8hKA4fkYFJM2e87sH1mXagUGCYqaTUP

1BRAfXVk84eQwVkh1sQiaYPwETiFvxwhJf

1BRBTG4cKPWM4SbumBo6hhBsDTy4Pwfamp

1BRVj2w6vo5W7KHq9H5WR5CB5vg4vXbQ9e

1BReNYDMN68cKNiyLAcMojKLoT7eTtKKWK

1BRkYX6x1rUgmGu7N8bZBQ561GPvxdGtbx

1BRwuuhHkb6A7icX4imq1EKt87N7PNMhho

1BS7JT12m7yAo5s9qcFLH2WwCxa2zMBuwS

1BSAoc5SHfiGGMRESdRKTXdhHBkDyGYj51

1BSGWRKqM6VTr1eiWjTndotJhQAqzRCZa8

1BSMkeSypmyuBPrBtZJowrQExMYQ4NqkeP

1BSXPsnLot88N4kuvus7b6dB4tZH1AHGvv

1BSeRzCoX8ZdVfdYJJXUiq6dbNAPYYJWpV

1BTeeePYbJUg2Xrf8BLfcuxrGtVpKDxHno

1BTmMhYpBqV8k9Se9DNtMCgqq98R6BssBk

1BUNyFLAeTBTH6u7nV9E7pcEvKeatZMzp2

1BUSjnNEpTxfQrtAufZwL4BY4uiXvCsNNx

1BV1zwqzUyR77S9yz9yWjpLkrVHpR8ECRp

1BV6H6efgvL8WYRkZbJQDAwZSSgsYV1R7m

1BVGC2sRV9UPiHpbNvRPM6UwKK5DH1oW9L

1BVXmtunLgXW594jvUmCasfuS8LopqN4gU

1BVenqztiD5t5ZtxaWvFkNBGG6UAvb8uSE

1BVrkH8aPghYqyotg7PLZAMAEFs9yjYPBU

1BVxgPrfh4z5HDrArPWoRZjZ1rG2kSEKQ2

1BWA8x7SNMm8AFVFM1Qotv9ATTiXvczNFg

1BWS5xd4R2oGR81AsdTRJ6ofRG9wJudr2g

1BWZvpMwsRR19KLRDXsGAEBbvzRPGryZzq

1BWmZgLBVFnMvZwf4JSw5q5vvrHrVmLBL6

1BWrZzTzBXJ2J8URaE7DAucuuz4eXkAhUc

1BXBwCuUAtDg2Qm9UbEA6wVFiTZ6pAqrnv

1BXEXHCw8HrWiggnrCdtxcvbFxhc1NxS59

1BXT5mDV5mP1HQnBWG25QTNbJ8KQn8ckVc

1624

1BXUfw8ChuE44DuJc72QRsrM5gN2hb7rNk

1BXYaR6FYm6ewZ446NkNJAS1MK7A86Xsfw

1BYZ2BSjzec27qMhFCpFp9BN9rWETqGrFm

1BYk8REZjbf89fVmsZUKUaNohYUGE5BwT5

1BZFxuMYVE9N7zpJtGZVorjBR5XzQrQxNm

1BZUJ4tHUvFCsaeSyC8jBeZF89EKduPnH8

1BZf2sgqZnrGb4XU5gWA29LUwRwMCwo6s4

1BZh5HRV12KaFK1pmcerQnMMpeMtS4rS1u

1Ba54P2KqbjbynfPdAUZ8kJWzADSwQRBuH

1Ba6gcNWhAxaUrw8KExZUR7sm1XDdJUn2a

1Ba6mozmB7beR6GoFgWFWfK9FeQdSN8gVi

1Ba7WNhgUfyEAp9Pm1HwbobXNLJtYqMqas

1BaQc7iyvLuSVZUpTW2ucnLikxphi51Wqj

1BaaazxABRmfhjVDedMDAaK8vfU9gQJpAW

1BajZpVRZCb9E8UfKJeYvg9bMjNP8dRigN

1BbDWvpfUPinCSMpSzHvrbvfVNrmUbaSXr

1BbeBdAgB26P7kMe6VQki9FnQ1vbqAnCZR

1BcBSrKuk4oYo5d7jUXeqQNaEApAKUvShs

1BcDWEGhYkcH2bXZRVxYgFMAugxykrSdaP

1BdAFvkutkAEjGqoXeimbfiQ5SjioGgWDc

1BdLjJtrrEkgfJuyWJ6Kf1JXLE4xHh6xV6

1BdbVK5ofRobHrJvVg5aYZc4w9mvDP77iW

1BdcM6ZkMx2MJyopfvYguAcEWBUPyY8j7d

1BdcdfpmeyUEdEHeFXCfPaXR8jf1BjSk4z

1BdpTRgh68Chofi9TDJTbZ5pVFNh52vd98

1Bdpw47RRgj9ByCxqoGGVhmJhi6s4qT2wv

1Be46hvqBZAmQEPzTpKkDdtaQS4ExxW81D

1Be84485UJYAJcnFJwMoCXZWttNwnVt7nH

1BeQrh5qupy7KsSr2mVpDXuFDdVBzEDw1j

1BeegogmHdpCBg6j1TZknbRg7MGZpQVRu1

1Bf1uHTzMBmw75CeWrSe1LRXUnpSAZv9K4

1Bf5om4P9uUGjnLCKfTUbXxqxstjjkS2fs

1BfhLyCWe1kbbQD4zK5Kvizfm8r9FcwTyc

1BfmDA4mzytbdAN5ixRXHYAoXvsiiUwCiM

1BgUy1DDKH1NbEc1SC9kucAvgaNoeJ8N9n

1625

1BgaNMjttxe2dh65det8qZWBqU7E7H9eXD

1BggPKVWyqygBkwVWkLJFGJppCXfhHXa6h

1Bgo7fW4oF6SwJ1GGj2bYYnkrByFhfhRL5

1Bgxo6VLrRojD6dAEBEpV6mgtsrSqhTbGR

1BhHZxek7iUTm1mdrgax6yVrPzViqLhr9u

1BhKq4A2NWQnwm2qkp7hKkAabLNAp5RoE4

1Bi8VWVUH8PYkt2rEDdK5FUPktP9qVN1TB

1BiHtFRrTJ7ZqzajJrELut9duSpqBXwuyw

1Bj15pvBnyffDJ9ssUDD5iEv4GKPFs5sWW

1Bjqrj7p9mT6HUKPa7YojjHkq7qiuDCQMC

1BjxmmiPodBQmvoMvRLfY1yAwRo1E64JTC

1Bk2vGUnxQmqEr7RRrJPEHB8NX1cpfYp8s

1BkFyL1YJcnN5P2dM4b1TwmgJcbUPdnn1X

1BkaeLaMewymrYBnQDb4owJyLqQqwVHYmH

1BkmiGWPLum8MzusqZsq6Tn7v4oUjqPLjC

1BkyKY5eQaRwM4WoEv9YN28CKKJdmTYP1b

1BkzWFnZLSABSiz1GBnFqwDqTYbcHVM1R8

1BmCgQMbgnyaxW4HcaTmuQQWZADnxtqWFJ

1BmHSu9rWfhAt2yShnuh4e8hmMdvN74Lvv

1BmTCebhzidsBjudXLyTWuDeYxjcmYM28f

1BmWo6qbFtVKMTDFuDRdH4SBQEyDQdJZw

1Bmp99DdYtmKfPpucKvat1bD6EPMnsJvhm

1BmxhBoiMELyJdnAL27dYvYRjvESw1hyHN

1BnK517PjE9ayM2ftnZKNHqZUFnvweVGc7

1BnNGZ4DBZ4ft96Nmo5uWuRVhXEkaw5t6y

1BndvUvPF82vCBsgDfRaNkZWzUJQNNBEm1

1Bnikskk8eCsPCeNHS2uWxMUziMvW8HeE

1Bo64hbJNAaMxP6BrjQ7LZuNZFgJkZBtWv

1Bo8SKsUzPyK4cUQYRY7pfBzsu7tt7AFEp

1BoENqcPy7u8V4JZebRdhkmnDrQQtdnTG1

1BoFJCouSQQBKXZ1JcrKweNakk87uFpdBY

1BoKChWfDqBU6TDxiVui2yEjLnh6hVC5Lh

1BodWjfvY4CnUijFyZ1MPezFb8ZhQzuZjw

1Boe6UVMj8cdsCAUjd5j2VPVBQNd6b8jhf

1BogoPcqRv8vvefr2P4zK81nBxw5urw5Zp

1626

1BokzMiQfpLZKvudkTtmKQvur9VjXmj24U

1BonUSgFnTiRx1HstKeNd5dZEomBRrBN46

1BpCARY47fztFkFCfmTKFoCMAPCYfra7qG

1Bpf74vynSgVFzQgx2hGjFKPapPhD6UHpb

1BpqpamG5ujgBuwfJ4Nk8AkE48uvwsWKdT

1Bq4WSN5AEV4PiNXxH8SADvmVtCC5LMjwN

1Bq6UcakLLKHQihttwQQjaoSHFci9wGTHu

1Bqf61JTdjuahEHFyqfAE54qTJQmXssBys

1BqpYGBff8E8aQ899mryxPSz2L4PENEkPt

1BqvVgwVUhsNSASf92ahR6AX7XcNUb4xEU

1BrAkJBhsmUANSc25wFZgStLZWHDLeFMWe

1BrBTvvfuWEmaLb95qn84N8UhLQaEJ9WYB

1BrXhMnCQ8UEYwiumVdtGCFRGaCW1cLmoH

1BrwMmScdampp7NYhhWxz2BdNmnnJ6i19g

1BsLJ7cT9bjVHB6tbiKTAfxvGT1SMZTYkf

1BsbJVSFYWN2hHq1pGPAhuNyQVjf5eq8og

1BssjJzHNW9GTphbbUpajT8UN1edWuhXEK

1Bt5QVkbdcbJ7wQHDhPYMJMjuo5ircf7iW

1BtQmstbndy5r4pBddwrd66k6q9HLckocA

1BtuWegkMdjzSo2qQ9q7n7BXGDAGkDcKkx

1BtyK6MMuZyXJDVM6J41WB5hoNTqfPBenZ

1BuPcUXaDe1qB4fY6GgPgh6WSidSF1NBE8

1BuPnMNgsyrnQ9JYp6tt7RzoiJ2LXVvSfS

1ButakhnBvBd717DZ47SJon2rdggqatQZo

1BuyUPjA7jsKRBhwwaAgxoPMp7tspiTXbS

1BvCejwzfnUfRKRN8kPogyJ7HqaQuQDj2Z

1BvDiZ9fQqmSm8aLQKXSBNTeAmV7aDaVYN

1BvMtV8c1DMGBAj7MAoPKYPM4mTPfU7BBc

1BvPH6HMJK54LbjMLE2Qnani6YigVrFUUm

1BvPSTRPAUW51r7eqBAP2PbkGiDyKnBr1Q

1BvV9YxZ7n8LGcHKE4HsVbLRs2ySjBrjDV

1BwcgiTsMat7UEjLPPUaP6vpKjrMpkf4qk

1Bx9tWoRk2SvXZ5mBYZdquJeYhj69t5zqP

1BxAGw2Tk1KTDCk8wwSNmSz16vmKYEpEas

1BxQW7Y7w7gMyUD2dBrnLf5cnWRxVFxJ7

1627

1Bxm7wyJg69JcxfGNNo7c7TXVDKRnJfjYX

1By41j474tcCM4z8RZKDpkcNVajk2hDVwC

1ByJwQ9ei99sJJF8QUxyfewpLtspdUxcqU

1BycEiVhk2DTKwfJNLGb8ySWfoGb6UxxCT

1ByoT4NHGwPXyUPPJqKr5EJxamPntyUCeb

1BysDVQBM1MwHz29P9TxSNBH2TKGqVfqBj

1BzdHv7R7zL6rmWh1BnP4x5Faqqhaqxn2G

1BzimPFQ1h2U1xuajk7eaBaFChzxBHGydM

1C1CPDCEAh5MJZkte8PMKN6zeDLhB9byUh

1C1GjHc4euddNQ1vq9CHnd45qKynFDonaK

1C1f2M57vKkz1LXNcsdoWJtu2Tqy5iVx4B

1C25YQEAMFJAj2TaUkxGhgvwicKzWhXDQy

1C25aMTKasfZDFwRK9KpJ9wr9jXVGL2kbP

1C2wWo8PYj2sN29ndfhX9pGe5kgk6hKorf

1C4EDQbaBs2V8hq6u4uAbBeMqpGV8QHPmf

1C4Wn6r7mHCm7wYeHEULUXesetoyqXhXZu

1C4dC6ARzQMx6Rq2hskT4GxxGkTXq5zn5F

1C4uW7cFhwpak9Fc1zRrwVhdd8sx69Vju2

1C6fawur4smUwEBKbiCF7DBmoc1Nv7gmdH

1C6jGBSn8dPyS2VustVGEjbpS9xwn2kXDW

1C6oF7t5EaGwmGm6N8Dab9gHEs5q2Dp9Fu

1C6skqfoMmG44akH9HLV8KaQjeBvzi7mMV

1C6thR8Ze8U919aS7UAhitJsSK2ZMDQWFL

1C6zc7mRCbuMb4UNQn9dihvf7wd74QwdZ7

1C71MeDA8LCt1VbqCrmcicYBoqpRvmVDzJ

1C7A9AanmhE2tjCbWaKbyx8aLkBhHCDzGp

1C7EM6udiLbwdjGqfA82UUcxNEmx7abywg

1C7FeXMf18mGrcF59DJTkmxnRfkKeG1KFZ

1C7ZLmWQqyLU6eFkY4RufpcCdb1ksQfBSM

1C7hpKBqngVcG9SPxs4NbCgTtVKjuHooPo

1C7jy6QHMj2sFiTEB4EVQxCsLuA55c9wwa

1C7nhSrA2GVZ8wimSZMNUyNjEoPJ1PiNvx

1C84JHSYZQTEwQ98VwuUYWDWAqTzEXzTcg

1C85HHHagGjUYrnoDbm6jFaWanWt9WrSDZ

1C8KUmy5DygoLKpiikrDMMdatGHoKkPtp9

1628

1C8hGFUiD5b78grVkNavpkK6vmdeCpLLLF

1C8ineucJSZ59KgH4SXtCJSVh9BvYS5pen

1C8n86EEttnDjNKM9Tjm7QNVgwGBncQhDs

1C98bcUm1YiNL5uYKonKXLKaMzC25tqATz

1C9ARqCvs9JGbWpP7SG94Z2rywyjknra8U

1C9KA8hWUuASCdDq1EPB7PmcnFNqhb1so2

1C9KefPhwrGPzkKRt27NNv69g4NxALXN1w

1C9MuTbakn11F62fVdbsNxPdueGUjowguf

1C9k7k8CNTzAGReRhVekkzaTba9pZ5Tj2K

1C9rStQ8ZTxr2Poo6f67cqYNmigByswnse

1C9wdSqXngQSMabJWRAn9jSzThLqmVBz28

1CA17YeP98XZptESuVR69ZpzNjaNuA7bJV

1CAApxKMtnbbNvKX1nkaE2ebUFh1RfJdvq

1CAQ5QgBEgFhXbkfz8dh8PYQ61GuNUKhCD

1CAaKFd7FQseBffNEgzM7u1TnHzB8poxTa

1CAgbymvHhUkGjHt8goCQ9YnJwKNbzv1wn

1CAk2CAFtpz2TGei6HTtN97MvgqdEToVnp

1CAy2BDzn7uryz9rKBeNv4VmUcvedZPeud

1CBPLXQZAXDfydn6AoXf8WXfaxSMJp4o8v

1CBoQ4yoaaiuWjttfRGs6ETXZxc6YCNBFt

1CChpvf1RDrETEcEpUX6ywvDJm7hoxzjTM

1CCmHxJWoCj1KcMEBxBNdCheREFXMxCyNi

1CCmzWtkrxqUA2czmEiCBFyKY1D4C22yMr

1CCoiiwEscLFFTCGHyH1X8h6CPhjfPEFNH

1CCwUphiBWp689rGaAtMTpVSBoR9ZR42He

1CD7N9obFAFf5XBPqCRtMm9BAeKCaS2is6

1CDLtKvDazvUbGewc5TYPHhMdVxAK25hJd

1CDeN2XrdSLJtLzFhFvgZiTxxKid8XeNtj

1CDizpCLuQTZ1feJSQkmgGquosvEUQa9KQ

1CDovFFdMPx6AMWgF8F8cfBVFHPNrKoPpZ

1CEK8DGGzsNFjNzZqZ2VakZaBCsHiGLqK4

1CEL8n4bXJBm5V9NL4ZPsLDANsVFPZ21Sw

1CEVtBoxU7mYpyCqmastL4YXLLy9eSEHeD

1CEiPGS9Gk28zcuqEQJh4neC6XRJizbi8L

1CEyThbf5NHuHzWJmYzFts71UdvjDJVNfA

1629

1CFL9jYjS48Nv5nHgEMhXiqz5JKvU2kvTv

1CFwT2X4wp7DsDegHUYDJgE7UbGbkALxbm

1CFxAMugdFZyA6VJznzWcpRqRNucCrmp1Z

1CG419bkbBp7PyBdeY6sh41Hk7YAAakVSa

1CG8RAqNaJCrmEdVLK7mm2mTuuK28dkzCU

1CGMjNi8DgQWSNGJoFibhkDcjJpNzadRbs

1CGdXQGvg6PmnfMS88aVCq9zurxHmadc1k

1CGtLBmACJv6nET2Uz6FFJJU5BXs5vzhJc

1CHGhFiJ6hXk127cYN8xwiC54Dg28tmxND

1CJFi9xSxKHWDsDp4b9VgjovMZtgUEznaR

1CJVfuPxVrpmzJKxsV1ur284EwzHJYHnWB

1CJqQ6QkM2yqyApZQBbKyZadS9VDBeb5cQ

1CJstVyNCaVcZ8gMFeW8N4w85BbuEdRNay

1CK6WPdyeoP71cRCRUXZwxAdUPAKra2Mgf

1CKGj5iBiZcay71i7wVbPZuPqWm68y8PRr

1CKV1NuQeuaq2izEp6TsbQrwGt7SG4C9mM

1CKXo4QszHZcL5krF4i2NBQERD15j7FiUj

1CKjZMPPNcxz9d8Yqt2Z6k5tU8HzxKGo5x

1CKzZE1ZfSUULk9rzks1jircUGFN2NnU8f

1CLc4EfYtzR6BWtfVdNS1SCJ4pVEWDD8Ka

1CLmNgEdx2TAvzHe49kA2TctbwoaEJKspe

1CLvjXwgasY6ifg6LSwAnHq9WYiwTd99q2

1CM98i2Q2Gn7j8nZyxDDtSHReZi5UfdJNk

1CMJGvv6usQ5tz4z8miDngQeRzrgvBuz8H

1CMWcQEsUDPKFfnbSYB4n9FucMyTBW4RiG

1CMdLyjaz46VpwqcnMeSKtJA8jrcPNxush

1CMjCFePXPj9BB5X4FoeVvnbFupTuBMKEy

1CNGoXgv1LVwjpMpKfp7MhSKq8nRo9DxRv

1CNXvg5HQkwwgfVm2kTG2rDy8S4rWA4ecx

1CNqZBEQtGoWjrsTLHS9oTLqE8ytjgbiWm

1CPJ6kfXABG2xvetZMFQjLnNLaoyq85TXC

1CPKxaQfZbV225ZtT4isGS9ejPWX5kBEjt

1CPQRhkY5HRwNHMqmdMivSWBfviYrVPWVj

1CPk1WDpAftEBLSHQ6s5618tNzmw8rpeQi

1CPkCDFTg4kZdadQX4i2wv55JPyXnLnung

1630

1CPukfQKrsm5bVs5ZcR2eP74zzJjY1jqW7

1CQ2iM4opqxRECxVv2Q21PUTcKYNZkTj5c

1CQARe4a5Bqarf7HdRmMfeBSCjyhVDK8BY

1CQj4uBP9gPgLedNHCHiJjFCuW9wzkLLko

1CQpeCzrYkVkRsf7zWvoHibuhdCJZRE5tn

1CR9if5PKzgkjjJSJpjCbzNkGwqPM5BsoB

1CRHjWQYG6AFjChNTrVw5y8TShEqVunoaw

1CRRfDWJbxhcqn2nWJT9MRDKtVTMrXi67m

1CRg6Wjea9Gad1sJxoMZoShEmvaSAGhNQg

1CSWYrMgcRMJKgViGBNcPxyPrDppfWp7jT

1CSab7BXhGcujRdXhEJ4sCQZ5RrdPWEyQB

1CSjxByw5Z9HDwTpMuXsCwGm1Wr1muTtek

1CT4mSfxBSTZYbfLjw141nweFTDzE6oHBS

1CTGng2E7hpkVL9nUSPJaZRXJ4in1411he

1CTxr9PmzWMzwynhDQma2SBZuYbDDG5k9M

1CTy2G6NvNXjCNuwsdAV6UZ7LeSwsH8J8S

1CUAYPiXuLZXi7DNBnoZ7wQEBTRoYP6HKo

1CUAra1dXGNPv4SwpVxJ1TF6aDbB7K8kqk

1CUEL8MVWapQC4HEhXe42EybNPT5gMcA8c

1CUeCiNyEbnV8Lf1jWd7BQHMnmUEH8R552

1CUyWajcssiXXw1BUZ656ASpFxp5CLLjY7

1CVJGWmFrhiG5a6UoyAvuTgFRVXtQhkzos

1CVNNq1wAJycbJu1o69QwBvQEsxrTbrN4g

1CVRuDRZJHhJvf5dzED6rrCNqFJdhdXcxF

1CVTe2kYMBRJfKVVKjd2nHtdP6qWecShqz

1CVV65Kxp7PEucDfNfpLpK9wEw4XkLa98D

1CW2jWswXVP7LfnJ6ELNCJdq6kLjMcH518

1CW51Cb6pdjYcN51K9a6LNYBjc2DWushxy

1CWKJ7LJ8XVtWc4SqU8ndxxKXDLnTztSha

1CWfgUz1S9ocCYTYwdvTcAWTCuc9iE7hzn

1CWjg28b1GftK7KSeJEFjwripoeLMVztb2

1CWt4sJiYE6pkjfsGGoTwMx7Lotf9MbFs4

1CX5v9MBvLuTWg9ji4SjYxaQ2MiBxnk7dy

1CXG4i8hE1ABgc5XRPLzkLguvKxSUFGHN8

1CXGtNp2xxeNe2JaQme4WAtWchGBrFWrJj

1631

1CXPjF9yaJiUgQvXHZrYNAFJR9vnokWntx

1CXXYJGHmZdRxt5jgKaEukYGfhCGaYEj9e

1CXfmb7PwVyLBmsJRdhBo4tNRNiXh2aiTq

1CXhAFEmdwMGeDMQbETb2oUBaVuzeoc61k

1CXj9Q56FTbEoKqu5kUVkvZkGfWp1iLrbH

1CY68wXpbWXWeParSbCDf7Jey5rdK14YRG

1CYE825wa2sKYxo8fRCQKJL5cgftdppdqz

1CYLjt1TmmwLrWxvkCqcFNgFuzyUMnzWBn

1CYXNptKR6tpbXZiDrJNa8eCy5ou7TaJmz

1CYebAuPt6rhdY1zwhyiMGtxcP21NiyJb7

1CZ6eFgvX2e7VwJVLUcgBeeZn62nbhmkAP

1CZAMLFzehUxUuDaE6FbkaftkDj6Umgikz

1CZn9jxTzBPWD4AYKanipHTJQahbCpHGKK

1CZwR8db6GzahBmxkoet96dsTaWY64GFUU

1Ca7XTb1JZYK89hvdHrVshFo8SB8vd2JJB

1CaHh5sJkxtVed9cMjoweGUZMdmqCEphsv

1CawSRCk9JDS6jCe8Tyh1KgtMECUAmUTQv

1Cb2KdEcFzTAKhPjw1zToptUQ5nqUXTY2b

1CbG1xkavWqJsorQrNCFJ9VJY9mpz2be2D

1CbNZX5M6r5kPYNE5V16n45m5f2jJZbFro

1CbWQixxo2Ry6Qf4g6Xyk44UuP8xgn9x6A

1CbgPrbcc2195sQqFKMNgHfcK2MM6ZJEb

1CbtU4qMpptm5NmewrEnb1QQSDvF8Qx9Ss

1Cbwm9qQTsxNRP7DvvtVpcezLg2g4JfrhG

1Ccas4qK6gNXKMQefJJV8ZgL6H19smMXAV

1CcdgMN1UFopBGjFG8d5zupBT6UDwcDNNR

1CcnFR8x2gZoV79wrRXiAcaUcp7CW5eM2J

1Cd1UXTzKzdJMSsnJucKPjtmDgUDFF5t91

1CdEjWNkHsk9WCUc2vPPw4BWXmJqZSXAKG

1CdU8mBnXJSM8KAugtNS9dKutXNqjkQHzD

1CdwsKf8HjkLGcUKyyg4fNKyUd2f9YPAbd

1CebDHbrMpkCJba4VHTQAVhBiwkkhYyhxb

1Cef5Jn2CD8ooQkEWPZDZ8NYSuL67mHJyc

1CfvXZuzF9tZzHSYchgquzurQWoVBVKXkd

1CfycvjaLUAQNEAirRtT4ZVpkHuf1o1MRT

1632

1CfyrpCCsKfYfDZmLYmrGLXr6CXRus5NDp

1CgPV4uH4u4Xbt69vpawHvAJhp1WQxQEXq

1CgPjiKbG5yMMUaJB4Z4WTSagcWFbs27Eq

1CgdHhsJpTiMAS5JgiAzBKB5zSELb4LCSp

1Cggm5xDc1FzxFJxqrPo9ZsHXBCmu6aWAS

1Cgpj69A97jqecfHorB4UzzvF41xyF5HaD

1Ch8NqxgDcQmLwhX6A8q22pywrAN28YwgY

1ChR8THLu5f1Y7qZqLhZDfhTrNLcH2Pio9

1ChdiWsRrMfPA259TzGnCoygXqZ9aK8XEp

1ChfYTrXxmVeDwgRKwsCcfzzbLRnxWGCRZ

1ChmeGbX8M9MZzampfJ2aRZ6KcFuDTbYVZ

1ChnbV4Rt7nsb5acw5YfYyvBFDj1RXcVQu

1Ci7zndBcT2dbe27TSQfT6NXsNtJ19dggW

1CivFCDxgyXnwJag1XofHNKMK5411JxR64

1CiyGmoWQAd6iQ8TWiQRkcW1nSRpVFxcD8

1CizDDC4xg4HQK8joJJEUearmRQYKrh2KV

1CjFG1ut9feQ6DyB721j29FJLt9xMJLaGz

1CjFhoaHXLe6EdHzg1C8pE9QCZSzMDTbDk

1CjTBzwmJbBVvRZCd2Zfzhrsi78FudtckU

1CjUrfkvtZYVyHwu5ycx8cJTm5YoUY7pwK

1CjcC8gd6GjDzHuLHvuXhpAJG4GqWGhvfW

1CjcyKowFN8FmAQW5ZUEdxS88co2pHTu1y

1CjmWPNnkhdmihNmTdugZKKweTzRQMmSng

1CkSyo5YnAJzGY1VuFzfxYYZAefiYW9J8V

1CkriC51XTsrRdyi9sMskKTokDrFWH2GLn

1CmE1s4j2usNm6weCar2ewTGzhMaT75fhn

1CmKwwCiXNCFq9FubiJvnPZtcNWqUfH8bS

1CmcoUdcjX5eJiBMvLTFzK7TdPWNpJ9jCU

1CmgcPiDAJeeibrN2XfBvaJr4adHsHujZQ

1CmpzebG9wkgP9NbYa4k9wytYUuScxaEzT

1CmzcNSsiohahgbAHvf85RDJVUV1ASUhdc

1CnVD2x89UoPx6RrvYTeknGkVSxqKy46yp

1CnkTT5B2AJ8BnybSxdCmDEALAPFU56aLe

1Cno5Tz6skoN9QmrA9Ve2mUASzJ4WhCVaR

1CntNNG1myZ7PXbw2BWcYXCGsJSWwDe6Yh

1633

1CoEQMHQ16euHF8x8ecyV5DkaZCYcwvzXa

1CoGEsgSzTnjyvfxTe8T89vHqo2HnDiFKh

1CodtL82HbBr2LN1nEMWX7Zn2oBBZeJnAa

1CotRcfNKkrxBroPtavm7c4RAVns79cy6C

1CoxtJhUNTqwvAwvCLmDUpkXeYZXDFmPda

1CpVQJcyGZ8bkV7HrDwHr4H5HjWupagzc7

1CpgjqvA2ayHQ2fGUorhqis9MH9KpivPUY

1CptY54LwUMdDukxxBV9PcpbDuzswrEAXY

1CpuoHmTqQfrVRgj69AaPtuGgNedKhCKyw

1CpwaqVZaHDbQVZNJXUQLNqr71u65sMuTH

1Cq2LwodNbZPRC1mu97TYVbrGPpkGyfGoy

1CqB9RTHCcdR2bGJBsUptygsq6SMk426X7

1CqHNa18QYaVYxeDxzqRjNSShUaDrPpAZ6

1CqRjrkQM7bykqUMKzDD9gQL6C8ZVBsNTv

1Cqa1dJdPVVThB5MTc564zNWHwjxCRh2C9

1Cqi28SBfmWe6ynNZGhSof7K6ZjRpKaQWo

1CrMpxRJtHKBQop66UxsT6jQmyFe4ffXWo

1CrUAB9a87z1SVkQKdGJVwQQR7ER6dfwNB

1CrW2Rhygrq85TymVPwwUfC6E2KXxFDeqN

1Crewphfse9Gjq5WNcvAUSjWrxBT4nC4Mu

1Crf9xMwXESsF24YSk5aowy4ELu65esUw1

1CrhXW1A15NDAEbocMxN9DvPW4FczhXBL7

1CrvW86jkNAF4Te6NtYntdgeKc6CRfJyVD

1CsDQxARMxd7aE54WSxyiFwENNsSVsF8V7

1CsbYMV5nrd4NP2etTpFpDmEyp6p4NJVNJ

1CtBLFS91G8o6L4Tk6t7UiviqQzJMKgejP

1CtDiKSN45NdzkE1Dua4Zv2RfVBus64TEi

1CtEXwDUBQrtuyS67gnbje5pgfAc5Pjegh

1CtZQuTMafisLHMnkn21ijK92TLCQxGwqu

1CticddJpyUGtExL2XoVAhLVREfBZSTwmd

1CuAc4bVDximzmh1VXyYnLikMhzcGSjGLN

1CuGfBFVmVBpwjfyYrXwJD5efEiFfzQUA9

1CuQruYyLNqriYn2Pem6xfZafvPWR9Ekkm

1CuRGSdJKxrkew1RfD6rro5b5KUNt5RoKP

1CuXoSH8iVXLempbuviC76wZDErv9ReRAB

1634

1Cuco4dCP2QFsrtjBvZ8wuoPMbvnmkSJCE

1Cv4sBBXKtwZNzvyHpFEjHf9SbGMueuvL6

1CvS9c747PoVjASeU4qhNVEmhdE1Vqws8H

1CvZEoAkF7W5fKXnzDTmc7DFJxXBM4Wu6H

1CvcVnELmnNwCfRvbfsche9pAQqNKdbEiz

1Cw2Pb9B2WsbdBekrxrGMPBLa8u2vh9khJ

1CwWKLmn95veffPmUzCztgnrmbx81UKLNn

1CwXESBqd9awuiMDxtLRmjoCxhK1oLvsaW

1CweYk4VkDmRJbSYPdm9FxrZPoH5uisL6d

1Cwhwd7mosDJ9RTXfinkALLwvuoxm7ercF

1Cwos2RRXzcuvTzKuRSWK77hrqexLxMgcQ

1CwxcDazTJk7h1BJwpABMLBqVajxCrP41c

1CwyV9CifmLkMNPgaT51JoJVA5pqvGS1KJ

1Cx151akN8UQniRaZLBi6scRfzAWXwCqKK

1Cx1MWAQUoWgoBAnnMqsLSsTzajLPSzmDV

1CxZ8MpoDqMZDdBSnEGdcRU6DKFFReb69H

1CxgDTz6QZYio9aLKaMxLo8KTp2T4r6xDd

1Cy65WeyrTTmCgHxpBbpcLxdy1EazrAnkB

1Cy8AbHkMzWTBSJJhJtnUCXrvdfV9wCjcD

1Cy8e4DE9vacwaRepGcKtuKf42WjQvfSGW

1Cy8gUnzD1axGyyfn9YYBFCai7qNJDs7FV

1CycofSwhCBfgZsKFpPy9Ad7gBfeHp7cqc

1CynqCoJYaLXJpS7gchCFNBb4ATK4Wj7uG

1CzDQ7CVhCdHU8DAXvcu7xCTiAJ4px9ESi

1CzRvbieMNvy9iLfFvwqG6AzZya5txPpBw

1Czy2ohBS9WTc9M81McZ8ktbm2qr8wN4o6

1D1P51udhXQDLQiGvBsrv4CsAA9MwyKRrs

1D1X7UJfzvTw5afQDtMrRG2dMErRV6Lk8o

1D22PdZXEzoAHqV4DJnXUtZiF5dRBDHgYG

1D2b1dojvx7JJ6uUzHpkihgfJJzYTApoLm

1D2qNUcWHZcFkb2oPJCKrgxbUQYHdJF96d

1D4B4i1vcsASqZsSSpYQgRHZs7AkV6PN6z

1D4JBfoSTocZp1Gjsc91SuqG2UkRm7ZaXD

1D4eyjNiHELps2XvCuT7QSCbCF1geePa4N

1D4uV4iJyJMnXGTZHa7LQS1w2u6XVqdwhZ

1635

1D5MJoAkrdp25uNh67qcnfTZ6Swy82sMTB

1D5VXfAZr7bHZq8yHbLKyYAuobfroXFFn2

1D5fHYTc4bB2vSKSjBuhh264uimgCJbP1T

1D5urLwBQVpPUaeQfR6HoumQrtFY7agf1x

1D6JsJWtGMWHGGgd2HpYCra8s2hmGZQmwM

1D6T1VjhNNUqVdjsjNXUq92ucGtQtHRKem

1D6f8nHtt2nztvnJZgp8TPpgUdVEjm541x

1D7AXvbeDLnTMDECWWDY5Wc4UjLZsMWeGb

1D7n9qB8fqEHcGKPUwwgbxhjRdzGG4TEV1

1D7x1qswUk7hjadiFuLsA9pmCvTTm4DLki

1D7zhjT7wwYCCSnfbhFR4R61SDEzYiB2uQ

1D8AN5je5AvEJ7mGsFACHiCRAqMuVYMBSx

1D8CsiUSj4E2YwMzxDpUteZQiVCDWrTghe

1D8JtDPu577tUfK1yUoyuma8bA7eF2SaZq

1D8KQAAiAr4mbhrLDgZCiEixFYVAcHMHB8

1D8QsotDdAbGqKUMCxBHqMGFbK5ho8zfJb

1D8pYJEzf5mzeaH5XXgEakQpQZ2xArD6a1

1D8ptJsg7XXzRBT8QHcLq9qXyd7rrosYGa

1D95nEsxGa5J5o42k9dsa8Z475NmALtaQD

1D9876LytE8DgrdFMWV6E4hJJzF1xXTocT

1D9XkbBVg55YVCqzVGUMHsrygVpsc2DxjC

1D9hZEdqoruWRiFgmKNeYgaWcMMF9MTrGm

1D9i8zepKfAvvaEFmPEdtVD24nFhPcWnRM

1D9m8aAevTinFDRjmM2dBMAUDyJJA7USNJ

1D9sdWrZ2nEHwsZVwuGbTb2rLMkamsy14Y

1D9yMGDHyg1FNHzGxNkNQSoBhD4QxHGmyD

1DABwB6JrWkRqSSMwiSNRVC2JPXtLFiDGF

1DAJn1hvRWkgqM6k78VVQpHTjzPYMK2aie

1DAdgc9Yw1n87rZELQrqBvAvRC2WmiJn9c

1DAn81aL2tMnyjdz5fay5F7uYVdZx424G2

1DAsF6NTRGYCgGp641p8rEJ2giwNeuCoQX

1DBC9MiqykZTbbEy4NYnDBbXPMXrC6JxkY

1DBLdigDc4b88ih4pyLByEB6v2qCUTyii4

1DBqPWfZM78nHvjyxL2of1VbDVT2qQpi5f

1DBtNGguhcnyxH5RjjYwrBfHansAw7pFF5

1636

1DCGFajH4rF4xiTjnVz52u1BksTG2kvDrn

1DCSQUf9PgB8ne51h8YLP67yTDsNHVMWd6

1DCcZpgvtUefVHP6tQT7UEWv7aATd6YsgF

1DCvw8sDpua4d7xPyUAtgxReswGBB75S5X

1DD2mFQh9dgjuBmXBErmXr8gTRsyy2PcWp

1DDL4hv1ciDqpxJZRsifFcEZYeuoZGXs2i

1DDPpHhovMd6L2Y1uxrxunSBujmGbVvtBG

1DDg2Zv4rm2tDUG6KHiUjwCMVprfQnuiNm

1DDhCBmamNGZ5oVpnucwjbQrY2gHLaXzbb

1DDhcNkZtWpnhxfvCwV5c6QGk1EmahZWPu

1DE5FdDKcWzs6H7MkJqCmyYsiEjBbseY4K

1DE6pcGoYqztrPvap7sFL7trEGrnNTrLdq

1DEbCAKEtGQS8WGL5aBrcBMVjePSSxUG7P

1DEm5XcU2th1JZw4YNMc4Ausg9NK1qLpaC

1DEpNJp2NSDqyNwoC8PXA2FMvmsKSrjdbE

1DFFqzhRk667fcMr7RBUocZuupQayTcMCA

1DFJM42aLtWaKr2LK4XuEPMTvbq29iY9n8

1DFb7qaL27BBAxT6zm5tgazamXKWXHWBi6

1DGDyiUyesHjVj1sEnVD9VPugsvgx5Uga9

1DGHi8THLpK4AKBDfXcR8GWiwxTybaVp8E

1DGMeKSALSkYGkedYDUgcvV8mP77WEGusQ

1DGVaVYRQWm2YnWBAUtvnmLMfQMEycS6Rq

1DGd7QTaLpHvPFc1ixSQCQfmcN8HTgH4Nt

1DGs4ipTBeFsXrB82e2YEfa9swsVbnJEMX

1DHULPZvrGkVPrLF5xL7Fzdycjb4XF1HFa

1DHmBCXzuYbWn7D5m4qAAXU7xEyUACKReC

1DJKi7cQsksDS6FxXNw6NzBctCynNfReNT

1DJk4iHAu962HTj9fciQ8k5aUPTqCihBSZ

1DKEsUtGtbiw1fkhrdG8TePprxzFSHrm7i

1DKHJa2YXtCsB8xkWs47L9xpUrvfv7geiH

1DKHV8zXyrcvwKU8ihwZnyuGTybo1SB2Rr

1DKLHCucmbrDbRNFgFUMJLCqwwTFbTBicc

1DKUJQ6DqGu8zQquiapeqEAzvyds6Ec6q

1DKYh8WrNktRFcpo5aUS1PMaDfyNJ6SciA

1DL11fuLMf9zHd4tPUtHVo5tZHWp4meRu2

1637

1DLDDCGE4pwoyc7pe5QVA2s1STsmdDvTbX

1DLLSXoZKyFu4fbBQwRDBjxXMiG9ghV11v

1DLNXdqavw6jq9nHNKuagNM5tcbUzeHHD8

1DLRnrQzAUuqwAnjFajGnWwM1U6ptsq4CU

1DLRw2pYQgYfbeLkc7oPuKpqkQjo1Pu16P

1DLmX5MBGHiwMRsaJVdH7qKd2KedUsVgM4

1DLssFuRQVFUr4rDpFGzyeuNQ9B11WaafS

1DMGGDUBwjLda29rjoNXTdhTJXnUjeSbEi

1DMdtc88Vjjz4DBHPVsVMBHScdoS9nmcfC

1DMyS5KL1tonZccRmuVUT2VMuXboKBzd7E

1DMzS1GRVNPvrDLYc2VPPEsxMNHX78ArJj

1DNT22QTF9o5cxtn8KAYKHhcNco1V7xbLw

1DP1wniLW7fNsVHHJ1w2TCWe1UswrThPkV

1DPBtmXnMDyz1Pr7iE86oP6nNMm7QS5Ler

1DPPcBaxC9pioDRxiGb76HQNQR4p8tBjEi

1DPmtLMBqtQVQaTRdWVisGmBq7dNtpQ89a

1DPyVaqUyqe1XT81cgw1qhH14NADaVEgFy

1DQ4fpskkSNQ7dPKzxrdP6TvmSKqe6GfeC

1DQDUheMN9Ye8FrYuMkhPw4jVAcE7rUFQX

1DQKChqiK7CV86GEkxwUGSdZsYJHynK7Jf

1DQTmiNfHmLWSdsCCHGospmF4kFcNPv24T

1DQW7CYBPm4eTdFE7k4Lsc2CSgXqgtPdp5

1DQbkLKUPyULxY6Ujd7pPDcGwphMHm2ind

1DQeJSLPgK8ruJhpkVqZ8cRfZ8x5EaDC9B

1DQzZF6KZeudNuRZ84kR5XFAqHgtoT9MVj

1DR85ZngrgLnzuQJjiT1v6L7dYhBDqEyi6

1DRKFwhEkVKmg2kHnX4DwhFPpai2Z8ENRY

1DRSmqyKrgBBKvsfMeWhbKRuEhQ6ucaY2V

1DRaaZckuJ5Uc6E2ZEnisPHR8FrTPPVVop

1DRiUPMqqpnbqsgkTvaBp5piJmigmMnraH

1DRxUFhvJjGUdojCzMWSLmwx7Qxn79XbJq

1DSkRKqk5PRJKdhi4XNiJzdxUd1ZDrGLHD

1DSuE9Ztn9BrBdwpqiGBAnys9BBHqxwXuj

1DT7ffNf78KadCAcLtxR4eaRxjLWi86UrQ

1DTjACQS6MmueU4M4ohjfa7FKr7EgJbYsp

1638

1DTtgzb4QX9dtCQnptdXsaAfrUJmYSco8X

1DTxaJYawcGJQ4Uho5WtDKXdVEjTd2AJy

1DUEMY9fcrqdhB1C1dG9Z5e89Kb9gieUom

1DUFePbL4NkBoPp9SHzm4v5aWnrM9EErUX

1DUQUgxh8WbZrasb1REcpDcjmB6pnEWCCL

1DUTWvBWTptjzeiejWMy2sgXHXdEAhmJoJ

1DUV1GJtjRHP9LT1HyXFv8b7wQmW1fsD5p

1DUjhyf5a6PS7XmSaSDv9X6Dz9WC4i8RPM

1DUjzGEJuwvkzzE7589f162vvb5zTrG8Cm

1DUxrNhNPX2YvdB1mRnokMUUFHSm5MK4So

1DV2RaQahu5WkXw1CXpjpeTtLvfMN5dLCe

1DVCcxgBVpx9YLKsTRkboWVRMEPixyWgjt

1DVERQq7FSeg1NJmZCgAvENmU5soPPPAPC

1DVgrtJqwjURYMRTMtF7f1nK418xisQPuY

1DViLvAUGVpg1YNM1k2u7C5xvzDaQPgqdp

1DVjeKabcmHzKWnFQTw2cMdo5X2ynHDNpY

1DVxgqxymC5p6oqNQXwG9Le1ARC9tQXUGR

1DWMrmSvvaGruX9aPNpHEHaU7Gxsjnaswk

1DWNbQW5HvXde4tU4ZdFQmc8Gp7paMpvNu

1DWjAd9fLWFHhNdghgwbAwPRmZW1deDN7r

1DWnsMb5K4Hv4TjjziCHpKexSBtxk742vE

1DWwcTXW9GjTDPcFehs2CnuXCN7b4Ej8e9

1DXAXkqSsLcPAFaoWoJ6vtEq8eDKE2dfgT

1DXGYzREFeR8C5yadDgVKtj9WtC9zVJK7z

1DXGcRbvqokRV8WoXpPL2qP8fmcaihrTNh

1DXWvon6XBgwmnnT4g9wztNfQcmSrwWp9a

1DY8L2uAcY1nWayBjBBZtKtqVThTKEmWJt

1DYK2mwJvWWZCmee4HwKojmCbpBZsimM1T

1DYLrAaepJrUuVGewFVeaUFrVqcUaQQi4a

1DYi1eu86FrZqrpnrJqKuUwVomA4BCzVT6

1DYmCMXn9VqN5UAXkxzks7cNMpahjBBhg6

1DYzxwEg99p8nHf6QU4WjyYLmJayPPjqu4

1DZhU4TBrdryKiBdBRAzBWuTkAXBZWotwy

1DZoGdu1pXbdXMQK4X4FYE4g6uiGUngk6X

1DaDELRJ7BZEPQjeWYwNzUhoZw1XEF74t9

1639

1DaVPHqiMwBcb18YtiEEYRo88uFtSHEGEg

1DauU14satXqgWNqU9SWL7C8wqgxqiRAtp

1DbESkrMybXT7uqWcavGsJ7Jk49q4Psbem

1DbZ9kbv9C4Sar2TR4stiZjgrRSdpS2NWN

1DbatCUhySaa7SZtYrzGxQ5QCzcVJsuDCN

1DbhFecLbpevUSaTaCHxqz5VG79a4h5USF

1DbpaBDQKAVjoyLkmV5wPcFeQF1QK8X2zL

1Dbs7qi5BKbfQSfVsZGGneouiDGMKfKejt

1DbuTjRNVNrGsYiD5kzqcfTqaww4wJHRCW

1DcFJFUeYa5GGg2DUX7eqY22eeSzdNxxUK

1DcdSDHXpZTgU15xgauNzRC7Su4qrpzATo

1DcfApsYqaRH21crMroqf9VZVRncdrYPA7

1DchvcoQhi9uFVQnvR5ytpCPJgW5FCTzp

1DcvYHpZTSrkibxTu6JkUvqXV4cunHyrbA

1DdUKKb29dVy6UrBgaRu41mKCf7NuTh1aG

1De5Pqb5T5DM52CpQXFHt4vntuk6r9yrKP

1De6TAccDvnG4QVwHtMpjHPSC8iBve5dza

1De6fJz1vvCkQQ4KrTCoknqFRu1Lwi1yZb

1DeNHM2eTqHp5AszTsUiS4WDHWkGc5UxHf

1DedK945FAqzqniz57S5sZvmPMyigPXujQ

1DemtyZ7gEsZrLpAhiWiYoaa4Da1Eaxinj

1DevjunAQBJsBfdo1BQHbJSHUN8THK5dBx

1Df7ryneUZ9v1SSnsdbCmg1N1K1d7Z2uPe

1DfVXFGp8LikC6cKEkj9tXV7TNd45teb1L

1DffCM5ownU1nuL8ZRsQa5Brhbgad4sWuL

1DfhxMMxRd14eaWxwqQ7bULFsN1MmqiTQ9

1Dfq4wcnyttZL91DgF2zT14ECbiqa5wHQ1

1Dfs1a7VRFqcjMFzvawMKWb1isTKf84Tj2

1DftJhH5WeyvM9N92A5F8yuWZ6qBFTVQZq

1Dg9NyHGKyNtYpz6CAVh6fxwHgYno4AzCs

1DgLhGeJfoUkkXdYNVf7SNckX5ST5taPVo

1DgPQ1ucCtANyxaZT7bdjUfB6pmWnJG1J4

1DgdaQxDrnPSAYEAKMFn6QwtmWLakuJsgo

1DhUK5LH56bNTgJqMUjKCTuQTVFgVEyuoW

1Dhv6CNsJQxZXqcfqmKtE7xFcd8BeQCyfd

1640

1DiMM75HqhsJDfnLGyRJMfNMDPvgkZ4t6p

1DiiQ8jp5ss7zifZ5GK7v9WRUTusGz4GUi

1Disosy9fA2JaX8k5C9bvEzuy98UwyKfwm

1Dj9YnMiciNgaKuyzKynygu7nB21tvV6QD

1Dk1N7yUnApL1Q2YubGgkFS1iNyMQqGR82

1Dk9VRnpmx4MRQpoNPDpHAYDkNWSdbvJRi

1DkP4qJfnnw6RyyCGruiwzneAknoRSfW5k

1DkPUvQSUWRvz5XUNZ9vfZFTFe2MwQSTUA

1DkQsqJ5sEaGmf5v76CwNLqwcnXp8CsuaS

1DkRfUgUsA4Nr5UGHPcCbk86XXYzfNYVQb

1DkbWoawpKLT8WnqxhbKsbvzR7Tm9kpTJD

1DkbxjN6qHycEdsJmfZERBN6KFzMP2tMLP

1Dkd6S5HMzHXLaUjRb5GDrJirjUMk2bAtt

1DkhKbMLbj2xWjvYe8X7CvghJCrY5y4P92

1Dki9fWcKkNh6Es7ug9kMot1DNHmRn9kHj

1DkjqHDKS5KiH7mcLUz2Zr2smeyQ4syRVG

1DkpQQJVJi9LD4DToC5KLyAK1HX8BsvNbJ

1DmCMKDfkBN4ZPuTUR1TyNzipuwCJ8MHa1

1DmMKDwt5LgFyDw76nDC7CsnPtYiADWeon

1Dn6MRVW2siBLhNR5LDT7zJVnZiLyyb2bN

1DnGY1gYmJo1wfV1C698cf94DHvJ9nhBs9

1DnJVsTv2NcjhkPaiATv1WHaFvxuuo9Yzr

1DnSnGfbCiLjRQSPS9pf6utGjJ9XbMD6ta

1Dnj6oioDtudkmJ5RNa4YAw1H4rTHLv849

1Dnrd4hGfQ2Jx6RfukG8H5FGSyXZHhjFW7

1Dnv9xbjrSVZofJfWwBJiY6mXbTQraeU8Q

1DnvdFXsZjGFrVLUUXYycVPBYAYus7LtyH

1DoBhVPwKCqNW4aHNeQDesjRrV6ddDyPJZ

1DoCanzGHnBYDvMCgvLEBBqhuToKPYcMF6

1DoRWPqYKLFp24YQHsFTvJB4EzYJQBxAp4

1DoVD4aaohtGTUWWha16aYANckqFNDwsno

1DofEmmKXQEWHkqRChREhmkBLEB4AxhjUa

1Dojy4BkG9cckkQFfazDFVtAQpepKiy6LC

1Dotg5QFEgeUW6AHN4iueeEy5z6ehh8AYW

1DowrSHU5zWps4UEKkRqfhwW4VWxFRiRAk

1641

1DpGzkW8DujuTjvewrkdQSrhvX5tktreaV

1DpHwSMsRZ8kx2aZEmj9pFdHH1xffixXkR

1DpRuzsMwoMdeW5ZDRBBDGyKiTCr61g4mD

1Dpc5buiqSJJwRDCaMYmHarR25BK7HJucV

1Dpg6gWgZW7pzkkPhaVCMa9XX5gbc6dgDZ

1DpmmxKomDTiF9zoPbm6oHQVnsypQ2zFXa

1DptYdJJgoWycMrpRrvQcY7HxJNpNBtC16

1Dq46ALhFpaEmSXoRdrw1nSLq4mGXE9wKg

1Dq46cdkzBBT4TFH8deVgKgGKcquPMDiCQ

1DqH97bzNHJr9GgDMwrqdkMskKGXsPY6iU

1DqLUBAKv1yJBDwkDhMdidZHfo2Ucx1Kws

1Dqrs56cuMGLreA1NyDqTzaofKFCrrBDWU

1DrGzqusugQZkA8RuB1556v11jo6TcwLum

1DrHNHm5kUdk2QSaDVd8xFkewZiAmbnfmT

1DrRUx74B8FDVhouzAeZQreHQGEsswwXCQ

1Ds2a9MEKcNSBigCiE9inPDrCmJ1ayuGyb

1Ds621peYnRvEJHjNVyUk5uYmGGLpf8SAr

1Ds7MCeESLRLFCuyprkTKkMgt2cY9Y1QyD

1DsLUWc929xYU9PNyiT86ebRpm64D6VSP4

1DsxQthgwmp5ZfGDATbS7Ybor655yyWRpp

1Dt7mFo4dMqBNsHpPZK5ABKwLEmVHuk7SS

1DtEMUNBxyTWYxHTh6u5VB7ddHt7D1jRzg

1DtKswVBwwBZJ72DqAaZWMNKT6ztXuGpVa

1DtPqA7No2pPbJNHmsvaMY5LLsfx8Rrt9o

1DtQS5GvFivvDWzdXETyzhKWpWRbR2Q9ZG

1DtTUJSUUq22nPFs1WkyVAMjMKy1amTnDL

1DtU71fKaZ7o8eJawUdfvB5QwKWAdKUUV5

1DtdyV48HCP6QtMoqNhVRT2FM9wheUNdZZ

1Dtne4RHf8e1WEasrX1Xe84PvdHdx8GEnF

1DtyvLb1pDzXVoaVnJLAFzBJN6b4gcJSdR

1DtzvHMxrVCueoyhd7VRi8VVPqfKNR8Znx

1DuMbTTQX5jGcbEmriZVaYJypk9JLHoQ4a

1DuMyrXt64es6BenRSHy9LPubqEq9YR99m

1DuyNcke1RfWwkRAShrqYnszXSxeUZxMrU

1DvB6zfu1por45c6HD1tCQ6g8MVgjxy147

1642

1DvFLLZfJKtRhH95ezscH6hcUN9XtHmCtc

1DvGEgN4jnxAW8KYGgFRqggmgnSENNSE8

1DvNRvFAPhnthoJyh6AqBj9ERNsSVqWvdJ

1DvPLsHuiUHtaXJ7AWt2Po5eKmN1N8EiTs

1DvbLAqdtyohwAXdcW7FVcHD5wSGeRAqBo

1DvytraPeEUHSTKRCebk8YidpBqAuin9dm

1DwMjVWMi2wXrix14cyo2trdeYkoLkKEx9

1DwihkXpryrWTjhcPgttEvWe54fMtQtHXR

1Dwoi5TBVTQt1XNxFUfvXLmx2UsMkdqZgm

1DwuyBhdjgUfcq28uXQpnkVEKZAphtPxHU

1DwypbMf5uEyWCF2UsvE5z7pzFUh9ybkwi

1Dx2ddP1iA5TxotrTWZfk48Mb6yw1C8d1u

1DxGT1xFTPBcxN5JFyn8uCEU28LoCbTeHJ

1DxMk1dDhV9EBRYHCYzjUUSnvGzJE2uVjP

1DxMqebjD54mnBNyZ2cz6iRmqNd66LtL4T

1DxZu4wr1nbghvxaFwbcTeQ6tFFA4JR7HJ

1DxgAUHR7E2v6MfxJmvL5P6ZuRmsFxHvNc

1Dxk7d7WZ9VN6UEHzYaLDyLTGst41M1w5u

1DxujFYBqxzP9uvmwE5YzZdT4hzYgK7Sgk

1DxvJZyQmB6mkc6MEVkGxVAjRK2TW2uVDo

1Dy7EstCZCPJYFgyABQYoLeh8gWJW2P5G6

1Dy9zuSxeoTws84bh8NoioEXYXhWedSosE

1DyBvTvSBLP1gc9YyqHJGXtazRiYXzsUK9

1DyMbw6R9PbJqfUSDcK5729xQ57yJrE8BC

1DyPdVSPz1RV2hUrSVrFjrSfXUifLnsexW

1DybaPGPoxgomd8ooRmKruVsPX9uqoSGQW

1DzQShqGuyaoSvNpLWRdtRpHnkeM8Cs4mv

1Dzqtt6WwCg4HEfPUtNRuF4sdbimU4JaAn

1DzsPv25nax7QtfXri7JyxKx4DV4EUnZpD

1E164myfQBYMtbXgZF8ngkkJk2vTuTptku

1E1MsYQLSFf2zoNp8qpvoTmU7uFffQc8UV

1E1PQDhScqhTNaRCsETxWwpQKRjbjUBoGK

1E1gcBV98CxNBkTDb4Mm6jeysqiV6CCbRw

1E1i4nCQzg6hLBwn8YZ8nTS9iSnSVCE4rg

1E1wiWSMbiKjfhG6a5dGGZESKioitHtVot

1643

1E2MpCJALdrSPuChVbmyKBY9tS1qEoGcsE

1E2aFnunh7dLkGHPUp8GG96Lq1F6Ei7HMu

1E2t8Qfs1rac6B7eAnWeyAz6ieZVthxdcQ

1E2uHPHvXreEtyLdDMQZGx7G2FgCktvkrv

1E4HSC4CdMKFzetDxE65P2oaWfzHV8hNpY

1E4JJVNJQfYDfnfdC6s1UjQpoCakga1bpQ

1E4QSM4VznS4mH4ZgmK4eEihMxtHcieoGP

1E4Tucwyd1AkVoQmSpBbUEGgBnD6YkD9A7

1E4Xo5ZKBPrJ8n5GuXSnv2Hadto9CoVxs

1E4fQqzCvS8wgqy5T7n1DW8JMNMaUbeFAS

1E4fbnpe5y9wCtV5Uuzgmmm5r5nH6evpZk

1E4jsfwFsKVaAVFNfrmGVgDY1HRU8qf7PV

1E4o7TkTqUanaabUsXZqC8KAxcPetyDtUH

1E56vvarCytBSQjfwBXuwbKZxdcefJ9mtC

1E5SxBpiLd2sXZqG8o8URwewNcAvkZcpUS

1E5c7v92F4FJsSEJ2eZVvXgJQB2jABif9N

1E5mCBy7ADUZcusk4qiauYr1Y7rzFEfW5x

1E5rpJJBfGVjMohwLUCY9otK5kzkRfAwHD

1E5yEhv5jAeaZwK97YNZJKoBLBrZNxcjKS

1E6HsqntQCgSytB2JK5fZ19MWEpAMXD1aA

1E6oXbdT7kxHdGiTfMeeR6eUf5KhAv49Vg

1E77rdS7NFBVkWU4xWWmejpNnBtzVZRBuo

1E79DhKeAn2iH4utQynHrfniQNsmbbJLzt

1E7XNB7RoUTvxeaSYeUukP2npifL8ayByp

1E7t8KYUXii2QQW85HTPM8JpoVBTZfGq6Z

1E7wzS7g8PVaJu7CVTH4xJUuvkXMM5Yi9C

1E82njZvbmacs9gv8Jc6FGpX75SKDwMsuC

1E8Aox1cNS6mXzYwxmyEkfKyZAxMnGw5BF

1E8S7c1V9WabGW2yWdS7Anvv6mCkr7eemg

1E8bS9o5JaaEgNSvdPTVoHQ9jD2j4AaxSq

1E8dpdVpdC4kv8WdHDUD1zeDMrn5zXs8sQ

1E94xDzmy2AKaA6h1wR5dGoowNRGNYxu5j

1E9BujXmPsvHWTMHrZTN1Sdxd72eWSWYD8

1E9YnS5BvcGkV5UEGBaPXPX6xZpXDA1U7K

1E9ZvpeqS4qSZDFE4dCVbTNfetSdyxDYVq

1644

1E9bfAHuWt4zGSrSsHJhKr5cW6PQoXmCxW

1E9esxHSmXnKDm6rB9Zt2Yp8GCrcyYXZNX

1E9gPXg11h1dB88LhzPhcBLRqGU9HnXyUJ

1E9jC6iXzTeRseqMFtPuGeLB9yahvm4uiV

1E9wZUjDRBY8baQmvBtNtetE9GCpSCJqWC

1E9z5mbV8wg11M1cBGnXUmL86vxiGqPenM

1EA5nHdETBvoRA7fsZXGHs4eVbmc7eTuSm

1EA8ojiF6KgqmsmvL6Xjt1QNZe1mFPrZDr

1EAMrHaCPoC9NCQPX2EZKk76zFuBVJYKSP

1EBDxNsMj9M9Mi2odiSZhmx8PrxkjSYENs

1EBHWM2khqqrhLobKpsn8eix6QyGynyDAD

1EBJKyudKX5eqVVviASYVYLFiia44oTz9T

1EBaRvBgHD9kd26Lp2kn5GfKsPukR6cXN6

1EBjLDNcra4VgPwykd7hdkWsFBFHL9iRuo

1EBnREuNaq81iuEiEHC7stZ82Xzv1S8cgb

1EBoCYkmV7yM2ofntgGL4xZk6WxiNs7V46

1EBqqr7WMgyvJs8woKxi6vKiK9FiFonemV

1ECMBAeQKMZpwakL2MgpcYnJeFxj1XrADk

1ECoerMF6GHnyHgS9xCS1MRSJoAfsF7Uky

1ECs1sL1PjFX5a5UefrGrsfqyCpE987MDD

1ED7SGBd1y1tv65nU884DvYmn8ZqUmPKAr

1EDAC8QVC6Bibum1ks7nCtbyQxMxJmsL6Y

1EDG61uWUrsHQYUrBJABHHDCXv2MLJWiWs

1EDVy8R1M9HzCSXdoCuh4CLJrCXnJyLkJV

1EDY99KHevivevXBffMtdLBVqnKVgC6LcT

1EDZBArNa1Q5gsK1iKDKJtGAh7PBkgaYNV

1EDnsydEUBP5hDKRatTNtLZqJD7AkBkN49

1EEHF6uucK2UNtbwxTyAzZ74wNudApYWQm

1EEP265ex84LNgBkNqMi1RQUjoQyJqeYnR

1EEQULjef62ZgRGaV5Wvv9YFSkpkuz4cXt

1EET8VGddscmBzYUtHJPCob7AQWULfcDF

1EEdqhcZAZdhfbymKY584MtkE9RQCpffh5

1EEuue5kaj7UDDvCkcKR5KrwDGGdKstitX

1EExEBpzBVDUC9x8ZW9ohRtL1Hi29keRqT

1EFKCVsGW62cwbEdMt7HtTsBnedHff1b1R

1645

1EFNbAPkSnMvmM2hecRYhLkdaX2oTBiuNJ

1EFiMYGbDL6Bb8nBnBQPr2fWYCTGC8MhHE

1EHVgQXuspasVFN4sdnUMzNy7mfmYxspwA

1EHjnddmmEJiHqvJTPXi4hPjAAXt7DAmTt

1EJ1zrNWyjrBavswt48z24haSpaD45sdVo

1EJ88nW5Q8dVKP4Jf48N7poN8Gj9baJtXV

1EJ8m9ayqJ9qmGikHHLszxss4Fzqz8uHWg

1EJF6PNG16WJafiWWoC1DL8Rz1TPKBzJUQ

1EJMbARdXv5dP7v8TxTa7xm2GRCPMgUdGJ

1EKDaXeR4wjgXBHMHMEeCUsd69hc6fkCBr

1EKPiv8aNP4wG2D5u5FrwCj62MtAHLJ977

1ELUDDGoPNL5882w9M7NzwsiPtu1L6sLYS

1ELUFrJ2wYXPpYLwBwKwiZxinSMvozvdRd

1ELcjKDtgn1zp4zcCnmvy2MwMzv1JWvP1E

1ELeX6Hz76enbQncgJLeFruAEriFx47hiE

1ELmy96usgDVzcdyMpmYP5UES4RQZTWXkZ

1ELn9F6LoVmKuvJuv7girtaL4dBTziML7h

1ELyzdZwGAem9bR2iZDfmWEUURW9W64yhw

1EM8wUBy6sQ6gw4GcjLoduerQMv9t98TxN

1EMAawBR51AAUD4JELvLgfjSTB71fq4jP8

1EMvaLbCLJETUefpkdqrzCgvMEbDVGPSPp

1EMz7m4Fq1Jq1UCNeYM4BwMircshBS76hF

1EN6YtXKHhP4xcSRcz6Rd4KuEoRa5ZMDjv

1ENRsx7qXeeMYk4ucMbkA5URusUsxDLhjV

1ENgyJ9FmQMXJ2f5fXhFxaLuSpvm5ymsw5

1ENt12uMQ1HTWtVKwRQjQEVPaJ5egyqcPg

1EP4rjrxXUGPkZjFMiodctjHoof5AwSUpn

1EP9ShUNwKbzGVwuU6GqG4cWGCxn2am85E

1EPTQshxWPj6Ef4GNvugeQ26go5zpUMeWT

1EPi9f4h267hoc99kyKMjVfSaAodef9Cae

1EPvZgr52U1biwyfM8dTsCuo699cNwoEfy

1EQ6DpCx4nopbUfAbQr6h8AwZnNAdZTMCD

1EQCmw8fMMD8bxRwqJESNsCPvgfVxqBJJN

1EQKqkxmKguLjtmY7fz6LQbUXfHySi2Azf

1EQMLzxL5ERSaa6CofsCP7R7omBQNsQmUw

1646

1EQWWDiJtsfAsKJEHBTwG4WqDShFXPDnHi

1EQiMGLApzDdPYLWoDMyUo27q5ashMXdQ

1EQj7xsiBCf6agPXjmE81ZjSCvjVFK5wtB

1EQmhpBLtEuJfTVaLaD8PVumeYLBnZmFCx

1EQoD8nXK5piqA6GR8TRYaP9JRif4VZ5KP

1ERihncSkz4gyd6BGhuexcqAbWZKwSrHY7

1ERv5d2PUAwso4GgeWCUvYSAjiMwcbqrYN

1ES14c7qLb5CYhLMUekctxLgc1FV2Ti9DA

1ESJLQZiMxJtjfVoRNrCuNmNdbPTPZ5xk6

1ESMvktfrzwj4iGjpPGygsTGNBabXkzv9B

1ESfszTwDZeKi1bTeNA8JCXwcRi5NbtYqG

1EShTUPJoZoas72FDv5iB8kjEYzaQuMpcB

1ESjKaBe9KoVLVQoNyZciAmKJimxWMsihc

1ESzm2Z9J4eG4fUXoyq28uSUjppn4iAbcB

1ET85GTps8eFbgF1MvVhFVZQeNp2a6LeGw

1ETKSUtmX5veSwThRhyHjXgSizfieZwDc8

1ETLG9xnFwZ1H9xaHz6u4MX8KYvWJesMab

1EUNfUM988WU8PjUTKEZk6WfnfjfV24qct

1EUdsRr1Ca9ntwwbCUXJicsTgfyAmSdch7

1EUxY6JpBWLNBtkFU1KTT96MSnpuyzUxuz

1EV2FzwTGVDebQFe551Ffj41Y8qEsQ7TCY

1EVN8Kq6gX6QM4dC7bRgid9jhJLpVaQQeR

1EVh4wsfidT2xmjNwUkPHnTL6C2kanVfeK

1EWJtEDuQzUsUYBwZGjaJYY4ndUKhQLEGn

1EWQPEKSjjT6vjGiHVFsyopoDukwtjsdub

1EWURtrQUJ596PKjrGAgriX97Je79Dgq17

1EWVHPwhbWh6JdEyePzHayVwHeBdCLcqgX

1EWXxYwKiE8LXKu9BVCBQfaakFTPiEmQ4o

1EWYEY9hxWAPN81P6VfSJNVKYm89aJN9qg

1EWfZVPZtvNf4viPyzZKsJux6ynM5L9vf2

1EWtrAp9Y9d2FkXBqXeuZNrYwEgFG1vxyv

1EX5oipNBtQVyngrauQVNKmg5gyr4HWFPP

1EX7CWehUiiNLmS2BmsQhEimoNeRZJtHgg

1EXEHhieAjozBcyEq111HhXc4cxposPFTp

1EXEgmgkr19xxbVt946B4j1VK9Zmxuhm7b

1647

1EXGQipPohVz69gESyn2JH58VnkQJVueK9

1EXTcmKoE42BPRGvsGhK2VkF2w6HGc2Eo6

1EXcbgPiBc4XisULqeJ6n69Jwphbuq6P5y

1EXdhF2qFpsDWhcZ45fHjS9UcoL8F1FSv9

1EXe81ps7fci8Nkrkg2mkZg5HiBLgiA7kv

1EXgxBNMT66tgkXqDzz4R5jPgtJnTdswe6

1EXiUyrWXBMbU8YCqNMFixYcAypGGmdMNJ

1EXr8MxbJr9zb56VAZ1XSbxMzgsJpYFijB

1EY1k4MeDEUMhjuYqPnFH8SxmAsZFfEJ2f

1EY56C9sZK8XwYm4u4SY7SRWdofm8vDAUu

1EY9ZnZ9fFd16Mq8tE45T8WQMjzHt7mznM

1EYAEa2dissSxVsQR12ifuv4uTr1dfoEf4

1EYAcAFcy4mfHj7FjLQfARnA192jPKrHYv

1EYAhV5iSxLnh7EZp9T7zcga8TDAruiGhG

1EYMMCWjKjwVJBE6JopeR87misuu6giDL6

1EYR27YGHeogFYuEKpwM7hnmLnaiM9yh1v

1EYk7yXi4SGboDQn9z1xmgG6dq8RspNrzm

1EYmkCu2JiEAgqNf5a7kDhF8cX9PwYpgF6

1EYtbSC6A6CpC1kQksSeTAoWHGi8htBZST

1EYtePkb5iKZTbmSnjABdQ4jmKgZmh9hqe

1EZNvg2eK2kfVib8V8ERcg8eqCE2up4JGV

1EZXUU9fJg6s1QBbDtzqcLHZwgeTWqDreG

1EaDm8XqnNeMjJ9nyCsTx67mSm7oXjcfm5

1EaM7KXfC6fFzmEqjFRUsm81gkENNrAm8M

1EajXkqi1mBNxNEWwE5biskTU1k7HFRpxW

1EbEFxEz5kamFCkUgcbpvJhUm9oBs6K8MA

1EbUEdu6p6o68Qd6CeFBSZ94woifR7R7eT

1EbXBthPrUxc8mChgVwM7iY5mFXVWBXbBR

1EbaxVVdovM1DksRUvD98x91ReVLhfrkc5

1Ebn2QheVsx4PNxVLt4M7ammDvZWMSpByE

1EcFha4eskhybmmouEttWUE6vTPeYSEFRa

1EcZpx26KASqXCy6MyXo1tu8yb5Zw56hZi

1EcrSsJ29AsKkUKrzJcJkQWYh6rNTqsqnw

1EdJagaJC7LjbyPy75WyNnwQCVfnHj7Bjy

1Edcufenw1BB4ni9UadJpQh9LVx9JGtKpP

1648

1EdePNCstvokKAKBTQkN4SpYpTrCtmz7Rj

1EdzfSPyG1N4bRa1JaGcqfJjdgw2hfU9oS

1EeCT9Q2xaYxfLJQP6JBgaEZUwGjEG1kY6

1EeG9stDSaxNDA9pyuUkSpAgNncgEVrBFU

1Eex1fZZBPwkHj9bZGT4QZTegajqoYQbEY

1EexH5gteVRWgqwP15kMEGUS7EQveNH5gf

1Eezsd6vvu2XFa6Hz8BaV47PYoTRwJcE6a

1EfWVxnCE6G6e5a54nQtMUm4AREToDJQMf

1EfbW8ePKRnXGustLkPDhrMGseCKpQuWQ2

1EfizrqJ9mAy1o577EZr2TtpmBhsyAE9vd

1EgFnnvECJ7MME2ctFFEQwpC2Sa2FPvrHS

1EgaY6XZK7Ta8RF624Eb2wXYaRZFKik2Q1

1Egnm5BbAE5T5kwn9GKuviSPnr8HsstqKQ

1Eh8HS44BnCpGLKkcGigs4ixvEWKzaKTSh

1EhFAUyzeqJK9ZhxHdP4ybMAQwq9a8D9XN

1EhHaeQ5x8Q4wF62QwqRUfoFrbYo2PLR7c

1Ei9tqptZYtuHRFZBNEECQ7RL8w7MXDSB6

1EiChrAMdhWqawC1KnX7nRvbdn1aKXj2qj

1EiCssanXmavzjtffYHzK6aVeQHngUxX1s

1EiSmEqCJtwAUSicuVJQSCy9r4YNnoEqFB

1EjNh4NoZqbS75JvAsHoPZp6eXybFwYLsE

1EjQTzSJStBSnYgzRsEkuxFHXfZjNbHyL6

1EjnAXqJGtcHC7uWdniQ1jTg2vyiiaZveM

1Ek27aNw67QuZjjZigqc1rbtWkuMeFAMFz

1EkKVCWq5CX6KF2xYqBVyTZQJvZYEbMnTM

1EkRybFwdrB9ZCqu9VH7kncaLptzWhCmEg

1EkbUqB7gr1WRSz8rdSsA2YsAPD4XCBmC9

1EktpvcfCPPyqbuRGyL6UkDgJHWDJQAScQ

1EkzLm6ceD59mSdxEXQB1rUeM4HnTYAAnH

1EmEAa2zfeSsZeToWxNcJN84BUyGw2sphA

1EmHkAcptaGCKu9yStoyqgfbLfCEneYzFF

1EmKPxTfj5tfepnoGBjFLxGwMjoXTZ97qq

1EmZsbXkydDWc8ss12HR2xQmKkJ6mKnr18

1Emk5HbNbvCvsSYv11mQSEJEVyo65rhZSm

1En6kUXVxD7akSxVS8xXeBxugqWyrizodN

1649

1EnNjRcwSQi7pHp5Hp1XKd6EX24y99NJTm

1EnXJ5Y1N65Lxn5kxJ7Qukh2LYJ82G5Acm

1EnnEApdRsVYWVN7cwJPNzf8w8P9utYjuw

1EoGUsn6YUMfFdDDo9WBsywTSPFFHhprsF

1EoLbhSUgd4SV9osJJvLHpUW8W1iQEm8Sw

1EoNB94gpWM4e8hSoXY1Y2pyzFy59MZKQj

1EoogYakbcTNYyvxWxDPqDVCtMYjnd1ofU

1Eournxrzjne25D8z5RXHS7TFZD6wjJAxC

1EoyVz2tbGXWL1sLZuCnSX72eR7Ju6qohH

1Ep7Wv5yXbtNVvMZAngxvnVbP8jtChZVhS

1EpENd8vtWrnTJHYFskERC7RvnkaY5h95j

1EpKgro6H4AgATY2BmwYwYZo199Ap6nueA

1EpZD9fVBQEd1Pax9ZzT4QxJA6gBfxJurU

1Epr2NJjNTo2Wv8yMryJYaEYwZ5tQBRizi

1EpsiKsgBSNF81THZcVFqcWrmosFCtPsjg

1EpuGqavQXFVehYggDyB7McpsYukoTF6WE

1Eq1u9jB4L2Wz9Mh1SYv6SBMznoSftNTQ1

1Eqas7eQbpRGPg1KuL8YeMA7f91M7uponb

1EqjBbtaYjwLouoqCfrRhXN1Dg9mRPVAXe

1EqxAJsX66VWjokEcJtX5N8TzStGpyWtoR

1Er75S2yQxL4ihpzsHFds9ZdRX5UK97tWR

1Er7T9nTAGaUYDBYaEWssajG8UerAoTNSy

1ErFBYf9nAxD9wJfC8u7VKbrzFPvLMeXa6

1ErKzugX6Au27gXfRdUwZDuGRuxyC49uEz

1ErL2hM9htbfYYHsY6EAvhX9XVJXE7akpT

1ErWKkXqfK8ivvZTwxWHsVRThb8RDedFWT

1ErsyhGHfX5uLSKgxHXoZdPXp71M71Qsic

1Eru7ozyAjVmA4URtmwGNUFf5fNxKnEJPL

1EsBsArh8EK24RJRRtuHBNo7XpQJhHT9qA

1EsFL7GhCoPN9N8bbBzKE88AWrLcwcRt4q

1EsWhp1HNk1WBXHtLmhKKPCtjrJtEY9zX8

1EsrJhskuFppPpVqncGF2C7a7HJfiKThPf

1Et514U2puDnbPjePmgKDHifk2MaecFrmR

1EtBNQTxhAyZQ95Hz8SRG75XMEGL2bH5wk

1EtJKzNZdPyZ1w2E8jZson6HKXqp2hpiyH

1650

1EtfacdtHrAAuoutc4S2PY4gicjjhygEDG

1Eu2uxxTWyGni2XawqaeVKvbGyorJdmH9M

1Eu8576P9ZxGquCbnw1ojVYhdhSUouENJg

1EuY1BGeYAZevykPaouNAQ84iUSovXry7q

1EucyhiUfs4cr7pdcgvh4T8kMzCctKGJwP

1EupANsSX176wu8jKYkFVWZoY77j77ELnk

1EuxLfTMGqV4wizxLdEXANxxE4iVqK2H1o

1EuxkbwEG9b8yYCPg8hPPpkuovunuxKRXW

1Euy79bS8zKNXYekMVpU8dmZsjLSayWiHA

1Ev9VMM2B9pXGvcA7oQaLLjNczfohckbrx

1EvtXEwyN6KkPW6whupa7HiVojTaGEYVBJ

1EwCoum8M7HacBcGdwCZq4TESZpc54Sw59

1EwUNZd55tuDtczydmkvoL7vx6kPpukSpx

1EwnLmiK1LyPVvzEfPVdWwSYbyAUUXenUX

1EwrNyRUdkpPrpzMyCaC6Fy6oBTowYkhTw

1Ex1mnBgxpj2wxqL2DkWwst4zsTEJfupK9

1Ex8FSxZadjP1uqCvCrbnCKz1xr66wutKq

1ExiTXT8cuNfXYUTvpkjPgWMiMamtnU6CX

1EyVdbucjmT5Jm8rjMA1ViNLsYBCmkng4T

1EyfeFpyJFrr5ahb56PJSmFRYajGFEhqeY

1EzAbVu2pMzvcWFzvWv7HACrrehSW4b5Hf

1EzCNNaxMntBeqYZxrX5gNvSfTor7LYNR7

1EzNZyNig2JoKU68PUeTWe1HeTY2qYKo8g

1Ezm5NSYwmKKaqtHhNoStTUT4EbTmrZ8ST

1F12RoazrPn9hPaw2U1uqPFkMheuyk2gAi

1F1eXgRXGexeovfhjBgwLwNPUV1sVc22LR

1F1pd6yGLx1AB9LJJVjsy1P4idMzBgWiNB

1F1tAaz5x1HUXrCNLbtMDqcw6o5GNn4xqX

1F1ucZHNFWkUwDQd5YK4W8juHG8yUzccyv

1F1xiqEAexNS8fhznZ4VF7rnWDMmvTmZPz

1F2CaqQPCwgLqpZyaayqBJS75fzYzhv7v5

1F2Lddpd2yzwF8nKwZURDhEpdRggwMfDtr

1F2ghkthh7dTK9PN7U6K8TukVcyKsZ4WcY

1F2tbpEgBdGDR8MuEghft5guqfjynQGBzv

1F44FRBw7JPKvuHJvVYi2XcCPjAtY8NvVu

1651

1F4GXoXuX6iTgsfQfp8CBwkN9EmWYdcWmW

1F4Y8qeHDEPEHdL8n1r7UYzjuaWkcEAW4q

1F4baxwA8ZP9h2NZGYcw7Wkxvhq2dg9tdV

1F4c9mtzUcdkxPWs4Nebmhhzh6HrJaDvjx

1F4fH7hpDZNa11xXbAFBdCo1oWCoE4NNxi

1F4iBPSzBwH4JpjcztJxbTwCuB7kwL1wLZ

1F4m9ZnC1uQQw1NJYJqJyTEtqHCGjf7rnk

1F4xod9SkjwG6HqevhXh8Nv5B8ZfHY8u7T

1F52Y1VPkstW67dJGiyJgBYregJEEaZX7i

1F5BkEzrxCY2kqDmmVhjyagLh6eVB78SUr

1F5ahEMYLd4Xyan8S61DKWmPzXwMNXeJab

1F5sqJj5xkvL8nEyYFEMDTCGJLSgrF4soE

1F6D65zqH5nqnj4iiNA65S4sGMbMJkYNkC

1F6Uk7wx1SckGu5fsTwv7RDKyiVh5fmCE7

1F7E2SrCJokSu4RAvvn9s1EEz9zXjGECWy

1F7HYMPsFbucQLPCuFaVPZcJjTGZSNutkS

1F7KDSdqMWSueaNnFNU2mRhhryUqfuC4JK

1F7qZHpPzwqEQWkDxxkmooQBsw7xoyRuHy

1F8BssfbHGysQPKB8MqVjSxkAFURVCzck1

1F8J1FSnqRkC4HYuH2ezFtNcgchesKnwnv

1F8KtNpU6HvJ15cQpUHQTvkbR9pCuPnGA

1F8i9aairTUarU9HwgK4YTkuXEz42VbuWa

1F8yLKkw7rFgGA5M6rQcwtuxwXQRuvt9cE

1F8z5Sk1NeMjLXpDQw5oX46GFu1n45qh7w

1F95vFf9qeJY94Zy8QgaCRxpPVBrU56f4G

1F9JrwWRLfEdZ21XX2H2bCpDTDTq6o1BxU

1F9RTLyVUueQQvvaVbwRdBwvau9Jygmjbr

1F9jwvCWTvvqyv1FiXWwxQ6RUsLczL6J5k

1FA9uCYSUAAo8iyZaKS15qjhMifTnSjxKc

1FAHJvVXketd6QUr2qY229FrkZxq52sHi4

1FALw5J6sNZcSinBQC9S2bTQTW2cDiMH75

1FAT4H2ymrJte8jAz7n78MJM71yG8mZHSh

1FAyt68Y9pg814VMk8ZxnoBNk6KwG7wXMW

1FBCqcN1VFFi4ja7FwWDefMroqjAVXrayF

1FBNTTaYfmzRg5bXZxDz79Ppk1GgHRAVgw

1652

1FBQD9ekJMZiYr6k9GUyuKcr1VonGmAuS2

1FBiA7hY8zZmwQs8AcGfhojBixksbRqVro

1FBxjXncarxMSzKXzbHodGPK7Xa5zKJWvX

1FByCadXr2HPvk4k22jNe5mRraxeYYZK6F

1FC5zcEjLxQdkZTGKYtUsYqK1iVPzAVGze

1FCBnzuMXwetjWm8eCv7TKRnYBx7rmkmqs

1FD1X8ZMJhBAAaHaS7SK5hXeNeysUaH2kX

1FD6bXHyjuf5dBGZcTsNRPDHQPB5VNmtMs

1FDo8froiuenUkAuBSLyRBnA9uVc6Z8EsU

1FDzSmsPAm4oJ8RR2mTDfEqab5K6CSmUqd

1FE1pLXf168QmmrK8rs77fYHqcsumUT5xJ

1FE5hRmJw1kHxX5LVUHJHWwTKDjnjNWrQP

1FENecf52ndqoYmDH5DtZZ9ZVeRCKSQDYa

1FFAP1Yq4amuoVvvjhN4QnTMRdYQaibojD

1FFVjHCQB6j8uAjQ6jKxTiP87oJfgoyFZd

1FFXKSNRXkhbq9PYVBeDbh2GQF4DPNfkZb

1FFpvpkx6rmLydsVi2GbJnD2xnyBm5H5uT

1FGKH6taQRZJZdrrGEJq7Nuz6kEbgyKcVA

1FGMELANhTsug52GuHRDPa4P2GKjvPtm9x

1FGYM2ag6gcM6WnJY5CgYwPXCZc6j67hhG

1FGjrAbd82avYU6ApJGLLuKmLipHwcu5Ah

1FH4wbB6DUzXTGRWgSAbinwueyu1tkX1Wi

1FHKd9VTobMEhh8uf9nookWuqwyuPBbKnX

1FHVTmdY2DoUdCUjU5R7ig4T1dVPWugjho

1FHfWURRgPhbRqEEmzJCFEkszbWRCNpBCg

1FJ6PsaHAcXMjhAiqWCgNN6A7PuC7VrHAW

1FJexguapB7B46g14AMsfSfMTz2DZwNSot

1FK9pCAAKuQYWWFs57vjWwfPPnuHxmWAGg

1FKki6uRt1fgEFWHxsTTiYfn4EsowSYWrN

1FKojsALUjHESqgqbfZB2T6H8YrbPPzq9C

1FLEJ7R4HxUm8JzGF1VHzyD54rzLbT6vJA

1FLEtq4bm6yMgwdT61hfMjWuQ6TBCGFQVE

1FLhj2JaEQEV6gTmMSvguX4jsWoZMd19mU

1FLjcTFpz9MhwLdZ4xm9onpAnUGfRbGdXg

1FLkULWDFCumKCZApMZgeWBaLLAGgfq4YD

1653

1FMBqkio8ryWjtDhK1xvTGNHp4YZq4fcm7

1FMGTqGz8VxyaE5t4FGnwuumLh7GTYxqcN

1FMMbwkkPVtUeiHw7fdryBnTbBr7dPKULr

1FMUzD2rHWvxbcY1RNgv7mF9kWaaCbECbx

1FMe2Dfc6kKakjiSTfbo2HP2ocSPxeACsY

1FN6qcY4izsU12fgRiDUUW2p9EtcuRv11t

1FN7pyb9nYJBKx2GDpmemezqZ6WTY5sMDv

1FNApqN2QbciynxAd1cTwnLeN2qoiwx7hz

1FNHVXSsToQL5VLPkrQdEXHvrDY9WggZou

1FNNNhzP16rC6dK4ZLUGuLGB64UWLsULNz

1FNPKjPvho7QQaKf4cTQeY5xq6t5ipngTA

1FNiZfWYQPEcZFL8i5bwvMC75RuB78LwaB

1FNxnAwbS2RQ4ckZhySwZ9z4kgkc8tPGqF

1FPU5Vi9gsL4C2DfwgbWXx92kFirY6Yt2T

1FPcFZ9CYFYD2LpCdpMPoGaBfhdYWPLUoq

1FQAyDYzLi9aTP5pyTanu4GQFz4DLotkxQ

1FQwpYGKFHaNVFWxtsthTub522F2eQdSFn

1FR4xaXijf5YJgUJ6QUjEc52hsukn7K4CZ

1FR9YdikQuRLgH2rsqYg7j5vQJf6jNGKRj

1FRWhSQUsmYfmyT2uh4XnwJxnu7nDkm6na

1FRwQDGQshDJ6XEW7mr74XCdvsVAwmet2m

1FS7hARLJZwpPFDyojYgjWZbqrPxHMnbBJ

1FSVMJuf4f5YRxi7NsKgMu2V1cQcb1zBxk

1FSwUrSCsk9H1UHz5ri2VmRw5SioLPBfQC

1FT5Y2vMAvfypCNWZ9zVcE9jzqriibYrFY

1FTgdEuiskZh8GJAB2j1NCoE9h2skiF2pM

1FTiVqvXknypeGLLPeSiy6tWkjive67GeW

1FU7wm8fXPACwUVB2LeZJzxeVETzn4DBjZ

1FURg4uiozNEwz9YwVj4phV81JhL4FsAFu

1FUW7bHmSZLLoBU5Aq2yWySHGTm9JTDJ9s

1FUdvCDjqKvRZhB64LiTLzvxxaNtgDsn2E

1FUiHcCHA8XfvuwFiWUvxYtrdimvmvFMJ2

1FUjWmjcKabwYyXec5NRg4TYir5pcDzh5A

1FVJn9NapWuWMam99W24e6M8f81g9FuBy8

1FVisHeh7nK6jbDhCtJaG4BXFvC9KtQ84i

1654

1FVwznj47pEv1kfZN74AYFoTB4WkFUh4uW

1FVxxqr7ftVZAJhe5GCRRd4BpzgzMFT5F2

1FW4yCuoGqtEKm4unZnyJKeahGQAH5Fa15

1FW9xGDLs7QrkR7fWCCZFJfM98v2WL61eg

1FWCyofJWbC2cAkrkAehhfX5UdMeXKEAg2

1FX7br1iwF56tKdGBQYvxNrZms69qyPZBW

1FXjvVvr4mSTjr2hTaydRgQth7tPZ4hhto

1FXwNR2xaDBC9MNDTHM4Asguqnewt9wsxF

1FYACs52ungwS251pN9c2NsfuNbpgYejwz

1FYTrs81fL5ifgHg1cDso8FsVRujGDzJMg

1FYYLRDAkhsmb5KD6Y8RJdQtgQ5c8LobBm

1FYccveruwg8HvTXPxyzWFs7ryR9XxSLkx

1FZU9ngKwVxgGdquueoMiCjLNFRHarfUTM

1FZgv418YyCcqcsFUPzRxJgjGBoHun1ArU

1FaHixPZgFPGeUXx4XS2f4mMzjMsEhqoGk

1FaKcGAxYxaNfTSs6yoNsoxgiiS6q7uy9K

1FauhgMBswcoJned4iyoh5EouB9mVMgkpj

1Fayz7JriFfCQW5DB8StMYWmhkgjvkr8ch

1Fb5dwLvP1UxZHkYEVVrWwqNjC1PtYowjA

1FbEPivHhmzGuEC1yUmMHH12Zt1VuSHMNN

1FbjKMbMErqbdcGRdAB2nBG24XzN8TFfvB

1FbpZyJg4Ukq5a69qLbzr8YwoHFkYnYdua

1FbqFEVCUeaD7B7ifJdURmVWJLg1TGt4Jy

1FbxJQufn5F97h2GHHzGStJ5g7Dtucfxxm

1FcVhxfJKrSirfq4Srfw86AR8qXVhZLXn9

1FcXsYb2vGqeqMwhjBdSqTQHaZzdtB8gAj

1FcuSjhjKKejb8N8Qn9NU2EKZVjRaUiEd7

1FdRmfuw6drdoua2NY1qsvUkHgYFvgfjuc

1FdS4WXLVHeKQGKCU5cgiZPbdSrge8Yxpi

1FdqqfoFZBf7QMgUPrW8BpCSyVNzGKNRwX

1FdrLXv7BGLdP1qfHZh6bmzAL9JFRitboW

1FeCxNZbCSHmJwHR7TbfZYtTP2AVTpFrwf

1FeFW5p2BDfY1SJGPX7gX9a2Cve2TX28so

1FeXTjziytgCTNqavEuECmo6GeaRmdKCcM

1Fecq1TVMPMjWQTbvYdCoYeTquR4DisbF5

1655

1FeqrSzwrNdgqb6UQXstYjr7dmfR5GKZ7W

1Ff1Nuxn6fqU1uriyixKwBFtbFXXYiyCyo

1FfCciDtLfrp2tKiH1SzhByqw1N9VhMxyY

1FfNeCeCsjGMXKFJm86ndLMSJpgHFYgBVc

1FgSZotRw2TeeyQZZHi7FNMdXtJ5zMTZeX

1FgZ8NWDSZxrvLFUL4iAEQoH8rTFDhePAJ

1FgopiRDRx4MPqi5dgnyTGe9zVYMVr1P8j

1Fh9REqVSWgcCVYhumPZfPib5vjecfenGW

1FhbAxJsCNfzM6N7gXx2zN6W6xfj8hWa6A

1FhvtfabEqDGpCferzcHjsQ7XxfJyLXQWG

1Fi2Lqq5RiFMuJzz4QYrwL6aZoN4pUgpXW

1FicdEhaYNdmJD9Zfrv22MZLmAJw27oNLM

1Fik1s6qR6BLXkZ5xEFbjtBFS5Vn5Py2vh

1FitnxvWkoJNsP2pxGQyZJ2qB7aGdXABRq

1Fivy4m5xMdMsm9YWMFdBhzyjivbNvqoNm

1FjHDrxhRdH11HDQppBu8L99F7NZtf6aNq

1FjtCQVLLuPUuZvwDBCXrkPzVSmAHAr9ui

1FkB2QKT6G7YPqCnv5RYnVMqeYS2wC9yyu

1FkG7gMNoRvbAfYgcGNY8krbMNbkwwAbk9

1FkQX44apwJqyXBaZHx9KKNNLoetybjUQS

1FkjTgPNcx2ucHaEa846HSd9sMaKMD1GUh

1FkkPadmUfnH1vZ4vn9URALiXBC7hjEbLw

1FmFpiawD7pWoEiWpkWFtt7Qb6xMwoidiF

1FmMomtPURNpHJbrjaaCA2eBkzY8oQ6zRx

1FmNjRzGQXwKwDHoQsrBdSipnepsVVSjcL

1FmPRGBrrAPsrsYpyaCWrF1eURFPZU6fg9

1FmQFtacmug9F91buo4Tf75DeJkX5LaFCf

1Fn72qtX4yj25perk74MrZv6h2GC5ykWbE

1FnBtkqxw86oQsEYt1mNyeMhJWTEfX1bvL

1FnQr5KJnzyg8qz2Hs28LiJWBXVneKQrr1

1Fna9QYB4q9VW4XAFMrN7qqxRPY7aJ4V6M

1FndUnnksYkyBjiXTFqw6H56jc7nZtxqiV

1FnuBvgWV5S4yReE5fEAdWT8vUTo4dBKxB

1FoFHFMCvbqexcyrHYEGxgLXaPhNEBF4W7

1FoFHn1pjXapvpoDwMmB9K7HqLqxDgzm1z

1656

1FoK2F5mP4TVSsoSwTivyEjow6mYsn8B1L

1FoYgh97B4L4hdTL6kh1MYuGNYSpV5FzA4

1Fom8GLdBzZL9dMTipd98AWHMRvZ42pYqi

1FpaA5YcM1w7BsKvzGK9PZKQxyfmDZdGiC

1Fq97nq2Nq1zVk8jSbjLuU5Mqc6RQjsfaK

1FqPrLZjJYcNsNhfHf2fio4abwjT1oYJwk

1FqWHEuLrSHWetcSZaMRXjFWYwK2EPVBeJ

1FqZ6r96aMbNfgMagAC8bowm486UmUt6ad

1FqoQVZED6RB4gw8tat79Uxu1DtK6SiL9P

1Fr8xcEe9LkqN8Kgnr5dqj4cnyU7KJLNpb

1FrG9rJnWmACNbycGWFjoNe9Ae9tLnBXeE

1FricULwcCnU8zNBjNmQpJ4rgfdNXGQyJv

1FrrQ67wcpDLisYaGshw54f2veHDzZTTQe

1FsGyShUxte55RadLNR9wx46GPxEYyw9gh

1FsVpWW7ZK8dmwZ2fycRBQbz7xh5dBLoSt

1FsXQKTdbAnofg1DkbDPsk2pM8wSM45zUN

1FskmtXTsgfcbDopvRyj4hxiBzMbx6YScW

1Fsr5t6wj2JiAGgjQWBeSmSYQMMA5UfZv1

1Fss8QEpW9HsAtBQtR7NYmcWMnXoUfEzpd

1FtAxZhAbrzDdDkki59MyJruJKsHyDQTLa

1FtQnqvjxEK5GJD9PthHM4MtdmkAeTeoRt

1FtZTiWCTWi8DTodaqJXyQqoZ6Tk9aR2B7

1FtcmW1m6VJeWgFUp7Q5gWLmpXyBvcHcUQ

1Ftym5ejMHmqZcG5YZJJeg291Hmu74HqRB

1FuPAucXqBXvhzzXguCyQAH7AbGHg6xfrM

1FuTVc8G2FSMZ1uetXmLon69G12MVHFFWk

1Fv7tCuSAanzteTMdngaMN46Ve8k4AKUQW

1FvSWGbooLefQyWMHr9TtC8ACgNjdTEr1e

1FvkUbaff5221s4iAY1mR6LgymUW1RNuLc

1FvkaVoV6Hq6G1zKd2tqwh1EFw2QPHv1qW

1FwDqyCUhBgXkdQgLGCAvgGjDmo48VQ2t5

1FwGLgBQ8YpjgH6VuoTjYyV7bFCpVCTZS2

1FwQhGPR9zwjnjGHLoLZNghiK1qzw54Cx

1FwSKajzwxgLTsz4NoLGomnRsjT5RVZB94

1Fx55jbeWevcqkGHsg5gpaLVvcDvsKDdmM

1657

1FxBVPa8fEbqGsMzKDnakjvnTnADtgbwY8

1Fy7M2dqQZc1TUbk1xyQRNZTL5Eqbc2dra

1FyW6q4LjoeBdUeESRzdVtqPuE5CK52DDH

1FybKFDrGSK5EgLp5aCPySkvufxWkz5T9E

1FyhGGga7M1viKZmj56fg2bdxvAvxzfsZU

1Fz8mbMC19M4Hf7fmiZARwKshFt7W6zYW1

1FzNEXoi85QpwNVhNkwUGx5qK2jYrPBeY8

1FzkKdTTMZQLMazzhn7oLz8hBUCFJkZh1x

1FzqRs12Sackze8Yw2iCzvUJNWb2JjyN9x

1FzvXgTYpwr7j1ySg5GPXbFD8qHYQv9euA

1G15qSusuze8q5KvXhvh4jNckK7smMZD92

1G1EHLMvcfcgmm5ZQEUEH12MANwhemp9vx

1G1X16gGwLfFe6U7AMnc5Vv4UjFszBvfAx

1G1aELbiCRVQC6G61KwMiHCKuXpawg5Ajm

1G2DA4hZtPqDekU5LMfxdTYk9XwMxmoGs5

1G2FMBHUKiJEqnhxazHNTCDi4YnfFkJx8H

1G2RFZKpFu4h69idQrMe5FJdk8HifPhUK1

1G2SMvKcWwpxsmSUHJMFJUskjtgm2zhuF5

1G2bbfjDfE1tX9NQGMaEz4iKzNtkfk1oHa

1G2eKMzDjjEFcQL7L1RWBDEaKTRUK8m4HT

1G2ox9cNb8tVD5L74FULx5GYH5u5ybwdxP

1G2rCAUaZp92jtFukb6iFp5xh8QQEFSN9a

1G427iSnLDXafxkVau94qMqqkFKRBHXsap

1G4AtAXwojDMVnLG6V6wfHUoUAgsrWPtPY

1G4Jo1CNU8yirpBKjQLQFeaavaeykspMVf

1G4Y1zinoqQHRLTWVTKdQFJ4EYchBxMxq1

1G4j74EFzkvx8J4C54nyorZpsJjyKDroUm

1G56VNHnVbdMM1oGzdidzhMaHeVUH7WEpj

1G5LtoZhm8ECdWNoxrc4SAz456NLk4tthv

1G5knMKiAzoTJs4NZeACbCcYRJWkVMFffv

1G5rZy51MSA5YRbyHdnT9xvUovbc8gZTYW

1G6dCyGRPhbHPk6QRWKedd7Tp1uSwLSHXs

1G6rasNeAkKfSciwpR8qs5wajYh9aJfBhu

1G6tQeWrwp6TU1qunLjdNmLTPQu7PnsMYd

1G6w1VpLCUDvMu2FzU5kkgxTAgr2yQM8dV

1658

1G715QwrAbmAHNuXrzuec9epJdfwvnUfWQ

1G7CGDDbsLs7qwfmitHdKorXjRddbYHV91

1G7Eyw6WHtNRFHFCUgCyYbBiMbyJX7dyrx

1G7Q8DenDDU6WoyLGeRDTP6vKYXehqqJy2

1G7cjJcHP7JD4YjmMzeKFs9v2PhdBb4uee

1G8CNAevnbz4iu2PUGMU65FyoNgZeNVYQY

1G8RcUxS5FuEufThbZNwttfWuvMsaKsxuM

1G8pxLj8rWMMJKwEjpe54vW1Pkye5mZMGa

1G8qRWkVGrq9W7Jm4cxhHAxnLiSmxRkuC1

1G917RfCGEUTdf4KLSeXsfFtfvKCCnYhWh

1G956KbEmu65bjpW9dWERxMmLbZszmuXDY

1G9S8usDBQisKAzWMDwnWdiZHFZW9nwYN6

1G9e1odrdVdSzqGTwPZCMHnFr581DHX8Lg

1G9eBA78Qzi6msA87HQiUhEPwsKQfJ6M9N

1G9fYEHLiRTAL14PhqvGTuHCxSPemxE1FT

1GAG7dtcaaKSyodjMUcNv6QNkW4ZjZzE2L

1GAWLhjFx11KoztS5fpT7bmyDfaWSrk19w

1GAeeTVa4DaYmXSLTD4EwkRVNygtTbmYzb

1GAx5UdFhcBizgVeJCGGeNJBaxCL427nFf

1GBEoSAn6duCuUdh6Gn5NYco5aNEnqR2aq

1GBFa4pGx5a8WjL1ETRQvxVVSGTNYLWtgt

1GBQxMYbDuN9j4oJG2cDsSwJPSbHZWpFhh

1GBVH22a4YL1K7g4mUs8CVQjbz8SRSMvQm

1GBdao5TnQzpTcT5PwhRwKdVkbcpBunxtF

1GC889p4wF8UezHqcNsQ4dUZq1YZSfr1KX

1GCCuJVsBBGQtY52rMEveHF9UXcFTUnL6v

1GCFZTsms5tppPakAgmBnkvhLa8axiZ5yX

1GCbLWykfVU22faXd8xNEEBrfLRh4Vrt8L

1GCqnbVg4VZ5kozmpJBJDLBBSJXWjkJviv

1GCwqds176nzU7pFcz4LqgRGMTNXTBBPzz

1GD4Rn5SCEZCaeB2h4wttbfPv9WYcyR8Tz

1GDH4zTiwcPJ8GdYs5PxZcwoqr6unGcS8N

1GDQXj1Me6hjqC5f1yJuZCPVg1nmzep4ye

1GE2hbQQZM9gjsshEcYk9rHy2nceyCFvJQ

1GE9U6fTjjnp8yUD5bhJPjofmCxRweGRRg

1659

1GEhapjBkhXT5dMWXD9qUBNBKUGH5wMcqJ

1GFrKrTMHoiZkLoyWPeNh9pDUNDxQbepEc

1GGRRADvnpF1BVnMURFjwPWieHXyDeHcAw

1GGTAA5hikKYwWJmvxxVgY6yKmHzEU7uLY

1GGthHRvPtsGmrueQEbddRQAQB8uK65sFf

1GHGWQw5pPf1kCeFeUZ8KM8e5gy9PyW1hT

1GHmmtVdWN9Yco7EMxuMkCVAyRRZrfASAu

1GHxTg7188b6Zr8YW6uBqMxEBvk2FC4faS

1GJ4dp5vwK2E9PZ4eF7FVujJiTHERDTFJX

1GJKUcaPwQ5ayw7VfbrMS65XRbfUgNrWVM

1GJoXMRdG6JfMbC7Bt4wzkvDTphFtAbozb

1GJqbAz9n1HJgeWvRZDUH4Yb1cCjb8sQKH

1GK2TXroSQWz7wngTdwj7sfdgV4rbmp6h9

1GKgUzuKKFQU1sKee1K8JRKdANWLiTQzRC

1GKyi5ZR4ChLv86PzY87YJr5rA4jsPa5Em

1GL4mQTiX6kwqFYRXmtgG9o56Sk9qthDtn

1GLUXJmRVZS1TraFjB5KXQ7LcUThsqGzMb

1GMExL5X12eUe2WfWKuBstz5777JB7Sit9

1GMeT8pkkbn1aiU2DV2iS7H7TqcpYcyY5F

1GN2brc9ZbaGNw2XEjzk8CYej9AbUbAAYf

1GN9GUwQYGrSWS1FkfdaUX4tyumE2NYqp8

1GNWANeKgDrEc6exFtjAzWZRfx71uJvo72

1GNXwJWLcyYwWkW5UcvhZ7nLuqv5EP6yPS

1GNdwqHp1We5U9bkSQmGKtoPrQqLqf1cZ4

1GNitVDkmdNHsUXgu8VFD2tMQQJ1xHpcnE

1GPdyrFc6niGFWPypFPxvgdAaJTczZNNNh

1GPhzv9SoJjdcVG2f982SGeBPTizv5iREB

1GQ2bf6opMhFcSkUWeWf2XMQ6Sav42uSSs

1GQS1d42WRAJUBZvBC4gdx8MvDktMxeDBq

1GQaSP2WKaMuxesHNcZwLaR27bmTgkMykp

1GQggEaZQoJcYYBPerYWb1HqFT1wGPCpEJ

1GQozy7LkgjWCFkg9DqLavcM7Hjhg4MW5p

1GQr2HJ6FhFAKCRuSCgzKVM8wczDF12T1T

1GRENb6qB2p1trsLo26EVu5QcY1TnnPZJH

1GRF1fhyLvu88FBaFQoVNTz1ty4sZBNV6Y

1660

1GRMuB5KsLRjsdnyP7NjXohLFmpxktFWSJ

1GRquhZwsSFSqbDQVfZwKeDhXBL1cDrihy

1GSB5sJFASF9X7w4sS7Xr8rTZE4ToZP2Bq

1GSDGk15yCzvVjtLVK5opDqKqJzpQvUFyq

1GSVm1iVCjkn1tzBVQxdJTKfqsJ7bSerKa

1GSWZMZUWunS5Br6cporNj84Gn6hYtM4s7

1GShighGEQwDs6hVdbfMLRvAfJtCrsgC29

1GSjkr26kQnY91uYnC7sBqxcMXpNj5mat5

1GT4k6JywSk69wmaMkUL8m7RbvMLyXbgAi

1GT9cvxEF1NRemjn4xSLNWpuBGkTnA2FG

1GTDXiPpdWbKMVarFM6TBzowvNdJxSvJXB

1GTkrJxxuCYLrvrvmGBfdDtxw9M2iLEcT9

1GTshanuuDXmJ4ETuPrugQ8RtATQPEz9Ha

1GU7Nb5puwQeTrWw9f9AZ1Q2QCpsu2Yc2T

1GUpDpMuPrWc1NKVbSnYcQoBukphqwqkMF

1GVbmiA8dYcz51ufkUmBKMMUA2iqW6mYLg

1GVmkZ2jXkFHwktmDvcs5dtQXt1bezX22T

1GVrMcS9aBA2HpvwMCSEwCfThiRwQirAah

1GVrzuLcgr5Ztsxk4i4xgu7VtqvgNxJpQc

1GW8FkMoChMheunyh1V4zy2a9z6gXWjvj2

1GW8oUErDFJ7QJzpDfwSnHaoBM7Q7hvBrd

1GWQv1LmYCVk6cKikarV2hC6RJBULZ26am

1GWSXqRN74rShXRg2vqoMTeuD2VugNUKEJ

1GWjzkqgSxfRtMMcipEkvipsKCtQ5ktXF7

1GWxXbZ5Dy7hkhbsVKuBKDp8UJ4yEigiSd

1GWyCxNVFBHY15N2HGNeWJGTFFdxfKLU2n

1GX8A1mKGSDG6aPJdncMQjYHUqNAKt6YKh

1GX8SwoWGqPTw4czhjg5ocmKcTW72HmayA

1GXMT15AQXsgr2fHEqkUUitU6vR6SxucQd

1GXgngwDMSJZ1Vahmf6iexKVePPXsxGS6H

1GYSZkXVkPoAZ89Q8tp52uxAfyUA9URxPJ

1GYkeP4LBrj1qtnvcvAaEdXFQ4qKxLN4iT

1GZYeJuJd1H6WWYjGNmwGjmpvwpEuHHEHM

1GZoaHCvFTDYKxr5ydHGzVHUhQn6sGTgjh

1Ga2a2xC12iY9TYQW7TzvjRCivDfCjhSV6

1661

1GaEwCXrc6Uqx5eS7hU7vWV9dNytyZPWCF

1GaRMu44C7q9wGX6Y21f8PfmP96wzqWxbS

1GaSay5BKRVkxB7RLas4jFUwgZ6mNrDvUe

1Gan2rRHf9KB1jT5gxzhg9WQR7XRXNyuoK

1GavurTQqxSNWPECvU8oJEGCUFDcGQbjG6

1GbL7myvG6Jbkjga8hjLk7MTGwUSEKaQcA

1GbM4ynmtLMDuknDRbGkR6biSWjhfDH59r

1GbwLnWpmyFpScSscK1v2uRoaLJYMWpds1

1GcRB7BPKRZbKCQLNy6DU1Vw1bYNfq5oWx

1GcTfGPGVuXTGSgDAPvPRUoLgTjf71raTf

1GcYJg4AMhZVnNJmt89p4qsqpgS2ECzsG7

1GcZnjdqzghLqsWMdHSEQKCYLNpQ7bEH8b

1GcbfiAKU8BdRLDxrZWMRkhNJytfrtkeUT

1Gd9QDjGeRKhMx7pteMCieNNU6K2G2a5Co

1Gdb7TowZfeUBjEcamN6jfwjKGCkvdARuQ

1GdgWUu6VhextTrmEuPnExmKF5SiSdSRZU

1GdyEzVchXj4EKr1FMbu9mKpsAN64NvksY

1GeGYFoEBrv8Bv8VZDdqEembPyxXpfyZjJ

1GequkXF8tEYrfPhpY79TrV7xRTMargC92

1GesyWy61dTQfNqvAqqpHPCqmNMje68czb

1GfHqE6NevFzDd6s8F4nXSVoNLd4h8inQN

1GfUmmeRFX2tVw6FPpAZ8ZMr9FQgbQUVsU

1GfcsTZP2ayn5MxLL4nCSjnswNuJCnEui1

1GfwXD8z9Ri1CCYReMuNdPN2vRwvigx4zS

1Gg7ZZ5w6dioixCGJo81mWALVbQKmg7Pfx

1Gh6u28T7CxVWJepNWV4DbdwNzaGrkTuNP

1GhdBsXwYzR78u9mLjDXosCS1c8CNCpw15

1GhjTjdPQa5RQybf5zVtwDLYGvqSzhrDNn

1GhnQ1jN2bD4uWmSuUfZu6CnbuYvaA4BMu

1GhtgxFD7XCVmNbpttbRcjVC1jzzzTqWB

1GiDrL1PfT1cr9qoQCtXvSZnZsHMBGfQ7R

1GiKVHZiDRGd7LQ1NoYSWMGG2yfwZQYCSK

1GiVhZ74hPx1qeynFfJEcrc2fT2LNEREfh

1GixnpX9xKDiboVjSaxS4EzSDUt9ZArHAN

1GjsDSoZvGtyKkicuAcXHQ81Wo5hsGptMi

1662

1Gk7aei9NaDxQihRsLzVPw4eqnAQxt7YLC

1GkUy92ysUBYSXY8DmHmcCdXHMy5RR6o1q

1GkcsFHgisBgcYGkefUZJazEBDwF1eDgQg

1GkjpJafoAff6ES1CHiCPn9DeUFUp2VtUc

1Gku11ffNBCGEAedoU75pnjit8zGoiedCD

1GkyPG8nFVBMpQWd57ZX6LweAMeMuxrybv

1Gm7NLnJw1nyy7Bjmem8dmt2cGbntKPukK

1GmGBH9ra2dqA8CgRg8a8Rngx4qHb2hLDW

1GmLYDxZrEKw2pEpjGNzkLs6g4KmVAoSWB

1Gmjyb9wd6Ju9phn5tREmLYwPsPFusqEx6

1GmuCxDz9gaMmCKosJRuNWvEyipetsveHX

1Gn55MUXka2C9ENbviS8kfh25GCXM9FH2u

1GnSUAHpdfnwNJaCsKoLEmBeBTnegtzK1e

1GndtX2Nw9GVA5Ayq8fy1YBFdkszU8fbGP

1Gnjk1QXnZz8wDSLt962vFw6DTYu54zPax

1GnmoP2Wr4zEeYKpdVgoibEEjD4hKtKmy8

1GnwKuVfcg2DpVqJhwoQChR1GqJkMVJKLG

1GoMrXnsA8zNW6ntHZnzSdh6UULM8DqMwc

1GoQUdEXT8v6orvZ6L1BPzKnRvHHnvcMeK

1GoTRfmw7k8ucacP7CHpsHBejn4GVueZKX

1GoUuv1yuraGRZ6qotxHisPRRY7Qcpbg2P

1Gpj9NacayHHSZXPJek1DDz1QzKGq6n4Jx

1Gpw48no8tqd6JMHmNA7j5pfSkCXJqLNbs

1Gq52EeywZiq8QeMminQbayAZGChHmaty8

1Gq6NRBQcGZg6PsgJRcK7fBJMPfCv7eeb

1Gq8YLEjQT94J7Qag1vxPpXVi71r96GVTq

1GqLy8XzyHzWUh48m2RJRFjB9qdSukNiRq

1GqPuxdAcrZwATeY8ySPWoHdrnwWBZm16A

1Gqn69MkG1QdnoujmShEycUj2deaPtUCt4

1GqoJsBfUH5LYpCzpJydrgdimwtFB2sU29

1GrjtW25uRJpRQoWcXPbao7zGE7GtKFJX5

1GsGfXFaKLD2yFwSgV5zvk7sfhZAz8SiCC

1GsW7thFWMaL8TaEhRfvqGBGHovyBhkgxK

1Gshnt9Pndzn7xzP2pvMjsy6pNxbdEEHPp

1GskmXYUcq6S9M8messQZJQJ6KzmM8ndHt

1663

1GspeHtJw1teDPuwQ6SqZHFJnVcTwte2yg

1GsqqRPp2unqStLpSav8s9UWYyjMqGXzCE

1GtKvBYtGhBp4WFmkKhu5MxBeZMSqy6NeS

1GtpgsBSDZbsNMeM4q7qh9LWxwktKFRgbp

1Gu2S7qESaDnJFfPmeQyTBRy2ZsEVEmeSg

1GuBCnhUZ4kv76DL8e4YoGnUb4fK5QBhvy

1GuPsTqJjib8t2idTaLwa95kRLtiWhrE5A

1Guiumf7jX11Ri8V7wms5YRo8AGMz5r6py

1GusLDqkL1ShHDgSyRGPsKS7haGogxCYRU

1GvMpsc4MysK8nj8jSrPRRWDkTRr7Yn74e

1GwBZWkhA7sgxVCNuKRXVPEGuAEXpdshxb

1GwGYPaMaG28yQDuKrQB6N527EZHwnEw8V

1GwY8k1hmks8EvzJ17rHqu4eWubs8Y6WFZ

1GwyU9DZGgnJxkroKB8PNxMLFSVobFG6As

1GxNaDxi1biKjzpgQxzaHCBnzXRQN1riTt

1Gxk7aj8GFUeyruMmPnLZXjhgH6HhnJNbb

1Gy55axqu4kCRBX9Sf657AWGBrqNLZeYcA

1Gy78oXpD76XTfbTGX1Edqzwsv7FzsVXwj

1Gybf1NkH8ejYXcSbkAjrSrxoKBkE5XZmS

1GzYHdo61vCEtKUXhDDV28U7fHUptfuoH5

1GzhZNmfxH8vLoZveMzVPmGaNjDmEhLVpm

1H1JjENYfMtRMNcy1KJ8EMRxcaTgzEYsxB

1H1XjSkhvpmXiSyaDLdwZFkToiZEAWcFyY

1H1aHJ7DxBnuAREE97ipfcoa2KMJnv1UJC

1H1bZvXkchaJ1JetPtirh8PnzEsfTBZLZ4

1H1ecNyjF7QfbmAW82Eu7Hgsqz9JsKedLV

1H1g5bk6jnYwYc5fbutDDgQP24mYP9HYU4

1H1nBmEigWRLEQzxhGdHT2PZiF1TFTKQQv

1H22ULoeNwtpsCo6C7JJQVM6EkQnShySWP

1H2Spjde9d6YaoBfJ4LYmFWxDsgmxf92Ln

1H2wbPK1KagYAqvkj4vcPnssNEbuWvyKLN

1H44V5BDWPUSJANnR76F4BvALdsDkvQLiu

1H4EBjucFbJsNP75x1EgKxxfKJqELZoNiP

1H4Qkjbe7ooyG2BoSKZgq6Sxmh9LNbDF6z

1H4tMpwRxqngZtCrBcDAKNGCDJXd4EF1bt

1664

1H5CggSVyshxouxpem1JJ4XVhe726JUnMp

1H5cu844eAgWS2aAY5TLptz7qy82uCWtLg

1H5gvsngnkeFxaxF1bVgaq4d1uUwmmwfbg

1H5iEocfoAyhvpoKrcPJvWJNQ1GNiZ2tEm

1H5qUhs12nfxGFVop2FHwjZBpNy9sZBb2A

1H5vCWdmMqjUsUu4ghZu1272tncX1FwwRT

1H65AnxCg7mT4rTZmRzH8cxENk1N12rhkZ

1H684QHLG1kR86WmVfLMkSoR5T8wdJuF6c

1H6PDtQUHEx6wDivkqWRbh8yVehjasgqps

1H6UkqEZ6fy2SSjxVFErUdmkR16GksVamy

1H6VXpabopw84US5pDzn7HK5LnYZPiTHNn

1H6xYAf5zz8TfUejSakWV7SAt7DkLVJPsg

1H7Gph98tLQz7qRfkma1bDnW1DyNiiEzbx

1H7HayxsqGwhPjW9UKchHnvZ8dszyMcqw1

1H7Jvyfv5zLiLExVeC81DpyekG7oMBPevC

1H7NmoedGjDdbdTQjnmt1SC8SxTdjzkgAT

1H7ReGv4DSZ7LhKvYM6JY8JqrTdRsGRGg6

1H7UW1Qv6kWPpUTbkeTniT2wPxXEyhNnDX

1H7WYb8SGqLD9GFK17RiSBjDM8x7aSucdL

1H7Z1mg7mq6QhcsLgpfVAf9RBd7yvQBmsv

1H7eCvG8WkrerCpy4zHoxn6kj29sRjBpR2

1H7qGzgJy9tcGDg1X74CYesVz7jwUXrhK6

1H7qzQ8SYdxFARfaKm7exbbToHuwRCDf87

1H91foPkEGFqurFdq5zek4frCshzPZbq9V

1H9fWdFzvoR6TwmmWySnfkBSRxpu76uHVB

1HAKYBeGnn4gLe4bDohjKzFWxLRMX9tAJW

1HAt6ebAEgueeDGCRAuESeTwJEpHnVKuWR

1HB4KgiPZ98erN2wfgHbkAEgQXmJGGQREH

1HBFjftPr9KfVkZwLUJruECWZwYyL42EL

1HBHQkwCBSEoeErLT5JzV1zGNhGtBtFZx9

1HBMzttaZw1VkN9aSDXsJN1Lnhpsutko2X

1HBRyqcoXvZ5ZFBiQJfijn7Qnu4JfrCxu

1HBSCPiF4MkdW2M2grTReQtCra8zRbFDQj

1HBs7JXRrdEZvR6LSwRz7eQQNgaZPRCbrh

1HCZYbaMAKSAhrUYfb4fuWewgHoqF7Yu6B

1665

1HCdZMejRzdDE4qvJYdcjDR2DE9D6WUKL1

1HCwvgWUtFCwQC1dwRBoyHfThKgYfGkjHs

1HD1xxzmDyjtxxyNTVaQstXbWnCqdf87Jh

1HD9mYwSPfVxpohPHzt1H9MrhZ1UwC2Dbw

1HDTK6vv7wEhQcTPRrTjNoQNSMQWgBT6hh

1HDfGjY8B1mfDnBiubfSZbyAiNK41wdNK7

1HDgiXxjW64hv6k6kpLHfsB2AppBorEk4F

1HDvrtmpgGAEPKpHpC2a44sNWAcBhJxAwn

1HEKjJzHZtF25cTgPBjVPUxJWmqq1RUBmA

1HEN9PwWvYr8sLqwCP9EJug71dHJEhJ75C

1HEcTyBPUira7woEQg8C6Fypj5SbZrXeeF

1HEmkiNVnjjQ2iiPHamwJjydL1ava6YJq8

1HF5HPhG1mhP18ko11SvG5JcP9KaPCLHHn

1HF7zzAcaXR1HewpzbGts51uMcXHH7TJo2

1HF9WMMeTEydMvhjKBYe8J8CfawjfavgUd

1HFmcJEmFAtfoquHr16Fafhh6uTcpBcHoY

1HG4HpSnEjBHFCAdAUWktJspha91fSTZPF

1HGDWr5ZBrYVaC6Xp5bcXePq9bYVuzf7Mr

1HGJzMiyREZdH1Zq6mYk8XnkLsyAgijrrb

1HGYr8g4Jv9EH6qgvEPFFFN9LYMkivFP7L

1HGbMe7ac76HQuqxBcB49VLuv8ukYuL5sB

1HGmzVvzUYGV1CJKsQCHCHDpFytZX6gf4f

1HGtpgsPKJD9q9gHCk29Y9cU8XvyzAdimh

1HHF4FdGxFTbbcFZ1r7WVZixKkVNWYtqjE

1HHKxVFK2MoXrZS9KHebkiSsoKgkqYAAcK

1HHQmQV4XSKGj5Ai8VVEfAH842FpgLRVFJ

1HHqhHJ84Hempxy7jsxNAiW8CzFMNTARB

1HJ76tJCUh45gzJHqd4kNe7QTF5WJBjtVi

1HJTZYfCfYBuRQyu9wy2p7vwWfD5P6hyaT

1HJwYVxqCD8vEbw2nrj8jLBVT5BE7fG7hp

1HK9y6PWuedMDYSTB5BdccFvdH5rxKbdBu

1HKWYWuj1HCBjwjRH6DLUmcu1RHnqGYpSc

1HKeTKA1ntdqHNr5U1aUjL7fyzyMoGFQdM

1HL4xPvkE82R87pbhV2QjZ4Crf2eqwN5gE

1HL5AuXPtpWYabTvscRmuxuYRN5SYJdHqc

1666

1HLFTBzjHtoKzX9WkCAmpZLJ5jsMj4irnx

1HLMKw8d7BkcDWDMHCkwWaRopHkCWjHWyH

1HLcCp6drgCMJTGwMYBkGyEtRtoKMa1uek

1HLcJfHSNWYVPstmnWX5r2SWmDqJejwAWp

1HMENYPPx47kZhJXLAeF6oXH1TdkKoBzc8

1HMe5nFBUUHHX8tgTxjYdxLcua9LZxhHuV

1HMjwziC8MLkBf84PUUFvZ8fZagiyzwhFz

1HN1r24sZ79yTS6pAczzyCssCtL8UsaqL6

1HN5Tr8Wyqk7RAcN5d6Zke9rhSwEm7ovqH

1HN6cWo2Kq2bENUvF4Geev7gLQnFp5sucW

1HNZEpCrS2uBSNXb4TqZ76fD4VkyMzD5dL

1HP4PoFgKQTLhQnauaNxk6b5heFehAM8eR

1HP8vWWV114EYKxHZLabVxWjR9B9PdJfFJ

1HPNjrjDtm14zrrJHZ2dmYyfjviV2acyPK

1HPiyRxyHWRaBqScdJJYHFzQu4anmTEN7t

1HQCPR1TYqyPtvSLzFR7rtqk8hczv5YjMW

1HQCv5LLWX8D7f2WZLoeayzWLaDoaJia2G

1HQXfYVhurUGfYDW5QFkNQkcDokPnqHLqt

1HQaxECcs295S7rSUEBHHdr8uhDk1twK9p

1HR2LAE9ozaALZThcoqJMu8HRQxyaT5tSz

1HRUz7FasXrJaoqg77M2MP1Kc9jMU6q8yN

1HRjsDGqjkPiEj86B4Sx7z1kQhzKTLANq7

1HRz9mfRgWjBbJagTzKpY2sXd9vJw1Xz6z

1HS1cruGu9WANbV2jQGCJrtvHGCmA7ddQH

1HSCyc4AomfmAPnjAReY1nUczJBPooCjHH

1HSTCFSj1gnRerncqUUTs7un9sJUQJ2sF6

1HSpQCe8iSSqrLHVrhobfzVPTU2LPNncNx

1HSwHHVxRsZC2ckAoyLAnMdaRa5YzK1Ber

1HTWRqkSjJyacz5uy7ZHc4EsBnbcYnh4n6

1HTioXJS7gTcz8WZV1YSoHbWfHED9zwYgS

1HTu1MTXMtWUaHruL6SDJkQdxYXho4AEHB

1HU5rCqrYDJVdL6aEi22bk12aTLUDuTKoi

1HU9TfotjmGusTV7yDhYV8LAwTpaEANBek

1HUNJoHNre7nd7YvkJ2PfJpjcSy7hpeMUx

1HUeoAFFnxBQLknJXPJMtqV8GXHqyHFhDA

1667

1HUqQcjtXp5BaGU9SZbRFQFoPMVmAnaU7m

1HUqiacJ6F6yLwTeGwohEdgWVuehibEegq

1HUtW5Ff6XSUHt14UjbA589SvRbhPqLqTq

1HV1DEM51mqDs6mu4V4NGyXUPXTCXAtvpC

1HVEiCp6eW5ve7cQVxStznz5rGUoXiGRDD

1HVFo9Dp8awyX1B1N1scwbspngwsBHziBQ

1HVL8wSY5UBqDm6yMTBxnsPWpib8uLGqsv

1HVNsrTbTmPV6XZiTEs8ayz4vkx82mbrVo

1HVUR1WW1zyi4wvvCWETHmKUUz72sRYsQY

1HVXmvGegarWFJb42zYV464fjEkeffVT5V

1HW1pTwQdNsBpzckd2DiA5TTkQ5p2xFYgc

1HWMwuB7n4i5PEG91FTRm2zjrAMTYkWUT1

1HWQQeLTLSqeSGZLimScxZS5Q5AnGrba2v

1HWVQVDXZPWDQcq2bafdE5nADEQP7RUPuy

1HWXwKdrEJRwhkterTCDYmsHzEfuLcLSLR

1HWgmqwvn6sxQ1EinrczykHuoqj9DgopTr

1HWtcirRngEPCfqPWqMjqdPUMmnSztNiJ5

1HWvyDpWmoo8fibRyFcr54dNXuDsFUHjGR

1HXSgHf7FFR8Gre6jYy8RkxTHJSJvNTSBN

1HXgSSLZSZQdkjt7tDKVkMMRNuXA1X7R5o

1HXjPBeRQY8ybEc9JybamUCiSLPz4VcZ2J

1HYXHpLoYhVwYfuXBgGw8NYAcjmY6vS5rZ

1HYZvkbRYEXYo74KhDLXkJz1tmifiWbGKv

1HYv4jLUg8njAyboecuBRNGmqmyBFTtMLV

1HZ7nSBYgCZbMcxmdyW6V6qdQYjYBHF9eU

1HZUJK58xn5LsVUVjVDVFCUvYL7CnZwiRt

1HZkPQPL9vNQ4SoQtTeCRXEazrvDryQwxt

1HZurESs8jaZH7THTJQKnUpSNnncC6rz61

1HZxbxbwghaeXo8vutgbrVR5U5MjGkGEkW

1HZzn8syPtyubWhuViWoeKyLiyAfsC7BwM

1Ha4Vwb1cmZRvEfNhazYnTvzX5NzAbw78o

1Ha4Y7QegJL2t577XK6nSUdCYAKKQC99sG

1Hafcix2twieA5CDWYwc2Sodrk1HEx9Amu

1HagvWUCYvC6qr4bSP8UWUZwXqc97Tjx4r

1HbMESJpr11AGj49ZAtUzxzVHFUYSZpzuE

1668

1HbNLUDMPn8X7wo9zkQV48KXXCm8T47noq

1HbQJw7YhgAoQYYh9iWZokiGZfbPH1ZjCW

1HbR8U9YFWh7KsMkqLfkPbLso1rJYEyEYV

1HbjwUpjvGRhPbb42Vn42KgoytAkqG6oVY

1HbyqtUrPyxwFkrXdRC6u4ZMhGe1mycQn7

1Hc16FWCK1qajAiJSQqvULDAMfCEmW4i9S

1HcAssQMwHuXZJRiqbRhWBcMa98YQQiVxS

1HcJrGwZhAcf4cDiRgU1viAFFEt2FDJEnK

1HcUBeADVWJPJ8DtSVbjPpowWBMtcF8shv

1HcotPyRQu4LD9QNUkQDyrYVGBc6KXfsfu

1Hd228R4WtnWBKQbCUQKMSz2m2BRxZmszv

1HdAEjiei1YkdbAcXGJi7cndhK2gzAWX9j

1HdQhM4XuCRC14ZsqEqqbWjhyr227PHkDv

1HdTRDT8bdXQJa5rBMcQRZCN2tZtnzAmKd

1HdgQM9bjX7u7vWJnfErY4MWGBQJi5mVWV

1Hdm1FVEH9mHXCraY4KSpWT5CHVhG8PaTK

1HdtwLjwKfFAvRD4MMvhmfULGPSSsrZ9TK

1HefYde7RTVjkRKaVQsMUjiCbAjFKEDhYL

1Hevt5hhUokf7r25u8UvHjNdJw141icy2y

1Hf2vPmYNxzFYWiaURs75h8JoyCczLXCG2

1HffkqYFzg5EK7jkXyp1engVWoYkAuAQMW

1HfoHatqwdRhXkDBJNeBEk4E5XncmVCbUr

1HfyyWLYUDF7bbZinQvn7ojJ5sq7ggpaBp

1Hg7NvnQbAdrp2BmhZeaz1kri5UUw29ZKk

1Hgj4atGusSBC8piJ477g87FLdqZfDmuK7

1Hgz7NQMCbccPT6dTCorfqTyhZi9PVk1Fs

1Hgz9yMtw9AndEMy1YDr9Wd7sq9DQPfux8

1HgziYpEQDq8TJhZeoXcSx9S9P7VteLuWu

1HhR8hpfrHHgg9SScrsyB6nE1r2hjtxWFN

1HhRqDxYqGzL5r4BYapmi7fPac5npaqw52

1HiRVSq6vp77ewyaF6hEkRTBFvZgMmzmyY

1HiSCLcH8k7bCGEjT4uaHec2gWbpiftxsn

1HieQMaE5dwzecXfEGNn79pkXD1ZpmBswU

1Hikxwps8e1esBuH8YEnK4yd1U8keUCA1h

1HjCtUtGpSGWoekJ9UZmsCupVCsUiDjKpx

1669

1HjWHArGfBtFdG8NhPusLX1yEPE4ygqGoa

1HjiXw1oYvvYwsgiMbyvGqyK4VYvLBKKem

1HjiyCiVkH9ybvQvPxDTP1A68WtPSp1cWw

1Hk6aqnZKa8iS8T4SGaptZFQezDB1A5uzX

1HkGvEuvNBRgYsLuwqS45AY7hzMBYcvyUU

1HkcFD9vTqSAVxwk8yeCC5Ak8uDfnhGffK

1HkdNAcqzMMLb2Lh8j6EAMbVsUE4sAeAvJ

1HkmmxDtrFFc7UHZj4k8fjuz8nTskYehu5

1HmCVhAPePkemynK914VaStuz1odukCYm4

1HmHAbiNzPw4BRipLPy5djURqwmVynJJrS

1HmJXbai8QuJuTjWoxeZXktmkQkRzcmC9t

1Hn4JNNAFhThY7pk6FVsaWVNKQC2WHWQpC

1Hn964z9FZiUgLp8StVGBSr8VjWWmY4aEi

1HnArtUZwinwbAetwDCXdgEwgmhcsJTV7D

1HnC1dELm64yFfecNohUEyqcR7Rw47YvzS

1HnDVDHmSoDcg6Jwfp1eYyqRSumVETsDFz

1HnVvw8tSBxKa96JWTVbAQi4oVWCcq8mDc

1Hne8e5SHJoUJVkEbzacicPk1xduUmASza

1HnfVs2hcVBhmSwNGjjekrGhA2cCyc1mqn

1HnoehgqTUEMRnge5qz8B8JTtCVbioJvbk

1HoCiLGRN7mdGyg5mpyTFyF5Vy2oZj6YSD

1HoErnSnMauysHmdL111gvRRgRgQr4rQsz

1HoH16qcbx1zZE78hhkgNnJ6gmkhHZeaUZ

1HofgJXqdkwkgHGnGpfvbNBgNoJZ79L1hG

1HokMbTy4zxJqdjQK6hbetWdYJozLCR4Qz

1Hoxq9BVsBHmDkf9Wrujao7q2gXw5vyu69

1HpT1BevPbwnfZmEH27LQSho6MuJHUEAG

1HpVz6uSgVjQxzJCeGgwYTbNAaD9tByR4u

1Hpasy57vBjkBbSDnNqMMQNETEcG91zhde

1Hpt7NTsuJmMBAFFMMfASMkYPjkAXAoCu5

1Hpu1C7ethKML6hLzkaHiSnDMAhPCFgmfr

1HqXoH1trkaJXVnHStuEzVPFWJqezSuwC6

1HqiPgWswccLx697gr14jGXtqR9QCvnJyb

1HqwpMxPScbrnjkAYXseqvi4EaWUFoVVLH

1HrXBVmjL5bywzHKvSxk6zu46Y4UxViCDF

1670

1HraRTZSR7rR1o6RniyR114hWmXDp4Ngkm

1Hs625NboNfPDAK97WRDoNaz1dPYKFqB25

1Hs7drpijzPcG4fnnL4ewWsVZFfZtAjGow

1HsEwERDfCwXiWiqfnuj8r6JNvDQ2AE6xY

1HshXyccEQaQCaBtY4YKMcQEeJL8fp8shz

1HssDyDTZj1hVdwhdpF49wLKLPQoCRJB9T

1HssGXPBkBvhpacfdQrjuLZTYBCUtoyx1g

1HsvMvY1DwSmfj9Qc76wNRryT9AeQiUGRK

1HsyabyUyNr8dusXPiGAxzMc78ucFLJJMW

1Ht2zTsmaXxSfo76VBkMGReDarxHuVgDUz

1HtnRLkuPvbdFUhhACKHajcWYCpgPAMePR

1HttgmhKZLhyin2kNrvextyRGUxU7GhyxB

1HtwyaBiMrG1eKEYTh9hK7dLnSy1wcy6bC

1HuJUFJUhSmE8zE1AZYwfp9uQ7y6egWsv2

1HuLrXAKN9QiQW5e6a7q1p4bkhAQ5tjHtn

1HuLvDhcwZ2HMzKqcveYSB44p8neK2zGvL

1HuRDNvdEkiM7q96jgAbSDDbbSLbPnahJW

1HvLZy1F42DprgkvuUQiFoxHGopgoEHDgn

1HvLp2xuvt2tgCBcCsk26GmXioAqnrZbeN

1Hvmb5sx6hrapSxX1gTuWzyxJEHjpzwX1F

1HvxtJacRCAdfX9nD66Tg55gBjoCHJUrZd

1HvzyCZPnqwkLm1ksfsPfvXZxk4HMNieZq

1Hw2jdhmCftoN6z6oTgXwEy2xeDwwYizhd

1Hw6tUqY82Pka79yzz5yDoeSTTD8YVLyuL

1HwNWCnJCJnQosYnpx7JvpWzzLyVmoz4Mi

1HwXQ214y5nwrq2C7npdoyhK44nv5p7929

1HwawimXKwY4cRYkQcYGXrvaGE47kxQaRC

1Hwb5ip2tBcnt8tjvDpxxse7KrEgbjhbBN

1HxAmgKsykPWpXAjq7oqwFUZoHduV5xQJa

1HxSreTtDkMw8795242apXw2v8naEAicys

1HxnZZQQQ1cmW4bNY9qdcavqFLxQH4KEsK

1HyHGXV5AhfMwZYsEQSUaWujwxkDXdVk7v

1HySnsKYFdbcPTDvCh8e2EY9Um2W8sp4iA

1HyWEkVsEj6bAgRMfqJxq8NBxSSnG8UsvV

1HyWdzsRXccPPWn7kk4eaLFHyanrSgMbWS

1671

1HyrfU46xC9gqwXKpnzDBKfGpzK95cRJh2

1HyyCooD6grf6jWHgeGLwvUshiNFrVqkpm

1Hyz2uqVLf9rSqusbVr8wqNkuJ1Tebquxw

1Hz1DmdPddgCK5t85zaxu69HdrVKSdwJRu

1HzBTarpbuKhBKuWdsKgZihmRJ2S22XNut

1HzCfDWwiakAY87Rx1YkvvgYsBwq7Cngsr

1HzEKvHPYHUnvCMzAndjLpJnMwvUDL5nd5

1HziSJaYw9HXA7q9HsPuzNVP92oYAxRgbC

1J1RXZ27gQ9w6BGqT5otbafeMFvJVdey7a

1J1dBxGkd9HnzAGbwqNMzWyMPrLu7tFzLr

1J1mxSu7hYUPHBSGy82AbhZQcv4Ue7bjKm

1J1oqkoWBMG8St8avLS1S42QcgUurpemZ

1J1ruDre9GGNPJBUcD2LM1xEPMNDnpsEsw

1J2GWzSotm94e9ahNDqdNLbyTZbNMGwrDZ

1J2NFgaXPbQHt5TLD4FGVmyUjUs9RTJzxy

1J2urV7CsWdKM6J2Qxpbm9Jsyfk2qDzMgC

1J4akgAq5D8yau2a47jA4Wyq4qgNPGWM2b

1J4dpiYUuoUNxvbnwgCSJjo2QgXoPFbunW

1J57NC5sfeJpEs7YvFfEr1fc5VB6yhSGmc

1J5MFSab9R7tWFGbV7JF6rAmjn6o52xFqF

1J5NdHbwicmU2fMzp99sJVE96xSbZCHaBe

1J5aLZJNaXuehuty7Mcn91bZ69mNjhWbnM

1J5ctz7L6TPEJEcfGCT9EvTYHrXnpup8Hn

1J5jYgF4serBwWhfWytugKZU6ndHDssHsw

1J5jwUzfyympeuYTRBCP9oBRyoujHs5uuu

1J5nMpiBwJkXriR7xRzz74soBrAcohu2Mu

1J61jpbww14EkHsaBdJorMYhFJ4PHUTDzR

1J6KiduZ7JWixeLfRKFabxCUmwTxhoHWtd

1J6TRRXhFx5uRF5xiKLJMNSTJW5RE5q8UM

1J6YkVZsvTpJPnwAnU9gqxF5aq5XW7zUWi

1J7FCpwarg2tRVw9VzraCs2amzJ1eQFn6H

1J7QzWHZ2VzP1AUYn4jNHXBnMvSYSZ8pv4

1J7ao7uQNFYsgvEmRcTimDKs7Rr8W44gsz

1J7p21Boz2Jj8VeD1U6Yx7fP7H9yVuQ6GL

1J7tqBsD8pzPhyatWfJ1HmxuN6UxVpdpW4

1672

1J7vpfje2t8GF9T4rq6rdbtcd1es62KBR8

1J89ZpczpSNpLbndNVne9hU5x7CvFoZ9up

1J8obEJx7tbLXuTmGNhLDpi99oShF5YTr7

1J8omNeeWVjcmKocjRVMfug7wWKeMioJPj

1J8spy62o7z2AjQxoUpiCGnBh5cRWKVWJC

1J969iXg6ogDxEjuTzhFu2e7sDV2PjAGXP

1J9BYfacuuRV8QBqHBPnbxAfovuXgp4fjy

1J9aiGDpWP741SZz5EQkx4K8BzHoGYcGcU

1J9bU7uC12ZntYjn8mpdTNUeVrn1LWQjnG

1J9i52YyucQmL2Fae5ybiokbywZ1mVFtHw

1JA8tsA85asUoQNGACWy61Gvuqx7jkyvpK

1JA9W2FVWtPV6888ppvDRYkKgjtuRA9ccQ

1JAJdDwZDGLLbw1icqLDoUBRZD4gfLZgTV

1JAKdAGRBkjEBkyfwQmj2peLTYEmDQKa9v

1JAr1vvTpgjJAohiNrQYGD5K2yWJpMLDhf

1JAyfSbqRbuVp5DhnV1FWeuxtX7YcaAwYT

1JBFvQd7uvefxFCskBn4ByNarhdxnSmcSv

1JBLReZCvauCLeVTxDYDcp4GcX1qgTpjbg

1JBMvdZAk7VMYVFLRSiK7xxntv8hHvTzm9

1JBQ7d5edpVSHeid4CfJPAxk1i4mJ5s7PB

1JBZQQojJEpqnv6ZtgXb4NhzWZpL2ZVAjj

1JBrX6xkdZLdZmDbxVTYxf11D1vDz7rRc1

1JCFedLVhoXc4ETmsQnoH6AvK7iuDXEvhL

1JCHRxU7ZDi5m2r8iFBBFXAcNK6V2jC2sd

1JCQxcKtDvTmQ6fc9V7DmvDzYDzgevB7Qa

1JCRnQ5ZPKWbadnqwzPKZjd6WrWzwQp1rr

1JCYGh8SrUaKBVEtVhydYuSMMxXkLipzjr

1JCaUFhnuFj42qk9DeWQeSjVsfPvn5jzbG

1JDWPENusaSRFiKPZFcXCSB6t6cQVfK1yb

1JDsWw8mRmmxMJBBVu82vvUi2iBjPt2cNK

1JDszZ1kr7GeLTYzzTVkTzNiiJ6uPiFKUk

1JDyPKHHBDQ7bMmiV5DbFVt7fRsPX1nq6f

1JEASNzzEBqm8RN8pwpHLtsZmeL41cYsg7

1JECCByCJcRcjpjea1fwCSApuUL94AFyeZ

1JEarhAVyLJwUCcmFnSRW7nEVJHNVLjEkh

1673

1JEhF7qb57CHcGc2Z9UAGbUfe84PvMqsYg

1JEkkBzCgdCp2Ai6xkWw99i5wSzyHVj4z6

1JF9LHHMaCgBp8miGCyjpNpnipnQVGEz7H

1JFRrrqm49YwVrsfiLnKF5uviWE5E2obWn

1JFTFEyny5afKtQgrDx8qtuzc6gcFXS5xk

1JFcuV882JFVVBfq9XMKoJP1xmtJXnqYzF

1JFsqs2QapfYhSLhNUTzqpf6fCaETfGTUQ

1JFtPZemvjBdWVFXuHdBNL27kyUzu7tpD5

1JGeqZSP61YmCiDG1m5PPv27rK9dDJ9Q1F

1JGo8opd4sYXCaLahRHviMMgDAaFUdpcGM

1JH6mBj44bs8uyb8LSwqxB1KbapspvYJYv

1JHAuVfAkGqWH9THhrhgaSvAKL5fjJi8RF

1JHCGnChqWoNd77m7J4fv5fUL1ssgwFMfD

1JHSGVBu8RpMaAdkiP9JLjt6wr9r447kgw

1JHdJSzj425ozMM2LwZZLgumZpusnGMUhX

1JHmeTUEEB99yvyw6iegichj7rMfWCt4qm

1JHtCjhr9XB2XSijGdJopemK9LCoRaQarv

1JHxr5sbXDoZuDsx624TmZ2MWyDdD9ag8K

1JJBHfbzRNLKvoaDtSbBaXYsNbwTWa5948

1JJC8io2Q75EkR8eq9v8SqA1jiek2PLEQz

1JJvH2N8brRew4oAwmAWnQGPiJchjpbDyM

1JK2kU95RyitnxDDk8Dsm6AHdSmHnhQYrf

1JKGfaRmCM9wcwj1sSPrRwhnjpYWKauDi6

1JKRxmHUE1FaueSmXCmJ6MJn7xgsrHADeL

1JKhipUhAqrK2gdBxhrGTKHzeL9i2Htqje

1JKjT2E8NECBBQ4rTk5FespNNGwy6nTNAt

1JKmsELkqskoEYdjkMdqTSGYH7py9xrjUM

1JLXwpZoPYFAiGFyFfnHxPjCByJPbiyGdi

1JLdDwCbh2uyPiQMBBNn9SJbodKcy1uqUo

1JLvmzmnnRU9z7Z5hUcvEE72uTdPg9dMsP

1JMCf8TWvtLijQ5f4jhXkw1RUnVNCr5TXx

1JMCwedU9QZberHrzzhBZmXyxcxkUbTQQ9

1JMLSVHnaq6RxcbGWkmpaYBhemWpYpBAf4

1JNAqj2BuXpLwBnQrmEMeeBV7diSdKuYmo

1JNcBqDqkmeTC1Byj9MHi7XdVsKVh97U7e

1674

1JNyQpmUHoaYvXPaNUUAhVrX67CRZ9rQqv

1JP4oZFdTNxAX76vwe8aa4CbaBWCMwyW9Q

1JPQQLtrjXrqRqEofEDoC2ZzfP9KvyG1FH

1JPXJTKE7Np7aXLvUEQMKdpggzfG5vgds

1JPjF6kmEKL7fqyAqyatn2n7Pc1FDAstvy

1JPm5KGY614PoiPtiG5XcL8iXNFFBDGFFK

1JPnvAn6BmJVNo7vY6r9h58V2sQu6ETHC4

1JQAhsLBPyYxsh7TGeuLrMeS4o5XR7FeFv

1JRk4hNqRqMcVKzZiFFZEi6y2JBFX8dsSs

1JRoUYsAFF5pCxr5eJr1wav44gDfiXEhtT

1JSZLDChU2v6JdusejxbeH57kpkMdQmRi9

1JSbmrRnwFeUXe6U7oAoNgNH9FVcpxSggY

1JSiCCuViQB1eb1eorh8SSpkqLXvwdzEFM

1JSwhP9BoTqxC4CTGxAi5RgoPwXk8nLevM

1JT1fYR9nzwmYt9jSnZBoBoGArbK945Y1F

1JT28CLJMNS8Vqx2vsk55miQNqapQNp7j

1JTM2ZowQJmhUedaYEZJZjeeK9g6jZD2Ux

1JTjH1i5xjxsiuEZfEYaZNGBW6ZtXPaEpp

1JTngw5sbURisqNj8nmtp8ts8htLcXfVcb

1JU5tAYHqw71u6MbqvgwPyJRYfVXQCPeFn

1JUbfBkquwxLkV4P8LUdRCLScbQStAbPkM

1JUeNHKqpRcrd2BSVKEn1QHrYbDYwWcpFk

1JVA5NJQhifihCVtnNZzdM7PW81jjpVV6m

1JVB6dUMjPQUi1c6kUuYmJLY1grrmLq1Mf

1JVK5kVhudbCgiJgKUYMXytNWuzEMGgRLv

1JVNFXYiuA7T8FMX7ePXfwpScMtLxktQFP

1JVXuew2Tcro8GoSaLniL8JvHPNWtUmedK

1JVc2KgpnTijuFeLJiGaEyrDUHQwXBGss1

1JVxUF2qFvcWAghkUZmnTzE1S7V8b8LXRA

1JW5z5mvDwBsqG5NPXAS2zSSfkwNKYKKPX

1JWhYnQuXf8wpDhBZ8YCYePwwGrgWZpfmV

1JWiwbr7zSo45pqt74nvA6MhcSE5XsByrv

1JWnZmkJwJSK6F21nypCAGzsR6TVhPRA4P

1JWpdwKJexDJiwm6scSucua4k5eerCuNvi

1JWwynwthbP1bV4Uq9tWEDosZ8dJnVnJ7u

1675

1JXGCoqkVmJpULMxfAAdGczBPWQZFNcfn6

1JXcSMohcb8dx2h8ZggdFmugn4JnDusqAi

1JY4qD18QmhXwPEui2p1MErBnxscZtj9qq

1JYYghuv2sthSiaZq1qsGXZ15toV6EdEw7

1JYnJ8Bm68JrwrrGgs9As8Ywzed81HmYDt

1JYzdgU77BsRS7LNvgc24JT1UGZYXdc45r

1JZFfUacSTjtcYNMQogLH1RjkV5usvqCvR

1JZQSWME252PicvtRGBC44CNVCndg7yrUk

1JZTqCHzjqtg6P9BXWBLczvERiKVURMQet

1JZWeDk4UN6Z8ooMfvNiKYv1MhtqdRzTtU

1JZmqRJEfmNDZQV4YfL5mxvgkHsMfVTxc9

1JZnej68GD7iXQmuG7A5hBuNYtcymgf6Eh

1JZswdDCZFkaJ5GrnnCdn5vwZBzMyjpU88

1Ja7Hg2z1qSggWNhuGNybZZcnBVADrfdWZ

1Jb5eHDeYfvRJwMmyTKnfxAf51EHZB4UDR

1JbUgz4Q8dVyzCP469cpmmFqQKq2YnR6e1

1JbqirXuDvf95kJeSQvYnovjrBArD5xFhT

1JbzQAczckfdRrZxFqeDukwLUZBp2qJTyo

1JcACkLnXbHjEgo4tLA9yUCAesR4NHNnth

1JcFQpsgBjErm48YEEDxAz75ydA6RQKx6s

1JcNw1dFKVC5zNV8mEioX7kgNEEA9rQqx5

1JcXzPJAkso6uDNFi7Xqbd9AMbLG19e8pZ

1Jcq6JB1RKPgnCyHw5ZRvWMjEYQWRseC9

1JdGfJ1uei5yq5XynkYtNZvw9WGmLfERd1

1JdRH2q1h1JJqcofYkBvjnLARt2fN5ijr9

1JdjDWxmPG8Nbq1L7ZG4r2ERt7Hvi1UKFe

1JdkBjPpNnyNZpVVxDe6iqQc1EKnF88cfT

1JeKuE2apMbnaviA6eL2LYnKDGDtvpR1t2

1JebN4cDAPrVhZ1mJCbCqoF1ZLjqChHimt

1JejFWHudyzcMSymyqXiPjJ9t1vFWfgLoV

1Jem5BTmZDo4ihLgkFaeY2Pbx2qcf9fjRb

1Jeoms5ftP9pBtymK29VqhFK8x2dYrrYo

1Jex5MxC8Rhc54qQKW9SP9JPgkhqbJkNR8

1Jf7VxDUruhMFPcxTrRuBhGewQFp5PwGeZ

1JffgGHAnDhjY6rCEay7sio8MyDAc1dtyk

1676

1Jfn1GKSutyGLQTUveMb5foFL1M9z1Axgf

1JftHWYntpW2hHN4bHXnJFCwBy6muGhByy

1Jg4uVREec4Z6mTEAoiadgj7MgjwDjU2m8

1JgDPoZW1Npng9V6YtVyAJ4WHfKWz7yFXC

1JgELK2DqXbYAeJ7qsCa1hwpGX5P6GBEHL

1JgEeU1EqfW1w6meD8FwNjB1cbkXVDg5N2

1JgYDZgCmNetNrfWSHHkSdyQZkSN7AwemU

1JgZkbNnKojUCEKX8FCqKB8Lw2yKuYGJ95

1Jgoau1d2yWFV4ax75sCkmgPNHm7WovCdr

1Jh2498wqcc9pqwZoqaX22LDEBo4xWFvsm

1JhTtACT7MNHaFnYAdergFQLMCNcLQU97o

1JhcqPELJ2NKoHFWrPvGtSjnTJpTbgyB9k

1JhhrigixdrAoV8bUJeYRAiQokphsJtycQ

1JhmsTpm5XpaE7UhahRwGkB2ieMi4Ee151

1JiCQiErECg6TVd68KsJ7Uip7s2nU41Mmb

1JiUTEbnY5PVbuYs6jfkozbQG4wCYgV924

1JibVvVMqbifyrLyHLbt58mcp2Dpx1J7dG

1JicinGH4eEybZ6cd5CbCoyusvGTtmuzkN

1JikAmExAZiFCRQ9Mjw6xCeaNXG9oKGSf9

1JjBUSoGhB8ZRDCoASYhHMcwdDZvgKfTSk

1JjKYDsYrJGPCzLGGmFL8nM7AvUncd2wYW

1Jjg7CEPVbbRHstoM1qKhydbowJnjENTuH

1JkFoYvNFhX1SFFTe2TZA7mBybqtYChrgA

1JkMfoATwfuxYBDDQSWP1Q6Fg5nS8Hufgm

1Jkafo2S8P2Yn2GqAMejUvpNndipUTQ5SZ

1JkrvcFRnSj61CAfdfQ2docUR2XbVMKnKn

1Jm1FBJ15MMkmifoQ1dhi2MeVNfT5NcmmP

1JmQjGZVj5CbMznfMPVmL6gWzk6qPLVMaX

1JmSwZrQVeVd2r6HsYD9wrQJNoFiaQw5De

1JmX1g7Um7QgWQi8dqt7PbTTjm9VDeB8yt

1JmuonQpCWc5qfyYxQH1N7uzvHcnLH22h4

1JnDVzHNfdoLJVacz9f24E6xGtS6xnPpX5

1JnN9Yv4ZrwVqJSd7eZryNedwrbMRwVRXZ

1JnWjYZpwESJLERaY8QoxoP7mvAV18QtRo

1JnbBFNJBAnjAHZB8ib2zAuwgQLec7UqyR

1677

1JngV6PrdPSZpmw5yP1H6pw78z9CbYBNmi

1JnxLRQSHkCw5aEhu5VQptUq4XmxntAvL2

1JoTDyd525P2Pi41Wzu1XMFZCyX92sySge

1JovVboBUzfeCRoioSiDtAPdeJdeoeiLZc

1JowV4uytNGEaH7xwYKGKTGrkJttSH26Cy

1Jp9YFdJ1wzE7CsuuHXTFGh8vhsEMcUMMK

1JpFRwXt94roWaC8W86Ea1nRatorbZ1YBv

1JpGXRsgpeSTDfTFpSe5QtoMhXLhqaLsXA

1JpRSkdMvusZxwsmZxbqhY5YMuqK6ujnuJ

1JpSEG9uQGDHjn9a9Q1qtJxpknVTxhgC7p

1Jq6ge74aKYYnnvv76CxXY5SHfWJPfs8L8

1JqAEXCAjiMtuhn1Lk1sNE9iJFVjCPJtzZ

1JqAqsD5QbMG5YmAwAYVDoHBhFREFXXyMk

1JqcXUjLxze9WyoumtFMka6vT9RqJ5UoHm

1JqdoNaBG1JM1Lswbvdh6Zbs6VdC2JGaMT

1Jr5qdBjy9Qpf5pX1MDzaqxB7hZAvEvhBU

1Jr6Lo9CoGtaPTzA2FyBXAwfCh4CRGaCDA

1JrD8j9HSfsJ8MN4nHiioBd9JEpnfWVMSC

1JrR6kEF8h9gpm29EpF81YW71D9mk85fMr

1JrSAJNtNrRRgDFY5xWoVbd8nWt4fKk1by

1JrYNuMaE4VXKrod2gA9keBo6nzPvtaoZ6

1JrdJp72qWXQJpwvLaMm9GGdmovutnSeXL

1Js9FRm8vzbLtUtXqgkHwSCAw989K4ktXG

1JsxmmyQ6EKzgfpG6rS2qCz6rPhVMkbjtq

1Jt12waeUxecniX25bmVhFU6AQGwKRdZvr

1JtEeUy9Wbr6giBFRUu1z8WaKYVqJyM7dF

1JtVQenPygx5qLvg9UcUVUwF9ZWmLUmEVd

1Jta5JwTGtDBjW86tnEJmJRYj9LAmX2jjP

1JuCkJpYeBpTZvA6QxvfQWzDpxxjZfnnhq

1JuPEYgRMTptfedBDtWFnkDHXYE5u1zhGa

1Jv2Pj5vfLxYPRdVzJJeipwMnoa2tV9N84

1JvQWbxTCuoEbWWrHYzCGBdtdjsL47TzxB

1JvietitLcR1pqZmasMjdLntJ6rWKfDQ87

1JvscoKsNbczrVybAytdHKiDBEqGkDURyS

1JwPuL5h5Wrv1cpZh5dnZyP68adtYgNpvE

1678

1JwtWJuopuYqKyQm9ARoMb2tFZGontjWa

1JxZjHtik6uy4VPDEXojhjtxVxp8AdzSFE

1Jxj4DPQbJSJ5ZzqXeZkDNUaL8fNhBqaRE

1Jxq9Q1CUC8HJCHGD9WskrUa4SzWvLezZt

1Jxro5hnCSmJ9WiPXwTj1dFpb5RVL9abEN

1JxxwMZqYU8VbLu4RwWqhn5q1z9FFya1zq

1Jy2zHbU6iBggEuAmwXSbcr2fhv6vRuGtg

1JyB18hzjEJjx6hkF4Uj1CfmmMHdVWyFLV

1JyGuHsh5A8Z1fSEr2j4rbooVedTZhfcSN

1JycaWKMeSK48hSzhh49NeojJPQNi86y2K

1Jyd5x7v1mRujVYKtmfSVaF8ZaW5utRNhz

1JyuokRPkjYx851AqpXMTisesin8ghnYpx

1JzKyzxf22ijctWKywj9zM8e8gtHCtnv5Y

1JzfF8q9uytcPtZ52xQXfnfe26ZNsg1vsK

1K1ASKZmEqvNNNJFyLB6pTY7xPixZDBBDe

1K1SjkuzyMUfs24SxSCQ9hYdxN4pdRMqMv

1K1W1ySoZjBRKBYqLaSSRvYd7mWusJvrge

1K1eXXQJxkr8dPsCa9bormHQJMgAF78PLy

1K1gyUVExn8qE4DkP1MzXN9JPinfTXj2Lt

1K1psc5gCokpJCnV8b9VBtTQaPXVByTFHk

1K1vu1KWvtHMfwMRax2u4xLxCVbochVnwG

1K29jyUNEnHadf5c1rJiNd2oFYyPuaEF2P

1K2JgfcFQ7d4pmcdou1K9Kvi9EDKnQQRXr

1K2TkCWA7ZnehfMMSgQcbjf94xSXhXkvZt

1K2UvY2BHqvJe8NGpkbg4WZvYLsDLMb64c

1K2bibyX6pgW16ShyTyEz2xhGFJ6re7K1s

1K2cjmNpcMYkRpkZZ6sAgBg8xy6FTAxdYm

1K2yWeC1czf75mBi4596THShCFnLtCMnxW

1K45Wq14V69cRwTAQv4KFQvqzv2ZeUdCRb

1K4PhXUMt4qEJRvhi925pMkQJ2JebLEJnv

1K4UUqnnq9R2vUufoDECegokgdGfBNjYRj

1K4jjiPmUUHoUSDHwo48sU9vKApv8gQfye

1K4usfoCUzodzu747Lb24GKAPqhPki9N28

1K4xgn9x8HDCJPkEZaHcrKLPtsVQJwkj7F

1K5GptUUsn7KobSMUKmTicesk1bPv9Shrz

1679

1K5yxmpQrmFTpwdwNeQVoP7bfxRnyReP2j

1K62nmFui19wcoYNu6bZRGgbVWiDR1o6Lm

1K69Gdc4CRWR2MYcYj8ha2jDpaG97Edy2H

1K6ASCfXm6ZXRfrW6RuRyyGfNBywQNdgYp

1K6MBjz79QqfLBN7XBnwxCJb8DYUmmDWAt

1K6MWdF2cZaALL26GBunZfHnrBEMo9SHBz

1K6Ytn7FrYvUQixo81RpC7dMtgkm9NjgcE

1K6aFfzMzReVvC8ZQwwmN1BQuMiy2dzpgk

1K6hUWQjqajpMrZGP5NCTnWSH9b4Bpf21B

1K75fhAXVD96TfZm7MXKgKcwLfxwMNVtgm

1K7UAuvW5y18yXA52WQzXuYh4RaUzzKpvk

1K7cTZ4hT9JM2aD2AeXWxd4eAjEsXM4nui

1K81grBvxLSRV6QeVRUDtJqsyFFK2M5CVJ

1K8WaKmzigUaW4in54ifoyuaxbLyBBzmLn

1K8YSGzKNxkDJHgKbqiR2bDn9GG2fNB6jn

1K98rwQDPNgFFtNUoVs6RdX4eMgq5DiQvQ

1K9BvxNyD2j5FccU8GoF65i8oLmiad21iF

1K9YEaVr1VqUXh9k68TZoGQ4sPTqmVQJpd

1KA4PKUZoL6JBdhmrumUeLK8hW9cGNk9C8

1KA91ZvZ8s6pseteEWkA5kPM7CM1a2xbre

1KAJURdL6dTUp2cM4fS8gmhUEnU5LN2gqD

1KAWAv8fwfxeERojUu7nornCBoYoJRaZni

1KAeCxgd2wWVNTCMNDjomLYABYCu4Vxyp5

1KBNgfduCk8aeBJY1rdNzoKYL4a6rtQR6D

1KBXELTdHFiArdySCZ9UFW55BLkrcmSyBD

1KBXY6ydcwey4J4YNcXJuYcyJJUFDapy6U

1KBbUHpiS4YGKPGN5yq42LT8E8rJ92z4yJ

1KC7PGgsraJuRZ6uik98W6awtZwUf8kb8w

1KCGP2CLEhBxxfHtNE4dE4SZduxmjRuUR7

1KCU5CUAJR5CbLTx64ztcA7YhYuRGqXeXY

1KCqbtp51hSU25MZD1PWe8P8xpbQM4LXva

1KD7kPAdtHWdAy9kvSvm8wyCPwqTe4sjgY

1KDA6eAF7D1P69HzYPCGhZw6jDdWgmVBky

1KDXeMn497NFe7cuZZYhkvp77H9gDSMvYU

1KEiWiP7YrWZcyULJgxwxa4FcZ6vzeyqfd

1680

1KF1u4Tw7zypViKAbwUnsW75H7EYLmQfQF

1KF485kxTUVVxcTnyr7wKJnqkMWp6p8bu2

1KF5JHePcsKkpj6pFpz1AKEvh4yW2yLirB

1KFRRbngRYBTzPPsaSEqqVMCgwzNEzgJZi

1KFVWhnFrmWPcnjVZFVWKfcGhzwyNMuUFw

1KFdUwHBhGRYxBHwyqtXgruVA7yhWaPmWG

1KG1oBYbMQeic79iZLNVjqDLxyEX5oG8QG

1KG7Giav1zm79oWEkt8c1ofoQrruP2hUBW

1KG8rWYWRYHfvjVe8ddEyJNCg6HxVWYSQm

1KGEAiift8uRR9NXpZ4bd9Jc556uek6VSV

1KGPCnL8g2Lmus4u1oUguxNE2q52ppwFAv

1KGaHYNDUeyERSdMLYxnrHQ6gDLLPqZizu

1KGhiRzwXvegqw6Dzw4h6uVUXjf7oGMzWY

1KGrgpq21X5M6CxzSU7x4rGC7s1BiACtx5

1KHCB8MzyC6AT94swfMqnjwssCA4vERdUn

1KHSoYapmUZjz5NpH8rB8RtGho5pEebwpk

1KHWcz7F1m8v6vj4jyF9Y5CZhQB61q5FeD

1KHcJ2e7UaWPg1iim7WyfaNQvpmmoCXvxw

1KJRCU6mDD8DkWts1PCYoqPSV55wrucBSm

1KJRViPtk6WttXZw9HohPoumvnajeq5Zis

1KK2tceN7nqqbVAfGqEd15RCbNYoxooMZC

1KKYDFx55PgRdGCvZrpL2qMiTdetm4vFy8

1KKmQmfPpiZVg2Z4c6fQ2PVzptZgVzJ2ad

1KLDFEMNam16UiAMk9zwU2xNN9Ef8mcppr

1KLKT4p7HpB1B5PpwccztyZNjcPwxtDKZj

1KLbc5VTHUd27nn1J29yCTYhnHS2RdDsrs

1KLeeNY5vXXsaQDriQiAdG58vDvynabDND

1KMHub1QqeDi7YLnRAdmSfGTx2Qa8LZ76k

1KMNnHgvEx9oXwa7cgbnNhBJ5QttViFuRW

1KMkdZcHW9eJrrkogGewktSzixxdJmB6nf

1KN42RbA8UZszFJYpVjaoLkkXN1HJgDftE

1KNWyeMPfFwE5vubfvkggDMxAkvDocpuJY

1KNZFemxqKqJr6YvjoSgsDgMKokcXVS42a

1KNqHddvKCLNPnKDA5A8oBkCwDDCvFVxZn

1KPhqnhoTHPFcrB51sUgaS2xF92uGacwd2

1681

1KPidwLpi5FGHb1RfVojgQUXZh2mMqSFJc

1KPmVMJAAXPh9FTP58S29viFqRCiLhEuFw

1KPqtHEXJbTLLzkWRCK2m8xfVBN9rDKjNe

1KQ8mtzsUbSURrBkduPPpTLHRwwzy2JPjm

1KQETJqKzUHUmCBXQgwzWt2cLcgwty5st1

1KQccQmcpCaUimgo7obv44RJZVPCyt7BXU

1KR4QSGbTQDFZJQDvPGqMYvbJjU5hc5oFL

1KREwZJb4NdEP1TNmwPj7myS4kc6adn9KP

1KRN8FubZpfgSpt1AScF98YtdnMCwQ7CSD

1KRZaGqeB2EX6QtVX5uSdc1jDWDnnaTXix

1KRnZKv5cWQcWxTaCZZuZeHR9DPPzmCihh

1KRvydJNKR4r4taSEXBQudZMa9E1Biv464

1KS4Ev2wAySweY1HcGvKZCZfMdStv8Fok7

1KS4qZdB9iSRF5XrDoBpYT54dK6Uo4GTmV

1KSMyxihzubMyMRJBaDJgT9qzFLLpC4EF8

1KSqEUG78zxNk1yRbv6hLSS8eree82M2Ty

1KT2ByCyP91inqozh7fmorrJ11Zcsy4abg

1KT2ZmzjiQ6k8NizNQVJwmw2qKtGcD8qdQ

1KTFz4YjdAQrWuZX4R6yV5WL8TdgTpxa8T

1KTGFbcReAgpzyTdpNK9Homu9nwhfjCUMq

1KTfqS8JUMZrn8AWcTEBaadNuVju9qL8pw

1KUDmooHjbUQ2JBjN9Jfurn4vKBVsMbjtM

1KUHkRJjz9BY9NEMnEphVokCffvRcc5YGg

1KURvApbe1yC7qYxkkkvtdZ7hrNjdp18sQ

1KUiGz2xxS7kZiREqjMJCXLJrB9c6TLuXc

1KUqgCmBf6dhtpmXsLLzoNvMX6Kr95Dm8X

1KUtzKHrUpWqHbDPzhnMqM7EA66NxAhE7q

1KV5muzG7YZt5nVZjQerwmEgmn9BmESyCT

1KVEpsSYksfe2XcrkSoH6ss6yMKbBT1EWj

1KVMs1C4ZW1Yeq1mJ2tvWoVXKZjaryq4ys

1KVVVye2NZPn6C6rC7fgfQeizGARpeWQNb

1KVVnwHsAEQn444WBrj2LFAaDbaaVsTDme

1KVWCv8eQcx8uuQHFqhmk6iXme5oA8XKjt

1KVyfubKUhibpzivPaNr9wGzjHajFaJhod

1KWJQPDxHBqDkPjAkm1r8FsfQ9mPtYU5Vt

1682

1KWYikLLbSVBXXTDmdGzzA2fpJWCijyqXN

1KWfmmYVtCEGqaZwgtQDSF1bmJvYCHo61E

1KWj75eSxAh9SucDoigEh9NMBBix8CrKXc

1KXDtsAg4Usu6Hv2TA71rjzYipVMTkdBt7

1KXcP2tGf8egvqgTraUuojzZGDkqZnPYrU

1KXmDxGUbHmdKKnZgx6NFGqL1mYQkeSUL7

1KXq6KRUgf1wtde9cnvnRADFqPZXBKuziw

1KXyy5ASPtxykApkuKscd4PLDEUHGQKDSg

1KYGJXpHawbh4oF6RgVthmeYTLBXvhNjDA

1KYGesXZwsbN1BadzBsSqtV5uV7srikpoD

1KYLa9TaBQvgEsMZe5q2Rum6jPZ9FRUcZ4

1KYQ7H1eZEBEdMA9kwpqtF1vHQigjirQaA

1KYebWBhPByD8CJbqJEyPynKwCTCFb6fZb

1KZ1zZ1gQxHi5jrmXUkXiVXhgrqWdVRDqs

1KZHqYDAdkKQQ1vNsMFjGCCThBPTE8Fp5s

1KZU8mmEfqZcPtxRV6YsPHg8k2J4m4QUHd

1Ka4JNX4GfZ97cBb5FNeqoWoobVUzXLn7h

1Ka7YG4PHFJvwZYKBVB1jzwp95nX5bcXVM

1KaCwLspyhzLM5KMkgQrdYgXWQrGM8eCam

1KaEr1q8wcWe68fpPZTSXeZHsNWBSPY44n

1KaT2J89B6SYJyZLsiu41obDbdZxHx4EWE

1Kac7P29KsNKZoPVYRjiqD6DSo6WsMbxna

1KaqMiLMfxXjcsb9nsZYHBaUzkRig5UnTp

1Kb2WHQhtEeWgLoH2PxekLMTJ4sLP6RgP9

1Kb9fTafgB11c7PNCH1q14Uh89NCCc5PLT

1KbXX2ZdgS58XfVJu2T6ghreMtkQgqVKPx

1Kbq21V6mxPgumbR5RLMRgJgFrJXNnt9TK

1Kbxu2kEx4ye64VpVtwcBn2h4VwLT641v5

1KcPBHFq4UsTGtLFxoftkKKgcZ7CRp4uc7

1KcZZ2Mi7cVSHSZzC7t98qksUcxi9sJvcK

1KcfhU6ASi8qeYsi9t7LkFbjwd4q2gbzcJ

1KctoXFvpMSPkdxn5BTrYJCrLJDEUFDky2

1KcwFwjd1LCA81WkD9u9LqwafZgDDZbmxY

1Kcwserp7KqSMYBDe6Ra5atHP6xWbQPBnD

1KdPVy5fEShRR4BwxCDx9RSmZbJgjrGAgq

1683

1KdRhCSXf7ZJo4XB1VuModaJ4zYeTVhbgr

1KdcD1aAUyPTZ2rneb478tHAL9P1HrifmF

1KdiPSdmqn7BsQFs9kqXdRqygruQeGzCx

1Kdus8GnnSUqU7j4bhkbWFZNksMgJzwRJi

1Kdwp4ZYZqkmFKHGncU61iYR1gXiNQATPP

1KdxBTQ2GuAstqWSxQ7SRMmDXz94x4eEKE

1KeEF2jx4bTMGRgbYZsGkzHRudH2r5o1Dh

1KeKPLfpRXPzHU2Beh2vkdBkwQrNqUU2oW

1Kf2feCF8impkUFnSLYqF5fBQpNKRQkAqS

1KfFkLAMbVHdZhJhEencGx4We4rRvpuCoh

1KfPmBkYoVQA6CFjg1Nu9Qzvq4Wo9pcAA6

1KfX51eQ4PJu1crNCJS4x9jSJHw2gQGDQz

1KfywNAkCPsK1Rb6nHFpg1xqdX51x59ZQZ

1Kg49EDarEwuMbJ7NzNLYUZgFQ5qPxoNTw

1KgdBnEKYmPkd5zGAXLC6pqcZKj85ZgnCE

1Kgtkvs8h7M9Y46QcFLkeGxbk75gUNcoBX

1KgvpDDQnjQXykMP1wg4RqNMLipbWUgMGJ

1Kh4quemdTvvWix2dFGBmVMDcmpHEd8WmK

1KhBFzQsoSGvwPMfBRvEkWSDiLhGx9gKZn

1KhEysvATMGFGcEDdNtGQvwdpXimX6q7kc

1KhJHwofADScF5k9jRehHZTkrSCErFBLaV

1KhYxWq9r9EVkiLnLqd1wPACi6xeCaNf8C

1Khx2q46HZNBNaY4NFhgEZJ5ByD7Ysvw9r

1KiCRkecwwZ8yFZdXybAqySuid5YUFAocs

1KiHQv77zpiwBpYF2PxAoMLjzaqL5rUi1

1KiNW9W1TcGMzRZ6BPsQ1ouGN57tEMRc4m

1Kiqck2bmJhH2yMj2BxF2nAkomxNggbV6t

1KjfymeevdYZf8ovr6XzSXvCxqpjb6fdzy

1Kji8VuWdb9jyYCwJ9Ds7yHhkT64uDHahK

1Kk1hp5xuz1sUhWUvTsju2WVXJVpPTuY1A

1Kk6sekoyZhpjVXXVE4idycDgEPVeu1icd

1KkPpCCAQ82M2coz1RuAuU91JdNvukPCe8

1KmAFb8sVVtiM7zbhT9okwcJ7khm7tBown

1KmJ2V8RAWiT8KotTRZEqxuSN4ks5VCanC

1KmK4wgyanseaNUN4R1SRFrccVxZmyorhR

1684

1KmtfzRuYHWwcdSS9W5P5cuGtDtGTGHrhs

1Kn4ukwmKZi8zup65MTvCExsWmSMWVXJRf

1KngcBrv1DYaRDnwrq7VjsD71TL8HMJJAb

1KnxAxjc7ce5xmYHnNYgY5KoN4p7gyi4eC

1KnycDyUt91E2BqoZsgCnRwSCHtXehZfQv

1KoAN17feyNbrdH6i8mVYG1iMZrKkGDfRS

1KoeeDJ9uR7GavEegF81gaCgyX78U5Wn9k

1Kof4G1FgA9jxo2422hvyhCp6ojeF7LnxD

1KpSHeHRy4Xcr9E629fNsBK9jdfKchJS1o

1KpTbgy8QG2o6UZFfFZ2oJdwfS8h2SmNj9

1KpoAUKgYSjBgCKXBbSNUK6pWBsxeXoDAh

1Kpoy576SPmKuiCsEAdFNKnpAV9xdrHQKA

1Kq4RwrSSSoiXXTA9PHtx6u9rAFMtUYXu

1Kq5R6KhApqrMQKUbkant7gL2XGcFJjW2B

1KqDNa5w8YjDmTQ7YmrSatZszzkNNwtcym

1KqQ5zdt7TwxJhbz11j17nWE6k77cBSAqS

1KqY7V2geHBp9AjbAzfjo87CKGgRwHHUuK

1KqYQcZ72d5tLhvVStvxSc6CpMvcbUyrMn

1Kqqni5ndd6uKT7v86YX7DTZx7EgkmhMPy

1Kr1Z9VeNaZ2LCQbYsspf8APFiLktecJbV

1Kr2CHBNHFjE7V4vGiDYryEmx2ux4kb5ge

1KrXdecUiUmEWuL4bvvjMeZBzzqwyL9Dow

1Krk72yfDEZ4ZJvAVBtyW2HCaf6KQYBT9k

1Krm6rAEvdZUucJ98p2EfTsVr4PnpKenAi

1Ks25EqXQ8A26TLjo9X55PMFxiMsQs2jTo

1Ks5EbjcNszGXFg11j5mUAgSf7GjXde2dF

1Ks5hVz1jRXz19RBT2iW2wzSer6tS2D1EP

1KsHwjEPKbhQvV1gAqf4yh8g56u9eV8hGp

1KspmY9wh71YrhXVFWNS8m4zMKoxex7EZZ

1Kt56f51RCtmHz2kUBGSdQKW6mjxk4LcVr

1KtNJj1Q7JDK76hyRPvkdDNCcgGkErdhb4

1KtPALy1pCmsqpjbcJM5PRJfWw2UG2cKm6

1KtSw5YYJc4AzxWXhLAAbaChax2XLws8Ar

1KtdaifBDBqe6QjuVvq9xY87MCBzwfgidC

1KtnvjaKSXY9qH4pigVnuix14Kr9yXe5w2

1685

1KtoKjyUHYpGzYfbzeFyZ9Q55vSxMsbtWo

1KtwMyvbvRk8mP2eQz5fs6rryjsGFi8rLg

1Ku5jzTxX6juWTEgYCh1C51VPpReqRsvNc

1KuJmR4kP2TRrSL2qY64ztJnkSty21BvTY

1KuRESkf8kUkJdG9qH1j6N7RmbWjf7Y8az

1KuqGiWxsGFgiRaLaus47bKKNAPQ5oFnMN

1Kv9FztwcyFrp8opaodhqA9qeAsLwQeyRS

1KvRcGyxpiz1Xr1rTVmUzZXVYjLAKL7VA7

1KvmWVRxqw8HeFpR2tHBaoTJiTczU7PRzw

1KvxVYWEs1FEWUKH8pDLM7X6hj4fu92bLB

1Kw5YDKbRTNTLnDgYj7wZ1wwaqhL5G7Hwz

1Kw8zY8pnFbxqsUSpBzJpRNWAnY19tHyYA

1KwFB4UNPC4bBN4LWcnxYPNuBLhpxK4xLB

1KwZoET1RTYFGBSDGus1x7aPKo5zNbSZfG

1KwgwwWdoL9VFcg9VuCDGBiVZ2LNzGnrov

1Kx9TT76PHwk8sw7Ur6PsMWyEtaogX7wWY

1Kx9sF8RwDPTitGsbHriFP65KgiMiYwz9L

1KxJbNGXToPrjAZLUZrr9evMoGvKHaRbgH

1KxvYUAwmJfnmcbahi1o79BEgdazLuYHQQ

1KxyeoWNEPzw5oF15FnrM2yU82G9b8w26a

1Ky4nma2zLEBNqUD4q6LZeiWPK9FYcYJNr

1KyPBCxYMk9WAQDr8m259jcGPbaCL5Pbxw

1KyQxuY6GTpZrSkwdED1XqryU8SegNXn7N

1KyXPSN1TMUfhU1impMmk5mP1xVnnaJkd4

1Kyrqk641TVjkQFqvpKxHdfBYoLDvjfcxX

1Kz5wNNQsPmwGb9tFFaju5ZiAEXmEAGcrH

1KzHk4u2ZRrBHdMQTosDhiiCuAfawUA1rR

1KzLvd8eMF9fxpbvVFsb5JZiJ7jo2LGtrT

1KzVLJcZky4wDjhCKjJiS8HnxurGusjCnG

1KzVaQSEg7qPdiLvonpfFBMEuSDJHpbYdx

1KzenP4YHe9iRUWft9Y15s8tJindqyWXWr

1KzyQm8XsSnihk8ASPjHgKccJNc8vYLkC6

1L1FZ9pB95doi1sAMDuG9xVFhdeB412tH

1L2groZvgQNDWxE7CztDCfPAL5sXFqd4MB

1L2utMwJjCCYr8FHzVpvvvatLP2SHEGjry

1686

1L491fMneXR8JNdoCRHgyuTHtru4r6HZdP

1L4DuwPG4z1XC6cKQWjj574zgjg5MTofai

1L4PgP5n16WsX97LsMGoGtG9wycRbdhRKL

1L4dhCr9N5F2dETsyGVP81p2ncLcQMUKgN

1L4fmYBwMVa27Sq5Qok8nM2tAg4GKnkiHh

1L4m7z1YYLCZZnfeHtiYmu4QDTvtdY8tnt

1L4ti2kwyYqyUdvqdLL2kNMtfyjWR2RyHg

1L557z8pDbrdRpvF1TYoodrL6epHraP4cS

1L5DxoQU8RZXA5UHtEYJgU4wm5Uo4rgAS2

1L5JDT9RvUE6RwZ64KntW2CDamCCwEK2rq

1L5yrY6a69y2zoDWr94CcytoBtD41Ykc54

1L679jjvtkC9Eopg9F7XyTkypBMFpheomj

1L6BSachpAwYmE4inWe2jn2Rmx7JTWmm9s

1L6D1umrpyemrPkzQFWzgJVMEZ2uLhnGPT

1L6GPiYL7CpfeH1sLRr1hMQqxJYHHVuLP1

1L6NkUnvyJ8ckL6zvVFMkRRgEDrTegBkRt

1L6ZeXFCJXVLeSJWy1HLCJrfvTsqoneiYw

1L6qNA76ntWDmqmJaJMjpTtNZVP6u9SA1r

1L6zQUtDN6VYsfw9xv5wBp24HCgm1UyLXg

1L72MuvESscAHxP6K1Pr6XggNmH74DCLqQ

1L7BisPWjZQ7hvXiirDmgydc6zKtFPXANw

1L7ND1zQnCpzYa8JTWKi7frxxEbs8dmtZz

1L8CfyvrFwsy7CjqiErEKkBFanq9KbL8D5

1L8RaqYHuD9bSMTWnuD8w5zg9maRisDBSA

1L8diSH45NvdFPfnbPnPg5ePkWhbBzmefw

1L8hffXaiKAZW8jEj6dRYuNE2HnCBKKeL8

1L8odZd1vtsRnaaQbyQtEhBPXnibq7gdcn

1L8vgbXV2nVToFrjsfx7meDUc9aHUgitQ9

1L8y84mTUrFtoCoVkiGUgD4LbjkD1ejiCa

1L9GdBW65Rt6e8UY69bnWNWomsppFFFR2X

1L9aFsVfYCT8scUu8bGoiXDagFa2K2FCsg

1L9fYHJJxeLMD2yyhh1cMFU2EWF5ihgAmJ

1L9kq2tNW1PgTxAq4VYmWKEn4zBbQ6XVh8

1LAj4UFzXRPyS4vsm6fwLG6aZDkXHX5dzh

1LAukjCKSANHBsLXqRy8Pw98562xRgTfvJ

1687

1LBd2Ddm9iYBBYvYGgb6wwJJVsujaHbcEY

1LBn9UmtFx9wuftiGWaftMLAv84WYTEGU6

1LCVgxEnuGrsuqoVjoK7WywQ8sPkyz944r

1LCX1FHUYaSMU5vWyg52Tws4sPBjw478B5

1LCaFSXfw2JkgZUaNeSm6qvKLie2HZDnYX

1LCiEdfdDKq2vqnWEgGSnA1hABKJeg6cN9

1LCoEmnUoTNgNnSeSHWM6eXCiF2dQEryEQ

1LCvoawTkyRpnFRwVX6FqdxqoS1cHpRSGM

1LCzyNnouxKyzbyiJhc4UAoSGqQvsM42CQ

1LD4KVExnuitBwVYaLEEsMcDgkDSAa6Yyb

1LDEVU1WcRYDRBJyoZcwrY69ru6oxBJwio

1LDHX84kppqaGg89RBYUDz7JrtGdYyNofP

1LDNnpQZjzWueVPch4ETKswoMTGctHCRCT

1LDVGx5qbhMxNAXdhnhj4gbETMzfQ2ewZS

1LDrH42sd5dKn4egNBuethc1Z8ussm5omr

1LDtyZB6Q6Mb6x2xFv2JyLebsjkMjCsPVY

1LDus9rBQ7d6h8F4C7K4rL8KQ4XUMcaFoq

1LEjctgejQUJvaQCSxrHfck5VDrY79yRV6

1LErJeCsHDwnmryPtKtAaj1ZS87Scd7VHK

1LEzwXxuypkeoVSC5RyoJtdaKsiUDGV4HU

1LFFxVTmQ17mR52grrcZGMh9sceMXReqth

1LFL7crKMfZqWKfccmgJtz9tt2MfLvPd77

1LFMFfSNoA2XkbyAK8ybSzDjPWHs1kdinW

1LFTtbq96Kzk2nZecu9qRg4tKtyejGPMV6

1LFcgPuFAWe6QwzpPDNYuv2dXrUi49Li57

1LFwj2wqzK11pZt7y5Fct4Xutp2NDuRSav

1LG9NX9TVuVATF8p1t8eHMnMxHLpDmgwir

1LGFoDBZBdwyCkBGovjb4MH9YqshMiKBdT

1LGMQRe5DeyVAE5rdVWYpYJHLGepTKZm8X

1LGTAkLBB6Ch9wSCzsf94qUoHd1Sbjtghz

1LH9MT7qKkqfK7ymrsbT4GDMEyFJ5AqRx7

1LHAfAn764Ybpq8fxBURCzx8w6yXzFvHab

1LHMdWT6bqo58pdaKmRDpTJ2Aa2B8DxkYY

1LHTAEJrHMMWvfmHxJUDy6TqFZpkmgUYSt

1LHVQrW8xpeYpSZvqDdvzQJBXitWcf8L7Q

1688

1LHhqztZsa72FXuwctfVZzxaaQ9FezHA6Z

1LHiS2bPLU27rCFoeoMM4HwyKWLQ716x7Z

1LJYrTxrQA5pFRRg2bSyJLT6MGezmMBVfX

1LJkFAtAKwXgcwP5wKHDPo1NYGYHsBQYi6

1LJnatiDtUkppy88Ew7r9XzioQY5NNt68o

1LJtQXVEZLdZjyaELRxQHdLWQFcxKz2rdK

1LK4N1zRjgoeKu9aheMgevkzxgpF1CxREY

1LK6iedToCUuDwTDXBQK724hhg2Sabo7ba

1LKULheYnNtJXgQNWMo24MeLrBBCouECH7

1LKkrdxJeZrudC1en945Lr924DBCy6pmAH

1LKwnWMYT6LyeiE1M2qzhPD72b1KaXXVHj

1LLK48QmPTxHhdGSbVVXvDLPPE6x1dsZgz

1LLmGdnYF4479suqK2CgCEzSk641trtvre

1LLu6qRPExkcZqUcba86zH1NipCzqUtVa2

1LMKc1ePaZrxPGSjegheLeuvSgMc4mrzfA

1LMNFBGpfpYjLJRtcxXcFFpC1TPwhYase5

1LMZyscjrABUFwM1kcmeW1g5KRz5Gb6oXN

1LMdr1gxHvRVtnrwKqmNXcVB8dQqzXMq9x

1LNjWyX8EVU2TKPtXQ2zTqr9189BFEwbXe

1LNnqCfrTSYsU7isS91L7BQfDxaCdu8EjW

1LPVTbSMoH6L1qmSShKSVMG2dposcNawDw

1LPp8kGwnhSp6omQssLpM26GWdsSfAk2NA

1LPq5eLS5NXTykUvk6dLWV9XRMN5eZHGC6

1LQMSt254YRcctx7XMdedNmKrzVifGWNL9

1LQPLaiAABdpu2cW46hYNV6ffXA9tUakqf

1LQWe6zbHeTzpBUb9xmWuJKg4gduzKpNrD

1LR4n7F6az5yZRGPuaxmTn1vbvxhivBKVP

1LRARoWdpoHAbaYREsTMs6sshm1cLLwbd6

1LREM7bi6WPY9SCJPf4evrqStVmG8RWdKD

1LRTyKXVWtH5vXHeWameZTBhFyszMZTWaf

1LSWghS2tXFj4SGTyzqkgrRwh78Wf52VT1

1LSYQY7yQ6wJMvcufMenxPFRsDFUhnrjHm

1LU61iV8anwCBKzqh8FmN9zvWZCKYrKXM2

1LUECx65WwPpxWuQvAkPJajJGiknFe5YCw

1LUFSrGg2WDF6MarYHTC16Fxg1jzqbfaMj

1689

1LUV6meUqtB1sw6WmjRuEsQ6ts1cLexvdj

1LUj2F9dnYo48STE2PQbTDQiGeYqUoie79

1LUq5ozuouwm96utfLnRdfoWawpCifhvgP

1LUrcGPsMvy5uKr5zbyJYVdWRb4HtBukeE

1LVQ5VzvaApTWDzqRMHm2QxRBP5vJiKNq9

1LVVsKTq98iYUMX2zDeHKvK5XWuLgQJnWL

1LVnPcpDh64JuCbmRtYkF4K1iYMEwQhQrC

1LVx7EdSPyT6jRP2ujYWMDANp5bgcxinV

1LW4urao2nm7YJNkezvZh5bcxAreNxKdcf

1LW5cZnCJ5obXZAUjzRyrzLGves9La9gN

1LW6Gank5iuTxFSMvipMQZG1zF5zRupKYm

1LWGpF8WeBPrD6FPbzBPL5D8dQEQuUEtYF

1LWoDsPnmY8N8JmbpxqdG1uHfhin5NLEEH

1LWwNiwjgEG4rrPaTXhPBufPjxDUbzpEaq

1LX2PBbVZRe7QEs8sMGPh2dakrFZPW5E2x

1LX2hVPXWE8XXty2RLn9yHSQhbDKeVQtGs

1LXLZmiXqDPZss6w6wvpdjeHarLNPSpfN5

1LXQGnH2mbwj2keb4TL8tvEwRGjNcsUjmm

1LXVQcGuixGFouHjBYXygMwnwVAkn4pSG9

1LXrRG9GqJPwfLpM5hQSg6WNdxnGjjZTCA

1LXyb1dS9YT1VgKtunkCNziEn8BL2g4SRj

1LY7gLSDdHvrhtd4kk11dCMLCbVkTwSiqp

1LYAE89X78wQDR7qiiY4GcbisLcjpAmhDF

1LYXkx6VpUCRJazV8SJYiVDWqG6xwcyNiC

1LYtBmhoshmsxVg9EuvVXiaSWSYmFvf6ih

1LYvTpDdnowo5GQYmsZTT2DoD25tq2wfzD

1LYyBvUMnbugoZ9Uh7dkLavSR4vTVXCEVE

1LZ4F1iJHcVyETVb11tsECcCvfPeAk6yKe

1LZDM2NpNdzYJizUEEohKyQui1CqorBh7J

1LZj4epoiekEMwTZS5EaCN7oSz8gCmKVNC

1La814VPKdT1MPG5juuYefWvANdtXZagpx

1LaJZkDRC97NChJ6juqPuBgp4YfKmbfNFi

1LaRmTzzdEUXitVgXGgHvViRMQqEUB5THd

1LaYQobJVdgXVHw2wWWV2oFLnPKFGPhzTL

1Lai1gh2CpRcnSXRb5fn7PwgPZ6t9VF8HM

1690

1Lamo6vHKmcZQ8uznPERKdcePa7z9dR1tj

1Lb7LBS9K2fbi5uLNpQyvKNPeqhGqR7y9

1LbQLBjPmcazWEk8opE2c9Cgqq6UUxToyK

1LbS2feBLUoKUDVY4kpEsVd4vuXjDCAr7x

1LbYivhxvaevTC2ow91hDEQWn4aNvToFFr

1LbbvvXyZnoagFBbQDXpoyBzvGXnqeHDZM

1LbcGoxdoj6Zgq6jNkqkLPZCp84PQjsipW

1Lbmg9nTbQzQQZXtpeAkLsaSavCpUSiAes

1Lc1pysi5ofcvm6Tu298SDsX5dzLu5Hdvg

1Lc5PjdqeKJ9XszEhFHEbLbozYkhzH4VPB

1LcgujwfsP7j7utGJDQ4UccnfuPQfJ9Awm

1LczLJVDEHY9eCEnh42XH24ZhJ74UuLdjk

1LdTZrzr5V9AnFmhTDYzYno71EpoodctU2

1LdapDgSdhgXSsRLsmguWr6wYLEuGFK1Gf

1LdyhAeXNLmEfM4ZUYt4nho5JpGhB9qFm5

1Le8DSWm6p7GKH9AQe7bdypmHK827vULh2

1LeEjXbNABCBSqB7oYF9qDJ5iYPLi818od

1LeNmNhC5m4f5gmYZZhBQwyx7Rg2DqRxzj

1LegLVX1MM4UPoP4qxkrtcwnFpJk4pHYBH

1LfBpJCKc74yszfNfmXTgwfaLMWn1BQUeS

1LfG4fxnTvTzJ86FMWRXoAtUnfFu6MsSuz

1LfKGhoRAmgdBsejdb5zHeSBd7wEEBnCue

1LfidbCMED2ibwuup4UJgsDtmG1FCDUuvi

1LfwxDYTqjPkuazKU5GWFiupfpg2jNPqih

1LgA22EFjLNRETMY1ZH2bQhqVZG6tgmZ4A

1LgA6afU8BNTC9bwwHu6zN2RgJEMspHQbM

1LgMc6iakmNrPTs7RHLuiJisAZd4LJmLdr

1LgkEFhXSnVuiwZ2bnhF8zunUq81BGhPFs

1LhBEqiCRhAeodiAzDTwBXgSrKsZg8N8vk

1LhCntPjEbo1oqe1bMq9kXaYZgiC2BVnJM

1LhPE27reeVMiJRRadWXMWn8814LZMAJFf

1LhiUK1L7SMLGLPytUxrHmgo6JptR2jvX7

1LhwMXZ5L9XJzrWThvrReSTe528tqzaZ9E

1LiLFiW77vHPxg5L5bU1umebMLArzmwuGJ

1LiZ29ERP5mN4rdxn2hFHYYuRGpCX4jLDw

1691

1Lid2uY5xKnNDdmM7oQtTg6Li5cuo8nbSc

1LizCMCobEAuhdyp6uMBmvmiiXftaowi8p

1Lj8emPMh9uQov9rzAY6ZotGR9erGNK9Dd

1LjRLHmAXuuk6SvZZPr5pdX2yWUYAQCjGE

1LjY2bthxZkSqffnwMWTKojSC6JwNs8SSm

1LjtdmqJ8FyPUnyDzWeejBZ5TB1xCViuWK

1Lk7tASvfCLmjmc64gTyLoPhRi4fw4vHbV

1LkDPFFifJPbji1upuq16Je5vi4Wzk57r

1LkNAvtJdYjMbhf2ZgDY4JaGaXjafW4jvE

1LkeZBdXgezv64njqCbFft4WTACU52jAvw

1Lkh6Y9VXqjpYQnKSLfwogsknxvhxLeVx1

1LkkuJREwjz1AFSJeKVEK2hALvLwVS8hhR

1LmSuGJwxBBRL9t5RMZVCeTbvsGnxMwcaf

1Lnee6FD51NVLsq18i1hv8DmPos1V8UfYk

1LnmUqpPrDpmr1iiAoJbrcRqp8f7aSYWfw

1LnozotKDPjXxfMPHyRqZthYckHvDcvnNU

1LnpK1NWgJhB9Gy1dy2kSg5ptMhZ5R59PD

1LnvYXs9AwgQhmFiYfTJLEDokvsihDR5QM

1Lo1C8q2cvp7Lk7cSHkjJjCmpNeafS19sj

1Lo7f1vZPizD7EnHLBqgWhr8ZfkVZxwG1g

1LodPqEBKncqR9SyBU6p7mxMmvFkKQBviq

1LojrYpQr4Hb6kPWUa5EkXg7iETm66gkM9

1LokaSA7FAPy1DbApb1JdF5J6jmXrujXUw

1LpUxAjv7utsxYCT76aAFrbUXWgaSiNe9E

1LqHnJirpMnE1fdSEqgt2fZEfUA5vvbzDt

1LqLgCJFPFYL9SU6PN7eXc9fzwRtt7LCTD

1LqpgaTAsVEvBE2PisZXHGihkbi4gxSNA6

1LqspvuS8uzGa6SHw1ej8sHpah4EUwfZac

1Lquvtx7FVgiCaFwgsE2cewAedVPwY7ydB

1Lr4PiUoY9eLtPbzxjHujAKA7gwwzWviWv

1LrBYe9Qgd1sW9m6nFxcZ1SKcuSHTzhe6C

1LreW2gtpu8RQ8oyXwsUkdGN8GG9y7pV5u

1LrwuY5KktaeVrtsNn9ZZKQFKZXvjnDK5B

1LsDpY6cCPZJ8bdpPsX5f7WRexLcDNEzZo

1LsSEhomTdnCqFACwuDDFgNYXLfZNvQaKq

1692

1LsYRbrTVpSH9yQRWDxFurdnjJyZZwPt5k

1Lsaqu2zEBQ19uBwm2hvHS6gEEHMxEZ6He

1LsnQVABgXJWYxg5eAo8z9pFZBjjpgvMgE

1LtNFmCwWdDjaE2dTv2BkEJakM2VZuFmaw

1LtkGZp4uEiYrVUPbsib2RbAj8K4AvcToC

1LtsuSQSddVUhq5TDak6AoyPUgyC1Yctva

1Ltx4e5i7DiAizeigoxbmkFgrDPSpza9Wv

1LtzHojj7AvqGif4ZcdzaNqjbFiqbK7RWo

1Lu2gMvhgjjMnsC2FVDdgSA9chK1G4PSLF

1LuaePmRBcFgsgvZGKgK4PioZmSxpNLGG7

1Lud76Q98VRHCUiyK7XUs7AgFofrqXeP78

1Luh5vAhWPju9oaSgTacjeu9HuhaSTEQHF

1Lv27zaQWRv9pHntkkDgN2J6Jygdkoe9Hx

1Lv2RpWtUWkC7zRF4Euw5xHWdStnn8DAbJ

1LvSUTGdxyQc9KTcZBzPvR5Pd77YuJT1s2

1LvjTxjFnjomvvMK8CGx1qZ1zpLJFUFRmq

1Lvy7zwj7iCatf57HPyonyM6ifAqEe8ZdC

1Lw8dEPAZrLhRBqLu1mbwQDGrCopfz8cwz

1LwBUnYAtK7zPfknDqNdXYmp2tYY6YUFFk

1LwdGdAXNYxnYM8cFvSZphLB6L6xvf7N8C

1LxaxhjXFUStCd9ckUVbAArmNaaJjzQbmt

1LxzqDGuj4hS1CT5WE7xjwajkcYTqNG1D8

1Ly2RvSJYCEaQsvxcoxFW7hsCX6JmLdQwb

1LyQHbxPHEZWTxRyFybMfPn8fZFaDPJApn

1LyRNaf5ovW8Dv4WDmnhmj9uVZ6JniguC1

1Lyet5g1wBErf5syvEULP1nNfBPwPE69yq

1LygZmCJt7i69QnUDd8GgpuqW6KXk5kqNe

1Lz51tbn61WjpFWxFjMTzQboCdKZVF8RRu

1LzLSzqJvc4xua5VNf5nJpQ4Mqa29iFZVP

1LzYWKdJjQFJmkehEyKUrBoP6ZArDj16d4

1LzfuFN5JSAEGejn9CEM8ArYAWqMw9h6vs

1M15qqTdCZJRBj6TdqMovNb91SGrVD7vSG

1M1MNHC8bq2FmYxcTsfUTHE21iWA5oMix4

1M1SyhdmkJGqdXYNfAfSoSBdGnaVsuL4em

1M1i8mHDCwpRYy6uLvW8XxEPNtgGthi8qt

1693

1M2CZtuDASb7yGXD2UDcm7PKnNxUtrBvxi

1M2Wwtiuo9yC2fXygKoytTVye5Y7a58pvx

1M2akksDEwh4yQ5YJvaQk9ttQJFZXFGXia

1M2rR2YyDBX2Pxbjt5krbhUpTNSWkcVGHq

1M4CkSF12u9twHSwzHUAAknr1YsnmnY8Zm

1M4JjTYdRnhxmcHQbP9QRi5WXHKdsNQroF

1M4MoZwcjtrGz92Ah4casjGHR1wV5VCbkM

1M4X2xCtvRT6BmPuNjyxQrDhkqd6xZATh7

1M4kD7EqYjoF7dxbrxLzWpurhsFfAGvyaX

1M4ukfAUNw24jdTREMRDtuKsnjQRByBLY

1M57oKW5sPuBmErPidVJs8PCXWCEPkPagz

1M5Na8sFn7TWYUiB9deogN1jBb5S2rSeYL

1M5Y5UgTBSBvZNf5ZBgvgudqxgT9vVt9JB

1M5naXqFnhaFBcxJEBM7ocsZmwyNoBA5pr

1M64GDeUyXogGzV6PPAYTXNRHmV6ixWjUp

1M69qZx5D1jduKjmA8HgD6s1RkZMKGQrLx

1M6dpv6FMVotWV6n5QQpyXj9QFqJyc2AEs

1M7JoJPYjAnKLdjbjEFLxWnyas5SA5nvMQ

1M7SXfFt76QtZEVqLLRR98rd8zJ6EFhyLF

1M7i6voMAWqmY2MBazXa4LetPfHhS9k2uw

1M7pzS68JSk7H2E8fPmaFXAb8YwLPF6LR5

1M7qtnWNqZMNXtPXTfHhGQ9ZWHdrynuQMm

1M7tpx4ht1m4NxetTvGWC8moh2gJpKnueA

1M8BpN1yftCGsbSJkbu1P8JJMrpkhKpy8G

1M8J1onxV6zjvinamqheiMXgPeawpfPFKV

1M8JdsLkLehDVtU1X2HyQyMCuwXLSjNT6Y

1M8TM2yUKDo4KmJVwdC9DBXjrGyCz5ekT7

1M92yi4D8ESkDJZp5KFXZAN49dJWHUw2bo

1M9Ma4c8BRUAJAd8nKJA6pX7xwuFVCU5F5

1M9gZTZrGtSVELe1ZVAVXyVksoPht8YnKM

1M9kYkwGTUBRZnKfxWu1AYqaZkSfaSpMmA

1MA2RLcdspDXSmRnyFCYSWUCXy8aFAtro4

1MA9SAHywnhWwa1ZhovU49RGph1QFHM9gg

1MACo2KEGsdBcJ9fnTo5VYA7XfjdMAo6Q6

1MAKN5rJXYKECkTiVP8Hy8fWp1zt4LvtuY

1694

1MAKh1eqqFsHfd9T5Fqexkrcy1PsuRBznh

1MAMdhPAr22P62kwEpbKjPVr59g5ZTRCCy

1MAoQ7wNHUDF8BFSZ4vTyDMyysvE6HCwGa

1MArYrzB5zF9BFsZKRqezCZZJzRyy1Gzs6

1MB2fP77DLWpywjVjieBdNEYcn7FCFa42J

1MB7KvqLKuryieB9rmGjX1bdJiKbQdJZaw

1MBCRhE585c4ofbV2TVyNjRZnXx8bmB4Nj

1MBGxCyMKgL4Bo2kbUxkHnoevwWQm5JVzU

1MBeLMXsMxYDDwHGUtW1fhmHqUwdakXiR6

1MBgvxQGeD2TQwPkxLPnv8gfyXsu5mhgXs

1MBvJb4GAZiMCmUh5T4DoYMTxafVJ2SdJ2

1MCHBZVME9rrzVsPnmt1tmx9RR4V5wruD

1MCLTT5qAqpabSSuKnYecRt1ZQyF6aaQFe

1MCRhXBLLN2GenSKnaZNnGkVfEwND8PDTH

1MCTeNQugpeLkAxFKVijCamvMiH8sdX9qn

1MCkSzdRVyNYdn2pWYJo7WR6Bwg9TjZqhv

1MDJ191DeeQnekPN2aQg8KkoSjMsiboSpK

1MDSgVTSYifFKsGAsRr9SNDN66RXXn5aKH

1MDkt7sd5rR6QuKf9eEjGHgbN9Qg4fPTR5

1MDnMYtbApeiqpLCPbWF6kuExv8Tfcg7Tb

1MDuh4zawrL7pjKC121aUviu4HkRCDNiE8

1MEYE4nf5XGB2gAM5hUEAL2MUkYaJ8e4BE

1MF24ctwrmUn1PpUpzs9tEvcgeMkkA7WL7

1MFP5taaZKQ4rXvzE4VAn2Zs57vMi96ax4

1MFS9crVYUPHsRTEHRFTap9B5DmjDFjbd7

1MFYc7R47YA9s469c89w7A2AxBPZNjr8yv

1MFYqupHzc9KZZinhz25KXTYKTxfDsLN9q

1MFafS8pGgf1KYAgKkYWVAFebpZ7WMVvra

1MFsbdtvq4s9aYTyiQmigymFCepwbcJyLK

1MG2ArijCWgYfWJV4pXBpsruGUDCW5811L

1MG6ZKW78V4agg2mWHwsvvt2qbM5AQbw8z

1MGFBbsGfKAYD7C66wtpSQJu2JQcMNWmoQ

1MGNccHEoRMNeEZfq2jesUeQBvgNTn8NSd

1MGk8F1TT5cEj2zAY2aKFPeBPYfJCUKAYQ

1MHSSXZJe5rkfi7q92tm7ckxcgrtnQ9TAN

1695

1MHWPoEeaTZuRBwvTVCTcMEPGtrGLm5iQF

1MJ8XVCCnmU6J8NwtDtkFwnkpMKdHjLpmU

1MJGxYxYYW8VdDgGADmwSFfKzRqFBDWsYQ

1MJNLPcz696pV7XPyaBzH7DtiNA6xbmSkK

1MJUgTrLv7D6tkRYJ8Xtj4CYjshobHruqB

1MJVaiHuiMuHwree1AnSemWMgozKDpGuE7

1MJaexHFx6MiFN65f7paSxycbdphfh4Ued

1MJodDvhmNG9ocRhhwvBzkGmttXP9ow7e2

1MJwaZMdTVGBMRrHmgtVLXEikHSmNd5Fha

1MK6hXZR2uxHNBWFfmn78Jjq9M5Et6KLzV

1MKRNqY51XemNCBVyBYxVdRGxLLCWMJpkF

1MKdTDYDCM6ne5W6owv2M4pvv1NiXH8vbd

1MKdyppenK7GxdQiCSeEcLiKHue1oVGAio

1MKuAh1qki9TBSva58kvnQ6rmSdsvmMw5Q

1MKvbYgWW2VzpexHZ4nrm92FBmVNxxNQZx

1MKxS18hw5zhPXPVapGZLJ2ZycajoavNmu

1MKzSkPHJE25pcoad1NRYRPJSKBFRA2isM

1ML5tEvU9MWWe7Dto4hSw5MCyYoKaWiyKm

1ML7xzE2t4Hb7fhnaPae2KA6G52hWQLuRH

1MLCd694WdUiKBmV2JpzJ7wZz8DpZB5EHS

1MLHX8xWPjZWh1oxK9mmQKeNSuX5PgvpQg

1MLKcSkPkj1LV2QS2eq888SxTXXjuSovtk

1MLQqeUXNyFLvBvarFZZ9jogp89DuRs7om

1MLg26TwNCemxg5TuGUCBhBxpyQrKHZBkT

1MLmeRvvymhboXx181yAExDqGiuEFE56wx

1MLr1S5MQXuVQYgXevCc8oVa7WHuhcHU62

1MLw8D2a67o9G9CPFByPZH95k5rahdQZts

1MM5woPcnW4qXLyqzBakjTyYzyEDTAAJ2N

1MMAfAeeRfRw7Ht9oGWG7R8YH7Wc5KUTym

1MMLBGhvLJcuakHYqqohcNMdzND8oziwvP

1MMqHMTw1myxZ2iABvReVkX6sfNVPaoEVK

1MNW9j7EA9X7EN2jCMKSiTNGkkYZdc4vJn

1MNWMkycy9rn61hAV2BQBWMTvBxNzwQVsS

1MNXbzekGTeiXvbG8h6pDvwyUAVJBwGvFK

1MNgCXQkL5iDdCCjePR6KNmapvrii5jpap

1696

1MNgiostnyX5CPTmw45EcJDmf8PGfZyN22

1MNhuciYoKSBCksQMXouYs1HdcGs5caxaH

1MP4rgUdZoWkqDhN8mUZGUvBBLGKWWivGW

1MPFRVDEGX94Zfhuqi8zhmndJeNWEFLDtY

1MPP5enSntt1UCQobJSzuEDdxXKn8xRRVc

1MPTJpfXREPHbx9WWaPjopepTmPrJxjAQ9

1MPdDiRhWFawgN2GVi1Jamm8DdC4qypoGL

1MPoWyqxSsTs68kLJpWK9ToHKEcHSNpxgU

1MQSCmyMTfm67y6DFs5MuSkHLhwfiU6wSf

1MQu546cu9aUpZwc2Kiq81f4Hu2N9uRQ2u

1MREkPrbrztdTxJVU6EqDxbW92adu4aiyZ

1MRRP7ofGC44AZFWi8cAMfGCQzcNwb6Duy

1MRTXWi9gw9eyEWHpbUoQY29LcoT6XF7vF

1MRcUdgGE2fQc6c7Ae4ytDVrTsH5LydZ7s

1MRn5GuY4GNayPJvJnZJdDNwVwvzFKWzhq

1MRqD4uJVBscGAHbmWZdScnQRFg7cC6cwh

1MSFQVLW7mzUVgarTe62CDDyMEzcoVLExD

1MSVXTZQ9Y2Uq1ivnRpMCr5rkMUr8M1LNV

1MSWA2terYq5XC4KqZ9GtjqrYFuUJc16qU

1MSpvw9eormwpRzkYpffFwLvid2PgsG1bJ

1MSrmDgRZxhpNY7hFitPWKVBURAymwuC6B

1MSuqESkrAiqxqhVZuR9Lr4xZjui8XHcgH

1MT7k1dsLjmgjo8rNYboU2iJzuJ5A8SKj7

1MTHBCrBKYEthfa16zo9kabt4f9jMJz8Rm

1MTJiUsPaedYgXGtuLg9MDkcTpZ6qrvH85

1MTm1qxzVLvGPMnQ5vWPXGrNapC2XPyGAU

1MUKZqySSRBk74NzkEXgXZdgFDX9CgS8qS

1MUVstAMfSzb8nwGSvRBnPwztUyEKqcdJc

1MUXmbsWUcUTshkZPrYkJpDGatB1JWVGaw

1MUYtGKYvYAnnCbhoXwiEtKg6EEssxgekz

1MUx1Z79uy2W6zcMzYseKLfoidX88wruHT

1MV5dw6Zg1GR69YYFHSTkdCfN4sPHXfcZ1

1MVDrEwLqzBQ7KvJV6BkZhzN998ZskZmrZ

1MVFLP9N541ML2Yk7YqhAr99ajpWu1BpDv

1MVL7tKNUFJKnSycYr9Maq4zK9YTcVjhJF

1697

1MVPcsdFGkEizXA4xyRqxiRpizaEi9q5Gy

1MW2KaLZVkWhcdHZ1nrpWFckACBV5HcpbN

1MWiXXcoMPqFRcSDSzGJDofmXrF2AYFyBg

1MWkxBazU7tnBgs5rULKYFaKYjwUZq9HnK

1MWm9Xwszpytkzg4ZvsGf72DXJ6tTqCqGy

1MWrS2P9HUdUtsDzNAkUQXy9ZTwALwYaH1

1MWy4iM6FdcAY1Wg8mHaYoJ6H4KYyZALNj

1MXPSWFbSbuRWHv6cWVZVyURoj9wrf8DN6

1MXfqw1ZBXoG5n9z7GeN8Ty5Jypnbh69L1

1MXgdXj9SGae4KhhfrNewqbnkj8inwj6JZ

1MXzzCX8zem7wLTFnAuskdH5VaW7LMkmNn

1MYWomrL6MNiDufC8QuzysbVJYiD9bW41D

1MYixzTALc5i25RdhcgBbU989sazkUSus7

1MZ8ut1oxexZddUtLNWttcu2bmjESx8uG1

1MZbwUSDrar9kqD2YSXSo6gb287psXwzdc

1MZkNUtBZqbNQD7KmXKQ6zH1hZqH2qVqxh

1MaHp5hJm8Le2vSCckrzY2CbKCwSWpVvon

1Maa7uwWYzcwBkPz4NXg1RNjs7dVwkrwYS

1MapARsVzkUREav5QT4zRvZA2aJzbDGNYP

1Mawn9v1uVfu1P9Rp7TdcTjYDv4P16FqXD

1MbLUDBdmm78BgSLfSd6x1Dh4TFXxYm9bV

1MbRtALXLn5MVXRzS7AzVzEntq1LNkYsMV

1MbjQXjKQmcR7MJMPGbfxBXKEi7mBjW7im

1MbywuiKGb2dcxG6EcZhQf7ddmLndySKZZ

1Mc24MvTqyq1cb9SZuNZ5Ak7iAASBVfsBG

1McAe2P7Xx9ZwriPBawiaqFhQfgCTgpBiG

1McK7cPpABiK9gaDUfZVQvdQUaMsT72G9D

1Mcepg5TxoMxNqPXBLEW5PXonTuJ5hi1pU

1McnyaGV4yaS7AQo97G8AHLFx94WzA751U

1Mcr2FPRKxbjACqyztzco8T7Vg7ZECmxoX

1MdBHzPTzXu1z4PWx9ompmZbdogtLK7pDT

1MdnT44UhYZrGVQtZSVdZqTCbyC5fpoQCc

1MdvJ5uuGidEPsv7hgrGSQ9iodqZDNYfJ7

1MeVcCJgKGdNPVLguf8VRKvgqjE7T7tHeB

1MebjAnBB2f89SjkteWLVrkjChKS8JwiQf

1698

1Meftvhzde7LCK6Dahv2EeAwXoerzvWPks

1MfNaNbuwAU1zdywv9DaShCCdKbDY2nzJj

1MfYaux5HY2nJ6nTMtgYV46AVZurVXGVzf

1MfkkG9ASm2MFdd7o4jdbF1oPpawWUX9dh

1Mg8saXoonCsMeWCWBGZDtXJjgX1uLUXbJ

1MhPQHEFwbkRCkDz5XhUJ4LDDDwLpM4fMs

1Mi8bnqmkgVgKG4BFxVZTpLzdLaJd5qGeA

1Mip4rxtheHgkREe9mzGZGXzNTBbrShkiu

1MizFBb1pVTnNDcyrTrZ6c4SwrxEWQKtum

1Mizcn1U5KgRFParnXePLKLYvDTANwvYWJ

1Mj2pJtavwpwkPHSThT8Dtv47w8LKPMMu1

1Mj4622VtBVVFvinnsjp4SLZ1Bor9aMUPh

1Mj4sSs2Nqt75fwdcFJQDwZt9onFjyPcae

1MjMSV1TSJ5eyAUg4nY98k19FrntRYZ8gm

1MjXs1i7Kw9N15TfyVFBgmm5QGBmevHRFQ

1Mjiy5UYjxwscSB1qU7yQWcDpSPFvZc4gK

1Mk96FcixjayGZgdPgo4GrnPPSn7rL1jpE

1MkSAWWRxfvpingq2JkxLnHPWQdSRV8qRs

1MkUgdSJpmsEuUYGXe4RZvbpK9fCQENJdd

1MkfGScLVd1t4ehTGTBAGjtSaKC8vbzWfv

1MkfpRThrBJNkquCnUhyS2dEtBMySaRgqm

1Mm2DwEWYJXyiYL7JYAZs7KAwdPt6zApoq

1MmQu6dzqo1eQDnfgQRzEZYa9CrKL9j8Dw

1MmoVDV2NE9ijKpmoE4ZU1wGjxAmCnbLik

1MmtnvyihLxkcH1RwDZ6a89f7ZZHsYgJuR

1Mn6jT9BTc2kEkzZkz9KPfS7sApwjLbJ1t

1Mn7RqAt8QfLGs6Ynmnu2XVSFjAKJDDzBZ

1Mn7cdAb2F6UJEhjXohEZNTqCcAqW8jsv5

1Mn9oXtFBbXK1RdrQG2DxidxywEpZZMwrq

1MnEyxKBnnJxNP5H7h1b5KQxTzVSUW6BM5

1MnTnPrep2m6EwWm2ps7UdTVzr42fN8kwS

1MncgiYVuHrhiZ7J77bgHJ2vvA5hsRyuGb

1Mnds2fMQKmfXPWUrHhnyusf5gpqQZRMDD

1Mo59ZApvLHtHsGoczVf6jnMQNGJtdfjwx

1MoWtLFHhDpgG7qmsfTSXBxSkmNtNjTbWT

1699

1MoZBFJzi2amnxPH8HMCc4Wpge9HFoCpaQ

1MoZVYtTSTRAZDP9gfToDJQP9wb8eKJM1n

1MoZtvfJfmrjoBH9Wj2Sb9A5md6TsLfngm

1MowKTi2zdifrMaJG55orUcCH9xdEjdfXK

1MowpqSpdsQez7mGDLPgbi6QbChiVsP9AT

1Mp1KmWHaUfcnUBckRz4oX1HayRybUTKVG

1MpscLFVgEJYbMfpKpnXMQA542xPjXVYGn

1MpwgXjZX62LYrvrNCi8wBEysFLGL1W2V8

1MpzJvBDwkZnvqt1aTsfum2XkyyT7tzYHr

1Mq4rwBPvTc5QXJkZVwUwq1NNhpU5A8xr1

1Mq58dk8iRPGhxjyMTFFQydWuH5jdKFk65

1Mq8q7M49hjnuAorhzckCeGngtbXMnn7cD

1MqADtZudN1AuntCJjoqkeVWa77VH4DFKm

1Mqc4MHJjrXgJPDivQx6yVMMCFeDhA2hxW

1MqhTXGbrumZMmKb17bNuwciRHThYP52s1

1MqruiZ1XNmdoJ9RA5cbi9gYAhrmUzq9E7

1MquuQnCPkwANN2J9dMmQonFouQjzyEJF7

1Mr2LV5yFkhaZvkxE6M2Lvi9dzNJnttZ1z

1Mr4wG15iLEnnNqCZjcHG1fXSFmHBQQmJk

1MrYCnsxB5QXSW1kYM9NPux29R4n1zHXxP

1MrZ41xU9Es8kpdavuRaXJnUwoaBqbTYZr

1MrfGSp8XmncK2hzkHit49fr9RMdbuGe2C

1Mryb5EX4AmQ5uxc8rfYcdvsPqiSzQAgAF

1MsH5xCzPyC6tthixtni6ewF2Md9BmMQq4

1MsZ2etNwmnmwWb5qXpdRTrBwonSNpQveH

1MshKChS7YzaCgQHQMdgquhDem1K2MP8uw

1MshYtvKZNbKr4RQgynAkAJQcWcrwaaZQF

1MsusXiW9vUpmz2tcDyPdP5SSkngVTHHvi

1Msvwyy8yqbpHjwapD46yGZqGZFtxYnr1U

1MtY171t75DYczDhZFC44PdPBUZwWicXY

1MtY5p8thDP1c6ie7Jsr64fYB4hAnnc7Xc

1Mta71B9otgZgSajxvGkrGtFR4EGdjrhNG

1MtpobroGSy7edymYLykgmf2C2aNumNLCu

1Mu8kbLHE9tHvSf29QiJbPVkdrK5E5LaWk

1MuBnT25CQeTFYkx1tHP4Fa5rKbc4rC9uF

1700

1MuKo7kWSm6auKMUyeKGG4Wakn7d1yAvrk

1MuU82uHXpbPNcAVJtuqwezELoVqnEzkif

1MufH7LwaP8VY27G7JvVyMueN5LZ1Sc9Qq

1Mug5d4puAC7a9mpXrSXVqeLYVUNuD5cZx

1MuwZDZfQwFh55pVE4PWBapTMfSP69EqV

1Mv2tQYJdUZWP2ZCNtc46xQNJvPQS9i9du

1MvSjkbYBn7wNxeszVJbbcxCkokQHMkzUK

1MvVjiJPHHKT9esMFK4cfGM7kVcDjkURPQ

1MvdMoRfRuKKy149EcMXUujqZFruAAUQsG

1MvfhkEaMyDvwjqKyoMsDYwmvNoi7a7fW6

1Mw1VhCLFfCyNEyFjt8CMznJaEKd94XEbL

1Mw4cDSe5vtUoJS72sjh8DBDwDLTdDRTSe

1Mw79xXXVb97fUVrQixZK5TJRSVSs6ZfmM

1Mw8KApeChJRtrLKQzN8q5TqWY5Xkx9ffy

1MwJhEWxBBtt8A287q1CHhwgXsScyaASQd

1MwPQbR4EUk1Et7ZcZyKvmbHdveuGKq91J

1MwZXK9JeLXVeXXjNwGNhQQ9dYkc4LMZMP

1MwrPiwaGXcWne9ffFbYBzQMivcrfK9Hp8

1MxDtErUW2nPMyFLtPiPMwH19vmkPLfDMG

1MxRCpYapcqSjDfYCnSS2qdobX7PUDbZJZ

1MxbZtE22QXrYQ5ViLH8K1LJgisbnZWraA

1Mxg8rpKrLc4fbLSpoBFTkjdqa4g7pLbzo

1Mxtt1p6xfwDCGbpugoBnFjcGwMqBaNUoD

1MyCu1bPZ6V7SkSLDuZXiUWHjfpHVet7os

1MyNffftWY5zrgY82YdEs4zD4Tq1VGgGKX

1MzaSDa4zCsd4QR7pFqjKT6MJjdiRkQJfE

1Mzw6qBxw5ncNameJzpFhoSnhGmVgzEstt

1N1hxgmeKHBTzWW1FHzchjWbKmsR7jp9s6

1N1xQvc1CMNZWVboVxUudX6VqfWddtSPKb

1N2D4GehhLWH92GviG9Vk7VFc9NwD95Bja

1N2DMCamQ4DS4MBUyuSUAYhx8W5rwBMT56

1N2FCy6LzHgVsPnHB6XKzuRnFduNEXqqyJ

1N2TnxWknE6q7eaDCLytL2Z4xwyQhYuDxS

1N2XrFyex7JbGQu1FfJUrBq6wXTnvaEN8e

1N2pJAoKcAw6adFgxWNmUDiQvXFyqxv1nm

1701

1N4E6EkPpNr9xVTNDzu1dAcRiMSTSRnBFe

1N4LxGvru88QqVSbbrsqQKWHqkaUQfrZkL

1N4NxfBDmpz2ZJHwak5n7HqjzPmrW5vrYv

1N4jizV2mbJL1VZixz6rNZrHkuQc5mB8MS

1N4pV2nKAWesbTS2ahWZaSJuRZEmA2DP4o

1N5ARPebzXYiPGTZbNj8xcqSMJxsueLT4H

1N5FceaaZeAurmpiN2r4MQ2w2qW16mYGiJ

1N5oZJV884BchiEbuhMNUVFs7aJ92qXwsH

1N5tDVMvbdNbL2NATyadzFq4RyeEhH4WQG

1N6gMHr6TEcXazHEj9rBcQHnh8rfqSqNk5

1N6jCChLeZTVgf8vDoyv1bwsN4aCjkK7ss

1N74CjQ6JgChpC2aGDMg29Q4MRHibWgRHE

1N7SEbctS5LTMWwptyTALeD2ccCFDE1VL7

1N7So7bra6hKc8kixGx1n4GuELdaMdeieT

1N7wZgbSVK64JfQXTAQd6XujkmcXvd4SGd

1N7yYpyhkbURXsMJWPfaGwi9DMgGSknB4h

1N8PQBqxoH879Q5GQd5qhcf9XsEQfJ6Xxs

1N8XQKMUJx1SHUAqmYaDy6HrY7NtYDyqc4

1N8fXpYbPCV2B4KBpMJfzwcmrfCJ1DwFCi

1N8m7pHEKHirHEcxGJcaYva2gK9KfYim4S

1N8umk7yWkcHBigSd2z4pnWxjykZ8iWexL

1N9875FNrsos6pCqedARTqWrrcXrjHZQsR

1N9RosgbuWiLQAvqusi7VBgbZ8qM5nxM8n

1N9Xr9HuCN8Vg9ALAPcqWoTKqVVwhmtenR

1N9kqtD47pXJn6BG4XjNF8srXUgSxwU2qn

1NAQJP1ygSETGDx7E7dsVrgF8bnGBfzHvQ

1NARX7tVs1aRZkf2nZTSEDuMwSuDiNAgTR

1NAaBynsp1mbuzmKtj2cZqViCK6Juk2ybh

1NAbShxF161YDTcUouG1kPoGUmpuC6r2qE

1NApJxhxpdbBpeBZQcw8jziZ7VLMQot76U

1NBH6vakyS6zecucqUzTAPzTR7Bw1zsXwn

1NBM4ujNYZArWD8a7kqSZeuiHXpxot4aG

1NBYytdgu9pYpRZntX9dEBVhvjhQoEa4bT

1NBtaCp9ZRXmii1wVJeqqwSXsMwBGTH5yi

1NCdpfNkXkRMYm6V9iSzGy1gEvXbbyCPsu

1702

1NCkVRtCFTN4Q4Tt8Gv6GEP5sXqGv6f4Ar

1ND82Q4nDuuuyZUkVjCKxekY7iPpSZ5tTf

1ND9o4Mv7xWeMcybCisMqysdTdw1WWiMMg

1NDStkokJ9EL7P8SV2HUv6qzLZw8vdEZPv

1NDZpMWesEmkxmVLr8ZZTe1GrYwVs7ATXR

1NEcE8ffNZqAucBtp42a5YXMMUSLY7YfEP

1NF7x6TKpvphWjUSE72s9SbU7hfQXRA9R6

1NFAY4TA8sPNmMsjEuYcTjAJnT2JsnMCWW

1NFGzoTjQWGzYYK1qm7MPMUh7d2wQBdEU2

1NFRbggkxmVqNyXbduAoVWG74CY4k2ydss

1NFUA2vZwy5XLGhsnvxUyNqgxTEVke1HDT

1NFgwq4oCG6tQP8Q1zxWxMZ28UuGKqG4wA

1NFp2pn2S4jHQksrDDwMSeULDVspYg1ZcF

1NG45vk4hpdUJSN4BQMUDjt9rRPmrytwvR

1NG4CebCcHfnmBnjgoYgK2qcsnsY5HaMt1

1NG7NnbeT79YVGjzuiXw28gJ2ADbWhHk8K

1NGRYpPfBLSFq8UEYwkSHoukayZT9WoGNu

1NH1zM55RksEMMQGG2YnAJAs2E8f4qgUns

1NHL61wdxzbZUhEfqhcn65S1ppofH1yk5S

1NHTngGJ719DxxvGUibxrTp1TGdsQSoFA4

1NHayeA7L59QJFEM2XVWu4GSiX6mt1v19p

1NHusjeZwC8goCs8fdMCE6fXRgQCMBQzW5

1NHwmVxeXTSfegaAT5XNeXg82bvHCSsSja

1NJ88MhBJNydxada4EgYqshGE2pCADBK2C

1NJFADuREb7ApCM8NABvsDzxuRA4nCA9yM

1NJSbeWpXb9EpndcirnGHpKFfBDyLcwg1Q

1NJksuVcELHu4QXEdt2LvdmxCXuhSs5rkt

1NJr7bGuCUqmBShoBS74G1u41WT144mHD7

1NJt65XYeFQAxKjeRKTD9Sc16TmPeQJdo2

1NJyqbrqTjk6Cv2qTgUR9kFpSazhUt1g57

1NK4EbqxD45t7o7uazuyKFgY4siTyDiahn

1NKKTvEtmrQn9c8grJhQfFu2cCCafq1EwD

1NKKyFMLiqUhsihCFfeWnwPK4yrr67MEDT

1NKgqEkQ64vjJASc2RLTBbKHdjPyNDP17

1NL4xPn8pGGvYq1G1yuQkXegsfmo1dnAEX

1703

1NLAxrxeTUtWe5mU8Gnvng9RFSqtLfRQ2W

1NLGmUjfvHQozSzXzUNWJbH1tVMpn8vbRH

1NLKjoN5jTJayzQm8W2XwEGvAyFjyH8fTk

1NLVZkXoAkVJnXgNexmAWxSCkhB4o9ncDZ

1NLWtfGRZC1hAQwphki6nFM29teJAHPEhA

1NLfUYf8TfVCbbmtAtEyYFsZoXarXMF1KD

1NLmiMJ9Dz92wBZWCvQsRm9UKuYg69vqTD

1NLtKqB92iLETcwEu2LBEEYBETRGBsXCpJ

1NMc5L6BkHQjhrMe97HxFrEa6z5znjcNnW

1NMhSgHSMEKAatY88ooaWiiLkQvie2sCYi

1NN5dvGJ9JfeXZyDW56vMDscpT7uPPFWGa

1NN9ssdr8D5EmEpxh46Vo6R78nuSWzeD12

1NNFbijM9LwbunrRMpaynkErrwwLyDZTG7

1NNoWEXENmRsa4S2vdyBthkSypGcHRaiVk

1NPFUn5EEt5YjGRF9zeTHY2qJ5r5ar7uuf

1NPPEWx78H2Qp97hsZXXKNXQYK7boY7Lsk

1NPpGFHR7CVN7QRq6Lfz4aEa6MHJQn7bJq

1NPz44dqSKxV56BQmV79ho5iNWdLcjoGMA

1NQ42zc51stA4WAVkUK8uqFAjo1DbWv4Kz

1NQCQSGGEjV2JA4isZHx1kzLHrXAM1ZXCy

1NQEsiMZeptSXofptQkeXH5kqEYv1q2o9i

1NQKFCyhPsRdJ9KMgTzhaEWcSNGtHuSxXU

1NQYqytGsYJyCsJCkAV6xNaRf7fBkWJKNi

1NQZdZbP2PodX4onDwP4DHDcMft6WhSGUt

1NQbYZnCzCmpjZJEeBdYAgXivkRrogpvoD

1NQbbDsKHhTmYwHXcLWi9SCkS6CvMhaKrD

1NQiPeeogPF5wanJMGX4u2m97ALy9EpYEr

1NQx6CmTu5FjWoUZRxKgwvCc2yVYqmk9tR

1NRRYnBnpDXxFfW1YgHhn9eNQPFTqxsBGG

1NRh7rSCAXHC6aVLGqHnnp4TqAWKij6Vs5

1NRn15kJnVRrptTSQJJnMD9KJcWkVFh1Gv

1NRnC7FVhi2yzpHbNYm9taj7shRdWFrj7C

1NRoaTsrG5MmubG6dd4m4MZvSkrWY8eJN9

1NRqzdeLddeu4Po8PAFpmHdVftuatLoSLZ

1NS67oRU9d1jH7kCJgZK19ex2r6ExKPQ8H

1704

1NSCFRvq66X8CQ2pxopweM4xPXutXFLo54

1NSXKRgutPa6n7wtwunFKDZq65EMkGP85q

1NSbRMkjH4WdKBSF7r9tMQLBWEb11ZAs2K

1NSdALiQEVhfcjDMpB1jV8YuDNE8mJtLuh

1NSeUYfMADAMy6WpcpHPUrZ7zDMcbfRoLm

1NSkJ7mXQut4NSLVbq6wUGH4uj2wzQjExs

1NSpA7gmxjNRH6M4UD9eBP1ZqzoFnBKhjs

1NStEoDcPM14UUiSMFe1Qb89CZt8SaxEU9

1NT7iS5bnEG9TXrNr9KMoWLtMVZ82s4bi6

1NTHmmDWmhC8GKfMeokJsr6kQoHyFjhF1e

1NU2L4o4PTXd1wUcuk8xLLVZ9GTpqz8Goz

1NUDDeGsNK1MFB99fyxuu5X96mURk1V2pZ

1NUMJZ2vfrkhmCcCoFq6LB877vsFqrmmHT

1NUTnZXkRpPJxg6TAZhuCWkfAYojmHZHAx

1NUbAgSCegv2tpHd9TAqJeTQZLJTFB42Ao

1NUidK4hoAUXamfPiqNqRPAVGbbTUoZRAW

1NUuCiXEqxYNPiFdx6fnDagRwYfjPAtvoT

1NV98o2Kjj2ZTN6vde4W4hXfwARpNHRmKs

1NV9Mgjzk4sqUD12B2bzcZZq256MiRYf1g

1NVGhf4bTJfdf5Ggk4Thw6Mh5MZq4bWeMY

1NVQYjnGrBDX4UgniAwLCzn2cZW6pzoGDM

1NVkPPkcvwcDyUWSzRb9PFC7UaCqrvKVWs

1NX5myHndApwtZyp6ErirrprTENwhFGvju

1NXDDQL4jHohQygU6WJC7qX5R7n8DY2H51

1NXPKjSNxDH9Tx5sPwUK86unx2jonnAd6a

1NXU8kTW1wiJmP7ak82uoasjvKNuzv1Dfr

1NXX1xXJYvSASnxYqbPwoC4b9eLMEivux4

1NXi1FTtPUciKBcVqszwgiXvTcUUzuJoqo

1NY5m4hHCc6dt21gBTnpTrWbcvTN7MuRXV

1NYDsnkfUKh42DVixjkp4toLNcyi5WHXYh

1NYaVPJGEFzwCzYsvp5swNTDiU2so1BvKx

1NYeBBMrHgPpbLC7ExXqCx7wzfpeUcADs6

1NYndPZEqVB84NhW2gXRRA9JfY2tk9JQin

1NYvSpJzQsptdk24Vo99bRpFXjBXyB1LNW

1NYvxNQXjhXm7fg1eBSxHsbqy2B2Y4N6vv

1705

1NZ2dfThZw91UxDAvTzWPJbXPXMThWp7bH

1NZHNfMKmBrWEJm1ePvY2Femq76osXqmrE

1NZKw8r7jXrJVJkPUvsfpMteuJv2Km4dva

1NZQMsJQDtc5QEmiL6KRU9db2gVfbiA6jB

1NZR9qm7P2yZZnd4tSJKssvvbSJ1Ad8bPg

1NZUFVqAYLQ1DWWSqpWp6cKzn1VvvEbfsp

1NZdYPEeduVkCjETCLzxhm8t1zgzqvNVZu

1NZhwDjHzgYQ2enZdEreuK1UE8BVPQ8vhN

1NaLTFJZkG5Fei5LfMDrVrK4N4hdos7zgV

1Nabwp87FJBh9GEaLGKzo2PXNxuRgctjfJ

1NamDG6HPFSXNZ88iCJeTEcnyGoQbKrdPb

1NbTbE4J68RMuUhJyhVNwyjfA8a9YLyWXf

1NcQnHtRmAPC5u6VY4rhiWSmvfdtRQ7wxB

1NcU1TWBaYSgjmPKNMGvkSZnxoe9xjwn9S

1NcpM8tECQvchSEuMap4PzPmmQLzJWp9Z2

1NcyBeDGNhUsdUdf7p6guMBA1z9W1AxPXu

1Nd6vzYF5JLepqghHHrogbNMRsx5YV4p7A

1Nd9c5TGf2dVTUks4gTu7Svz5LgvAzGTtA

1NdCpYVEUSgKai6gyCXDupJqSfgieSbKmK

1NdD48cHv2ZUzAcrin7T1ECZpfE6zeJHWr

1NdFXZzkzLsQCDmZ18uSLQvSmjyQBcnk6R

1NdZx6t8woWsx9gYLz4BP9fxemw7XP4PTf

1Ne1f1ibF4BgfytbJDQCRTwmMSg1XBPFZ6

1Ne9SFUL6zV86Emajb9AEE8uBTmMkk7MmS

1NeDehSDy7ACGUw1RzcRGYPfri29TTTyhT

1NeKY58tuNxvQDpfsXNMxXcEGLQf8uvJAC

1NeTvKfmVvHRCbaBxLrsikMErSuHewQXPS

1NeXSHC2apVSiabH2QqxWLMqv2K7Z7usBX

1NeZdiTWNXmEwhnXW5jpvrXMJKVy1NK5W1

1Neu2xBA4y7ftdFJTjXBkbnKntbaiSmFXf

1NfZXiac4ZCpc7YHydWwpSLrXKQeNZy7RS

1NffaF9P5zQDBcgxXgtdgVTwCtQ9b7GDYA

1NfgwujhtGXzUvSfyjjmZ1uQdXXnDY8XgK

1Nfh7n1w66yVCsSAx9pWn6ZyAK5cn4JxKD

1NfuK2c8LwWDveYBCkFNDmNaGnmMeVHmwt

1706

1NfywDYqngdpMHsfZeFcahSpJzYrtccSQj

1Ngo4ijQ8CewNtCgYn9vgbjVJKVrK9kA7f

1NgthPEdswmFek2V5RYN9aVKy5SLmTATBM

1Nh8vHeZoZdpKA9qgtoYJBQsKWDxJLgrcj

1NhEp7i4StNER7Af2iCyQUfXSvquf7tsfo

1NhctTViEws69yakYmnEHoqLEFNij4R85m

1NhdfXUWPdvfebKFFgKwptwaPkUSQ1GtqL

1NhpFoHwozFhsBeKFTyxWX9JH2iuJmdrTA

1NhwfrtXiLTxA6GUc1jbtshzvMVLmPto1G

1NiSxweiXWLGB9yzd2iBM1pBKviVRHW6gM

1Nic2wnDWeuDhKhy7zArXSET4eu7LGJDRQ

1Nj6jyKHvDtQNZkWhtojhq69uPBa7hTFEo

1Nk2eLAvnhqam1bCcunLEAaWpH427Q7H9J

1Nk7UgYe9daYgHQVvb4sDxJmhy6h6arcXb

1NkXgvGDfHHoGrerCPjhYoThvGNH8BLrw6

1NkhCWuZLkssyHDTMqdYC47KKVgakbi1yn

1Nkoi9bTTk8j95qfbmotNfu4nUmd2Nsemk

1Nm2TMEFEdyb2BP6tLyuREoKECztibuK6P

1NmJbufFj6JKVqgEqo9QqB941RWgvWuJHj

1NmTETugypfug8Rjfr5kBxEoPvNSPQmqb8

1NmeGZJ9JgWYD1fk2KPaxLisgnyhPk7Gg8

1NmnZt5mhvMf2cH9faVr21RYc2rLLkmjFa

1NnCAe8NRR1w4Xtibzj5drbMF16sbHodEY

1NnG1SQK1yZg4ApVgdhUEgDNnS7AAr4NDa

1NndwXKCwcPZeAdYUfdhEJDQHMpEweTGqx

1NnnXoZzAX19rJsAiikBAWbuPoPdXAvgfa

1NnwTZd45yQw4RVvoQeC6y5cmzs5rSWPuV

1NoBNcV2EPhyrDLLAXDQvze6TLCReefa6a

1NoFzJJbR26YtovovBfvaKfKt4fg9egEuC

1NoJwbdPo4iVxcSTDmhXS4ULDQYBBH1EYX

1NoaLHeoF1TufySkZXxSFpcu7fKfnUtca5

1Nos7jfCEgWMdR5Dyd4fnsytfdgRmAZreb

1NovVLybmMrs4iq2yyWub1XrisGRHWAihU

1Np1s7JKSgijnFWrTdSRrYmQjPJPNcgg61

1Np4RnQv8Pp9fnKi8tXXs57syVea7nuEvS

1707

1NpFiGzNXiZ6Vea87aEbKD95vDpfGchssm

1NpHx1ogtubJQ7ER8QrqADqYrWRTbL7NsU

1Npe4KA5qPNdKQnGn26tyu5DsZzNg48vn4

1Npe88qDXuMsT7jUR18mBHgwHfoS2CUSyo

1NpiVeGXMJy1VDxNc58k94KfJeig5QEbNp

1Nq4CrYB8S89MTBPrz7cEFyNVycRFeJFef

1Nq4W8hPWMN1Kq1yVfNR79dwTQe1H8pjFW

1NqGoXPH4VdrYcYZzVQ5qMygGbvPubpHNs

1NqM2if5mEunWc9S1vrfdc6Ku8icKM9eKp

1NqZQuhePVtkVNadRdpmP4WiJu992VRF4V

1NqgKaqFwHvo8J9m8kj9D4YA8nqLgr4ip8

1NqihEqYaQaWiZkPVdSMiTbt7dTy1LMxgX

1Nqq5zfdiUqkF87yYxDoenExiNwGVnqWPa

1NrKzQPHfqvhZm1G9d7GkTcn1VMK4eqPDq

1NrbKRJHZDwARczBkgz4EYD8aAngZ2hUE2

1NrrxSYQ2RvVvk1SD21YorbYvZwZsqiWQZ

1Ns5RPhNrkX67sN2V6xUQU1na4Msyyj2yQ

1NsC7Nf5XaVikLuKp78dVzTLBTEwUsLrwp

1NsLhgmJcJSVQnEbNkas8txCAoJmwmrdzr

1NsSunGpJ5ajXmjn89CBM9n2BSMgepQLuU

1NsuhXiQqb4HNxVch1D7k8BoApDKzfM7CQ

1Nsx6WVHaydq9m6ceHPCXpzaBtHBHwRB86

1NsyVfjmbaAZsKJBnJPpnNmLmrNhUoEWLm

1Nt5bUNwqFBk26f7JZNgHDbEjbCLqXGkpx

1Nt6K9DGnh4jPAmaLusee9sPGCnYrbZFNT

1Nt9qgeaLRhsF1RbAi9VsiYFjvkwntfeV2

1NtHFfJKwtrKmELoPGYVFuH1kEfJ6Hvv9N

1NtVWxgqR1SXABq81PmfXeLZ4CEjsX7YTi

1NtbKztCGEXnq7UbxgctdDaeAWXPe9gbTZ

1NtfifLP2pLyBsevxno1efH6zafJkXzkdm

1Nu9oBf7ZQYhRQo54FwAkPsqZZMUSndRzu

1NuHzPrP2hhBMVsAZtye9MKuQ7peSVKdiR

1NuKmiLRqkvjVzoPA9Mo8YErtHSdtymJoh

1NuLLtgCmigRb5mXeFgsGDFnVLypLC4a8Y

1NuMXQMUxCngJ7MNQ276KdaXQgGjpjFPhK

1708

1NuYMUSD9Z6d7DQsfgM9bwAJM1YSuVPzm

1NutdRRwh1FmJ4RjrMurJkPLjJZAQYL9jv

1NvFcphNQqNvu1m6FyHyfJEmSxkq4gMSm2

1NvJSN51ShAfT4KrsJRCiyymWPd8U6kF1C

1NvYCBgeaW7GJXf25dr9781iyPWJQe8JB

1Nvhebx6EHmFmXokSbXMxbCNGN2fwtgq8W

1Nvw9hmovA5WbfQPsafKqzgWQ4Z4CdiUBn

1Nw2Y8YRZjvB9zDPTauXa8p1JWKeTLbs2R

1Nw2rfY5UoTjgH76kHb9xCwGcb6S9xHyaL

1NwA85ds7UhtdFhMc6VEFwPWpoiEhx7tDL

1NwhSaD8DZqo5HFsUgf8mQGBVNs2r1LTrv

1NwpCXLEJczrqsvjGUkpvGLJAQNVU2haBt

1Nwy567y8GdmyabJrRJese59whZcpvsfXz

1NxEEdZsqkwX6DcTR5qQuvpd7Ky5Y2YTEZ

1NxYhJxrUtbZzPRRjDYocxwNLK6TsTuVkW

1NxmEDMSs2mxCAHqbma7eruaBfRUfXwzrf

1NyBcmzfo8P1WN8C1afvLTTMvJDJkJCumK

1NyHqBK1bbS7YkXXotXC7orMmTvGjK9Vky

1NynFQ4xAz1Lypo1mzHcDmmEt4tkfc4eK5

1NyoCQAVFz8jFkDusQdkVQX8eE5CRTukAo

1NzCYbwkGcW2pS641J1ciBxpwqG4uroR7n

1NzLp9MopMoTwYeuRKfzLC6vZKrG4oaJt6

1NzUWKuRbi5nWEW8Gz6prg5UnLD9HQrknf

1NzajQPW8RZcJMLRJajqMR7PGeLWgaRQ5D

1Nzaxg45FbnMr5y41rEtGuPSDNTVpz4vPN

1NziZvCXdF79PKYWeELVByLMN4LKtq1aCj

1Nzpu8821gEBZBeF9xw7LmytUX5EHajuWE

1P1awgPyhQkNNNUsbRGp95QQWppv66hbX2

1P1hVwA28Uaow4bmUWKG4xVgNNHAaegfBH

1P1jfQEpHZqA1R6zgiYwAzJ2g74uMYHUEP

1P28WXM1j5rTfPHgimA6R1hBNzBXNiPcTW

1P29xxkwy6wvLxJVA2cLoXBri2hZzaweSV

1P2gQJTqyY8GGCNRpXof85awUMGJmb9GGn

1P2ybMzfBxEEiCv89DUABTxuTyKxZzFJiz

1P4VNDrjPiSqFQZpDUer7igydv4PYKWk7c

1709

1P4o1uv1uRAqwCNef8rZvgPUTJwZ8pv5uZ

1P4sizjZhotzMLtPpQtBmu1hs8jGZ6NPvZ

1P4ycNpZxw1LAHAYCFzswugGXK4ULYY7tp

1P4zD7CPDVdXovF2isMDeG7Wa7GWkGm9X7

1P5E5x8dSYPfwE7XooPee8PhC6KSPMhzEX

1P5LhbgN2GBvHpE2rSm2ksYQYjCk9bruWY

1P5jweSMEfDhqa9P8yRJif4Xu2qcLsdBpg

1P67AghL2mNLbgxLM19oJYXgsJxyLfcYiz

1P6XffEte6Pcgk1t4aSGXSGU9q5RrHQkdp

1P6wow5ix4Ba1KfveDdDRXcjtocfdevNi7

1P77MF86DxttG9H1CLcrWWkZvU2rnzv6Ev

1P781FMF6sPGpUaNQZTJsVpYXkm1miDMVh

1P79D2rRZdFaqsz9SUaVxmsCBmQeRrDosC

1P7BJRMRjGShscAiMaNEEnm42niiiSWYEx

1P7buFn6M6RDxMpKk54WsCut9VqNLR2W2A

1P7hSuHbJ8fF9A9oVJViaydLDbFAfVMdtX

1P8mvNDQrKafeLuc6G9AD1CmJjPbjHMc8x

1P8uDkPga9SFaD1c6sPv1a4c6uWNH9zgwb

1P9NrUxQKT4e4oRTJLNVawi7gtrWh6rTVi

1P9UUHfa4XigCu6yVjynTsYbF8gUnjbv7y

1P9pHJPtu2FmGrqHE1JARpnBhUMBmDc9sP

1P9toPDKfamR1Eui9mkrEnceXnKwDGfYW9

1P9x2oaKq9QaFxAyxQbAQUuz2MZNMRbsdS

1PAFdD9fwqRWG4VcCGuY27VTW8xPZmuF1D

1PAMrxvmEuRfgLwZuw4pVRTqKnwFQTD7BB

1PAyh7BjB9oj6icjTGCWjyYmLta8HyfMTS

1PBQVQX5v8MirkxvzD9bJAt4ca68WYCApU

1PBbgFDKfyDSGzzQAN7BnFa27nwDJGKZDR

1PBimkLwsQCbQq9db7aY6Qq4EX7ex9md9W

1PBvJWqRuUiag4rtLRybYHRYHNcF1FRqin

1PBvv9avmjTZcmtrYxSstvWtTz9hzmzxXw

1PByzaVYw5SsucMtSZQCRuzmH7jLdi5rNX

1PC269K1ibuhQr4R851KGwJz8zRV1ugErN

1PC44KPaa74CYXQ9Xa5KRvpWhe4isun2QU

1PC84jrN2h46PsrBsJgrtTd7WrsYT1rov9

1710

1PCBTGy7pzDJZYWLr7iuEhyUAhY48E4cuH

1PDsZHDpAFA8YDxA1LcsEu6obnf7QkHx5N

1PEWqkqJkgeTPT7Y84hcR45TEJ2BGhbq2p

1PF9iEvzo8cwxZGxFAWGghtKohKhwZCbd6

1PFiseNcfivsaUDuSCg5LSewYcShjfkYAX

1PG1REHGRdqJf4yxWE56qHz6fAxswiYtru

1PGRubz4R6CEa41kJjdR4p1sknAWhKBcEe

1PGY7C2H6XXb961o8ashkycqWT5vgzkAJs

1PGgrG95PUYuJCeb2sbpEbfCbSq6nBhjDM

1PGtuRJQ9wj7TNVMnWCkwcXitwdCRZaJd9

1PGxfHd1yzmNUaX9YTkPyUiyP4PHyrVwmL

1PHYttBUW8hGKBKto27jsghejgxLd5FqKe

1PHe6LRMNswzPHfCJdWs7wyvC9F1RCAbfo

1PHoaJVnJFn8SfRDkRbea2MQgUqiLr1kT7

1PJ2mRtWuyHtMSCKmvgxgh5GYYHJ4vui6i

1PJ4QToisC9wkfeKTZZbiDJmv8bWdMvuD5

1PJNg4X7vSnGMjjiFXa4hKAUU2uV65cjGG

1PJNyBQLTJxZ4KiRFDf8nFppqMtUHQG5U4

1PJZ6cRif9nPpoHYmxSQcfbUo7nYzuBdfL

1PJpmnbt75Q2dNAhXxviPNP5V96dhvYYYc

1PK51rpRnw2TPJFzAgwTgJc1Cnn1XVkJij

1PKUKrSyRsaQ1ixfJ2hdKQpCypahXdvgmZ

1PKZKK4xnT7fGDvqvLACH8JhUT8UJdsHLQ

1PKbVVdtUsy7uBzV2CYEurZgamA28wGacm

1PKjmRSJsZgTsXdNWTLvb8qnZS1a7QgurL

1PLAdS9QpmYQVN1tPkjPRFgi4RHR1Mnhpc

1PLCJhpH8jP8qhfbqo8bAeKgmPTbfevmsh

1PLDApbWwDpfkpc2hcyk1Trh1desYLLSvT

1PLGPM5Z64NC5pXZ9jmgYeizrvWWRzDRwR

1PMESHJfiDuETJ24kadouTDLnGz11igyoU

1PNmtik5HHAsJEyaAu5QRicnsoPXkYCSct

1PP1x2d42HL6vFy7XA5haUewuD67FpwxRa

1PP68ksRGDcELPqiHjFaxtMgoEfT8FNE5W

1PPU9G5HoddNiPpnFgeo4YeBmAXunWvNko

1PPkY9dEUzpe5cf86sHSW4HUC7sKWnEL28

1711

1PPtiCKwDiTWYrjWh1UAyrUbySAkAutBqe

1PQ7VFsiMhz26sJnxDrKmmS467axtywY1K

1PQnsy4jjvQpK7yNLTxxJRZi5EYL542U1C

1PQy8FUkg8P7n5EUPhiaE1xycnp6qCwn6B

1PR6YB6LcmiRPBDm9PdaDrSGxHEadJHuoi

1PRCNC16yRP1qswV6sQjECv8efd6gKiHyg

1PRFYzKAwC7dpEGqnGCxNTVnZNz22jWzJY

1PRTLCU8TGeEu42KExFuYRkij597xmPPQX

1PRWDqjYa8L4oLACt9Qd5F2iJuALy8SbMu

1PRhYGpAcqmiPp8DBAq6hos4xVVae2jzky

1PRiYEdkAGRJrV9mosBeTS5xRfDBx2TR8c

1PSPHYmMkCunBTQvDmSugQr4d9VbhVYCbw

1PSdRdxi2Zx2f72XaRzJWGnbJu8iXti1ZC

1PSqx9iRU51DhazyDbUTxRerNW1f2h461f

1PTrgLRJG59k5JS1461BVDDKfbQJexj6JQ

1PUFqoq1LNzrWaQKzS1Zbdqr6vcFWwT8Xo

1PUMnEpFPMEm72biXEkMLMWkVo2tDydLKu

1PUNQR9Jkk84eNgbhbHo6D8h99rFxVR2eX

1PUwZPMRz8vza6RAaC1ePCYp1qM8CNtc5f

1PUywqTv7HMrgsAau6bAW87iGW2byHYPsV

1PVsMGtujAAefsAYBaGscJZvpB8YSmnEur

1PW6wA8dBwWaFbemN1tazCHUsE8nYwLMbb

1PW9KS8T1ySvfoiS7KnwPDjQCkDi8SQDbk

1PWMTe5ZPc9QmKTTxPS2XUHR1cNX2SavT1

1PWZKcRabLELNLvZVncdpeGycFyDtpfyPD

1PWZZyQsYNzimgmMiU17v2YDHz4N966tiS

1PWxGVmSyAVg28vMvDH5rKAY9ZriNmkRr1

1PWxRF5EpAuP88Dpu6fYPfv5rmaYPqpB7i

1PXUjsfWs8QDYJYiQrdawTu51aZZwXVaD6

1PXdZ4FLLKGcrhttEiFbVHXNAB7Ryu1bcm

1PXrGwKsZaMjw6v4KbyHHsmygUPwSdmPfg

1PXwnQhU1MgiQRcdYfRDPsMWMh9GpLbhp5

1PY4ZZM8Vvs8SKT4RuwmeVPkfuPAdDT7pZ

1PYH9jcjret5i8vK1RXZnSDsGnzrW7ojwq

1PYNY8irFBH68praWpUAXwvVp8yba7EzAE

1712

1PYjiYUNYsGPkkgP1JLb9U2CETAkVmPRMr

1PZ9Nr6721rWnaEe5uiovw5KeAsY7jGJPP

1PZ9PuVQNDbDBRJ58DMUNREcp8LumLChXk

1PZQZVLyHCKq7SVDLQqM2wHce572mqd2ke

1PZTimCXCE14jWsJEQPLDwHHAGKPSH5eUD

1PZUF4XivEHsfNzQCiLG7HtnMaLWuHyD7a

1PZmH1QKyHvwdpeUnyKzRHnDkvuyKwoDF6

1PZtQyrKMBfraTyBigK7Sk8PcsY28RZT21

1PaRUtbqpbkQjD69gki19UWg1sAjvoxbzB

1PajamUTmyp2JrjjziBWERuVtBQHg1Pdzk

1Pb8yDLm14jB1ck76qRBh1xeuDGayKezhq

1PbEXjyowJ1Ae4WswhGCcuckWLQny7ywhW

1PbM8SvV8LbLDQJUBXTHojT1frqshYVgcw

1PbhxAzQAwcAbad7TPMLak6y22z6TQWT6S

1PbtrAMCLkBjKsiqoyjXUurYvvDVD74wnv

1PbuMcEK4HtP4D1Z1SVPf8ZuV4ojwXGdsr

1PcAufT8gg5BQotD5Ri4ta4G5thPf2HBDP

1PcdNyqRSuFt9Qb1WwXPQ5qNQmTmmkkEaE

1PcmnRQr2uXvWciEspfRKzZyHrgqS7wqrq

1PcrwLDF4C6ZY1FGmzG69xXTNs229geaLt

1Pcy5UWNRfMfwvFgy7YTkAxdGyYYfhjoR8

1PczsN79AXAuytWhnBpP7eXhGXj4QdgK5u

1Pd1eqbK5jaAUKFLJ8AwV5NzjgWRifR8v9

1PdAYjXkV6ZVYZRsRn42oam7N5z8zXKN4A

1PddAEdBx8QjBAM8iosfc8KTmr6EBm5wDv

1Pe2PkG7UQMC4wgyaJeTCkkx8FciTjgG2w

1Pe9zG5uZFj4bGxPs98VbReXrnFayuoGf

1PeZ2onrjXzPAYmrhZ5SbTcsSWedtkBGHL

1PfNMPvHe6bBUKUwAqxce2kJtwis8SoKNt

1PfUkH2FnYPzjfHSWSdeqasQQfYD5Vdpc6

1PfYFqaxtyD2k4jWD27LfxyqL4DgapEKxQ

1PfexC2gvZ7aXe7KEmSCFLNy9YGEzfYqYL

1Pfti8b9U6Xt6c5mRCDQucHcrDc5DAm1vX

1PfuxpRr2U76Ecj2TfBicW5fZkdXt1eXLw

1Pg2UFHApxnBfGdQooqkXeprKDMBXZ8gbp

1713

1PgLV4EqXod8R6iGc2zFPyMSALev4o9QoL

1PgnsyGdEa8NutfeLEtzuP7p18Q1cvDDWe

1PgpSitNKZK5kjketa4ie99w195RrJek4g

1PgxCWyPVQrY4xiEWja9ZgX7cTuXWuiacn

1PgzYJnvt8X7A8tKXPopdA6hzm1RB1yghW

1Ph4ceZXmk4MMFP4NYnyHLvTvFGpXm9Fo9

1PhUoXTAhCF1jkJiN24AVNVU8bunAPCRSz

1PhhqLV4aPdog8yYQm9Z2YTbG1MTqBx5HU

1Phrnx1pbeBXLzUBL5q2g2SWFX8D24ngTV

1Pi9bwDCqdEZdB4aTFQccregPVVYALjaun

1PiH6LmLAxMQQUWK7ZkNotGoEMx4jc2xdU

1PiUDNRWewhnUhTxznH2c9Y7CZAL1XFNaw

1Pid1dxrmXRpSQd5AP5Sigv5TZE1fWW89x

1PiiaCr2khi2vu8cnzVVe97h7MP6Txi4sx

1PiijV8Vr4Js7iE7yjyxgpCRD9qVDWpWFR

1Pj6RCDqkwM4nyM9MwswnevSfYjGUtgJSQ

1PjBgYnj2HTbeSkhK7g6T4zvNBjribpbrr

1PjMCRVWnqSd9YhU1GTbyDUBejKA1qe9Lf

1PjYV9ffbXmNiy2kdr8Z5iNC7wgqCReUcT

1PjYsZnpjaBYdfUv46xXQT2EnKfEh6as2Q

1PkCPfGTVC6q4YhYn7SWg5KRZQjwfVGGPW

1PkLrz1ZibczCUJjdtp1LvxxpdHrgN4Y4m

1PkPpJGyCvBRiZn8R61e9xM2xedmxoig1b

1PkWYvRmwyS8z8nBCbGu7WT69bNnrEpVFz

1Pke5D2zUta1YyYWZduzGX65KqjwakeiZt

1PkjGjKNrKmiJyCgGdEuaAavvgrxtPf5dr

1PmWp7BpTP8G7bR6zPHe1ppZELpFBHHLcZ

1Pmg2YHBz81ZFXeP4uNpEu6bmDgfmS6TEH

1Pmjj5X64n5JJmAJqXYMxbnEXTqrHbmoLq

1PmkLJkThAhEyrELBKDrSsxW9NihKNY9DU

1PmzweQpWK49LWa5FNLTqNPXgCQVaQHtQp

1PnXppsGPCr656hnuteZQfAa8UcG4GyhPr

1PncQqwzAT6f4YEgWsV2BaH4faBVdqspC7

1Pnk27yEZX7RmuiBoQKgbmof5QvEc2dAC7

1Pnn1WX54DP9LkKbvurR55JNCqfWZ7tPJc

1714

1PnqTdW6jECp1qcBVvFypu5vwvti5pgB8h

1PntmDEJgTn5S9L9NGxwHTZAxegrvkRyr1

1PnwTryMu6zdmkYqqSDCSTxhAcVecLPcV4

1Po4MqckHQKuYzAvBUpYvhTMLBJpVnAdtz

1PoNCg69ai4QY8kGjJwuZxtjwEsePAoCMa

1PoSHXTo2wdSu8smqEE45ezGRVotUHkJTq

1PofhAeNk5wQLXPrfqjtq9a7JuPcbSuEzJ

1PopeZ4LNLanisswLndAJB1QntTF8hpLsD

1PormUgPR72yv2FRKSVY27U4ekWMKobWjg

1PpMwgDMWDPyha4U8TqmnifQtUVSCXFdkn

1PpY7CcTLuP1T11xiU9kz4zCXtHgTEkMJA

1PpfYEDjoDggU1LSyGj2MEmwDsE9X8msCr

1PphpqzQcaVZhBYTvhcbLDqYDuzKGCjFQJ

1PpnWJLPCMGgCwd5pSrxPWvrMrEjdqYFAU

1PqGqqHGhHy49UYvWLrM78hWejPdMhCLF9

1PqXDoWQerCSfj2ummFUV88sdFCnbzvV57

1Pqg6ZZwQJ44hXtGKHuCwxvCbwMmXR18qL

1PqmdmV2GgJ7VXuFjz2mLefcBKNCTM2Lkz

1PqqRrDiafpGKjA1qQh8fFtRMKXAzjNDad

1Pr4jp2RDvam4H4dgsVaMEPePoyJQGf9gC

1Pr66opYXPMn5dsQnHYNLGcuJ7Bhpuqbze

1Pr75iVQ2NNP1oCxqzFAjAKoCQuAfQGg1g

1Pr8vrsMxsbjwSAtepZoLZdnBSmb4J4mic

1PsBE62usJQQLf9B1BsZCBG5z2S7DsrvLj

1PsDzC25NiY6Jkuw6fdCw1qgivbFRaJP9H

1PshotJDqtztvzCsZBnFAvnNjz1rrtAMUg

1PsnpAUCMxrPNJKvw95RZCwdVkwoWC8RPu

1Psns4LtfdsjPTtgYBiGUFfL54f9BLHYPy

1PsqjdKoS4tSiXr75znpdkX6ZAyAYmhEXZ

1PtHFvkqafTZ5tvCSgyfZNJEUGJY8bYpbT

1PtNp7BfAgaiGhU7DMTRmvACH4Y6AxsD8Y

1Ptnb7Y29UvNfPjPuv4GeStwhshAyRd7B8

1PuB4vvU8nhK4N7LAPHsPku9m2RKU6D6hj

1PuTDKuQmYAA2fbqMaTf7rorvEWooNNVG

1PuUj5T2MqoqHL5ENEfTtU5ThqNQA54fKc

1715

1Pub4vfnfL7fGB7HsdL9FTGbHHnUY7bDhN

1PuePKzC6d4NEPWgZwnPo9HPhYmHjbi8TA

1PumbJVHAHXmYKaopYuZYH4ohzcP1YwaTJ

1PuxzG2EwavEjS6XjQsLdE4zxaFz7Y9SZ4

1PvAXsJyAYjvEUpSzivgAAwUJ6ZSdT1gMY

1PvAzfDNK9eXHghcLMsbdPCHCbwywCY6U1

1PvSApcwvjqm5tdCM4bVG1C2DTQTt9YiBd

1PvfNzWJmkZGaWQPQrTv19gV6CPYNLSKGX

1Pw9mN2ACemrjLsB4eMH4fAAu5hn1zvyEU

1PwPeieHrsg96pzqv2TWs7WaVU9nH4t1ct

1PwZ5wu45TyoKrMAFr8CviUCtfnUAHRCFi

1PwvLm2M41S9N7U8E6fJSmtQSK6ndkDHud

1PwwmPQEKFT7ECA25t7aNhe5SKaUJxFFTW

1Px1S2fERinJkQJvBegxzWm6nQyAuwhXQo

1PxkxfwkAPWmRrVHh1AEaguHjvooEFXoJE

1PxxRvWGMyQEWqiUpXX2jX1UCaEGEjsxRz

1PyAKMEpZxYF7WVKuRhgEEdZX6qti1qv6g

1PyJ595HgFAiheCWKMTu4qAHhq6vXkisfp

1PyPvKT4XQcLwoCUwi9FVNVjRWrJ86oQya

1Pyk5V6CxRzWbCLC1CmWWcgrxcTpSyYbqN

1PyknGrUZxLByWUoUoZtABMXJibh254ZKW

1PzdoWdMyTFo6tMtSzSSKUxSQxUnXTPxKa

1Pzid6YJxGdsMTtLbbGm7WigjYBuW5oTtk

1PzkgPdnR5ASia6MkUYQMRNx8HX6HWLoyZ

1PzpZqzRJ4aaeNr5tuGzfWR1BZazQ8oAge

1PzwmD2DGAT194uiUbZxDdQWhuwMGVsr2T

1Pzyzo7L2jDGVtV8ayzogtwsxy9y6spuyo

1Q17i9K5cRdnpKJwMgHsxK7eBWeveJadBh

1Q18c1eYcqy4gBQBtdWZmDiGKszDR7JP6F

1Q1bPWpLAkxNPjgHHmXrhAQrFyzQQ4mmkm

1Q26NmseLKWuNbf6RaNwHWjNWQ7YeEAcX8

1Q2WT42J4qx1Bp49hrBsu9Wsv1SCzM91ap

1Q2mJrYaugcwZzr9LNZtFKimczy5DhcSoX

1Q2rjnkGNxwhPGJWorPjGqEFFAiEq9X1fW

1Q44eWZpZd6LdTNjuU5fBymd6Py55m2zct

1716

1Q4AUEhH14bKo1zXYuQdbN5FzxhHHT5L5B

1Q4CuftQ2xih1t5K42TbWXHLMdHYLq2egB

1Q4bizzMCj1qUYxxpjPm1psAEVkcFirm1T

1Q66CkptdKoXhAGm5cZqsTCyq7n27xHFBz

1Q6UW69NnH7P5qdMkgUpLMS7hjNxiCCfZb

1Q6YXaBGKxxgYZuw47L4wXsobqyeoZzT1g

1Q6ybaDR1zYcmwcGEcoGZ9rZAKDQb6cxre

1Q7FVzNCynm5yiDLyLqq5BsRM9HL4xjwN2

1Q7NMz1P2W6KHRTwUwuZEw87kNy4KjXNXT

1Q7ZFTpMsTNkyPeuopY5ghVi2DSZsbEr6F

1Q7j9iym8TXubCHJXuCLugqEXhg179m9mb

1Q7m1F2mg1KcbGxGqKarv8BaQhfrzGGYUb

1Q7o1p8jvLDQotxFSMBAZvWonqt9yLKSJA

1Q886hDm4ba4tUgEzWnDeLaGMHYefeb2V2

1Q8ER4Luvo6DEoMtXX6qYNCfXSsQiqsPJt

1Q8GiSMopiyqiENnfVMCQ1vEFb68qxPENi

1Q8HygqpXniQwpeyPhZoAMHpcXADoymEYH

1Q8arYbih2bgkZFV9zKpri6Qeq8yZFiGCj

1Q8otMiSJikc1DLAjPjoox59Vrzbq27qM1

1Q8ow8tG7deKJp5hssxnW1TM2Y5MYkEvNC

1Q8rVutEc2BTeBexsXTFr1WnD9rPUxEAkS

1Q8yCfqNrs2LSAxnvCnXz8dgSwY8YUeLSN

1Q9ZTZnYCGvGCj9RsCsFgyfTmJvjvLsCke

1QA6y7zDFo9h6U6xL4ZVNWQGpFwxYWL2wu

1QAJFuxcv1tyj4HJDSqCJ9GYsFcKAFRicj

1QAUfDCznxmaytrbaSneeFbBcS1ANLd9aV

1QAa1Wm9QCQ8EZuF24W4Wszz4quLLjLW4p

1QAc9S5EmycqjzzWDc1yiWzr9jJLC8sLiY

1QB89eZhsn5VGi5vvX4VDfL8mA1hxvr9xV

1QBC5ezVxAuA86WeUrpdPFUMLJxx7yj26c

1QBNtfZ5nVobhdU6kFvv6XaL7Fq46CnwRf

1QBZtsK6ib1bTCGHrrqeopQbcFro618y5S

1QBd7JZ5hXmBJWjoBiQUYrrVL1KYEaffUY

1QC5aNxkXcrVhLfjrcAk8J5essN8gwtnxW

1QCPfiZNHVGDjy7nWfKWyZEVpx2NYrPMQq

1717

1QCSSjwSoEyVS4fNbVCcJLy6g4NfgeLTF5

1QDAesGT8cmjwdQrAdL2AVK2sTdYnjZQdC

1QDTerJPMMdPnbvWr8R5p4SYTPbQLzk8vj

1QE6KGjbMxcWwjAAB6TLxBTLM8pAnso7gT

1QEBUdqRq42XDefKFaoM6vMdTUMyKynnCm

1QEF4yDuRZGgRLcn4R5oyZ5PuwgwRxSiyK

1QELGLEWPQnLPTUKSrjLFzXgywGcXBKP6s

1QEc8ZduvEx9AAZGHa6JCk9fCbVpdabeBY

1QEky9Wbxhf81poxUYwAV1TUV567dCXwB7

1QExB5WBcoexsojDYaDorKt4MS7MdLWbp2

1QF27y2SsfAH5ek7sniYfukExsWwcE5izT

1QFRScSSe6qsAvQKnTaJuMNhLgVZ17TGJA

1QFcKMVXWZTR4arA5GKppg8YNzpdCSzWc7

1QFkrVgYHwiWexVnS1AW2MDCARkrzmoE9i

1QFtVFnPPjFnX1MgGtxy2RcezeVFGWB8ug

1QG7hwpzzSydWKsEZVj7XbbPfZZcTXANw9

1QGWv2M6YrUFd4VqAfr57P2y8WcwgfE22e

1QGcsems8YoCKYiY7QFrcEsxsGjgtEj47Z

1QHiyNWikqU7PELkKeeV4xB1QX4o8ChjdU

1QHyQvUsHQjkZGyvEraVcmCrvSRYm9cyFE

1QJAC57yTKTSHRqWbm9ED4knyPtQuyJKqT

1QJAtV78oqDwWqa7eQ8cPPExvdXW2ceKdh

1QJGDFbFvKGTtemMK4ZLSmGEuoZxpfeJ9G

1QJRGFwdRYDNKrzcQtp9uMQTc7z9ajmZay

1QJTy1pyjyX2VPXFWKEEajkPSS7pr4sQLT

1QJrFP6nQ7n8aY98iueh2e7FYa5tJHcRBe

1QJxryHNTnTkHntkeZ6f92Svysiyh7gADR

1QKGfeFBTAbKR81MjmebvYU7xC4ncvL6Br

1QKU4GgE4BDXTdno1GKocywLctipHYEHvN

1QKWnGExyTJ4yRQjs8eh9motYX4tFrSs8m

1QKatQKerW67oBkUUaQQ8xMRxYssu6HujW

1QKyuxvWwvBdxQvdH4uBRBc56Z2xTwwfT5

1QLH65j7zcZePNBHs5YyD5diG4kZVTXZre

1QLMRb9JRaNBdtMjN8Y5YoMiZ1QmPKuwyp

1QLRqAkwQgo1HEaf7khmqCR4sT4vJjgPg9

1718

1QLU1GEof18Zejig9o4uN4jsmyk5MAnitD

1QLaciJGnTDUfLAMk2pdrwmPooTvHDmftd

1QQX1AnFa4sN61yXGZmMVjx5jcQjLgNeD

1QgTuQXf1ETiV1VJC9sh5A688ri2rT5hy

1QhKRzH5MWy6GoEUieVFcHxJ4vkdWGCh2

1QitZEoJvoz9E8e8ig4HJaXXaULN5ZKvi

1QpmvFaiEQinEdoH6yZ1UW2JedKpjKWyy

1RAsqyeSXgMFDPwNCkpdWn5UbC8ZwCLxB

1RFDv6VuF1ix2d8g5nvqnA6YiMg2wexq2

1Rmv2gPLLc9hHewwRWJsZu5CBZtKtgZYu

1RwQfHwQNUbbJEwP8VMirxqG7mKsJ1DEw

1S8kdZxDN6No8XA65myynEYEkJQaminP8

1SAFJ57Y4ht6qUyvRGGDUbSVKJBZDitpn

1ShZMeDz44mGjTYdJoDoa2rbRz7yrconv

1SporaxoosUPYPEizY46t8yquLfzyABRm

1T2HrQKGDGAAWRNjReJo2AmpDr7dhxHn4

1T8gnkcF7RX4CsUKVzFGuptNWrHSDhCi8

1TKX9r5u21mJiHju5d1FV4AhAk5FTBLa5

1TPQwhRPd7AfmVhf2ZqnW62cDYZg5196J

1TXh5rXCfat2wQB9SX1opzNeWQ5YQ7Qux

1TvGxNJSk7rRZf7p1bb7hHs2ZDiJLiHLG

1TxHcgbt1rzYaFndukWo4tgFAMyjZqNiC

1TzJHVoHPyKzPxwtXmiybPSoJe7VeUoxk

1UAF1R1RRAxPp58GSUjJay9pQaYNJC1de

1ULyABgVwuzVAh2ZjcTpZZxBL1HQ8Uxt2

1UbZ1m8vuWodJjHkmzk7GugrFodTTAVZ5

1UpFfnZqPKbPrnrkEEpzZ8Nf9ZHot7Ho6

1VDJaznt4FVJhp6Ef426dApgbTUbLEjr5

1VJXjTUFGVuMb6Gj7suumE2pVHqhRBp9f

1VirusnmipsYSA5jMv8NKstL8FkVjNB9o

1VxNqNJ5DEHzuhWjyNxZEtSKCv1sPkp4M

1W7VETgeGkNobCygqUaqm2uPLjjn6Z4gN

1WGdBrZk8tx9omGUpALSDGDBxjiNST7oX

1XCnEkmJDfiLF6LxNqXHTvkx16QB59EAL

1XGBBdB9PwJbUFambTiocrCV6fZAmuKkN

1719

1XNuRTtubPkF2AhuvYC9sV1dW5jkGbicV

1XPL6PJsF87mkhuLhWpgmzK5jTR1juExj

1XXW5LAL4dnNwz7i7xPrZaoVndD8YXZ7Y

1XndyUocE1YjC1RCXLiLDoDBwGWTw15dP

1YyRPgLGVDyGRRtofAasUCnPqYbiMBXso

1ZJbgF85LshH6jEuwEb6oxpFFX4SmgRzJ

1ZRWVZCC5rP2MRcemsbsGRMMmhpPhT7qe

1ZceALc8ZyZJXajbhPf8MG5arkzj75jyw

1ZrpyPbPUTt9RRViW1yr46wWocipzZ4Nn

1ZxhGjNP6Sgy8TA4AmTLZ1KxGKUvZyJ7E

1ZzK1z5aix8RQbgTeuefuSYX6uhpLwNqf

1a4XMc2QrkDNfTY1d8bLSoNx81UYwQJe1

1aEhLP5yvUDR8ufqELAXjVFZK1Y2Xzczv

1aiDVKsoYCqmWzxKM7bvByq4a1bSyrGzB

1aj5LoaZh41TAAWxxxXagctAzrB5Bn2Cj

1aswMRQKE5DUH87TGovwcADdnEfKgLuru

1bCMTC54U8abzqVaZcRBn41t14SZBosRY

1bt71dipJGFt4GwJ4DCY78HjHLNF2Ukg5

1btsQtX8q1TEqKVyFKbz76MKZtsBMTqkL

1btxC7s6yUSN6mbG1cozydQ5eh9zAnNbm

1bwBQviGFLLArNXSAi7sHRsbBgdPnSsKd

1cBhd2avNauAoKJwWw4C1zSkMQpSRQQbH

1cm8n9WkfuWKKGGLi92xNaKcBRxCr7xgx

1cqWTre5RUqLFWgK9mz4NkDvpeT2GSZ2k

1cugwqnYoxVijSZNEoH8UtoPrjw6MVUDi

1cxrreW8XKfo6bu4kDtXyAmd7fhMCRtqA

1d7sT74X2Xy7Bc5mfCtoD6fNLuKMJpRAo

1dNVbEj94sGeMUZBokQzXqisgs5SeEHbq

1dzRo5aJ9n5Et6iGNkdyu4w1gguDp7cXm

1e5HBR8uSfLbxpBEAeRh1SnueTXbNAqWa

1fJ8Bj9D1cJeUgmoxCEegUfTjWg55GUYf

1gFdvFa9oP9YFL7j8N8hzShEVbCoEUSm8

1gaktgn1wki8FJzwYtTXMaU7CmfHMWSPo

1gnScsytYKGtTcB7zCN5eAG7Dg7qpokwu

1h4KXJJphKaAxhDoxF9UuMmdjisFZFD1o

1720

1h9WfAwhiCZkhtdSiwWG2in1EgFXkfyeX

1hHDrLTYnmNCww7mQAhCbKyVW2cGQQkqM

1hHvwtzkAGydYWH5qyLBE8hehcrp8oP2x

1hoywzBBSiu1ZPUQQvTVyh11pRBemf7uE

1iLQwz7gBuYAN8MPxCkfwrH6dB9E2hiHa

1idKbdmWo1DM9GKP9ZVnjyvH7upVA6XxG

1japUvvmpdz4uT49CSMUjqm4n8qsJhrKu

1jwzQKYmgJuquTGaBE7xReRZEUAR9gp5A

1kFpq84XuZ8J2bgF1mZCACVGcH6MScwPu

1kJTyPQ8jPDCvpt2MpnA8R8viLKAGQqyT

1kvh7zVRrucjpEMso52Z66wKcoxUgbDSK

1m5N9jLYDKMM54gGasptHBTW422jrXRhF

1m6SuNbsAU7iGWPq6PyZMa1ntdyCATGxJ

1mFrSuYaiRNDcRnYKv291rpKooyetkoYU

1nYkwGhRCfmyAgwkCEAwkcYNjBGnZzcya

1nk4M8n5KHYJj4su2Re6aXtWNTRocT9HG

1nzzeJ9hMSQzVqncL252i15mbxZotoPEr

1oLArFHx6SJqoVGxkQCnxJerGLNJp8Tqk

1oaiirwhKzm7jdatrEFYFJE4nCXiaenou

1od69mrKda8LcuCJMEFn5HDC2FAbm9ch2

1orojkFSqfb8QJZ6kvCPFoMw7HigpnMDF

1orvjbLisGfDt7JGkMbFBuAmmy1CtvJYh

1pCaYWsQnbpARBJqkvgE9eEHdZnCMAJxG

1pDNLZDM1LWXvC4LvxuV7KPPiJag15TWo

1pDjRrkk12pKzGs7CMc1BcrEcraaKuFER

1pH48ryjxeieaZXzWHNLiJgWTbBLc1mUV

1pPkuJTjRLW7Frozbg4rzALz1nuL9eH1P

1pRhUvHUkSs626uLYvTakyh5jHLP1kjpg

1pZgEGndpUpJqPJiVu5FWLTX4W2iMYMsE

1phpHXzSR8MuAzNyNwfzYiodzw7rD1Hju

1pt6LJ9Uc8mkxFuCx16VVtj2Df9NdH1q5

1px2pnCAfc1si5Zs8Dj5y5wqQ7otiNcyL

1qfryXDAZysfLWc2aRZvCirujX9CH8eaV

1rSRnibdpJ781gh6YySYeCK6WAwcET1DX

1rUofjYNnzLyPjYwarettScf5AYfCJNHS

1721

1rYWA7yJyEM5FtqGLHeGrANqRGoGkmNF7

1rdmSHhnrqfr1HSxGUDmF5WxdvDuHiwQM

1s45vUK7NzJPVDtfqFYy9CDpmdBs4BAv2

1sKMML71ChWq7fbq8TwK4uFMeuWxYwYJs

1sQrvnms2z9XnrVBdwxPvRgs4tLrDo2kB

1sahMHaG5weMFGnxSS5cEU5uPWzcoNHXi

1sawGBP6ByVsqTua8imu5fkdbcFRYSuKB

1t88ZsdG5kQ5pviUKrgNzZv56MZ2aZfzi

1th9mPTYumfdAzCevEV1dwhG8stVnRB5n

1uE8Uk58khVCZGvMU1ZqrHEdrLYvLGkYv

1uEJwq8jQxjzCanztPNJLWxyWn6CMJJ1X

1uPwFwqYBPctdgXyL4ySJa4bFqDqGHFRx

1uaCmab9tkPEHPoWu2V6PbbvSm2AK65BE

1uetx2bAthivqTfRri7L2hwgC8ww9qLvJ

1uja95isAxe8vtRPkz4hNqs79A9XjocDM

1vA6HFxHbVKWJfYMHEGZz9UzrV5yFaj5S

1vFidoWeLZ2AGFmNKkFkHvaYjpYu17m2g

1vWTLv1oavPwphNMDpQcsrShYj6VTgNnL

1vgVYqSiQpPd8Q9oFwqF6qxXEBM1rKwUh

1vjZyWurGeewjctgC5wjNt2vSKmaVtK5h

1vrCMrFuuHpip885sPYbTVZJzgdVJY2Yg

1w4wjCSmU5zSKLi4xV5xhNbCfUYeB6hPN

1wUNBxuxCyW4AfcvescMHGrnxZN6Qs6TZ

1wfPSEbWmb7dCvEZDUVXKzsq6v5iykzjc

1wvDNpuDdyixA8GyEKPASYJ9S4AcCGK6h

1x2sYaJYpJfDLd8FBSjeaVqMCZjRewaBz

1xRMJsNRBkwCLNQBn4kWjUNfCfHQ4BnEy

1xogTBoyk44ubNiMM2edCoCeN8E4ixwcB

1yZkWRa7pWdVGkQYJcUhwtX9VuMcekhra

1yhbhHUjgF8o9egKZZn6CEXA6cTUEUeLU

1yq1PNgfpuKQwpkbzkeLtBSvtu7dUT5eF

1yuuADVStwum9xFTHYm7ZK2gy2a7xWxMya

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOloot3O5u8QketlZT8wYqa4Qk4H0vMuDvcs-0fq1F3ilwz

RzogivfeGA80bSr_wZDx3k2HH8-mhF59ddZl9DdrTeK91dYhqwlLie

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgp9z1TTow0pzsC1Cz91G5_z-HOctVHz9omDyoSYvV76R3Nq

UbVyyv3fatC6xFYOeyoM6VpJFsAB5TCP2V3Yw_shTeUGqHLiXw45YE
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3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEijzAUTg8NwteHC-Q-Ie9RoKxT4sNV4s10HZ6J-wg_wFsYY7

3XHcl9KZfV8y80L3jA0lEnNmzHLGRtoAlTnbEVbVWIQe4DP_tHudyf

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhabXFWg7twQwRnb4V4Mn3I_SCy8nhXhj9bo23JWpzeg86QQ

4FUwRnPj53SXB-xeuSORmZpCvct8nmki4DQj_WI4DjdmgX4Z8xeZcy

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSvLDCCPesjHhsOHFcsiFnenf2rCm48MUPlKzmIcDZeAfke

iw6USDKFVYr0ZrrOYsg7r3f9E_4PuViEdRuoNfVqSvaG09laP9h5ZS

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjm3b_7whNAvtpvrHHYZpRNJq5n9ctgnRWQnyrzrfmwdkkhA

BuYs41Dti6EuD41ZaY_FZ4u_5e5Ps2WtJMB_OvOBprX8iCARRQpdGI

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjmG62q4ZtonMRIuqIEgq2y8FjBOClFqIcuU_u4l9erAwBrM

JUA3RbzzUwfr30kxHSNA0qrrXDyFgOGWQRMnasVPpvOK5SYFS_miiI

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjybzILhnxfL0Heps1HpPCVv0hH8tviVTyXa1e-JgyWB2Ae2

lyKQQiLEcaqBbJi3AQjYl5NTO0321YlD9Ko6FMh2pDPgCuxB2OM7Pc

1.7.3 Tip of the Day - Part Two (2024-08-12 13:51)

[1]

This is the second tip of the day where I’ll do my best to use Technical Collection and offer a peek inside a pretty in-depth and comprehensive list of 138 ransomware-themed Tox IDs for research and analysis and attribution purposes.
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Here’s the complete list of ransowmare-themed Tox IDs: 9A751AC90A5F020521EE40D58208C272BD18D2E0C934AB6DA9B918627578095CD9847E24CE59

3488458145EB62D7D3947E3811234F4663D9B5AEEF6584AB08A2099A7F946664BBA2B0D30BF

C

D83B98E47E1929E5EF9A665CEAB53177FC376B6CC857D3148334017A3CE26910DF690179C09

3

7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611E-

0121AE421AE1D49ACEABB 2

7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611E0121AE421AE1D49ACEABB 2

D3404141459BC7206CC4AFEC16A3403F262C0937A732C12644E7CA97F0615201A5

-

19F7EAB2E2

4AE245548F2A225882951FB14E9BF87EE01A0C10AE159B99D1EA62620D91A37220522725

4A9F

D27A7B3711CD1442A8FAC19BB5780FF291101F6286A62AD21E5F7F08BD5F5F1B9803AAC6ECF9

4A4966259BE6EB1341A2A6A06EA25D747354257EA47F5FD4987A0760FFAEAB1E8E8955A0354

F

A4B3B0845DA242A64BF17E0DB4278EDF85855739667D3E2AE8B89D5439015F07E81D12D767F

C

AB33BC51AFAC64D98226826E70B483593C81CB22E6A3B504F7A7534-

8C38C862F00042F5245A C

A0FE105A82525ECB94DD2977B4A1F8A5A7CF82F12D720DD8C8D9CCA3F98B6-F52D911126AC1D F

9500B1A73716BCF40745086F7184A33EA0141B7D3F852431C8FDD2E1E8FAF9277E9

-

FDC117B47
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1.7.4 What is Nassef from Darkode Up To? (2024-08-13 16:27)

[1]

In this post I’ll elaborate more on some of the current activities of a well known Darkode forum member namely Nassef which we can clearly see here in the [2]Darkode repository of research.

Known email: xavi-linuxer@live.com

Sample currently active known domain registrations:

hxxp://tonymontana.su

hxxp://hack-mirror.net

hxxp://tonymontana.cards

hxxp://tonymontana.cash

hxxp://tonymontana.biz

Sample photos of related Darkode members:

[3]

1729





[4]

Sample personal photo of Eric L Crocker also known as Phastman 1730



[5]

Sample personal photo of Phillip R Fleitz also known as Strife Related posts:

• [6]Exposing the Darkode Forum Bust and the Associated Individuals Behind It - Or How I Almost Got Kidnapped? - An OSINT Analysis

• [7]Domain Portfolio Operated by Sp3cial1st from Darkode

What we have here are several E-Shops for stolen credit card numbers part of his brand franchise including a web site defacement mirror run by him.

Known Darkode domains:

hxxp://darkode.com - 81.27.98.152 - briankrebson@gmail.com

hxxp://darkode.pro

hxxp://darkode.com

hxxp://darkode.me

hxxp://darkode.cc

hxxp://darkode.su - Email: ctouma2@gmail.com

Known Darkode personal email address account:

darkode.notice@gmail.com

Full names of Darkode members:

Johan Anders Gudmunds

Morgan C Culbertson

Eric L Crocker

Naveed Ahmed

Phillip R Fleitz

Dewayne Watts

Murtaza Saifuddin

Daniel Placek

Matjaz Skorjanc

Florencio Carro Ruiz

1731

Mentor Leniqi

Rory Stephen Guidry

We also have an interesting malicious infrastructure discovery in the context of TA505, Darkode (hxxp://darkode.su; ctouma2@gmail.com) and the following portfolio of malicious domains.

hxxp://arculus.su

hxxp://bestsup.su

hxxp://abcstore.su

hxxp://usdcoin.su

hxxp://loads.su

hxxp://adsk.su

hxxp://newbond.su

hxxp://moserant.su

hxxp://huntersinternational.su

hxxp://exploit.su

hxxp://mazurax.su

hxxp://mocaverse.su

hxxp://firemarket.su

hxxp://accounts-login.su

hxxp://drkatzen.su

hxxp://zeebira.su

hxxp://fedex-tracking.su

hxxp://officesupportdoc.com

hxxp://amazon-security-deutschland-safer-certification-info.com hxxp://aspendok.com

hxxp://trailandra.com

hxxp://flumenco.com

hxxp://agliesc.com

hxxp://technicalpreviews.com

hxxp://thipissney.com

hxxp://paalai.su

hxxp://portfolio-metamask.su

hxxp://allbridge.su

hxxp://manta.su

hxxp://commerzebank.net

hxxp://aerulonoured.su

hxxp://aswurdaes.su

1732

hxxp://cerofixt.su

hxxp://loads.su - semik@protonmail.com; gendir@dtrs.ru; vlayura@yandex.ru Related personally identifiable information on Matjaz Skorjanc - Iserdo - [8]ButterFly Bot which was also a well known Darkode member:

mafioso@xmpp.jp

hxxp://lizardstresser.su

k@exploit.im

hackerx24@hotmail.fr

duckylord@priv.in

hxxp://80.242.123.196

hxxp://142.11.230.18/b.php

smile@tsec.pro

Related ButterFly Bot personally identifiable email address accounts: weke79@hotmail.com

iserdo@gmail.com

admin@1337crew.info

wg.fatal@gmail.com

gov.hack@gmail.com

jernej _5@hotmail.com

waisted.time@hotmail.com

netkairo@hotmail.com

floxter@hotmail.com

hamlet1917@hotmail.com

ice@iceman.in

leniqi.mentor@siol.net

icemangjk@hotmail.com

Related URL:

hxxp://bfsystems.net

hxxp://webmail.ngulesh.info

Related domain (wg.fatal@gmail.com) registrations:

hxxp://voc.cash

hxxp://deepbluesecurity.nl

hxxp://threatforce.net

hxxp://erc20collector.com

1733

hxxp://b2bradio.net

hxxp://intelhub.link

Related domain (ice@iceman.in) registrations:

hxxp://albaname.com

hxxp://albahost.net

hxxp://albaname.net

hxxp://mpuq.net

Related domain (weke79@hotmail.com) registrations:

hxxp://jbcine.com

hxxp://futboltele.com

hxxp://clinicablanco.com

hxxp://clinica-blanco.com

Related domain (hamlet1917@hotmail.com) registrations:

hxxp://tamiflux.net

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj3KWzUG4nOCKjX-nk8PWJfkDkoFDurQyaVEiM2DK_z3Sptl

UypSOacpWbowJn7ExA6iKuaHmmM50kTC00T4NtMdT58sN7DmBf85mT

2. https://darkode.cybercrime-tracker.net/

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXmEnkkyZlPUTdfi9DfnofW09wlinznY4zWEvmz07Fedo6R

VFr80FctzccWry6O4tqrU8OTNwpSvwDiG2UAG7tTZTKFq4QrLH-Ktw

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiu6_1x96XvjmdsCDJb928SrC8I74sL9Re-k9rpZE64QZLVW

hO2iDWeX8imazVNrihVz0x0Qw4EohmLOLLrxp8FbvB6itMiNk9goQ8

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiyKEzBopW5WZ2AenYG74wp2DvWNtSAX5RXq4EELLAUEySyf

CjNlU6hIHaUcnKPeDvKnGIKZDi_sP84yb6iCpRiz1lptNf7JVF5vkz

6. https://ddanchev.blogspot.com/2021/10/exposing-darkode-forum-bust-and.html

7. https://ddanchev.blogspot.com/2024/07/domain-portfolio-operated-by-sp3cial1st.html

8. https://ddanchev.blogspot.com/2023/05/whos-behind-butterfly-botdci.html

1.7.5 Edward Snowden’s IoCs (2024-08-17 12:12)

[1]
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I’m retiring.

Personal domain: hxxp://lavabit.com

Personal email address account:

Ed _Snowden@lavabit.com

edsnowden@lavabit.com

Lavabit’s BitCoin address:

1Bqqy3SxZ27ZUogEeiKHYqPsmFwuRTErMu

Known domain registration:

hxxp://ismtgoxsolvent.com - 97.74.42.79; 50.63.202.93

Possible related domain registrations:

hxxp://mtgox-creditors.com

1735



hxxp://mtgox-prod.net

hxxp://mtgox-reabilitation.com

hxxp://mtgox-rehabilitation.com

hxxp://mtgox-claim.xyz - Email: johndoe77887@gmail.com

hxxp://mtgox-legal.com

hxxp://mtgox-recovery.com

hxxp://mtgox-gift.pro

hxxp://mtgox-refund.com

hxxp://mtgox-prod.com

hxxp://ismtgoxsolvent.com

hxxp://xn–mtgox-glubiger-dib.de

hxxp://mtgox-lawsuit.com

hxxp://mtgox-token.com

[2]

Possible related domain registrations:

hxxp://mtgox-prod.net

hxxp://mtgox-refund.com

hxxp://mtgox-reabilitation.com

hxxp://mtgox-prod.com

hxxp://xn–mtgox-glubiger-dib.de

hxxp://l8.ai

hxxp://mtgox-recovery.com

hxxp://mtgox-rehabilitation.com

hxxp://ronniediagnosticenterltd.com.ng
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hxxp://easypay.com.ng

hxxp://mtgox-token.com

hxxp://mtgox-gift.pro

hxxp://mtgox-com.us

[3]

hxxp://mtgox-chat.com

hxxp://mtgox.us

hxxp://mtgox-bank.com

hxxp://mtgox-china.net

hxxp://777zg.com

hxxp://mtgox-support.com

hxxp://mtgox-china.com

hxxp://mtgox-wallets.info

hxxp://gox.com

hxxp://ismtgoxsolvent.com

hxxp://mtgox-lawsuit.com

hxxp://mtgox-legal.com

hxxp://mtgox-creditors.com
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hxxp://mtgox-claim.xyz

hxxp://mtgox-chat.tk

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgRoTL8pQAjkB85kNG-dtEnORcoxJli7i7-j1BP-UFTCVIFp

YfrXG3axV6TjNesAN3TawTk-k-ODb1H123XKrqF19xgVYBYhRiQ0-i

2. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvZbSIXGRBXGQURjsJEfG4lIQzVzNha_N_8Q14B65rT0G66

CqOWcx6QcRXEPpUnl__h4QYZ1DGK9jtshkM71AR5ZZbxWgEsAYxjcC

3. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEib_sUtMcM_UB_AK5YcM9vPBgatBTynrsZEqnRZoTRMDAxxM

-PzIR0oKshY91hiL0VZdfaVhU0a_LMAigbgLqOODCYmjQPTlFcepUy

1.7.6 Exposing a SEC’s EDGAR Securities Hacking Fraud Scheme Incident -

And Where’s the Beef? (2024-08-17 12:12)

[1]

Do you need a true Hollywood story where the hacker "knew the news" in advance before widespread publication and made some revenue in the process?

Here’s the deal. With [2]Oleksandr Vitalyevich Ieremenko currently on U.S Secret Service’s Most Wanted Cybercriminals list with a $1M reward for a SEC EDGAR hacking incident fraudulent scheme here’s a pretty good and decent "where’s the beef" analysis on the topic.

Sample analysis:

Handle: Zl0m; Lamarez; Ded.MCz; l@m@rEz

Email: lamarez@mail.ru; uaxakep@gmail.com - xeljanzusa.com - 62.109.25.228 ([3]SecureWorks analysis); 62.109.1.69

Commpany: 2016 Кзерокс

Phone: +7 951 366 17 17

ICQ: 123424; 108117

Web Money: 258807111393

Related URLs:
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hxxp://lamarez.livejournal.com

hxxp://ageline.ru/lamarez.php

hxxp://k0x.ru/md5.salt.tx

hxxp://k0x.ru/ _bot.exe - 82.146.60.59

hxxp://k0x.ru/black _energy _31337 _/stat.php

http://k0x.ru/siicywu36dswh/addddos.php

hxxp://xtoolz.ru

hxxp://cup.su

hxxp://xwarez.us

hxxp://defaces.ru

hxxp://deface.biz

hxxp://wape.biz

Sample photos of Oleksandr Vitalyevich Ieremenko:

[4]

[5]
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[6]

[7]
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[8]
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[9]
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[10]
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[11]
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[12]
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[13]
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[14]
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[15]
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[16]
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[17]
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[18]
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[19]
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[20]
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Related photos of Oleksandr Vitalyevich Ieremenko:

[21]

1. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiLF2HCUsplOvHcR02dH8Q2chO1SXlz3sQDT1F6NjyrMawAR
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Kx1q9l0-cE8DuO7XGD1x8NvRJREPV7yWwrQISenKaqZwnFDRVvTxp6

2. https://www.secretservice.gov/investigations/mostwanted/ieremenko

3. https://www.secureworks.com/research/point-of-sale-malware-threats

4. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjQTPUcPAlHnYiIrrsmghsIqwbpU7OSTnElgKdaua8CSP2a_

nR1wJVz-ngJrZso-9BKajPtFitK0P3toItadspodJuSO1SmEbNWntm

5. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhQsWzOEZynx0inhoZdFEFKVXvTsrUaha3ZoC5rh2P0eDxwS

a6PJFwo3tglgau20ht97xU7I_ibmE7PPDGI8iXe3KkBHLrDjmIvooK

6. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiFPVTxNGEIBQ2SSbasG6y3DeI6htXZhOpVDH2t2oGJNRPKB

KoTBphdJX_VleQA3CQjyGAZ4iarBGCgP1C0gceaWujN2X95W0VwtOH

7. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhnAq1meHkm_NJAFLNajvYmHbA-eoBkkiXcMCDGv4a-HhpFv

EIDyi3_ymYJ-OzK3KiJSXM0a-NSemEu-A5A4W8HM3K8dJKfLzpcOUt

8. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgeT8wmUB-t3UL3DZZ-wskwct1iQsmHh6eGW4eZ7CuKLBEjB

sa4C6rsenVSx6hbJFr-_Rryk9gYRZtyVV9WmAjhXisyqWz4CLKH5Az

9. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi3iVR9JxCU-wQe6Qe56Ex8huLlhrWMeql2wJRR0xgWFgDmq

hf2jJbq5NmwpJAKNTPk-m9HnmrBKwPPO2YUAJfqZ7cpFL_0k4Ok2ka

10.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhj4MH7twNdVADdwrTciFWTsbHbiGO3-VwyaZ2i29Eb_WT

PJVkRI-u7KMc2bjzsoodjp6mM2No-UmEg5SCmqrVFc_2QhZarcAwdDUo

11.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMvc-WidJU9Y6JaK8kmfgVodiibDwhEXLHzjtM6FoUAhp

qrmYk2-x-QjbmkfKUDL6f1c-9gy78D9dAFb23dLJvI00uc0cw1HgdHxL

12. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEic2HsllLy0ldvTIB-ja9HELW3Soeqbn3-TuFeH08J-o9j

fY-Y4kVyjFgZa9J9svdDRijxWKdolNl9JLmKEpmCY18xgYE_meC4Ac_w

13.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgOM1AoiZ6OLwQTZAXMOgZQ6BZeKFHq2fWlWZgak49j9Dq

qHvRzuT-mVl8MGLAFHCDtPS9LWM5MJqkgUOcZg0Cdve8OCpXc9bbU3lH

14.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj0jxwkHaWMLupDcKvDCV7EEwBZHCaIp-iWyUgxqP0BpaY

7DnpfPI_S4m_mn_C-7qDQFGBdfFmZPNd8-aEeQx4NBlkXR2CxVdrIyRe

15.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgp-MjVXo_c1_YZUdE1a7dkFpGdzywvGsQUYp0X8m2_aFl

alfRWk-p-iGdSHq3YLJwi0VKiU4NkrHCYGwsfSz2hoh7vDtkfWqkGFPD

16.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhK2hGJJBDCaBF34ZZqORnRAtXT9UbBag2C_SLbRpIQ8LW

BVqdUXJQEOc45jbogKJ5d0E2N-jVehgCYTGgCgWGtXyusUBo6bUPLhsE

17.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhWNtYsfzF2ye48lqOFtYfMyJN1ynTeOe97Bw2GsFOIWW

v0dYehJ9JDEHfcVKZjs7-arCS0cr5xCebZmimDHjxGZzlh5fqJLPwLlG

18.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj7KO3qrc2GU1BbMjJY9szBjnxXAWh15JAwoiIH8rnTMhG

i-_AIzOsno9IQh7zJ33F6r08tRnhaGjUXbTqH6ERfKP2ia3kZyU6-xtw

19.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4075q4HxiYwbRpxECJwGTHVWdL56zATeYR0tx-fKC7ff

CKz3XNEa2DeC76fI8gheE2Lg7AW2czh5ojPGN0Uka-dKzDPUCdMp_M1I

20.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizJLBzYFzo18K0GwTmvqYabxQRenY-2U6jz_UyxV2XHi_

jqV4tSU4_Fv4v_0A22WZl4MgchXrLm1W08q5YnYUvlztvqSPZ48TdIr0

21. https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjECD1noiZOuwVk1nF1wU9tSFF4bFyRctbp-VJbgbG6q7I

3h7BknJnXNJQsPY32PQGFltG__QsQQIN7edm72Im8SH6LDLNeqhxMSPi
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